Cisco Af+4, j4, od, ¢4, '3, OAfYAf« & AfVaf: 4,
AfCH, AfYAfVAf«a@Sa@®E,Caf—afa,+3F%3, 358
3,034%3,134%3,73,-af83°5©®8, taVat €S

&, Caf%odf € a,na, flaFraFnlD : cisco-sa CVE-2007-
Hi gh 20071219-fwsm 5584

&@a...~é-c<e—Y¥ : 2007-12-19 16:00

af @afva, afsasf 1.2 : Find

CVSS3,14,33,¢: 7.8

726 ¢¢- : No Workarounds available

Ciscoafea,°ID:

oY e78@«a, a,«ef...4 t13Q A€Qt2739«A, 5,2V 2-13QREPZA...~31P A4
Al

%1 el@

Cisco Catalyst 6500 8,4, caf faf @ 3€53,"3€°> Cisco 7600 3,-3faf%3,°

3f«af143,:C"" AP BE« EEYIQPB®CU+I @ 3S4,i3,05,¢4, ! 5,03 haf« 3FCA, Af¥afhaf«3 85,3«

Cisco Firewall Services Modulei’4"FWSM,; af+3,id,=a,¢3, | §,0af1haf« a,pafuasa,

afca, af¥afhaf«iva%od @«3€ aEQ@FWSM

dQ®Afafaf1haf%od @«i@Pri@Pa@PEa Q@ efrx€8i@EaQ,a,8,Ta1+tr€83Q@EIQP«aQA,(EIQ | a4

FWSM &,-3,'aftaf a,%af-af"a,'a,83 ca@Raf@afa, afsaf'a€@ ace3.2(3) i@ @'a@83Q9™aE,

é@“é@@é-Oéi(EéQCEae,,Qéﬁgé,,éQ«ae,ag”“é@-é,(‘fé@\?é%é@_é +3'S5€+3,Ei¢ ' 3€,dQ%3€>3,"3E
3'afafafnaf 3@ 133 Yae-a,Fie | 3€,39%3Q9™aE,

3@ "a@®e,Ta%+r€83@«3€@ 3E@Common Vulnerabilities and

Exposuresia"CVEi%4%oe~a"¥a€ CVE-2007-5584

3€ E3%0%3,537%:"5€ 13,%03, E3 @ | 3©,3 Q%A ™E,

8,-815%980¢ €QIQ"IO®e, TaN+tr€83@«a AT aO™a,4,%afaf"5,14,84,¢C
3,Caffaf—aftafsasf a, afafrearnsa,'ae™a a0 aRsa @83 @™aE,

G "aQ@®e,TaV+r€83@Q«d %HIQ9P—3i@ | é@“ééé@g_g—é@CEéQ,é,ééé%ééwéﬁ

5@ "3@®3,Ca3f%05f€@a,13,95f°5€ A€ https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A
sa20071219-fwsm &€ 84...-é—3@+3,E3Q | 3@, @HIG™E,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20071219-fwsm
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5584
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e028Y2" efYA" @
&, T8V aeCEAQ @A, 8, RE128"§

FWSM @ 3€€3,-3,'aftaf a,%af-af"a,|a,8a,¢c af@afia, assas 3.2(3)
GQEC UAfQPIP—39|39,3,<3 3Q I€QIQ"AQOBL,TAV+REFIQ«LO’ 3" aQP—3Q%IQ™EE,

FWSM 3@ Ee,1a%+3@«3@0i@T1ae<d,'a ra®sa@™a, 3@ «a€@ a€@Cisco I0S

3O%3IQY3€ Cisco CatOS 3€<3,%0 Command-Line Interfaceit4 CLI;

3,28f2835%0af©4,1af 3,033, af%4af+3,83,18,"11%4%03, 35253 %03 € ® show module

8’ ¢ (EAQ@—a€ | a€QA, 3,aftaf d@«a,nafa,'af afhaf«a @3, E3@ | 3€,3,<3fCa, af¥af1haf«a@ ¢
2 aQPRAMAQP €Y, afaffaf" 4 3€«afa,ja,n3,¢a, | a,0afhaf« a,pafhasra,’

afca, af¥asfhas«iva"WS-SVC-FWM-

11%%03 @ Ee@L%%oa @3, E3QYA, 3, afTaf 3,/(x°5@—3@ | 5€,5Q%IH™AE,

switch#show module

Mod Ports Card Type Model Serial No.
1 48 SFM-capable 48 port 10/100/1000mb RJ45 WS-X6548-GE-TX SAXXXXXXXXX
4 6 Firewall Module WS-SVC-FWM-1 SAXXXXXXXXX
5 2 Supervisor Engine 720 (Active) WS-SUP720-BASE SAXXXXXXXXX
6 2 Supervisor Engine 720 (Hot) WS-SUP720-BASE SAXXXXXXXXX

HEEQP—3€,3,"afafFAF QB "2%0€S, (e’ @I QP—3@YaAUEIEQshow module <slot number>
a,3afzaf3af%0d,’ c™°¢(Ei@—a @ | A€HQIBRYe|(Fa©a,EI& 1a€,4a,<a,%2afaf 4, 3,8a3,Cca@®afe@al

switch#show module 4

Mod Ports Card Type Model Serial No.
4 6  Firewall Module WS-SVC-FUM-1  SAXXRXXOKXX
Mod MAC addresses Hw Fw Sw Status
4 0003.edxx.xxxx to 0003.edxx.xxxx 3.0 7.2(1) 3.23) ok

8 SEQ PRI QI3 IEQFWSM 3 Eaf@afna, afsas 3.2(3)
8/40Ye[EaQ—3@ |89,5,39" 5@ dQEICQYICESWIEQPI —3Q i@ 3, EiQ 59,3 Q%IQ™E:

8 1Y Soece; 4@ ®af@afha, afsafa€®Cisco I0Sa@83€ a€@show
module3, 3éf2éf3éf%oéé®éi°é§>é@«éQ,,éfcé,,éﬂéf%éf«é@@éﬂ/zéf-éf“é, '3,83,caf@aflaa, afsaffa€
module <slot number>



8 35 2835 %o, SOV & EAO™3,3;...0 | @I 3€,3,559%36>3,"5€,

d9%IQPYIO QP r-idORIIOP®], 39T «AEHSshow version
3,°af23f*af%0d,'a%2;¢" " a@—a3€ | FWSM
393, %0f...8 +3,0 R/¥AQ-3%—3Q™5, Q"3 3,5 Q83Q QIO NIG™AEE,

FWSM#show version
FWSM Firewall Version 3.2(3)

Cisco Adaptive Security Device

Managerivs ASDMiYo8,” 8voiC" a@p—a € | affaf@a,na,'a, (Ric@ 139 —39 | 39,3, 4@ 3@ I€Qaf:
3,13,£3F335%03, 3@ ®e| F€QPIQPUIGYYFQ ASDM

3,'3,£3F33f%03, A@®3- !5 Sa@«3,1af3f 4,1 4,85,C5QRAFQAf143, 3853 TS| (n°5@ 3, EFPIade

FWSM Version: 3.2(3)

&, TaYrac€ss, 49 «a,"89839,39%3€,,30"30 3G ECC°R* QIO 3, EIHYeLLI"O

« FWSM 3 -3 18fTaf 8 YAf-af 5 !4 83, ¢ Af @af1ha, af8a5° 3.2(2) 4»¥8%0 @ aE,

- FWSM 3 -5,18ftaf & %28faf 518,83, ¢ &f @aflsa, afsaf 3.1(x)a€,

« FWSM & -4 18fTaf & Y4Af-af 4 '4 83, ¢ &f @af1d, 3f8af 1.x(y) 453,33 2.x(y)3€,

« Cisco PIX 500 &, -&f3f 18,0 & »8, Af¥af3af 14 £ & Caf—afO3 od CAf34, 1Y PIX 1Y %03E,

« Cisco 5500 3, -af8f V8, %6 ©48; 0287<8,»3, aF¥af 414, £

3,C3f—af©3,na,caf%a, 114" ASAiY4%0aE,
@ ®3,3,"3,°e£1L8" Q9«95 Q,3Q | FEQIQ TO®E, Caf%af @A, 0, 135 B®V:+EY: 5,39 —a

03¢ °
af-8,0dfa 7 & CAf—af28, +Af V.4, -Af SAf3 & 0afa, 1af 38 A -Af8Af3, Avag a@—a@VYa, 2afaf afafaf«
af—af-afiaaf
3f3,'31..3@83Q@®Aftaf143, AQ®3T cOTIQ«e,T8%+€83Q T3 dce 4O™E, 3OV, QFEQFWSM
3@ EAFEfaF 1135 %03 €3, 3@ ef1be€83@F3€,3,55Q%IOP™IE, 39" 3P®L, Ta1+2EE5Q F€F,C3
3,08f33,4£85,7 4, 81833 af—af8,»3,'3, 6€36 Q23O ™A @@ ™ae-cS, A @ afQAFFAF Af afha,”
3f af0afa,£3ffa, 3€«3,"8,5C™°C"YIQ ™54 3@ aOT3€,3,539%IO™AE,

GQ"3Q@®e,Ta%+e€83@«e0’3%"3Q@™a,« FWSM 3@ B®afafafhd,'a€@ a€@FWSM 3,-3,"aftaf



a,%af+af"a,!a,83,¢ af@afna, afsasf 3.2(3) 3@ @@ Q™aE,

4@ "3@®e,Tal+r€83€¢ €@CiscoBugID
CSCSI08519(c™eaf Y48, 18, ¢ ) d@p«@ " ~14%05 93, E3 @ | 36,3 @%@ ™€,

H76€p¢C-

TCP afel @aE-2e0YesfLaH®c¢, jaS'acE-

FWSM 4§ TCP
2Le! QAE-2OYef%E, (135 59« Q™I GQ ICPIQ"ITO®L, 131255 OF TIP3, EIQHIQO™:

TCP &f Z8fV&f 78f O3 04, T4@ 3€ @23 ®3,¢3, 5, -3f53°5, 40V E5@—3 @%@ ™A€,

8, 3af3af Afafvaaf « Af—af~afVAf3 Af 8,18, €B@ L3 Q™3 Af afOEf3,£A5f3, i1 af 5, 0Efn 7

5,043,455, 4,5f84%3,8;...8 | Q3@ 3@ ™3,AF3 +AffAF A, CO®CQTAF AFOES3,£3ffH, 3 3@ Oi1h%o:
39 3€QTCP

®eZ¥CY3C" 3@« af¥af i@ «e U QI8P QI 3 QrLIHP T13°QIQPBEFE,+3ffAF 5@ ®reEinsa:
2 3f3,+affaf 3«2 AR3FQ—3Q%IQ™EETCP

3fZaf14af73503,n3, 93 A€QAftaf3,05f«a3f 39820e%085'5Q TP °TQLI@Q | 355,55 @20e%0aS 5

TCP

Rl QAE-20Yef3,C,i85' 3@ «AO™E, AP «IQ IEQPX-iFQPBRINIP«rIP™E, 3P TIQ €A, AfaS
3,%af3af+3,£3,®af¥af-asaa, afsaf afcasaaf%od €8 no control-point tcp-normalizer

B FAf2AfOEf %ol EoiG B — B QU ™MEE,

FWSM# config terminal

FWSM(config)# no control-point tcp-normalizer
FWSM(config)#

FWSM#

&€ Econtrol-point tcp-

normalizera€@3,'c,i85'd @ «3QO™a 3@ FEQ I @ rfIQ%¢ T3°PIP®3,»3,°afiaAf P P®rnedt°FH T
TCP af¢a,8affa, 3@ €{E3, €3, EIQSIEQFWSM 3983 ®af-3a,ndfn 7
a,08f%3,'af33, 4,-af8af¢" a€@«acafaf afafuaf« af—af-afuafa@8a€@—a;a@™a,« TCP

ara,zaffaf" ae@8ae® TCP

3,%8f—3&,3f83fP3Q@®0fe | -3€ ARYe|Fi@ 3, Fa@4i€3,"a€,4;R@xfe 3€;af@afha, 38336 ®3,Y

d ®acfxa@¢a,2af°af " a,,a,8a,¢

3 CAf faf—Aa, °af ~afY.af %08, asncad 74
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