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<#root>

ftp-server enable
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l--- Permit FTP services fromtrusted hosts destined
l--- to infrastructure addresses.

access-list 150 permit tcp TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK eq 21
access-list 150 permit tcp TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK eq 20


http://www.cisco.com/en/US/docs/ios/12_2t/12_2t2/feature/guide/ftscp.html
http://www.cisco.com/en/US/docs/ios/12_2/configfun/configuration/guide/fcf011_ps1835_TSD_Products_Configuration_Guide_Chapter.html

1--- Deny FTP packets fromall other sources destined to infrastructure addresses

access-list 150 deny  tcp any INFRASTRUCTURE_ADDRESSES MASK eq 21
access-list 150 deny  tcp any INFRASTRUCTURE_ADDRESSES MASK eq 20

l--- Permit all other traffic to transit the device

access-list 150 permit IP any any
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l--- Permt FTP fromtrusted hosts allowed to the RP.

access-list 151 permit tcp TRUSTED_ADDRESSES MASK any eq 21
access-list 151 permit tcp TRUSTED_ADDRESSES MASK any eq 20

1--- Deny FTP fromall other sources to the RP

access-list 151 deny tcp any any eq 21
access-list 151 deny tcp any any eq 20

l--- Permt all other traffic to the RP
l--- according to security policy and configurations.

access-list 151 permit ip any any
1--- Apply this access list to the 'receive' path

ip receive access-1list 151
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access-list 152 deny  tcp TRUSTED_ADDRESSES MASK any eq 21
access-list 152 deny  tcp TRUSTED_ADDRESSES MASK any eq 20
access-list 152 permit tcp any any eq 20

access-list 152 permit tcp any any eq 21

access-list 152 deny ip any any
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class-map match-all COPP-KNOWN-UNDESIRABLE

match access-group 152

!

!

policy-map COPP-INPUT-POLICY

class COPP-KNOWN-UNDESIRABLE



drop
!

control-plane
service-policy input COPP-INPUT-POLICY
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