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Cisco Network Servicesï¼ˆCNSï¼‰NetFlow Collection Engineï¼ˆNFCï¼‰ã�® 6.0 
ã‚ˆã‚Šå‰�ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�§ã�¯ã€�ãƒ¦ãƒ¼ã‚¶å��ã�¨ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�Œã�¾ã�£ã�Ÿã��å�Œã�˜ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆ
ã‚¢ã‚«ã‚¦ãƒ³ãƒˆã�Œä½œæˆ�ã�•ã‚Œã�¦ä½¿ç”¨ã�•ã‚Œã�¾ã�™ã€‚ã�“ã�®ã‚¢ã‚«ã‚¦ãƒ³ãƒˆã�®ã�“ã�¨ã‚’çŸ¥ã�£ã�¦ã�„ã‚‹æ”»æ’ƒè€…ã�¯ã€�ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®è¨å®šã‚’å¤‰æ›´ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã€�å ´å�ˆã�«ã‚ˆã�£ã�¦ã�¯ãƒ›ã‚¹ãƒˆ
ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚° 
ã‚·ã‚¹ãƒ†ãƒ ã�«ãƒ¦ãƒ¼ã‚¶ã�¨ã�—ã�¦ã‚¢ã‚¯ã‚»ã‚¹ã�§ã��ã�¾ã�™ã€‚

NFC ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 6.0 
ã�¸ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�¯ç„¡å„Ÿã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ã�“ã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆ
ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�®å•�é¡Œã�«å¯¾å‡¦ã�™ã‚‹ã�Ÿã‚�ã�«ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹å¿…è¦�ã�¯ã�ªã��ã€�è©²å½“ã�™ã‚‹ã�™ã�¹ã�¦ã�®ãƒ¦ãƒ¼ã‚¶ã‚’è¨å®šã‚³ãƒžãƒ³ãƒ‰ã�§å¤‰æ›´ã�§ã��ã�¾ã�™ã€‚ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹å›žé�¿ç–ã�¯ã€�5.0
ã�§ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã‚’å¤‰æ›´ã�™ã‚‹æ–¹æ³•ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-

sa-20070425-nfc ã�§å…¬é–‹ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

è©²å½“è£½å“�

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

ã�“ã�®è„†å¼±æ€§ã�¯ã€�6.0.0 ã‚ˆã‚Šå‰�ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ Cisco NetFlow Collection Engine 
ã�«å½±éŸ¿ã�—ã�¾ã�™ã€‚Cisco NetFlow Collection Engine ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¯ã€�Web ãƒ™ãƒ¼ã‚¹ã�®ãƒ¦ãƒ¼ã‚¶ 
ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ï¼ˆUIï¼‰ã�«ãƒã‚°ã‚¤ãƒ³ã�™ã‚‹ã�‹ã€�ãƒ›ã‚¹ãƒˆ 

Medium
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20070425-nfc

åˆ�å…¬é–‹æ—¥ : 2007-04-25 16:00

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.1 : Final

CVSSã‚¹ã‚³ã‚¢ : 5.6

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID :

CVE-2007-

2282

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070425-nfc
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070425-nfc
http://tools.cisco.com/security/center/cvssCalculator.x?version=1.0&vector=CVSS:1.0/AV:R/AC:H/Au:NR/C:P/I:P/A:P/B:N/E:F/RL:W/RC:C
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-2282
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-2282


ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚° ã‚·ã‚¹ãƒ†ãƒ ã�‹ã‚‰ nfcollector ã‚³ãƒžãƒ³ãƒ‰ã�® show-tech 
ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã‚’ä½¿ç”¨ã�™ã‚‹ã�“ã�¨ã�§ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³
6.0 ä»¥é™�ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹å ´å�ˆã€�nfcollector 
ã‚³ãƒžãƒ³ãƒ‰ã�§ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¬ãƒ™ãƒ«ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ version 
ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

NFC ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¯ã€�Web ãƒ–ãƒ©ã‚¦ã‚¶ã‚’ä½¿ç”¨ã�—ã�¦ http://<nfc-
hostname>:8080/nfc ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã€�å·¦ä¸Šéš…ã�® About 

ã‚’é�¸æŠžã�™ã‚‹ã�“ã�¨ã�§ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚æ–°ã�—ã�„ã‚¦ã‚£ãƒ³ãƒ‰ã‚¦ã�«
NFC ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚

ãƒ›ã‚¹ãƒˆ ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚° ã‚·ã‚¹ãƒ†ãƒ ã�‹ã‚‰ NFC 
ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�/opt/CSCOnfc/nfcollector 

ã‚³ãƒžãƒ³ãƒ‰ã�® show-tech ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚NFC 
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 5.0.3 
ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ã‚·ã‚¹ãƒ†ãƒ ã�®å ´å�ˆã€�/opt/CSCOnfc/bin/nfcollector show-tech 

ã�®å‡ºåŠ›çµ�æžœã�¯æ¬¡ã�®ã‚ˆã�†ã�«ã�ªã‚Šã�¾ã�™ã€‚

 

<#root>

$ /opt/CSCOnfc/nfcollector show-tech 
 
********** pkginfo/swlist ********** 
Name        : CSCOnfc                      Relocations: /opt/CSCOnfc 

Version     : 5.0.3

                             Vendor: Cisco Systems, Inc 
Release     : 2                             Build Date: Wed 06 Sep 2006 11:19:59 AM EDT 
Install Date: Mon 12 Feb 2007 04:26:54 PM EST      Build Host: nfc-hpux.cisco.com 
Group       : Applications/Network          Source RPM: CSCOnfc-5.0.3-2.src.rpm 
Size        : 109385602                        License: Copyright (c) 2002-2003 by Cisco Systems, Inc. 
Signature   : (none) 
URL         : http://www.cisco.com 
Summary     : Cisco NetFlow Collector 
Description : 
Cisco CNS NetFlow Collection Engine receives, filters, and aggregates NetFlow 
 traffic data generated by Cisco routers and switches. 
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ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹å•�é¡Œã�«å¯¾ã�™ã‚‹è„†å¼±æ€§ã‚’å�«ã‚€ã��ã�®ä»–ã�®
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Cisco CNS NetFlow Collection Engine ã�¯ã€�NetFlow 
ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�™ã‚‹ãƒ«ãƒ¼ã‚¿ã‚„ã‚¹ã‚¤ãƒƒãƒ�ã�ªã�©ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�® NetFlow 
ã‚¢ã‚«ã‚¦ãƒ³ãƒ†ã‚£ãƒ³ã‚° 
ãƒ‡ãƒ¼ã‚¿ã�®å�Žé›†ã�¨ç›£è¦–ã�«ä½¿ç”¨ã�•ã‚Œã�¾ã�™ã€‚ã�“ã�®ãƒ‡ãƒ¼ã‚¿ã‚’ä½¿ç”¨ã�™ã‚‹ã�¨ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯
ãƒ™ãƒ¼ã‚¹ãƒ©ã‚¤ãƒ³ã‚’ç¢ºç«‹ã�§ã��ã�¾ã�™ã€‚ã�“ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ãƒ™ãƒ¼ã‚¹ãƒ©ã‚¤ãƒ³ã�¨æ¯”è¼ƒã�™ã‚‹ã�“ã�¨ã�§ã€�Denial of serviceï¼ˆDoS; 
ã‚µãƒ¼ãƒ“ã‚¹æ‹’å�¦ï¼‰æ”»æ’ƒã€�ãƒ¯ãƒ¼ãƒ ã€�ã��ã�®ä»–ã�®æ‚ªæ„�ã�‚ã‚‹æ´»å‹•ã�ªã�©ã�®ä¸�æ£ã�ªæ´»å‹•ã‚’ç°¡å�˜ã�«æ¤œå‡ºã�§ã��ã�¾ã�™ã€‚

NFC ã�¯ã€�ã‚µãƒ�ãƒ¼ãƒˆå¯¾è±¡ã�¨ã�ªã‚‹ UNIX 
ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�«ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�¾ã�™ã€‚ã�“ã�®è£½å“�ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�™ã‚‹ã�¨ã€�ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®
Web ãƒ™ãƒ¼ã‚¹ã�®ãƒ¦ãƒ¼ã‚¶ ã‚¢ã‚«ã‚¦ãƒ³ãƒˆ nfcuser 
ã�Œä½œæˆ�ã�•ã‚Œã�¾ã�™ã€‚ã�“ã�®ã‚¢ã‚«ã‚¦ãƒ³ãƒˆã�®ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�¯ 
nfcuser 
ã�§ã�‚ã‚Šã€�ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ã€�è¨å®šã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ–ãƒ«ã‚·ãƒ¥ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚’è¡Œã�†ã�Ÿã‚�ã�«å¿…è¦�ã�«ã�ªã‚Šã�¾ã�™ã€‚6.0
ã‚ˆã‚Šå‰�ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�® Linux 
ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ©ã�§ã�¯ã€�ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚° ã‚·ã‚¹ãƒ†ãƒ ä¸Šã�«ã‚‚ nfcuser 
ã�¨ã�„ã�†å��å‰�ã�®ãƒãƒ¼ã‚«ãƒ« 
ãƒ¦ãƒ¼ã‚¶ã�Œä½œæˆ�ã�•ã‚Œã�¾ã�™ã€‚ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�¯ãƒ¦ãƒ¼ã‚¶å��ã�¨å�Œã�˜ã�§ã�™ã€‚ã�“ã�®ãƒ¦ãƒ¼ã‚¶ã�Œã�™ã�§ã�«å˜åœ¨ã�™ã‚‹å ´å�ˆã€�Linux
ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ©ã�¯ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã‚’ãƒ¦ãƒ¼ã‚¶å��ã�¨å�Œã�˜ã�«å¤‰æ›´ã�—ã�¾ã�™ã€‚

ã�“ã�®å•�é¡Œã�¯ã€�Cisco Bug ID CSCsh75038 

(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«è¨˜è¿°ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

è„†å¼±æ€§ã‚¹ã‚³ã‚¢è©•ä¾¡ã�®è©³ç´°

Cisco ã�§ã�¯ã€�Common Vulnerability Scoring 
Systemï¼ˆCVSSï¼‰ã�«åŸºã�¥ã��ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ã‚¹ã‚³ã‚¢ã‚’è©•ä¾¡ã�—ã�¾ã�—ã�Ÿã€‚

Cisco 

ã�§ã�¯åŸºæœ¬ã‚¹ã‚³ã‚¢ã�¨ç�¾çŠ¶ã‚¹ã‚³ã‚¢ã‚’è©•ä¾¡ã�—ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�¯ã�“ã‚Œã‚‰ã‚’ç”¨ã�„ã�¦ç’°å¢ƒè©•ä¾¡ã‚¹ã‚³ã‚¢
ï¼ˆEnvironmental Scoreï¼‰ 
ã‚’ç®—å‡ºã�—ã€�å€‹ã€…ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�«ã�Šã�‘ã‚‹è„†å¼±æ€§ã�®å½±éŸ¿åº¦ã‚’å°Žã��å‡ºã�™ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚

Cisco PSIRT 

ã�¯ã€�ã�™ã�¹ã�¦ã�®ã‚±ãƒ¼ã‚¹ã�«ã�Šã�‘ã‚‹é‡�ã�¿ã‚’ã€Œæ¨™æº–ã€�ã�«è¨å®šã�—ã�¾ã�™ã€‚ç‰¹å®šã�®è„†å¼±æ€§ã�®ç’°å¢ƒçš„å½±éŸ¿ã‚’åˆ¤æ–ã�™ã‚‹éš›ã�«ã�¯ã€�é‡�ã�¿ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã‚’é�©ç”¨ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚

CVSS 

ã�¯ã€�è„†å¼±æ€§ã�®é‡�å¤§åº¦ã‚’ä¼�ã�ˆã‚‹æ¨™æº–ãƒ™ãƒ¼ã‚¹ã�®ã‚¹ã‚³ã‚¢è©•ä¾¡æ–¹å¼�ã�§ã�‚ã‚Šã€�å¯¾å¿œã�®ç·Šæ€¥åº¦ã‚„å„ªå…ˆåº¦ã‚’åˆ¤æ–ã�™ã‚‹ã�®ã�«å½¹ç«‹ã�¡ã�¾ã�™ã€‚

Cisco ã�¯ä»¥ä¸‹ã�® URL ã�«ã�¦ CVSS ã�«é–¢ã�™ã‚‹ FAQ 
ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsh75038
https://sec.cloudapps.cisco.comRPF/register/register.do


http://www.cisco.com/web/about/security/intelligence/cvss-qandas.html 

ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�¾ã�Ÿ Cisco 
ã�¯å€‹ã€…ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�«ã�Šã�‘ã‚‹ç’°å¢ƒå½±éŸ¿åº¦ã‚’ç®—å‡ºã�™ã‚‹ CVSS 
è¨ˆç®—ãƒ„ãƒ¼ãƒ«ã‚’ä»¥ä¸‹ã�® URL ã�«ã�¦æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚

https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x

CSCsh75038ï¼šDefault password for nfcuser in NFC

ç’°å¢ƒã‚¹ã‚³ã‚¢ã‚’è¨ˆç®—ã�™ã‚‹ CSCsh75038

CVSS åŸºæœ¬ã‚¹ã‚³ã‚¢ - 5.6

æ”»æ’ƒå…ƒåŒºåˆ† æ”»æ’ƒæ�¡ä»¶ã�®è¤‡é›‘ã�• [Authentication] æ©Ÿå¯†æ€§ã�¸ã�®å½±éŸ¿ å®Œå…¨æ€§ã�¸ã�®å½±éŸ¿ å�¯ç”¨æ€§ã�¸ã�®å½±éŸ¿ å½±éŸ¿ã�®é‡�ã�¿

Remote é«˜ ä¸�è¦� éƒ¨åˆ†çš„ éƒ¨åˆ†çš„ éƒ¨åˆ†çš„ Normal

CVSS ç�¾çŠ¶ã‚¹ã‚³ã‚¢ - 5.1

æ”»æ’ƒã�•ã‚Œã‚‹å�¯èƒ½æ€§ åˆ©ç”¨å�¯èƒ½ã�ªå¯¾ç–ã�®ãƒ¬ãƒ™ãƒ« Report Confidence

æ©Ÿèƒ½ã�™ã‚‹ å›žé�¿ç– ç¢ºèª�æ¸ˆ

å›žé�¿ç–
ãƒªãƒªãƒ¼ã‚¹ 6.0 

ä»¥é™�ã�§ã�¯ã€�ã�“ã�®å•�é¡Œã�¸ã�®å¯¾å¿œç–ã�Œè¬›ã�˜ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«æ™‚ã€�ã�¾ã�Ÿã�¯
6.0 
ã‚ˆã‚Šå¾Œã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¸ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰æ™‚ã�«ã€�æ¬¡ã�®ä¾‹ã�§ç¤ºã�™ã‚ˆã�†ã�«ã€�Web
ãƒ™ãƒ¼ã‚¹ã�® nfcuser 
ã‚¢ã‚«ã‚¦ãƒ³ãƒˆã�®ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã‚’å¤‰æ›´ã�™ã‚‹ã‚ˆã�†æ±‚ã‚�ã‚‹ãƒ—ãƒãƒ³ãƒ—ãƒˆã�Œãƒ¦ãƒ¼ã‚¶ã�«å¯¾ã�—ã�¦è¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ã�“ã‚Œã�¯
Web 
ãƒ¦ãƒ¼ã‚¶ã�¨ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�«å¯¾ã�—ã�¦ã�®ã�¿é�©ç”¨ã�•ã‚Œã�¾ã�™ã€‚å›žé�¿ç–ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æœ€å¾Œã�«ç¤ºã�•ã‚Œã�¦ã�„ã‚‹ã‚ˆã�†ã�«ã€�Linux

http://www.cisco.com/web/about/security/intelligence/cvss-qandas.html
http://www.cisco.com/web/about/security/intelligence/cvss-qandas.html
http://www.cisco.com/web/about/security/intelligence/cvss-qandas.html
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?target=new&vector=AV:R/AC:H/Au:NR/C:P/I:P/A:P/B:N/E:F/RL:W/RC:C


ãƒ›ã‚¹ãƒˆã�§ã�¯ã€�ãƒ›ã‚¹ãƒˆ ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚° ã‚·ã‚¹ãƒ†ãƒ ã�® nfcuser 
ã‚’æ‰‹å‹•ã�§å¤‰æ›´ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚Solaris 
ã�¸ã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�§ã�¯ã€�å¸¸ã�«ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�®å‰�ã�«ãƒãƒ¼ã‚«ãƒ« 
nfcuser 
ã‚’ä½œæˆ�ã�—ã�¦ã�Šã��å¿…è¦�ã�Œã�‚ã‚‹ã�®ã�§ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯
Web ãƒ™ãƒ¼ã‚¹ã�®ãƒ¦ãƒ¼ã‚¶ 
ã‚¢ã‚«ã‚¦ãƒ³ãƒˆã�®ã�¿ã�Œå¯¾è±¡ã�«ã�ªã‚Šã�¾ã�™ã€‚Solaris ã�¾ã�Ÿã�¯ Linux 
ã�«ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 6.0 ä»¥é™�ã�® NFC 
ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�™ã‚‹å ´å�ˆã�¯ã€�ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ©ã‚’å®Ÿè¡Œã�™ã‚‹å‰�ã�«ã€�ãƒ›ã‚¹ãƒˆ
ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚° ã‚·ã‚¹ãƒ†ãƒ ã�« nfcuser 
ã‚¢ã‚«ã‚¦ãƒ³ãƒˆã‚’ä½œæˆ�ã�—ã�¦ã�Šã��å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

6.0 ã‚ˆã‚Šå‰�ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�® NFC 
ã�§ã�¯ã€�æ¬¡ã�®æ‰‹é †ã‚’ä½¿ç”¨ã�—ã�¦ Web 
ãƒ¦ãƒ¼ã‚¶ã‚’å¤‰æ›´ã�§ã��ã�¾ã�™ã€‚

æ¬¡ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�${NFC_DIR}/config/auth.config 
ã�«ä¿�å˜ã�•ã‚Œã�¦ã�„ã‚‹ãƒ•ã‚¡ã‚¤ãƒ«èª�è¨¼ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã‚’ç·¨é›†ã�—ã�¾ã�™ã€‚nfc-
user ãƒ•ã‚£ãƒ¼ãƒ«ãƒ‰ã�¯å¤‰æ›´å�¯èƒ½ã�§ã�™ã€‚nfc-password 
ã�«ã�¯å¼·åŠ›ã�ªãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã‚’é�¸æŠžã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

 

<#root>

NFC { 
    com.cisco.nfc.collector.web.auth.SimpleLoginModule required nfc-user="nfcuser" 

nfc-password="nfcuser"

; 
};

 

æ¬¡ã�«ã€�nfcuser ã�¨ã�—ã�¦ã€�NFC 
ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚’å�œæ¢ã�—ã€�å†�èµ·å‹•ã�—ã�¾ã�™ã€‚ã�“ã�®æ“�ä½œã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�nfcollector
ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦è¡Œã�„ã�¾ã�™ã€‚

 

# su - nfcuser 
 
$ /opt/CSCOnfc/bin/nfcollector stop all 
nfcxml: Not Running 
collection: Not Running 
re: Not Running; autostart not configured 
web: Not Running 
 



$ /opt/CSCOnfc/bin/nfcollector start all 
This product contains cryptographic features and is subject to 
United States and local country laws governing import, export, 
transfer and use. Delivery of Cisco cryptographic products does 
not imply third-party authority to import, export, distribute 
or use encryption. Importers, exporters, distributors and users 
are responsible for compliance with U.S. and local country laws. 
 
By using this product you agree to comply with applicable laws 
and regulations. If you are unable to comply with U.S. and local 
laws, return this product immediately. 
 
A summary of U.S. laws governing Cisco cryptographic products may be 
found at: http://www.cisco.com/wwl/export/crypto/tool/stqrg.html 
 
If you require further assistance please contact us by sending email 
to export@cisco.com. 
 
nfcxml: Running (pid: 6598) 
collection: Running (pid: 6606) 
re: Not Running; autostart not configured 
web: Running (pid: 6618)

 

ã�¾ã�Ÿã€�ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 6.0 ã‚ˆã‚Šå‰�ã�® NFC ã‚’ Linux 
ã�«ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�™ã‚‹å ´å�ˆã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�passwd 

ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ nfcuser ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã‚’å¤‰æ›´ã�—ã�¾ã�™ã€‚

 

# passwd nfcuser 
Changing password for user nfcuser. 
New UNIX password: 
Retype new UNIX password: 
passwd: all authentication tokens updated successfully. 

 

ãƒãƒ¼ã‚«ãƒ« ãƒ¦ãƒ¼ã‚¶ã�®ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�¯ã€�Web ãƒ¦ãƒ¼ã‚¶ 
ã‚¢ã‚«ã‚¦ãƒ³ãƒˆã�®ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�¨ä¸€è‡´ã�•ã�›ã‚‹å¿…è¦�ã�Œã�ªã�„ã�“ã�¨ã�«æ³¨æ„�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³
6.0 ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹éš›ã�«ã�¯ã€�UI ã�§ä½¿ç”¨ã�™ã‚‹æ–°ã�—ã�„ 
nfcuser 
ã�®ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã‚’æŒ‡å®šã�™ã‚‹ã‚ˆã�†æ±‚ã‚�ã‚‹ãƒ—ãƒãƒ³ãƒ—ãƒˆã�Œè‡ªå‹•çš„ã�«è¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ã��ã�®å ´å�ˆã�§ã‚‚ã€�ãƒ›ã‚¹ãƒˆ
ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚° ã‚·ã‚¹ãƒ†ãƒ ã�® nfcuser 
ã�®ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�¯ã€�ä¸Šã�§èª¬æ˜Žã�—ã�Ÿã‚ˆã�†ã�«å¤‰æ›´ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�¯ã€�http://www.cisco.com/go/psirt 

ã�¨å¾Œç¶šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚‚å�‚ç…§ã�—ã�¦ã€�å•�é¡Œã�®è§£æ±ºçŠ¶æ³�ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

http://www.cisco.com/go/psirt


ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹æ©Ÿå™¨ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��é�©åˆ‡ã�«ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã�®ç¢ºèª�ã‚’å��åˆ†ã�«è¡Œã�£ã�¦ã��ã� ã�•ã�„ã€‚æƒ…å ±ã�«ä¸�æ˜Žã�ªç‚¹ã�Œã�‚ã‚‹å ´å�ˆã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã�¾ã�Ÿã�¯å¥‘ç´„ã‚’çµ�ã‚“ã�§ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã�›ã��ã� ã�•ã�„ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco PSIRT 

ã�§ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã�¯ç¢ºèª�ã�—ã�¦ã�Šã‚Šã�¾ã�›ã‚“ã€‚
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


