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l--- Permit TCP services fromtrust hosts destined

l--- to infrastructure addresses.

access-list 150 permit tcp TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK

1--- Deny TCP packets fromall other sources destined to infrastructure addresses
access-list 150 deny  tcp any INFRASTRUCTURE_ADDRESSES MASK

l--- Permit all other traffic to transit the device

access-list 150 permit IP any any

interface serial 2/0
ip access-group 150 in

af>af & vaf af Safv.af afv&€EZProtecting Your Core: Infrastructure Protection Access Control


https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20070124-crafted-tcp
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20070124-crafted-tcp

Lits¥@a@83@ €@3,nafaf-af03,'af af0a, af@afLa; €e-a,ca, 3,»3,'afa,'af a@®3a,~3,03f%0afO:
a@—a¢iACL(rACL)

& too£a7a@®Af—afOaffaf 3f3,0af%haf 5 «3€55€,3€ ' 56 3€€Cisco12000

5,-3f°3f%3,°(GSR) 3€©83€  12.0(21)S23€€ Cisco7500 3,-3f°3f143,°5€83€

12.0(24)55€€Cisco10720 &,-3f°a%3,°5€© 836 12.0(31)S 36 ® I0S

3,%afaf5,15,83,C3€«3@ | 3,13 @af4If 3€+3,E5€ | 36,5, Receive ACL

5,66 2578,C3€ 393,559 %IQ™IE,3€—4;i ACL 36 3€Q@af«afuaf

3f—af3,»a53,13 @ ERe%id®> 3@ af afOaf5,£Affa, 3@ ®E1+EY:3,' 8 —3€9'3, 3% Q3P «IEQIO &
ACL

3O983@ 3€Q@IO—ia;;ACL

3@ CE€3EQLAF AFOES5,£35FE, A@«dlhoec" AQP—39%IP3,"3€, 39 "IQPRIQPVI, QICQPI»YE AH®
ACL 3@ ®5%EQ«3@S559,3 | a®A..." IP 3,Caf%0af-4," "any"
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Receive Access Control
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8@ ® receive path ACL
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l--- Permt tcp services fromtrusted hosts allowed to the RP.
access-list 151 permit tcp TRUSTED_ADDRESSES MASK any

l--- Deny tcp services fromall other sources to the RP.
access-list 151 deny tcp any any

l--- Permit all other traffic to the RP.
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access-list 151 permit ip any any
l--- Apply this access list to the 'receive' path

ip receive access-1list 151
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access-list 152 deny  tcp TRUSTED_ADDRESSES MASK any
access-list 152 permit tcp any any

access-list 152 deny ip any any

!

class-map match-all permit-tcp-class

match access-group 152

!

!

policy-map permit-tcp-policy

class permit-tcp-class

drop
!

control-plane
service-policy input permit-tcp-policy

4 S5 ® CoPP
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policy-map permit-tcp-policy
class class permit-tcp-class
police 32000 1500 1500 conform-action drop exceed-action drop
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<#root>

router(config)#

ip cef

router(config)#

interface interface #

router(config-if)#

ip verify unicast source reachable-via rx
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<#root>

router(config)#

router bgp <AS_nunber >

router(config-router)#

nei ghbor <I P_address> password <enter_your_secret _here>
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