10S
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H igh 20051201-http 3921

& @a...~é-<ae—Y¥ : 2005-12-01 21:00

df @afa, afsasf 2.0 : Find

CVS&4,14,%4,¢: 7.6

&76€¢¢- : No Workarounds available

Cisco af @a,° ID : CSCsc64976
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ip http server statusa,3afzaf3af%.a€p “show ip http server secure
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20051201-http
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3921

<#root>
Router>
show ip http server status

HTTP server status: Enabled

af taf €a,03,"a@EHTTPA, paf4af@a, a®Ye|EiQ@—i@ | 53€,39°59,3 39 i@ €Q9x-j39®3," 3¢

<#root>

Router>

show ip http server status

HTTP server status: Disabled

& 3QRIEES; PrLe, 36 3,1,3faf4,]3,83,Ca€@a8,»3, 3,-af8a 8@« "e%%oa€+a,(ES af@afld,,
I0S3Q@®Af@af1ha, 3335 «3@ €L, Ta1+2€33QES A" 5Q™E, 3@ &f12€839F5€,3,55¢

&, tavcee€8a, 49 «a,"8 9839 ,39°39,30"39 49 ECC°*9aO 4, EaHYVeL)E"§
Cisco IOSXR 4@ €©%3%:"3@—3@%3€»3,"3€,

Cisco

ey @AQ8C UAfQPIO—3@ | 3€,3,<8,23f3f",]3,83,08,'¢C°°QAQP™MA A Q3@ FEQ@Affafea ra,
version & 3afZaf38f %08, c ™o EA@p—a€ | 4,-3,"af taf

éf@éﬁéf%é,’éi"gn°éé—éé%éQTMé€,Cisco I10S §,%.af-af"3,)5,83,ca€ a€EInternetwork
Operating System

Softwared€ Q3@ %IQYiQ 3@ 3O FEEIOSIEQIO & (2°59 3, EIQUIQP™EE,31°855 @9 ®a—(F
Cisco 4ftaf@3,13,'3€«3€ show version

8,%8f 78138 %02 E3 93, 5@ AP C°a9%3,31°853 9 T, 39 +3, E3QUIQ™EE,

AP ®EIQ FEQI0SAF A ar4a,"12.3(6)3, a®Ye;Ea@—ac@a,0afs, af af4af«3€+3, E3@ | 3
[-M3@83€,3,<3,-3,'3,°e£1,3"@4,¢(°3@—3 @ | 5,3 QHAO™EE,

Cisco Internetwork Operating System Software
I0S (tm) 3600 Software (C3640-I-M), Version 12.3(6), RELEASE SOFTWARE (fc3)

AP ®EIQ AEQI0SAFfafrarsd, 12.3(11)T35,a®Ye|E3@—a€@a,naf 45143, 3@ @3 EC3845-
ADVIPSERVICESK9-M3@®e£):3"€4a,'¢2°d@—a@ | 8@, Q%I Q™IE,



Cisco IOS Software, 3800 Software (C3845-ADVIPSERVICESK9-M), Version 12.3(11)T3, RELEASE SOFTWARE (fc
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2005 by Cisco Systems, Inc.
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Cisco 10S
Webaf—8f©34, '3, 114 0af3a, (Af Vaf+4 84 08 iV, af taf €38,03, '8, HTTPE, paf4if @3 3@ —3€  3®Ye|E3 €83
11.03€88°74.. ¥5€+3, E3O%IO—3QYAE,
show
buffer sA, 3 78f38f %0a€p <3, %03 @ ®31°8S> 3 QT QP OFE Q33,3 @« (V" @39 +3, EFQPYa1°35a @« E ..
HTTPS,pafkif Q3@ «3@ €L, 13%+€83QES 40 3@ —3QUIO™IE 319" "3QBOHTMLA 25 %3F%05 €
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39 3O ®e, 13%+r€83Q«a@ af—af«aflhafa,25f-3,3af%a »af—af'a," 8, a,'af—afa,naf 3@ ES 3" 3@

d@"3@®e,Ta%+r€85€¢ d€@Cisco Bug ID CSCsc64976
(coSEAF YA T8, ¢ ) A« 8 i%05 95, 59 | 39,59 %IQP™MIE,

76 ¢C-
HTTPA BfVAf @30 E3FE5f 08,05, 50 52L8 1" 59 0O, 30 «aVc" 3045 E30 | 56,30730,5 5054

no ip http server
no ip http secure-server

HTTP WEB_EXECH, fif /4f* 4,149 ®c,,jaS"'aE-
12.3(14) Tar¥e™M Q3 P83€ €@ 25735, 39 HTTPA@SS, 3@ HTTPSA, uaf1kaf'a,'d, e%0dS'a€9 %43 €
&>—aQ@O®HTTPA, paflkafa,'a, d, ca, afta faf-3@PiQ%IPUIO«IO—3Q VIO %I UIEGWEB_EXECA,|

1. 3@™IQ'3Q | dQB®3,»affa,-af8aafCa, afYafhaf«a@®afa,'af a, ¢’ QI P—a @I Y™IE,


http://www.cisco.com/warp/public/620/1.html
http://www.cisco.com/warp/public/620/1.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsc64976
https://sec.cloudapps.cisco.comRPF/register/register.do

<#root>
Router#
show i p http server session-nodul e

HTTP server application session modules:
Session module Name Handle Status  Secure-status Description

HTTP_IFS 1 Active Active HTTP based IOS File Server
HOME_PAGE 2 Active Active I0S Homepage Server

QDM 3 Active Active QOS Device Manager Server

QDM_SA 4 Active Active QOS Device Manager Signed Applet Server
WEB_EXEC 5 Active Active HTTP based I0S EXEC Server

IXI 6 Active Active I0S XML Infra Application Server
IDCONF 7 Active Active IDCONF HTTP(S) Server

XSM 8 Active  Active XML Session Manager

VDM 9 Active  Active VPN Device Manager Server
XML_Api 10 Active  Active XML Api

ITS 11 Active Active I0S Telephony Service

ITS_LOCDIR 12 Active Active ITS Local Directory Search
CME_SERVICE_URL 13 Active Active CME Service URL
CME_AUTH_SRV_LOGIN 14 Active Active CME Authentication Server
IPS_SDEE 15 Active Active I0S IPS SDEE Server
tti-petitioner 16 Active Active TTI Petitioner

..., »affa, af8afafCa, af¥Yafhaf«a@®asfa,'af a, avex" @IQ—39%IQP™IE,3Q9"AQOR

<#root>
Router#
configuration term na

Router(config)#

ip http session-nodul e-1ist exclude_webexec
HTTP_I FS, HOVE_PAGE, QDM QDM SA, | XI, | DCONF, XSM VDM XM__Api
I TS, | TS_LOCDI R, CME_SERVI CE_URL, CME_AUTH_SRV_LOAd N, | PS_SDEE, tti - petiti oner

. A5 CAfYAf 8, BfOF, 08, CAf3af 565, %03 @ ®COESHTTPE | @at,3,81 ! c@Ta@™A HTTP/HTTPSA,

<#root>

Router(config)#

ip http active-session-nodul es excl ude_webexec

Router(config)#
ip http secure-active-session-nodul es excl ude_webexec
Router(config)#

exit



4. 3@™3Q'3€@ | 3OB®A,»3ff3,-af8af3af (3, Af¥ashaf«a@®afa, af a, ¢C° e’ @I @ —3€Q@WEB_EXECI@Q

<#root>

Router#

show ip http server session-nodul e

HTTP server application session modules:
Session module Name Handle Status  Secure-status Description

HTTP_IFS 1 Active Active HTTP based I0OS File Server
HOME_PAGE 2 Active Active I0S Homepage Server

QDM 3 Active Active QOS Device Manager Server

QDM_SA 4 Active Active QOS Device Manager Signed Applet Server
WEB_EXEC 5 Inactive Inactive HTTP based I0S EXEC Server

IXI 6 Active Active I0S XML Infra Application Server
IDCONF 7 Active  Active IDCONF HTTP(S) Server

XSM 8 Active Active XML Session Manager

VDM 9 Active Active VPN Device Manager Server
XML_Api 10 Active Active XML Api

ITS 11 Active Active I0S Telephony Service

ITS_LOCDIR 12 Active Active ITS Local Directory Search
CME_SERVICE_URL 13 Active  Active CME Service URL
CME_AUTH_SRV_LOGIN 14 Active Active CME Authentication Server
IPS_SDEE 15 Active  Active I0S IPS SDEE Server
tti-petitioner 16 Active Active TTI Petitioner

HTTPA Bf VAf @3 © %3 QY3 3,»3,3F¥8, CHTTPE, afhaf@3, a1 ¢ 5@ —a@ ' 3,Caf—af3 135143, af5aF°
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as®axfee a@éa,2af°af 4, a,84a,¢
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59,3933, FIQ®3 3€73,3€93,Caffaf—3,°3F a4 %03 @™3,«eOYa™ 3@ «3 Q@3 TIPaf;afCaf 3¢
Technical Assistance

Centerila" TACi%%03@%3 QY@ a¥'¢ 3,/ cuea, "a€83€,3,Aafar 515553,
f—afaf@3,nafE€afha@ 3955 939,50 303093 3630 ,3€,
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ELAQENRENRENZE R

af"af-a,naf i@ Ee "e%% a9 3, Ei@ | 3,3 O%AO™EE,C%0'ARSIQBIFEf G,
af"af-a,nafa@«e,tal%+e€83@ 9,3, 3@ 3@ I€QI;RRLI,'IP«E €xweE"QIOBIFAafS, TV

1

ai®>fe, a@:afafaf1ha,'a€Qa"—3@«e "e¥%%0a @ 3, EIQHIQ™IE€, 3@ £f1L39%3 3@ A €A

afid, AfEAfYvs Afeafeafyaa,t 8.@8¥05¢a, EaQYaFafaf1a,’
Affected 12.0-Based Releases First Fixed ReleaseiVs 4;®@afa€+a, Ea@ Y€
12.0 &, T&Y/aeE85€,3,5(ce €8 @I QB®E; PRLIQ 12.2)
12.0DA &, T8/t 85€),3,55€ Q2 €S QA9 ®E; ®2fa€ 12.2DA
12.0DB &, T8/t aeE85€p,3,5(re€a" QIO PRI, P2fIQ 12.2)
12.0DC &, T&Vs+a£85€,3,5(ee€3" Q3P ®E; P®2fFQ 12.2)
12.0(33)S
12.0S
12.0(32)S6
12.0SC &, T&Vs+a£85€p,3,5(cee€3" Q3@ ®E; ®R£3Q 12.09)
12.0SL &, T&Vs+a£85€,3,5(ee€3" 93P ®E; 2L 12.09)
12.0SP &, T&/s+a£85€p,8,5(ee€3" Q3P ®E; P®2£FQ 12.2)
12.0ST &, T8/craeE85€p,3,55€,59 " 39 ®3, Caf%oaf @ 3,03, 153 @ ®IEEa Packee”
5EQ3,»3, 3,383 3@ ®r%oé T3QP«% GQPLIQP | FEQA, PAfOAFUIf
12.0SX &, T&/s+a£85€,3,5(re€3" Q3P ®E; 2L 12.09)




12.0(32)SY%a

12.0SY
12.0(32)SY 3

12.0SZ 12.0(30)Sz4

12.0T &, T8/t aeE85€p,3,5(re€a" QIO PRI, P2fiQ 12.2)

12.0W &, T&Vs+a£85€,3,5(ee€3" Q3P ®E; P®2fFQ 12.2)

12.0WC 12.0(5)\WC14

12.0WT &, T&Vs+a£85€p,5,5(cee€3" Q3P ®E; P®RfFQ 12.2)

12.0XA &, T&Vs+a£55€,3,5(ee€3" Q3P ®E; PRfFQ 12.2)

12.0XB &, T&Vs+a£85€p,8,5(cee€3" Q3P ®E; P®R£FQ 12.2)

12.0XC &, T8/s+a£85€p,3,5(xe€3" Q3P ®E; P2fFQ 12.2)

12.0XD &, T&Vs+a£85€,5,5(cee€3" Q3P ®E; P®R£FQ 12.2)

12.0XE &, T&Y/aeE85€,5,5(ce €8 @I QB®E; PRLIQ 12.2)

12.0XF &, T8/t £8P 3 @ —

12.0XG &, T8/t aeE85€p,5,5(re€a" QIO PRI, P2fIQ 12.2)

12.0XH &, T&Vs+a£85€,5,5(ee€3" Q3P ®E; P®2fFQ 12.2)




12.0X| &, T&Vs+a£55€,3,5(re€3" Q3P ®E; P2£FQ 12.2)
12.0XJ &, T&Vs+a£85€p,8,5(ee€3" Q3P ®E; P®R£FQ 12.2)
12.0XK &, T&/s+a£55€,3,5(xe€3" @I QP ®E; PRfFIQ 12.2)
12.0XL &, T&/s+a£85€,5,5(cee€3" Q3P ®E; P®R£FQ 12.2)
12.0XM &, T8/t aeE83€p,5,5(r0e€a" QIO PRI, P2fIQ 12.2)
12.0XN &, T&/s+a£85€,5,5(ee€3" Q3P ®E; P®R£FQ 12.2)
12.0XQ &, T8/t aeE85€p,5,5(re€a" QIO PRI, P2fIQ 12.2)
12.0XR &, T&Vs+a£85€,5,5(ee€3" Q3P ®E; P2fFQ 12.2)
12.0XS 8, T8/ a£85Q° 5 @ —

12.0XT &, T&/s+a£85€,3,5(ee€3" Q3P ®E; P2fFQ 12.2)
12.0XV &, T&Vs+a£85€,5,5(cee€3" Q3P ®E; P®R£5Q 12.2)

Affected 12.1-Based Releases First Fixed ReleaseiVs & ®aeLa€p+a, Ed € Yaeoe€

12.1 &, T&Vs+a£85€p,8,5(cee€d" Q3P ®E; P®2£FQ 12.2)
12.1AA &, T8/s+a£55€,3,5(xe€3" Q3P ®E; PRfFQ 12.2)
12.1AX &, T&Ys+a£85€p,3,53€ @2 e€8" Q39 ®3; PrLIQ 12.2SE




12.1AY &, T8/s+a£85€,3,53€ @2 e€8" Q3P ®3; PrFIQ 12.1EA
12.1AZ &, T&Ys+at§5€p,3,55€ @2 e€" QIQ®I; ®X£i9 12.1EA
12.1CX &, T&/s+a£55€,3,5(xe€3" @I QP ®E; PRfFIQ 12.2)
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12.1DB &, T8/t aeE83€p,5,5(r0e€a" QIO PRI, P2fIQ 12.2)
12.1DC &, T&/s+a£85€,5,5(ee€3" Q3P ®E; P®R£FQ 12.2)
12.1(26)E8
12.1E
12.1(27b)E1
12.1EA 12.1(22)EA7
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GEQAa,»3, 3,383 3@ ®re%oé T3P «EU GO LIQP | 3EQI, NAfQAFUAF
12.1EC &, T&Vs+a£85€p,3,55€ Q€8 Q39 ®3; Pxfi€ 12.3BC
12.1EO 12.1(19)EO6
12.1EU &, T&Y/oeE85€,5,S3€ @2 e€3" QIP®3,®2f5Q 122EWA
12.1EV &, T&Vs+a£85€,5,5(ee€3" Q3P ®E; P®2£FQ 12.2)
12.1EW &, T8/t aeE85€p,5,5(re€a" QIO PRI, P2FIQ 12.2)




12.1EX &, T&Vs+a£55€,3,5(re€3" Q3P ®E; P2£FQ 12.2)
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12.1EZ &, T&Vs+a£85€p,5,5(cee€3" Q3@ ®E; PRfFQ 12.2)

12.1GA &, T&Vs+a£85€,3,5(xe€3" Q3P ®E; P2fFQ 12.2)

12.1GB &, T&/s+a£85€,5,5(ee€3" Q3P ®E; P2fFQ 12.2)

12.1T &, T&Y/toeE85€,5,5(cee€8" @I QB®E; PRLIQ 12.2)

12.1XA &, T&/s+a£85€,5,5(cee€3" Q3P ®E; P®2£FQ 12.2)

12.1XB &, T8/t aeE85€),5,5(re€a" QIO PRI, P2fIQ 12.2)

12.1XC &, T8/t 85€),3,5(ee€3" QA9 B3 PRf5 @ 12.2)

12.1XD &, T&Vs+a£85€p,3,5(cee€3" Q3P ®E; P®R£FQ 12.2)

12.1XE &, T8/s+a£85€,3,5(ee€3" Q3P ®E; P2£FQ 12.2)

12.1XF &, T&Vs+a£85€,5,5(cee€3" Q3P ®E; PRfFQ 12.2)

12.1XG &, T&Vs+a£85€,3,5(ee€3" @I Q®E; PRfFQ 12.2)

12.1XH &, T&Vs+a£85€,5,5(cee€3" Q3P ®E; PR£FQ 12.2)

12.1XI &, T&/s+a£85€,3,5(2e€3" 93P ®E; PRfFQ 12.2)




12.1XJ &, T&Vs+a£55€,3,5(re€3" Q3P ®E; P2£FQ 12.2)
12.1XL &, T&Vs+a£85€p,8,5(ee€3" Q3P ®E; P®R£FQ 12.2)
12.1XM &, T&/s+a£55€,3,5(xe€3" @I QP ®E; PRfFIQ 12.2)
12.1XP &, T&/s+a£85€,5,5(cee€3" Q3P ®E; P®R£FQ 12.2)
12.1XQ &, T&Y/aeE85€,5,5(ce €8 @I QB®E; PRLIQ 12.2)
12.1XR &, T&/s+a£85€,5,5(ee€3" Q3P ®E; P®R£FQ 12.2)
12.1XS &, T8/t aeE85€p,5,5(re€a" QIO PRI, P2fIQ 12.2)
12.1XT &, T&Vs+a£85€,5,5(ee€3" Q3P ®E; P2fFQ 12.2)
12.1XU &, T&/s+a£85€p,3,5(cee€3" Q3P ®E; P®R£FQ 12.2)
12.1XV &, T&/s+a£85€,3,5(ee€3" Q3P ®E; P2fFQ 12.2)
12.1XW &, T&Vs+a£85€,5,5(cee€3" Q3P ®E; P®R£5Q 12.2)
12.1XX &, T&Vs+a£85€,3,5(xe€3" @I Q®E; PRfFQ 12.2)
12.1XY &, T&Vs+a£85€p,8,5(cee€d" Q3P ®E; P®2£FQ 12.2)
12.1XZ &, T8/s+a£55€,3,5(xe€3" Q3P ®E; PRfFQ 12.2)
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12.1YB &, T8/t aE8a€),3,5(e €3 IO ®3; RefIQ 12.2)

12.1YC &, T&Vs+a£85€p,8,5(ee€3" Q3P ®E; P®R£FQ 12.2)
12.1YD &, T&/s+a£55€,3,5(xe€3" @I QP ®E; PRfFIQ 12.2)
12.1YE &, T&/s+a£85€,5,5(cee€3" Q3P ®E; P®R£FQ 12.2)
12.1YF &, T8/t aeE83€p,5,5(r0e€a" QIO PRI, P2fIQ 12.2)
12.1YH &, T&/s+a£85€,5,5(ee€3" Q3P ®E; P®R£FQ 12.2)
21y &, T8/cracE8a€p,3,55€,59 " 39 ®3, Caf%oaf € 3,03, 153 @ A€ Ea Packee”

HQ3,»3, 73,3551 5Q®x%0é TP AN GPLIQP | FEQI, UAFQFIHEF

12.1YJ &, T8/+at85€),5,53€ Q2 €3 QIO ®E; P2fIQ 12.1EA

Affected 12.2-Based Releases First Fixed ReleaseiVs 4, @aefi€p+a, Ea@Yare et

12.2(27c)
12.2(29b)
12.2 12.2(28d)
12.2(26c)

12.2(34)

12.2B &, t8/ataeE85€p,3,5(r0e€a" QIO PRI, P2fiQ 12.3)

12.2BC &, T8/t aE8a€),3,5(e €3 IO ®E; RefiQ 12.3)




12.2BW &, T&Vs+a£55€,3,5(re€3" Q3P ®E; ®2£FQ 12.3)
12.2BX &, T&Vs+a£85€,5,5(cee€3" Q3P ®E; P®R£FQ 12.3)
12.2BY &, T&/s+a£55€,3,5(xe€3" @I Q®E; P2£FQ 12.3)
12.2BZ &, T&/s+a£85€,5,5(cee€3" Q3P ®E; P®2£5Q 12.3)
12.2CX &, T&Y/oeE85€,5,5(ce €8 Q3@ B®E; PRLI€ 12.3)
12.2CY &, T&/s+a£85€,5,5(ee€3" Q3P ®E; P®2£FQ 12.3)
12.2CZ &, T8/taeE85€p,3,5(e0e€d" QIO ®3; ®RfI€ 12.29
12.2(10)DA7
12.2DA
12.2(12)DA11
12.2DD &, T&/s+a£85€,3,5(xe€3" Q3P ®E; ®2£5Q 12.3)
12.2DX &, T&Vs+a£85€p,5,5(cee€3" @3 Q®E; ®2£FQ 12.3)
12.2EW &, T8/c+oeE85€p,3,55€ Q2 e€S" Q3P ®E; Pefa @ 12.2EWA
12.2(25)EWAS
12.2EWA 12.2(25)EWA6
12.2(25)EWA11
12.2EX 12.2(35)EX




12.2EY 12.2(37)EY

12.2EZ &, T8/c+acE85€p,3,55€,12.2SEE3 @ ®iarrae, @ 3@ ®EF A 5143, 5 «8»&((
12.2FX &, T8/aoE85€,3,55€,12.2SEEG @ ®iarrae, @A @ ®EF 5143, A @ «8»&((
12.2FY 8, 18/ -a£85€p,3,53€,1 2.2SEGa@®ar»ze, @I@B®IFEfaf1A8, d@«C8r»ej
12.2FZ &, T8Y/oE856°3 @ —

12.2IRA &, T8/ et 8593 @ —

12.2IRB &, T8/ oL 8893 @ —

12.2IRC 8, T8/t £85@ 5 @ —

12.2IRD &, T8/ oL 889 3 @ —

12.21XA &, T&Vs+a£55€,3,55€ @2 e€3" Q3P ®3; P2LIQ 12.21XD

12.21XB &, T&Vs+a£85€,3,55€ @2 e€8" Q3P ®3; PREIQ 12.21XD

12.21XC &, T&Y/oeE85€,5,53€ P2 e€3 QI P®I; ®2efi@ 12.21XD

12.21XD 12.2(18)IXD1

12.21XE &, T8/ oL 8593 @ —

12.2I1XF &, T8/ oL 8893 @ —




12.21XG &, T/ taeE839 3@ —
12.21XH 8, 18VtoE 8393 @ —
12.2JA &, T8/t aE8a€p,3,5(e €l @ IO ®i; Refi@ 12.3JA)
12.2JK &, T8/c+a8a€),5,5(e €3 93O ®3; ®efI@ 12.3K)
12.2MB &, T8/t aeE83€p,5,5(r0e€a QIO PRI, P2fIQ 12.3)
12.2MC 12.2(15)MC2h

12.2(14)S18

12.2(18)S13
12.2S

12.2(25)S11

12.2(20)S13

12.2(31)SB3x
12.2SB 12.2(28)SB2

12.2(31)SB2
12.2SBC 8, T8/t aeE85€p,3,53€ Q2 00€3 QIO ®I,; ®2LIQ 12.2SB
12.2SCA 8, 18VtoES3Q 3 @ —
12.2SCB 8, T/ taeE859 3 @ —
12.2SCC 8, 18Vt 833 @ —




12.2SE 12.2(35)SE
12.2SEA &, T&Y/cae£85€,5,55€,12.2SEEG @ ®arrae, @3 Q®AF A 143, 3 € «C8»&(
12.2SEB &, T&V/-ae£585€,5,53€,12.2SEE3 @ ®iarrae, @3 @ ®Af A 143, 3 € «C8»&(
12.2SEC &, T&Y/aeE85€p,5,53€,12.2SEE3 @ ®iarrae, @3 @ ®AF A A 143, 3 € «C8»&(
12.2SED &, T&V/-ae£55€,5,53€,12.2SEE3 @ ®arrae, @3 QDA A 143, 3 € «C8»&(
12.2SEE 8, T&Y/ £S5 3 @ —
12.2SEF 8, T8V o855 @ —
12.2SEG 8, T&Y/ £ 8533 @ —

12.2(25)SG2
12.2SG 12.2(31)SG1

12.2(31)SG

12.2(31)SGA6
12.2SGA 12.2(31)SGA

12.2(31)SGA3
. &, T&Y/aeE85€p,5,55€,39 " 39 ®3,Caf%0af 3,05, Y55 @ ®IEE 5 Patae”

' BEQ3,»3, 3,383 3@ ®x%é t3QP«dN"'GQLIQ | F€QI,PafQIFUIF

12.2SM 12.2(29)SM2




12.2S0 12.2(18)SO7
12.2SQ &, T&/cec859° 3 @ —
12.2SRA 8, T8/st £S5 @ —
12.2SRB 8, T&Y/sta£85Q 5 @ —
12.2SRC 8, T8/at o853 @ —
12.2SRD 8, 1&/rto£83°3 @ —
12.2SRE 8, T8/st £S5 @ —
12.2STE 8, t&/aec859 3 @ —
12.2SU &, T8/ raeE85€p,3,5(cee€d QIO ®3; PREI @ 12.4)
12.2(29)SV3
12.2(29b)SV
12.28V 12.2(27)SV5
12.2(28)SV2
12.2(298)SV1
12.2SVA 8, t&/caeE859 3 @ —
12.2SVC 8, T8/ a£85Q 5 @ —
12.2SVD 8, T8Y/st o853 @ —




12.2SVE 8, T8/t oE85@ 5@ —
12.2SW 12.2(25)SW11
12.2SX &, T&Vs+a£85€p,3,5(cee€3" Q3@ ®E; ®R£IQ 12.2SXF)
12.2SXA &, T8/+at84€),5,5(e €8 93O ®A; ®ef3€ 12.2SXF)
12.2SXB &, T8/o85€,3,55€ 9 200€3" QIO®E; ®rfIQ 12.25XD
12.2SXD 12.2(18)SXD7b
12.2SXE 12.2(18)SXE6b

12.2(18)SXF15a
12.2SXF 12.2(18)SXF5

12.2(18)SXF17a
12.2SXH 8, T8/t £8P 3 @ —
12.2SX| 8, T/t L85 59—
12.2SY &, T&/s+a£85€p,3,5(cee€3" Q3P ®E; PR£FQ 12.29)
12.2S7 &, T&Vs+a£85€p,3,5(cee€3" Q3@ ®E; PR£FQ 12.29)
12.2T &, T&/s+a£85€,3,5(ee€3" 93P ®E; P®2fFQ 12.3)
12.2TPC 12.2(8) TPC10b




12.2XA &, T&Vs+a£55€,3,5(re€3" Q3P ®E; ®2£FQ 12.3)
12.2XB &, T&Vs+a£85€,5,5(cee€3" Q3P ®E; P®R£FQ 12.3)
12.2XC &, T&/s+a£55€,3,5(xe€3" @I Q®E; P2£FQ 12.3)
12.2XD &, T&/s+a£85€,5,5(cee€3" Q3P ®E; P®2£5Q 12.3)
12.2XE &, T&Y/oeE85€,5,5(ce €8 Q3@ B®E; PRLI€ 12.3)
12.2XF &, T&/s+a£85€,5,5(ee€3" Q3P ®E; P®2£FQ 12.3)
12.2XG &, T8/t aeE85€p,3,5(re€a" QIO PRI, P2fiQ 12.3)
12.2XH &, T&Vs+a£85€,3,5(ee€3" Q3P ®E; P®2f5Q 12.3)
12.2X| &, T&/s+a£85€,3,5(cee€3" Q3P ®E; ®R£FQ 12.3)
12.2XJ &, T&Vs+a£85€,3,5(ee€3" Q3P ®E; P®2£FQ 12.3)
12.2XK &, T&Vs+a£85€,5,5(cee€3" Q3P ®E; ®2£5Q 12.3)
12.2XL &, T&Vs+a£85€,3,5(xe€3" @I Q®E; ®RfFQ 12.3)
12.2XM &, T&Vs+a£85€p,8,5(cee€3" @I QP ®E; P®2£5Q 12.3)
12.2XN 8, T/t L85 5@ —

12.2XNA 8, T8/t £8P 3 @ —




12.2XNB 8, T8/t oE85@ 5@ —

12.2XNC 8, T8/t £ 885 @ —

12.2XND &, T/ o859 3 @ —

12.2XNE 8, T8/t £8P 3 @ —

12.2X0 8, T/t oL85@ 3@ —

12.2XQ &, T&/s+a£85€,5,5(ee€3" Q3P ®E; P®2£FQ 12.3)

12.2XR &, T8/c+at85€),5,5(e €3 93O ®3; ®efi€@ 12.3JA)

12.2XS &, T&Vs+a£85€,3,5(ee€3" Q3P ®E; P®2f5Q 12.3)

12.2XT &, T&/s+a£85€,3,5(cee€3" Q3P ®E; ®R£FQ 12.3)

12.2XU &, T&Vs+a£85€,3,5(ee€3" Q3P ®E; P®2£FQ 12.3)

12.2XV &, T&Vs+a£85€,5,5(cee€3" Q3P ®E; ®2£5Q 12.3)

12.2XW &, T&Vs+a£85€,3,5(xe€3" @I Q®E; ®RfFQ 12.3)

12.2YA &, T&Vs+a£85€p,8,5(cee€3" @I QP ®E; P®2£5Q 12.3)

o2V E &, T8/craeE8a€p,3,55€,59 " 39 ®3, Caf%oaf @ 3,03, N33 @ ®IEEa Packee”
563,73, 3,483 5 @ ®r%oé T3 AU"AQPLIO | 3E€QF, PaFQAFHES ¢

12.2YC &, T8/ craeE85€p,3,55€,39 " 39 ®3, Caf%oaf @ 3,03, N33 @ ®AE€Ea Packee”




5@ 3,»3, 5, 3f53P59@r%0é T3Q AU IQLIO | 5EQF, UAFOIFUIF G

12.2YD

&, Ta/ct e85, 5,53€, 50 " 5@ ®3, C3f%03f @ 5,13, 15,5 @ ®I€E 4 Paetan”
53,3, 5, 3f55P3 9 Pr%0é 13O «AU QLI | 5693, 1afOaFKF ¢

12.2YE

&, Ta/ct e85, 5,53€, 59 " 5@ ®3, C3f%03f @ 5,13, 15,5 @ ®IEE 4 Pacfan”
533,75, 3f53P59@r%0é THQEU"IQLIO | 3EQF UAFOIFUIF ¢

12.2YF

&, Ta/st e85, 5,53€, 59 " 5@ ®3, C3f%03f @ 3,13, 15,5 @ ®IEE 4 Pacfan”
5@ 3,»3, 3, 3f53P59@r%0é T5QEU"IQLIO | GEQF, UAFOIFUIF G

12.2YG

&, Ta/st e85, 5,53€, 59" 5@ ®3, Caf%03f @ 3,13, 155 @ ®I€E 4 Paefan”
53,3, 3, 3f53P59@r%0é T5QEU"IQLIO | 5EQF, UAFOIFUIF G

12.2YH

&, 18/ce£§59,3,55€,3 9" 5@ ®F, ¢ af%oaf 3,03, 155 @ € Ea Rater”
3€Qa,»3, a,3f8aa@®x%ué 1aQP«aN"aQLIQ | 3€QI, paf@afnaf g

12.2YJ

&, T8/ oet85€p,3,53€, 39 "a O ®3,Caf%03f 93,73, 1475 ®F€Ea Dok
3€@a,»3, a,3f8aa@®x%ué 1aQ@«aN"aQPLIQ | 3€QI, paf@afuaf g

12.2YK

&, T8V a£85€,3,53€,39 "3 ®3,C3f%03f @ 3,03, 955 ®IEE i Pafr”
€@a,»3, a,3f8aPa@®x%ué 1aQP«aN"aQPLIQ | 3€QI, paf@afnaf g

12.2YL

&, T&Vs+a£85€p,5,55€, 3@ 3@ ®3,Caf%oaf @ 3,05, Y5 3@ ®IEE 4 Rafe”
3@3a,»3, 4,383 3@®x%0é 13@P«IN"dQPLIQ | AEQA, paf@afhAf ¢

12.2YM

&, T8/c+at84€),5,5(e €3 Q3O ®3; RefiQ 12.4)

12.2YN

&, A/t e85, 5,53€, 59 " 5@ ®3, C3f%03F @ 5,13, 155 @ ®I€E 4 Raten”
53,23, 5,3f55P59@r%0é T3 QAU IQLIO | 3EQF, UAFOIFUIFC




12.2Y0O

&, 1Y/t o856, 5,55€, 39 " 5O ®F, Caf%0af 94,13, 153 @ ®F€Ea@atar”
53,3, 5,353 5@®r%0é 15Q«AU"IQLIQ | F€QF,NATQAFUAF ¢

12.2YP

&, T&Y/-ae£55€,3,5(ce €8 Q3O ®E; P2fI€ 12.3)

12.2YQ

&, Ta/ct e85, 5,53€, 59 " 5@ ®3, C3f%03f @ 5,13, 15,5 @ ®IEE 4 Pacfan”
533,75, 3f53P59@r%0é THQEU"IQLIO | 3EQF UAFOIFUIF ¢

12.2YR

&, Ta/st e85, 5,53€, 59 " 5@ ®3, C3f%03f @ 3,13, 15,5 @ ®IEE 4 Pacfan”
5@ 3,»3, 3, 3f53P59@r%0é T5QEU"IQLIO | GEQF, UAFOIFUIF G

12.2YS

&, Ta/st e85, 5,53€, 59" 5@ ®3, Caf%03f @ 3,13, 155 @ ®I€E 4 Paefan”
53,3, 3, 3f53P59@r%0é T5QEU"IQLIO | 5EQF, UAFOIFUIF G

122YT

&, 18/ce£§59,3,55€,3 9" 5@ ®F, ¢ af%oaf 3,03, 155 @ € Ea Rater”
3€Qa,»3, a,3f8aa@®x%ué 1aQP«aN"aQLIQ | 3€QI, paf@afnaf g

12.2YU

&, T8/ oet85€p,3,53€, 39 "a O ®3,Caf%03f 93,73, 1475 ®F€Ea Dok
3€@a,»3, a,3f8aa@®x%ué 1aQ@«aN"aQPLIQ | 3€QI, paf@afuaf g

12.2YV

&, T8V a£85€,3,53€,39 "3 ®3,C3f%03f @ 3,03, 955 ®IEE i Pafr”
€@a,»3, a,3f8aPa@®x%ué 1aQP«aN"aQPLIQ | 3€QI, paf@afnaf g

12.2YW

&, T&Vs+a£85€p,5,55€, 3@ 3@ ®3,Caf%oaf @ 3,05, Y5 3@ ®IEE 4 Rafe”
3@3a,»3, 4,383 3@®x%0é 13@P«IN"dQPLIQ | AEQA, paf@afhAf ¢

12.2YX

&, 1Y/ ae£85€),5,55€,3 9" 5O ®F, Caf%0a 5,13, 155 @ ®FEE A Raefar”
Q3 »3, 3,3f83 3@ ®x%oé T13QP«3%"3QLIQ | 5€Q 3, Paf@AfUIF ¢

12.2YY

&, 18/t eeE859,3,55€,3 9" 5@ B3, Caf%oaf 93,13, 155 @ OFEEa Rafan”
53,73, 3, 3f83 3@ ®x%0é T3QP«dN"AQLIQ | SEQF,PaFQAFAS




&, 1Y/t o856, 5,55€, 39 " 5O ®F, Caf%0af 94,13, 153 @ ®F€Ea@atar”

12.2YZ _
5€@ 38,73, 3,4f855@ ®r%é T3 «A%"3QLIO | 59, NafQAF AT (|
12.2ZA 8, T8/t aeE85€p,3,53€Q 2 0€ QIO ®3; ®eLI€ 12.2SXD
12978 8, T&Ysra£85€p,5,53€,3 9 3@ ®3,Caf%0af 3,13, 935 @ ®IEES Ractare
' 5€@3,>3, 8,3f83P5@®2%0é t3P«U"3QLIQ | 3€QF,pafOaFUAF
1227C 8, T&Ys+a£85€p,5,53€,3 9 3@ ®3,Caf%0af 3,13, 935 @ RIEES Raetare
' 53,3, 8,3f835@®2%0é T3P «%"3QLIQ | 3€QF, pafOafUAf
12970 8, T&Ysra£85€p,5,53€,3 9 3@ ®3,Caf%0af 3,13, 935 @ RIEES Raetae
' 5€@3,>3, 8,3f355@®2%0é T3P «SU"3QLIQ | 5€QE, pafOEFUAS
12.2ZE &, T8/ataeE85€p,3,5(re€a" @ IO PRI, P2fiQ 12.3)
12.27F &, T8/t aE8a€),3,5(e €3 IO ®E; RefIQ 12.4)
12.27G &, T8/c+at8a€),5,5(e €3 Q3O ®3; RefIQ 12.4)
12.2ZH 12.2(13)ZH9
19973 8, &Y/ a£85€p,3,53€,39"3Q9®3,C3f%0af 3,13, 93 3 @ RIEES Rt
' 3EQ3,»3, 8, 3f83 3@ P®r%0é T3QAU"IPLIQ | 3EQ A, PAFOAf1HAF ()
- 8, &Y/ a£85€p,3,53€,3 9 "3 Q9 ®3,C3f%0af € 3,13, 93 3@ RIEE S, Rt
' 3EQ3,»3, 8, 3f83 3@ P®r%0é T3P AU"IPLIQ | 3EQ A, PAFO IS ()
1227 8, &Y/ a£85€p,3,53€,39"3Q9®3,C3f%0af € 3,13, 93 3@ RIEES Rt

593,73, 5, 5f55P3 9 ®r%0dé 13O AU IOLIO | 5€Q3,UaFOIFUAF ¢




12.27U 12.2(18)zU2

12.27X 8, T&Y/staE85€p,3,55€ @ r €3 @ IQ®E; Pefi@Q 12.2SB

12.2ZY 8, 18Vt 833 @ —

12.2ZYA 12.2(18)ZYA

Affected 12.3-Based Releases First Fixed ReleaseiVs 4, @aefa€p+a, Ea@Yaece€

12.3(17¢)

12.3
12.3(18)

12.3B &, T8/t aE8a€),3,5(e €3 IO ®3; RefIQ 12.4)
12.3(21)BC

12.3BC
12.3(17b)BC5

12.3BW &, T8/t 8a€),5,5(e €3 QIO ®E; RefiQ 12.4)

12.3EL 8, &Y/ a£85€p,3,53€,3 9 "3 ®3,C3f%0af 3,13, 93 3@ RIEE S, Rt

' BEQa,»3, 3,3f83 3@ ®r%oé T5QP«3%"3QPLIQ | 3€Q 3, Paf@Af1KIf ¢

12.3(8)JA
12.3(7)JA3

12.3JA
12.3(2)JA6
12.3(4)JA2

12.3JEA 12.3(8)JEA




12.3JEB 8, T8/t oE85@ 5@ —
12.3JEC 8, T8/t £ 885 @ —
12.3JED 8, T/t L85 5@ —
12.3(8)K
12.3JK
12.3(2)JK3
12.30L 8, T8/t £8P 3 @ —
12.3JX 8, T&/toL85@ 39—
12.3T &, T&/s+a£85€,3,5(ee€3" @I QP BE; PRfFQ 12.4)
12.3TPC 12.3(4)TPC11b
12.3VA &, T8+t 85€p,3,5(cee€d" Q3P ®3; PRLIQ 12.4T)
12.3XA 12.3(2)XA6
123X &, T8/rraeE8a€p,3,55€,5 9" 39 ®3, Caf%oaf @ 3,03, 053 @ ®IEEa Packee”
3EQ3a,»3, 3,383 3@ ®r%oé 13QP«% GQLIQP | FEQA, PAfQAFUIf
12.3XC 12.3(2)XC5
12.3XD &, T8/t aeE85€p,3,5(r0e€a" QIO PRI, RRfIQ 12.4)
12.3XE 12.3(2)XE5




&, 1Y/t o856, 5,55€, 39 " 5O ®F, Caf%0af 94,13, 153 @ ®F€Ea@atar”

1e.3xF 53,73, 3,483 5@ ®r%oé T3P« AU AP L@ | 3E€QF, PaFQAFHES
12.3XG &, T&Vs+a£85€,3,5(ee€3" @I QP ®E; P®RLFIQ 12.4)
12.3XI 12.3(7)X19

12.3XJ &, T&/s+a£85€p,3,5(cee€8" Q3P ®E; ®R£IQ 12.3YX)
12.3XK &, T&Y/aeE85€,5,5(ce €8 @I QB®E; PRLIQ 12.4)
12.3XL &, T&Vs+a£85€p,3,5(cee€8" Q3P ®3; PRLIQ 12.4T)
12.3XQ &, T8/t aeE85€p,3,5(re€a" QIO PRI, RRfIQ 12.4)
12.3XR 12.3(7)XR7

12.3XS &, T&/s+a£85€,3,5(ee€3" @I QP ®E; P®RfFQ 12.4)
12.3XU &, T&Vs+a£85€p,3,5(cee€8" @3 Q®3; PRLIQ 12.4T)
12.3XW &, T&Vs+a£85€,3,5(ee€3" Q3P ®E; PR£IQ 12.3YX)
12.3XX 12.3(8)X X 2d

12.3XY &, T&Vs+a£85€p,5,5(cee€3" Q3P BE; P®RfFQ 12.4)
12.3XZ &, T8/t aeE85€p,5,5(re€a" QIO PRI, PR2fIQ 12.4)
12.3YA &, T&/s+a£85€p,5,5(ee€3" Q3P ®E; P®RfFQ 12.4)
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