MS06-040—EA/NNY 7 7 OS50 EAICX
T DEME

T RINA 1) —ID : cisco-sa-20060814-
R &@?fO—vulnerability
iJ]JA 75 H : 2000-08-14 23:00

JN—=3> 1.1: Final
]38 % : No Workarounds available
Cisco /N7 ID:

/dl

BARBICIDERIE. RFRICIDEXDFLAXLSLERTHY, REFEXEDODETH
BOEHENH2HEICE. RERNAIBELET,

B2
BESEHE O 4

COEFEMEIE, BRI —FOBRELZLT, VE—RMDPSEFAEShZUEMHI»HYET, FEF
AEhde, BEBERF I ATLOBET)E—RNI—REFTZEITLEY., Y—ERES
(DoS)&B|ZERI LIV TRAEENIBYET, CORBAZE., TCPK—N 139 BLY 445 %
NITBENTT, ORI, CVE ID 2006-3439TIEEE N TVET,

fess DB E

c®RF 21X NI, Microsoft Serverh —EAD/NY 77 A—/N—70O0— 054 Z R ERA
TEIRAEERMITBEHICCiscoNBEREXIETIRBHASETNTVET,, Server Servicell &
JE—RNI—RETOMBEELN HY), REBEENF CORBEOERICKIITSHE, FEEZZTDY
ATALAZRLZICHETEDXSICBDAEMEN DY) ET,

RDARL =T A VI ATLZERALTVAR IV EI—ZAKIELET,

* Microsoft Windows 2000 Service Pack 4

* Microsoft Windows XP Service Pack 1

» Microsoft Windows XP Service Pack 2

» Microsoft Windows XP Professional x64 Edition

* Microsoft Windows Server 2003

* Microsoft Windows Server 2003 Service Pack 1

o ltaniumR—RA N> A7 L A DO Microsoft Windows Server 2003
o ltaniumR—RA > A7 L FAMicrosoft Windows Server 2003 SP1
» Microsoft Windows Server 2003 x64 Edition



ZLH 9 BWindows7' T Y N7 #— LD
Z2WVWTIlE, MS06-0402BBL TS &L,

BTy ONOHBE

CiscoT* /N1 A&, MS06-040DAfE55

HICHTREROREEN HY)ET. REPIERRFIHE, Cisco Security Agent(CSA)IC& 2T
TV REARNLRILTREBEENE T, CSAOT7AIILNOBEMIL—IILEY NE, IXTOBHO
KRERIRNILDYSOERZEBLET, Cisco IPSEMAAL—RKNTIk, > ZF ¥5799/0-


http://www.microsoft.com/technet/security/bulletin/ms06-040.mspx
http://www.microsoft.com/technet/security/bulletin/ms06-040.mspx

5799/7T#ERT BT ZF v /\NY US243h St il ZR{TTEX T, CiscolOS®Y 7 hTU T
7. PIX. 8LTASAICEAEZNLET77EAVANE, VPNERICERE A LET72€AO> MO
=&Y, HEAREE L, BRICESENDARMABERENET,

BNTIOZYVOMRE. HmoEsEeE., XY ND—2 RO, NZ714Y O08E. EE
NIV arvRE, BEEORRICI>TEBZURT., ZHITDHREVI-ARSIREZ D
T, Y—ERA7ONA X —PHR— EEICEEL., XY RNIT—IVATEATIOICHREEL I
CERZMELTHS, RRICEBIDCEZHRBVIELET,

— R 7D — LA DB,

D—LAZBERIZLOOHEBET Y /O —ICETS —BRNEFEHRICOVWTIE. Cisco MySDNY
1 N (http://www.cisco.com/web/about/security/intelligence/worm-mitigation-whitepaper.html) & &
BLTLSEZL,

Cisco ASAB LUVPIXZ7ATFTI#—)L
CiscofR@ ARG AT L\(IPS)

Cisco Security Agent ( CSA )

Cisco VPNR—=2%—>3a > KRA b
AVE=TIAARATIEAVAL
NetFlow

ENEHR

Cisco ASAB RUPIXTF7ATJ#—)L

PIX 6.x


http://www.cisco.com/web/about/security/intelligence/worm-mitigation-whitepaper.html
http://https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060814-ms06-040-vulnerability#subN40001C
http://https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060814-ms06-040-vulnerability#subN40001C
http://https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060814-ms06-040-vulnerability#subN40001C
http://https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060814-ms06-040-vulnerability#subN40001C
http://https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060814-ms06-040-vulnerability#subN400028
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http://https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060814-ms06-040-vulnerability#subN400028
http://https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060814-ms06-040-vulnerability#subN400034
http://https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060814-ms06-040-vulnerability#subN400040
http://https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060814-ms06-040-vulnerability#subN400040
http://https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060814-ms06-040-vulnerability#subN40004C
http://https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060814-ms06-040-vulnerability#netflow

AR CRYRND—VOREZELRKIC, BEEZEAIIHICCORENKEZMML T
W

RICRSTOEAVARNIVRNIICE, BEEFRFOD—LOEENIDOHNFrEENATVET,
BERBZR—PMNE2FEATIHLVWNUTRETRETHY ., fleLTRDEHREFRALTT7 1A
DTSR EBENHYET,

ROTIEA)ANEZXY 7 NI THEETSPIX FirewalllCBRAT2E, SEFHEOZRY RND
— 2 TOMS06-040N ERA DI ZHEELEMFITEXT,

PIX6Xx: XY RND—DOANBE71INLRIT

!-- MS06-040 - Block Initial Scanning On Internet-facing Interfaces !-- Note: When blocking TCP/139 and



access-1list ms06-040-in deny tcp any any eq netbios-ssn
access-1list ms06-040-in deny tcp any any eq 445

!-- Block IRCBot.ST (aka W32.Wargbot, IRC-Mocbot!MS06-040, !-- W32/Cuebot-L, Backdoor.Win32.IRCBot.st,
access-1list ms06-040-in deny tcp any any eq 18067
I-- Permit other traffic here.

access-1ist ms06-040-in permit ip any any

access-group ms06-040-in 1in interface outside

PIX6x: XY RND—=DAATIRNNDIURTZANEIYT

I-- MS06-040 - Block Initial Scanning By Infected Hosts

access-1list ms06-040-out deny tcp any any eq netbios-ssn
access-1list ms06-040-out deny tcp any any eq 445

!-- Block IRCBot.ST (aka W32.Wargbot, IRC-Mocbot!MS06-040, !-- W32/Cuebot-L, Backdoor.Win32.IRCBot.st,
access-1list ms06-040-out deny tcp any any eq 18067
I-- Permit other traffic here.

access-1ist ms06-040-out permit ip any any

access-group ms06-040-out in interface inside

PIX/ASA 7 .x



AR CRYRND—VOREZELRKIC, BEEZEAIIHICCORENKEZMML T
W

RICRSTOEAVARNIVRNIICE, BEEFRFOD—LOEENIDOHNFrEENATVET,
BERBZR—PMNE2FEATIHLVWNUTRETRETHY ., fleLTRDEHREFRALTT7 1A
DTSR EBENHYET,

ROTIEAVARNEIXV T NI ITHBBIBPIXIASATZ 7FAT 74 —ILDOA2 NNV RICHE
BAY2E, BEKRDEXRY NT—TTOMS06-040NDEA DI EH LR IZFIHETEERT,

PIXIASA7x: XY RD—DANBE71NWERIVT

!-- MS06-040 - Block Initial Scanning On Internet-facing Interfaces !-- Note: When blocking TCP/139 and



access-1list ms06-040-in extended deny tcp any any eq netbios-ssn
access-1list ms06-040-in extended deny tcp any any eq 445

!-- Block IRCBot.ST (aka W32.Wargbot, IRC-Mocbot!MS06-040, !-- W32/Cuebot-L, Backdoor.Win32.IRCBot.st,
access-1list ms06-040-in extended deny tcp any any eq 18067
I-- Permit other traffic here.

access-1list ms06-040-in extended permit ip any any

access-group ms06-040-in 1in interface outside

PIXIASA7.x : XY ND—=DANTIRNNIURTANEIDT

I-- MS06-040 - Block Initial Scanning By Infected Hosts

access-1list ms06-040-out extended deny tcp any any eq netbios-ssn
access-1list ms06-040-out extended deny tcp any any eq 445

!-- Block IRCBot.ST (aka W32.Wargbot, IRC-Mocbot!MS06-040, !-- W32/Cuebot-L, Backdoor.Win32.IRCBot.st,
access-1list ms06-040-out extended deny tcp any any eq 18067
I-- Permit other traffic here.

access-1list ms06-040-out extended permit ip any any

access-group ms06-040-out in interface inside

CiscofR AB > A7 L(IPS)
&=

Cisco Intrusion Prevention System(IPS)l&. 5.x7 /N4 AN ZF ¥ )\ Y 9 S243 LA k& TMS06-
040D ESBEMZRETEERT,

« SUZF¥I)NY 9S243
Y ZF v5799/0 ~ 5799/6% &N
« ITZFv¥I/NY 9S244
- XBIYT ZF v5799/7% BN
- BEENIEDT ZF ¥5799/2
- BlEENES YT ZF v5799/08 & T¥5799/3
« SUZTF¥I)\NY US245



- WORM_IRCBOT.JKRY hRY REY RDTD—UDCACTF ¥ RILICX T HDNSER %t
HITBEHDTZF ¥6013/0ZEM
- BEENLD T ZF v5799/48 K T’5799/7

Cisco Intrusion Detection System(IDS)l&., 4. xT /N4 AD> T ZF v )\ Y 9 S245L k& TMS06-
040MfEEMHZERETEERT,

« U ZF v )\Y S245
- DU ZFv5799/0ZEBM ( TT7 A NTREX)
- WORM_IRCBOT.JKARY hERY REY RTD—JDCCTF ¥ RILICH T HDNSERZ#
HIBEHNY ZF ¥6013/0%EHN

TR E N H—TF BT, IPS5XT YT ZF ¥5799/48 K U'5799/7E - 1FIDS 4x> T ZF +
5799/ 0N B EBERERTIDLDICHRETIMVENHYERT, 10T714 E—RTREEnE
IPS FNA AZFEALTVREE, COBNERNEZRETINEBREETSICHMRNICEY XD,
CHBHEBFTCPR—ATHD LD, RENfRT—T 127Dt REEAEDYEE A,

% Bl

IPSX &2 U ZF ¥5799/483 K T'5799/71d. VE— RN I—RETHREZRI AN HD
Windows Servertr —E ADIESEHEOBEMN AR ERAICK L TEKXE "Highy OF7>—LZKD
H—LET, Y R—NFTDAVR—FVRNIITZFvF, REOFBARATY TZ2RETILEHIC
FHENETD,

RODANRYNE, IP7 RLA192.0.2.1570O 2 —4"Y N OZERIIZ% L TWindows Servertr —E A ®
BENBEFRENMANrEAoNERIC, ST ZF¥5799/7ICk2TR)AH—hiEE£EDTT,

<tfroot>

evIdsAlert: eventId=1154989166673222106 severity=
hi gh

vendor=Cisco
originator:
hostId: IDSM2
appName: sensorApp
appInstanceld: 2972
time: 2006/08/10 17:41:10 2006/08/10 17:41:10 UTC
signature: description=Server Service Code Execution id=

5799

version=S244
subsigId:

sigDetails: Server Service Code Execution
interfaceGroup:
vlan: 0



participants:

attacker:

addr: locality=0OUT 192.0.2.157
<TriggerPacket removed>
riskRatingvValue: 75

interface: ge0_7

protocol: IP protocol 0

EEOBME

SUZFvINY US243, S244, S2451CRZBDI TV ZF Y N ERENTVWD, chsnI I
FrO55, IPS5XOEFEKIES T ZF ¥5799/4, 5799/76 L V'6013/0ZERTIUEN H V).
IDS 4.xDEFHRIE5799/08 K V601302 ERTAIMBEN BV ET., &Y DIPS 5x5799/x> T
Frid, REOEYOATY7ZHETDAVR—RBNTT, T ZF ¥5799/065 & T
57993k, T ZF v \Y US244TEILEIET,

ES8IIC, T ZF¥11203/0 (EKXRE : MEDIUM, 7 FIIKNTEX ) 2ZEL T, TCPR—K
180678 KU 22522 THHEBEMBIRCARY NFIUVTAET A1 ERETEET, UV F+
11203/0CEAE B —E AR—K ( TCPR— N6666, 6667, &S &T6668ET 74 NTTT
ICEREENTWVWET ) ICTCP 180678 £ T22522# BT B Ik, ADOFIEERITLET.

IPS 5.x> % —F ¥ 11203/0 D ZE i

<#root>
IPS#

config t
IPS(config)#

service signature-definition sig0

IPS(config-sig)#

signatures 11203 0

IPS(config-sig-sig)#

engi ne string-tcp

IPS(config-sig-sig-str)#

service-ports 6666- 6666, 6667- 6667, 6668- 6668, 18067- 18067, 22522- 22522
IPS(config-sig-sig-str)#

exit

IPS(config-sig-sig)#

exit



IPS(config-sig)#

exit

Apply Changes:?[yes]:
yes

IPS(config)#

exit

IPS#

IDS 4.x> 45 —F +11203/0D Z E fi

<#root>
IPS#

config t
IDS(config)#

service virtual -sensor-configuration virtual Sensor

IDS(config-vsc)#

t une- m cr o- engi nes

IDS(config-vsc-virtualSensor)#

string.tcp

IDS(config-vsc-virtualSensor-STR)#

signatures SIG@ D 11203

IDS(config-vsc-virtualSensor-STR-sig)#
servicePorts 6666, 6667, 6668, 18067, 22522
IDS(config-vsc-virtualSensor-STR-sig)#

exit

IDS(config-vsc-virtualSensor-STR)#

exit

IDS(config-vsc-virtualSensor)#

exit

Apply Changes:?[yes]:

yes



IDS(config-vsc)#

exit

IDS(config)#

exit

IDS#

3 : TCP7R— 18067 &£225221FIRC Bot Command & Control channel®# L W EEE hi-RY ~
THRE—MBPVICEASATVETY, BEBD2FR—NESEZFERAITIEENHYET,

IDS4x> T ZF ¥

29 ZF v /)\Y 28245, Cisco Intrusion Detection(IDS)4. X7 /N4 AR M J Z—F ¥5799/0% &
MUET, 2L, IPSS5XTHEATERLREEICKRY, COPTZFvorE7IILI)XAR
IDS4XTTZY RTF—LEIPSE5XTTY N7 F—ALTRERVYET, IDS4xTFT /N1 AT,
579902 ZF v FRERENFRELP®PTVLEY, FIALRNTEUMIHE>TVET, KZT71V
V70— &2TE, T ZF¥579/0O0—L RD4XIDSTFNAAD/NT #—X >V AZRT
TERAREMENHN)ET,

Signature 5799/0 [In IDS 4.x] Severity: HIGH [Disabled by default]
engine: STRING.TCP
ports 139 and 445

Cisco Security Agent ( CSA )
=

Cisco Security Agent(CSA)l&, NY 77 F—N—T70O—REXANZAXLZBUT, FEFAICK
PEEEH<SBNRZRBLET, chSOANZXLRTF7A2LNDOIIL—=ILEY NO—FHTH
V), 72N TEMCE>TVWET, CSAN—2 3403 XERBRICIEK, BHIEBEEN BV ET,

CSATI—2xI b, COFERAZELBHLETRZEHIC, ( "TAME—RI TEELS ) &K
BT -—RICHRETILZLEN DYV ET, EFMFFETT. CcOFENAZMELTSEENZIL—IL
FRODEHSVTT,

NY 7 7A-—N—T7O—RENFROAVKL L :

AT ALAPIHEIEIL—IL : JL—ILEZ 1 —)L "General Application Permissions - all Security
Levelsy IZHYWET, CcOIL—ILOFHERBRK., "XYND—OFT7V5r—>3>, FOEASAT



LBBERFENY 7 7HhS5, TT,
ZXYRND=OTFTOEABBERDBRICHY ET,

ZYRND=OFOAHEHBEIL—IL :L—LED1-I) "SATLBILED 21— CHYVET,
COL=ILOBA: "IXTOTFTTIT—>3>2, $¥—/N\—SMBR/ILEYZ 32/,

Network access control rule : JL—JLE< 1 —)L "Personal Firewall Module; RICH V) ETFT, <D
JL—=ILDOFEAEIE. TAll applications, server for TCP and UDP servicess T39,

a7l

ROARAI)—=>23y NE, T RIKART RN H—&E hzCSAIL—)L % R CSA Management
Center(CSAMC)I >V —)L&EZRLTWVWERT,

Cisco VPNZ—Z%—>3a> R4 N
=

H 4 NEVPNTI, BENSERETFITREEL, S24BOHZIR—ATFIVEAI NO—
)L’Eiﬁ)ﬂ@“é%%b‘“&b)i?o LEN2T, ¥ LOFEATEICERNIZVRY ., EXVPNHRE

—E& L TTCPM3IB KV TCP/445%2 7 OY V$B LS ICACLEZEAT AL 2HEHLET
o m_mwos ACLOBIE, EBILENLEVPNRS 7 14 Y I VPNRIHET/NA A2 DB, Fi-
FVPNRIFTNA ADSFITARNKY TICHBDBOAI V-0 FNA AZHBZBEIZ, OB
STAYVOIBRAENDAEENF HY)ET,



AR CRYRND—VOREZELRKIC, BEEZEAIIHICCORENKEZMML T
W

RICRSTOEAVARNIVRNIICE, BEEFRFOD—LOEENIDOHNFrEENATVET,
BERBZR—PMNE2FEATIHLVWNUTRETRETHY ., fleLTRDEHREFRALTT7 1A
DTSR EBENHYET,

EBMENLETIOCAVARNIVRNIGE, RYRNDT—TAARARNTRZ VIV RNRNTZ T4V D
ETVDIRTZTAVORTANEIVITBRNTZ DY RNTORAODY MO—I)LYAKNTACL)D
—HMELTRETILEN BT,

tACLIC DWW T OFEMIE., TRSUDYRTFIEAOAVRO—LUARRN TV TOT7AIINE) >
Ji1 BSBRBLTLIEEL,

A CEFBRT RLAZEHFTSDEES, TUVEAJUARMD Tlogy X T < Sampled NetFlow % f§


http://www.cisco.com/warp/public/707/tacl.html
http://www.cisco.com/warp/public/707/tacl.html
http://www.cisco.com/warp/public/707/tacl.html
http://www.cisco.com/warp/public/707/tacl.html

ALTLKEEV, logXEBRZ 71 Y INBHEDLE>TIL—ZIZBRBEERTHI N H D AN
H')ET, showaccess-list AN REFEATIE, BLXOTFIVEAVARNIRNIICRTZEY
RAODURNZEFARDCENTEEFT, COTF—F%&ZSampled NetFlowE A AL B THEATI &
RYBRND—UZREBLTVAREND D) —LOEEZHBITEET,

FYRND—OADBET7TANEIT

!-- MS06-040 - Block Initial Scanning On Internet-facing Interfaces !-- Note: When blocking TCP/139 and

access-1list 101 deny tcp any any eq 445
access-1list 101 deny tcp any any eq 139

!-- Block IRCBot.ST (aka W32.Wargbot, IRC-Mocbot!MS06-040, !-- W32/Cuebot-L, Backdoor.Win32.IRCBot.st,
access-1list 101 deny tcp any any eq 18067
I-- Permit other traffic here, !-- or include other Transit ACL entries.

access-1list 101 permit ip any any

KYRND—=DAATIRNDIYRTZANEIDT

I-- MS06-040 - Block Initial Scanning By Infected Hosts

access-1list 110 deny tcp any any eq 139
access-1list 110 deny tcp any any eq 445

I-- Block outbound IRC Requests to attacking IRCBot.ST !-- (aka W32.Wargbot, IRC-Mocbot!MS06-040, W32/C
access-1list 110 permit tcp <trusted network address block>
<trusted network block wildcard> any eq 18067 established
access-1list 110 deny tcp any any eq 18067
I-- Permit other traffic here,!-- or include other Transit ACL entries.
access-1list 110 permit ip any any
I-- Apply the access-1lists to the interface.
interface serial 2/0

ip access-group 101 1in
ip access-group 110 out

A2RZ=TIAATI7EAIVAL

TOERAOA MO ZRETEZTNAARIXNT, COBBEOFEMNANDEKZHILETSHE



WTREEnET,
%= A0

RS>y RTPIEAVANEERTBE. CiscolOSL—BTA Y B—TIAATTEAUAR
ERELT. COMEEER (BLCILHEMRL ) T2LHCERAENDTEMOHD/NT Y K
EREETEET,

AR CRYRND—VOREZELRKRIC, BEEZEAIIHICCORENDKEZMML T
W

RIZRITIOERAVARIVRUICR, REEBFFOT—LOEEDVIDOFAAEENTVET,
RBB2R—N2EATIHLLNUTRNEAERTHY ., Fle L TROBHREFEAL T 1R
VTS RRENHYNET,

EBMENLETIORAVARNIVRNIGE, RYRNDT—TAARARNTRZ VIV RNRNTZ T4V D



Ui

ETVDIRTZTAVOETAINEIVTITBRNTY
—HMELTRETILENBYET,

DY RNTFOEADY MNO—=)LJAKNTACL)D

tACLICDWT ORI, ThSYIY RNTFOLROVMA—IIAL : TYITOTZANR) Y
J1 #BRLTLEEY,

E CEFBRT RLAZEHFTSDEES, TUVEAJUARMD Tlogy X T < Sampled NetFlow % f§#
ALTLKEEV, logXEBRZ 71V INEHKEDLE>TIL—ZIZBREERTHI N H D AN
H')ET, showaccess-list AN ReFEATIE, BLXOTFIVEAVARNIVRNIICRTZEY
RAODURNZEFARDCENTEEFT, COTF—F%&ZSampled NetFlowE A AL B THEATI &
RYBRND—UZREBLTVAREND D) —LOEEZHBITEE T,

FYRND—OADBET7TANEIT

!-- MS06-040 - Block Initial Scanning On Internet-facing Interfaces !-- Note: When blocking TCP/139 and

access-1list 101 deny tcp any any eq 445
access-1list 101 deny tcp any any eq 139

!-- Block IRCBot.ST (aka W32.Wargbot, IRC-Mocbot!MS06-040, !-- W32/Cuebot-L, Backdoor.Win32.IRCBot.st,
access-1list 101 deny tcp any any eq 18067
I-- Permit other traffic here,!-- or include other Transit ACL entries.

access-1list 101 permit ip any any

KYRND—=DAATIRNDIYRTZANEIDT

I-- MS06-040 - Block Initial Scanning By Infected Hosts

access-1list 110 deny tcp any any eq 139
access-1list 110 deny tcp any any eq 445

I-- Block outbound IRC Requests to attacking IRCBot.ST !-- (aka W32.Wargbot, IRC-Mocbot!MS06-040, W32/C
access-1list 110 permit tcp <trusted network address block>
<trusted network block wildcard> any eq 18067 established
access-1list 110 deny tcp any any eq 18067
I-- Permit other traffic here,!-- or include other Transit ACL entries.
access-1list 110 permit ip any any

I-- Apply the access-1lists to the interface.

interface serial 2/0


http://www.cisco.com/warp/public/707/tacl.html
http://www.cisco.com/warp/public/707/tacl.html
http://www.cisco.com/warp/public/707/tacl.html
http://www.cisco.com/warp/public/707/tacl.html

ip access-group 101 1in
ip access-group 110 out

AVB—TIAARATIOEAVARNZFERALTRNZ 749007 4)ILEUT%2T5&., ICMP F|
EFREXYE—DHN, 74NRVTENERNT T4V IVDREERICREND ZEICERLTL
EEW, 2hik, FNAAF NS OICMPRIZEFEXY E—CZ4ERTILEN B -H, &L
CPUBHZEOERLLLBZVEIEAZSIERCTAREMENHYET, CiscolOSYT7 NI IT TR

. ICMPEEFREEX Y L= OERKIFS00Z VI DEINT Y MMIHRENTVWET, ICMPEE
FEXYE—DOEREBMICTDICIE, /IVF—T7IA A 74F1L—>320X 2 KRno
ip unreachablesZ AL &3, ICMPEEETREEL — RNEIRRZF 7 I MOS0 UBHENIHNS
ZEIHICE. JO0-N)ILA>714F 1L —> 32X Rip icmp rate-limit unreachable <1-
4294967295 millisecond> ZFERAL £ 9,

a7l

NSUDYRNTOERAVANEFERTZIHEER., A VF—TIAATIVAVANERRALEE
[Cshow access-list 101N RZFAL T, BEEATVWA/NTY NOBZHEIETEET, RO
w7ENENTY RN EZRELT, BEZERALEISELTVEWVWAESHZHMTAIHENHV)
x99,

show access-list 1010 H O H| &R ICRLET,

<#root>
Edge-Router#
show access-list 101

Extended IP access 1list 101

10 deny tcp any any eq 445 (141 matches)
20 deny tcp any any eq 139 (100 matches)
30 deny tcp any any eq 18067

40 permit ip any any

FEROFITE, 102 —T T4 Aserial 20CTA NI RIZERESNETIOEAVANIEK?2T
. 100 DTCP/139/NT ¥ N E141{EOTCP/445)NT Y RAREZNTVET,

NetFlow

A=Y NIV IHELPVPNKIRIL —Z TNetFlowZREL T, COMRBEHZFENATS
AN EITHTHINESH ZHRATEXT,

<#root>



SC1-Cat6506a#

show i p cache fl ow

MSFC:

IP packet size distribution (2384 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.000 .962 .036 .001 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000

IP Flow Switching Cache, 4456704 bytes
62 active, 65474 inactive, 2300 added
42112 ager polls, 0 flow alloc failures
Active flows timeout in 30 minutes
Inactive flows timeout in 15 seconds
IP Sub Flow Cache, 270664 bytes
62 active, 16322 inactive, 2300 added, 2300 added to flow
0 alloc failures, 0 force free
1 chunk, 1 chunk added
last clearing of statistics never

Protocol Total Flows Packets Bytes Packets Active(Sec) Idle(Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow
TCP-other 2232 0.0 1 40 0.0 0.0 15.5
ICMP 6 0.0 15 84 0.0 14.7 15.5
Total: 2238 0.0 1 41 0.0 0.0 15.5
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
V1936 192.0.2.6 V1600 10.89.236.52 06 1E19 008B 1
V1936 192.0.2.6 V1600 10.89.236.78 06 1D07 008B 1
V1936 192.0.2.6 V1600 10.89.236.94 06 1C2A 008B 1
V1936 192.0.2.6 V1600 10.89.236.102 06 1DD4 008B 1
V1936 192.0.2.6 V1600 10.89.236.118 06 1DAO 008B 1
V1936 192.0.2.6 V1600 10.89.236.134 06 1D4E 01BD 1
V1936 192.0.2.6 V1600 10.89.236.150 06 1COC 008B 1
V1936 192.0.2.6 V1600 10.89.236.174 06 1C04 008B 1
V1936 192.0.2.6 V1600 10.89.236.190 06 1D76 008B 1
V1936 192.0.2.6 V1600 10.89.236.206 06 1A6A 01BD 1
V1936 192.0.2.6 V1600 10.89.236.222 06 1A03 008B 1
V1936 192.0.2.6 V1600 10.89.236.230 06 1B84 01BD 1
—————————— Output Truncated ----------

FROBITHE, B—DIPT RLANSEBOEEIPT KL ANDOTCP/139 ( 16¥3K008B ) & & T
TCP/445 ( 16#%01BD ) TO7O— DA FEICZLB2>TVET, 1 VX —FXY NI VD) —
B, BRUOBEICI > TRVPNRIRIL—2 TR, COMRBUEEEALLIS>ETRIHAAZRLTL

AL HY), ERTNAALODINSDR—NOR—ATZA U ERRELUBRIZIZLENHV)

xI,

TCP/139 ( 16320088 ) & & I\TCP/445 ( 16#3401BD ) O 7O—1 & X R T BICIE. show ip
cache flow N> RZFEHALE T, |inc Srclfl008B|01BDIEXD LS ICHERATEET,

<tfroot>



SC1-Cat6506a#

show i p cache flow | inc Srclf|008B| 01BD

SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
V1936 192.0.2.6 V1600 10.89.236.52 06 1E19 008B 1
V1936 192.0.2.6 V1600 10.89.236.78 06 1D07 008B 1
V1936 192.0.2.6 V1600 10.89.236.94 06 1C2A 008B 1
V1936 192.0.2.6 V1600 10.89.236.102 06 1DD4 0088 1
V1936 192.0.2.6 V1600 10.89.236.118 06 1DAO 008B 1
V1936 192.0.2.6 V1600 10.89.236.134 06 1D4E 01BD 1
V1936 192.0.2.6 V1600 10.89.236.150 06 1COC 008B 1
V1936 192.0.2.6 V1600 10.89.236.174 06 1C04 008B 1
V1936 192.0.2.6 V1600 10.89.236.190 06 1D76 008B 1
V1936 192.0.2.6 V1600 10.89.236.206 06 1A6A 01BD 1
V1936 192.0.2.6 V1600 10.89.236.222 06 1A03 008B 1
V1936 192.0.2.6 V1600 10.89.236.230 06 1B84 01BD 1
V1936 192.0.2.6 V1600 10.89.236.246 06 1928 008B 1
V1936 192.0.2.6 V1600 10.89.236.6 06 19AB 008B 1
V1936 192.0.2.6 V1600 10.89.236.22 06 18ED 008B 1
V1936 192.0.2.6 V1600 10.89.236.46 06 1997 01BD 1
V1936 192.0.2.6 V1600 10.89.236.161 06 1757 008B 1
V1936 192.0.2.6 V1600 10.89.236.221 06 17E3 008B 1
V1936 192.0.2.6 V1600 10.89.236.77 06 17D6 008B 1
—————————— Output Truncated ----------

SAAOtEF21) T4 FE

DADHROEF IV T A ORBHICETSILAR—N, EF1VF BECHTIIE, LT
AN SOEF IV T EREZEITHDEOOERICEIZDINTOEHRKEFE, >ATI0T—)
RO A4 R D74 A K https://sec.cloudapps.cisco.com/security/center/resources/security vulner
ability policy.html #SAFTEEXT, cOBFWICKEK., >AOAOEF1 VT BHICEL T, HE
KN EVEE2BEEOHRALEENTVET, IXTD CiscozFaUF1 P RINAHF U,
http://www.cisco.com/go/psirt * 5 AFTE X T,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20060814-ms06-040-vulnerability
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