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Introduction

The Cisco Network Plug and Play solution provides a simple, secure, unified, and integrated offering for enterprise network customers
to ease new branch or campus rollouts, or for provisioning updates to an existing network. The solution provides a unified approach
to provision enterprise networks comprised of Cisco routers, switches, and wireless devices with a near zero touch deployment
experience.

This deployment guide introduces the Cisco Network Plug and Play application for wireless access points. This application allows
you to pre-provision the remote site or claim unplanned access points. When you provision a large site, you can use the Cisco
Network Plug and Play application to pre-provision the site and add access points to the site. This includes entering access point
information and setting up a bootstrap configuration. The bootstrap configuration enables the Plug and Play Agent to configure the
access point primary/secondary/tertiary WLC, hostname, AP group and AP mode.

When you create small sites where pre-provisioning is not required, access points can be deployed without prior set up on the Cisco
Network Plug and Play application and then claimed. When an installer installs and powers up the access point, it auto-discovers
the Cisco APIC-EM controller by using the DHCP or DNS. After the auto-discovery process is complete, the AP is listed as an
unplanned device in the Cisco Network Plug and Play application. You can use the Cisco Network Plug and Play application to
claim the unplanned device and configure it with a new configuration.

Components Used

* APIC-EM minimum release of 1.0.1.30 with Cisco Network Plug and Play, virtually hosted in a Cisco UCS or equivalent server.

* VMWare ESXi 5.x Virtual Machine minimum requirement:

Virtual Machine Options VMware ESXi Version 5.1/5.5

Server Image Format ISO




Hardware Specifications Virtual CPU (vCPU) 6
CPU (speed) 2.4 GHz
Memory 64 GB
Note  For a multi-host deployment (2

or 3 hosts) only 32 GB of RAM
is required for each host.

Disk Capacity 500 GB

Disk I/O Speed 200 MBps

Network Adapter 1

Note A single network adapter or
network interface controller
(NIC) is the minimum
requirement. For security, we
recommend that you use and
configure two NICs on the
server. See Security in the
Limitations and Restrictions
section of these release notes for
additional information.
Networking Web Access Required
Browser The following browsers are supported

when viewing and working with the
Cisco APIC-EM:

* Google Chrome—version 46.0 or
later

* Cisco Series Wireless LAN Controller with software release 8.x

* 802.11n Access Points with PnP agent in software release 8.2

=3700/2700/1700
°3600/2600/1600

°7001/700w

* Cisco Catalyst Switch

* Client computer (for example laptop) that is Windows or Mac, with an available wired Ethernet port.




Requirement Overview

Follow these recommendations when deploying the Cisco Network Plug and Play solution:
« Install APIC EM Controller VM
* Configure a DHCP server with option 43 to allow Cisco network devices to auto-discover the APIC-EM controller.

* Pre-provision the device configuration in the Cisco Network Plug and Play application for all new devices to be deployed. This
includes setting up the site and devices in it with the access point info of serial numbers and bootstrap configuration.

* Device bring up order—In general, routing and upstream devices should be brought up first. Once the router and all upstream
devices are up and provisioned, switches and downstream devices can be brought up. The Cisco Network Plug and Play Agent
attempts to auto-discover the APIC-EM controller only during initial device startup. If at this time, the device cannot contact
the controller, device provisioning fails, so upstream devices should be provisioned first.

* Cisco Router Trunk/Access Port Configuration—Typical branch networks include routers and switches. One or more switches
are connected to the WAN router and other endpoints like IP phones and access points connect to the switches. When a switch
connects to an upstream router, the following deployment models are supported for Cisco Network Plug and Play:

» Downstream switch is connected to the router using a switched port on the router. In this type of connection, the switched port
on the router must be configured as an access port. The Cisco Network Plug and Play solution does not work for the switch if
the switched port on the router is configured as a trunk port.

APIC VM Install

Procedure

Step 1 Download the APIC ISO image from Cisco website
hitps/KofiwareciscocomidownloadiekeasehtimPmdfid=2862080728lowid=77162&soffwareid=28G291196&ekease=1 08aelind=AVAIL ABL ESuellifocycle=Saeltype=tatest

Step 2 Extract the tar.gz file to obtain the ISO image of APIC-EM.


https://software.cisco.com/download/release.html?mdfid=286208072&flowid=77162&softwareid=286291196&release=1.0&relind=AVAILABLE&rellifecycle=&reltype=latest

cisco Products & Services Support How to Buy Training & Events Partners
Download Software ¥ Download Cart@ M Feedbac
items)

Downloads Home > Products * Cloud and Systems Management > Palicy and Automation Controllers >
Application Policy Infrastructure Controller Enterprise Module (APIC-EM) * APIC-EM Software-1.0

Application Policy Infrastructure Controller Enterprise Module {APIC-EM)

— Release 1.0 Release Notes for 1.0
N
Expand All| Collapse All | File Information Release Date ~ Size
Cisco Application Policy Infrastructure Controller Enterprise Module 16-NCY-2013 3103.52 MB

APIC-Epd-1.0.1 30 tar gz

Add to cart

Fublish |

"’sﬁ’(jv| . = Computer - Local Disk (C:) = Share - APIC - FCS - &I Search FCS

Organize « gOpen *  Sharewith =  MNew folder

. Favorites Mame * | Date modified Type
B Desktop s": APIC-EM-1.0.1.30 S2015 2:31 PM WinRAR 3l
 Downloads Open

& Stlirive Pro
B Extract files...
B Extract Here
4 Libraties B Extract to APIC-EM-1
5] Documerts Open with. ..

1] Recent Places

‘J} Hhoic Share with

=/ Pictures Restore previous versions

Step3  Upload the ISO to the ESXi 5.x server.

[ Datastore Browser - [datastore1]

& A

08 8B X Q@

Foldars IE“““I'*I [datastorel] /
= g;; I |.Ha;.hnﬁl_|_;.u.r.u.<:u.c!a~.f:. | Size | Type |Paﬂ
tj P ] Uploading... Folder [dat
g Folder [dat
: E':I Cshare\APIC\FCSWAPIC-EM-1.0,1, 300APTC-EM-1.0,1.30-0,3.0, 2035, dev Folder [daf
tj 638-g24fBbdd.iso
5 t:l Folder [dat]
Fram Folder [dat
C LﬁWEIEAPTCItFCSEMIC'EM'l 0.1 .SDI\APIC-EM']. .0.1.30-0,3.0. 2035 devd 458,622,.00 KB IS0 image [dat

38-g54fab44.iso to [datastorel ]
APTC-EM-1.0.1,30-0,3.0,2035 deva3S-ga4fab44 . iso

’ﬁ Cancel I

2 minuke(s) and 36 secondis) remaining




Step 4

Step5

Create a new Virtual Machine with the following custom configuration settings:

» Guest OS: Ubuntu Linux 64bit

* CPU Cores: 6

* RAM: 64 GB

* NIC: 1

* Storage: 500 GB

Note  Check release notes for latest support and requirement of APIC

EM.

Create New Yirtual Machine

Ready to Complete

Click Finish ko start a task that will create the new virtual machine

virtual Machine Version: &

Configuration

Mame and Location
Skarage

Yirtual Machine Version
Guest Operating System

nitroller

Select a Disk
Create a Disk

Ready to Complete

Settings For the new virtual machine:

Mame:
Host/Cluster;
Datastare:
Guesk 05

ZPLUs:

Memary:

MICs:

MIC 1 Mebwork:
MIC 1 Type:
SC5I Conkroller:
Create disk:

Disk capacity:
Disk. provisioning:
Datastore:
Wirtual Device Node:

| Disk mode:

APLC EM
CiSC0.CisCo,com
datastorel

Ubuntu Lirws: {64-bit)
]

85536 MB

1

W Mekbwiork,

E1000

LSI Logic Parallel

Mews virtual disk.
500 GE

Thin Provision
datastorel
SCSI (00}
Persistent

™ Edit the virtual machine settings before completion

/1, Creation of the virtual machine (Y1) does not include automatic installation of the guest operating

system, Install & quest OS5 on the ¥M after creating the YM,

b |

< Back | Firish I Cancel

4

Mount the ISO in the CD/DVD; then, power up the VM.



(¥ APIC EM - Yirtual Machine Properties

Hardware | options | Resources | Virtual Machine Version: &
I Show all Devices Add. .. | Remove |
Hardware  ©© | Summary T W [V Connect at power on
gl 65536 MB
MK Memory —Device Type
I crus & e ;
] videocard Video card Cligrt Device -

; 3 Mote: To connect this device, syou must power on the
= VMCIdevice Restricted virtual machine and then dick the Connect COJDYD
© 5CSIcontroller 0 L51 Lagic Parallel button in the toolbar.

8 CD/DYD drive 1 (edited) [datastore1] APIC-... P
& Floppy drive 1 Client Device

% Datastore 150 Fils

I[dakastorel] APIC-EM-1.0,1.30-0.3.  Browse... |

—Mode
& passthrounh IDE (recommended)

) Emulate IDE

— ¥irtual Device Node
(= |IDE (1:0) CO/DVD drive 1 =

Heipl OKlCancei

A

Allow the installation to complete, the VM will reboot as required. Once completed, the APIC-EM License Agreement
will prompt to accept and continue (use keyboard to input and navigate).



@ APIC EM on cisco.cisco.com

File  Wiew \.I'M_
mip &0 G D D

APIC-EM LICENSE AGREEMENT

Select the "view license agreement" button below and press ENTER to view a copy of the APIC-
EM License Agreement.

Do you accept the APIC-EM License Agreement?

< view license agreement >

<{ decline

accept >>

APIC-EM Configuration Wizard 0.3.0.2035.dev638-g84f8b44
To release cursor, press CTRL + ALT

Step 6 Select 'Create a new APIC-EM cluster'.

Uelcone to the APIC-EM Cowfiguration Wizard!?

The wizard will walk you through the steps to configure the APIC-Enterprize Module. Choose
from the options below to specify how you would like to configure this host:

¢ Create a new APIC-EM cluster >

< Add this host to an existing APIC-EM cluster >

Step 7

Enter management IP, network mask and gateway.



£ cancel >

APIC-EM Configuration Wizard 0.3.0.1054.dev29?-g39c?e5a

To release cursor, press CTRL + ALT

Step 8 Enter the Linux credentials to access SSH/console of APIC-EM.



STEP #2 LINUX USER SETTINGS

jord: »

o

Pazzuword Generation Seed:

fAuto Generated Password:

Step 9 Enter the admin credentials to access the web application of APIC-EM.

10



Step 10

STEP #3

Enter the required or valid NTP server IP address.

APIC-EM ADMIN USER SETTINGS

Adninistrator Username: =

Adni trator Password: =

Re-enter Administrator FPassword: =

Passuord Generation Seed:

Auto Generated Password:

11



(%) APIC PnP Server on 172.20.224.36 : =13
File Wiews WM

mul> 8B G Re e

STEF #4

< cancel >
APIC-EN Conf iguration Wizard 0.3.0.1@51.1!15029?—2351:?35&

To release cursor, press CTRL + ALT

Step 11 Enter the credentials.

12



Step 12

(< APIC PnP Server on 172.20.224.36 i =1E]

File Wiew WM

mulp 2B Ghe s

STEP #5

APIC-EN Configuration Wizard 0.3.0.1054 .deuZS?-gBBc?eSn

To relzase cursor, press CTRL + ALT

Leave all the defaults.

13



< cancel >
APIC-EM Conf iguration Wizard 0.3.0.1054.dev297-g39c?e5a

To release cursor, press CTRL + ALT

Step13  Select Proceed to apply the configuration.

14



PIC PP Server on 172.20.224.36
File Wiew WM

mir @B 6 B @

The wizard is now ready to apply the configuration on the controller.

Use the [back] buttom below to veri modify control settings.

Use the ncell button to discard your ch 1 t the wizard.

Use the [save & exit] button to save your ¢ S and (it the wizard.

Use the [proceed] button to ve your changes and proceed with applying them on the
controller.

<< back { cancel > < =zave & exit > proceed >>

APIC-EM Conf iguration Wizard 0.3.0.1054.dev29?7-g39c?e5a

To release cursor, press CTRL + ALT

Step 14  APIC-EM proceeds with installation, and it take a time duration of 15-30 minutes. It provides an URL to monitor the
progress at HTTPS://MGT-IP-ADDRESS:14141
Note Port
14141



Grew 14 of 33 services [remote-ras...]
To monitor the progress of this operation, open a web browser to the following URL:

https://172.20.224.206:14141

The console will also provide configuration wizard status.

[ - po
Wy 1: apic

13,903 Running [£1-331: pnp

118,949 RBunming [23. ! nbar-policy-programmer—service pfr-polif

154,257 RBumming [26+33]1: file-service policy-manager-service app

-service
74 00:47:59,304
5-11-24 48 :04,355
2015-11-24 48:14,448
2015-11-24 00:48:59,821
2015-11-24 :50:15,479
Z015-11-24 2:01,522
2015-11-24 52:31,799
2015-11-24 52:31,817
2015-11-24 00:52:31,818
2015-11-24 00:52:31,818
2015-11-24 52:31,818
2015-11-24 00:52:34,043

RBumning [£7-33]1: visibility-service
Bumning [£8-33]1: topology-service
Bumning [£9-331: task-service
Bumning [30-331: apic-em-event-service
RBumning [31-331: apic-em—network-programmer-service
RBumning [32-331: apic-em- jboss—e jbca
Bumning [33-331: apic-em-inventory-manager-service
Service re-balancing not required
Validating Update Service settings...
Automatic updates not enabled. Skipping validations
Conf iguring Update Service...
CONFIGURATION SUCCEEDED

'he configuration wizard has completed successfully!?
o access the APIC-EA Web UI, please point your browser to one of the following URLs:

https:- s172.20.224.206

Step 15  The previous link allows to monitor services being installed or started. Log in using the admin credentials provided in the
installation

16



v

% bitps://172.20.224.76:14141/uifindex.html

11|ll§
CISCO

admin

In the console dashboard, when deployed services and running clients are all showing green, it is then ready to be used
for testing.

17



@eCrapevine

Developer Console 0.3.0.2035.dev638-g84f8b44 | Deployed Services: {;] Running Clients: [E Faulted Clients: |‘E] Waiting Instances: “E‘

: apic-em-event-service v0.9.5.2112

Overview

Running: 1

apic-em-inventory-manager-service v0.9.5.2112

apic-em-jboss-ejbca v0.9.5.2117

apic-em-network-programmer-service v0.9.5.2112

Step16  When configuration is successful, log in to the management application (link: HTTPS://MGT-IP-ADDRESS) (no additional
port added). Use the same admin credentials that have been created already.

18



DHCP Requirement

The prerequisites for the DHCP auto-discovery method are as follows:
* New devices can reach the DHCP server.

» The DHCP server is configured with option 43 for Cisco Network Plug and Play.

DHCP option 43 consists of a string value that is configured as follows on a Cisco router CLI that is acting as a DHCP server:

ip dhep pool pnp_device pool Name of DHCP pool

network 192.168.1.0 255.255.255.0 Range of IP addresses assigned to clients

default-router 192.168.1.1 Gateway address

option 43 ascii "SAIN;B2;K4;I<ipAddress>;J80" **IPv4 address to APIC EM Server, access points will be
directed to this pointer.

** Option 43 string, copy/paste include quotes, insert your APIC management IP address here.

Access Point

Step 1: E o T"
Mew device s powered on | Step 3:

and starts DHCP discovery Device establishes

communication with
APIC-EM controlier.

DHCP Server
Cisco Network Plug and Play
Step 2 application on APIC-EM

DHCP server responds with

APIC-EM controller IP
address in DHCP option 43

19



DNS Requirement

If DHCP discovery fails to get the IP address of the APIC-EM controller, for example, because option 43 is not configured, the Cisco
Plug and Play IOS Agent falls back on a DNS lookup method. Based on the network domain name returned by the DHCP server, it
constructs a Fully Qualified Domain Name (FQDN) for the APIC-EM controller, using the preset hostname pnpserver.

For example, if the DHCP server returns the domain name " customer.com ", the Cisco Plug and Play I0S Agent constructs the
FQDN "pnpserver.customer.com ". It then uses the local name server to resolve the IP address for this FQDN.

The prerequisites for the DNS auto-discovery method are as follows:
» New devices can reach the DHCP server

* The APIC-EM controller is deployed with the hostname “pnpserver”

Step 3:
Device constructs APIC-EM

A‘CC&SS Point controller hostname from domain

name with pnpserver. prafix.
Step 1: ‘*‘l' = I
Mew device is powered on ; |

and siaris DHCP discovery

Step 4:
Device establishes
communication with APIC-EM

controller (deployed with
hostname pnpserver).

i N

DHCP Server

Cisco Network Plug and Play

Step 2: application on APIC-EM

DHCP server responds
with device IP, domain
name, and DMNS server
(no custom options),

AP PnP Agent Requirement

Cisco CAPWAP access points with software release 8.2 provides the necessary recovery image to support PnP. An example output
from the console of a NEW AP during boot up will show the following:

*Mar 1 00:00:13.027: $LWAPP-3-CLIENTERRORLOG: Load nvram:/lwapp ap.cfg config failed, trying backup...

*Mar 1 00:00:13.027: $LWAPP-3-CLIENTERRORLOG: Load nvram:/lwapp ap.cfg.bak config failed...

*Mar 1 00:00:15.035: SLINK-6-UPDOWN: Interface GigabitEthernet0, changed state to up

*Mar 1 00:00:15.107: $SYS-5-RESTART: System restarted --

Cisco IOS Software, C3700 Software (AP3G2-RCVKI9W8-M), Experimental Version 15.3(20150923:181842) [pkpanda 173]
Copyright (c) 1986-2015 by Cisco Systems, Inc.

Compiled Wed 23-Sep-15 11:21 by pkpanda

*Mar 1 00:00:15.107: $SNMP-5-COLDSTART: SNMP agent on host APfc5b.395a.b56c is undergoing a cold start

20



*Mar 1 00:00:15.191: SLWAPP-3-CLIENTERRORLOG: NumOfSlots Mismatch Reinit all Radios config rcb:0 Cfg:2

*Mar 1 00:00:15.359: %SSH-5-ENABLED: SSH 2.0 has been enabledlwapp_ crypto_init: MIC Present
and Parsed Successfully

*Mar 1 00:00:16.151: SLINEPROTO-5-UPDOWN: Line protocol on Interface BVI1, changed state to up

*Mar 1 00:00:20.003: DPAA Initialization Complete

*Mar 1 00:00:20.003: $SYS-3-HARIKARI: Process DPAA INIT top-level routine exited

*Mar 1 00:00:21.003: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0O, changed state to up

*Mar 1 00:00:23.003: $LINK-6-UPDOWN: Interface BVI1l, changed state to down

*Mar 1 00:00:24.003: SLINEPROTO-5-UPDOWN: Line protocol on Interface BVI1l, changed state to down

*Mar 1 00:00:27.151: SLINK-6-UPDOWN: Interface BVI1l, changed state to up

*Mar 1 00:00:28.151: $LINEPROTO-5-UPDOWN: Line protocol on Interface BVI1l, changed state to up

*Mar 1 00:00:28.223: $PNPA-DHCP Op-43 Msg: Process state = READY

*Mar 1 00:00:28.223: $PNPA-DHCP Op-43 Msg: OK to process message

*Mar 1 00:00:28.223: XML-UPDOWN: PNPA_DHCP_OP43 XML Interface(102) UP. PID=47

*Mar 1 00:00:28.223: $PNPA-DHCP Op-43 Msg: _pdoon.l.ntf.don=47

*Mar 1 00:00:28.223: %DHCP-6-ADDRESS ASSIGN: Interface BVI1 assigned DHCP address 10.10.50.248,
mask 255.255.255.0, hostname APfcb5b.395a.b56¢

*Mar 1 00:00:28.223: %PNPA-DHCP Op-43 Msg: pdoop.l.org=[AlD;B2;K4;I1192.168.1.123;J80;]

*Mar 1 00:00:28.223: $PNPA-DHCP Op-43 Msg: pdgfa.l.inp=[B2;K4;I1192.168.1.123;J80;]

*Mar 1 00:00:28.223: %PNPA-DHCP Op-43 Msg: _pdgfa.l.B2.sl12=[ ipv4 ]

*Mar 1 00:00:28.223: $PNPA-DHCP Op-43 Msg: pdgfa.l.K4.htp=[ transport http ]

*Mar 1 00:00:28.223: $PNPA-DHCP Op-43 Msg: pdgfa.l.Ix.srv.ip.rm=[ 192.168.1.123 ]

*Mar 1 00:00:28.223: %PNPA-DHCP Op-43 Msg: _pdgfa.l.Jx.srv.rt.rm=[ port 80 ]

*Mar 1 00:00:28.223: $PNPA-DHCP Op-43 Msg: _pdoop.l.ztp=[pnp-zero-touch] host=[] ipad=[192.168.1.123]
port=80

*Mar 1 00:00:28.223: %PNPA-DHCP Op-43 Msg: _pors.done=1

*Mar 1 00:00:28.223: %PNPA-DHCP Op-43 Msg: pdokp.l.kil=[PNPA DHCP OP43] pid=47 idn=[BVI1]

*Mar 1 00:00:28.223: XML-UPDOWN: BVI1 XML Interface(102) SHUTDOWN(101). PID=47

*Mar 1 00:00:29.155: %PNPA-DHCP Op-43 Msg: _pdoon.2.ina=[BVI1]

*Mar 1 00:00:29.155: %PNPA-DHCP Op-43 Msg: papdo.2.cot=[5A1D;B2;K4;I1192.168.1.123;J80;]
lot=[5A1D;B2;K4;1192.168.1.123;J80;]

*Mar 1 00:00:29.155: $PNPA-DHCP Op-43 Msg: Process state = READY

*Mar 1 00:00:29.155: $PNPA-DHCP Op-43 Msg: OK to process message

*Mar 1 00:00:29.155: XML-UPDOWN: PNPA DHCP OP43 XML Interface(102) UP. PID=34

*Mar 1 00:00:29.155: %PNPA-DHCP Op-43 Msg: _pdoon.2.ntf.don=34
*Mar 1 00:00:34.039: No Config Present. PNP required <— This indicates PNP process will initiate since no configuration is present.

Example that AP config is present (PNP will not start):
*Mar 1 00:00:34.043: Config Present. PNP Not required

To check if AP has configuration perform the following command on the AP console:

AP#show capwap client rcb
AdminState :ADMIN ENABLED

Swver :8.2.4.4

NumFilledSlots :2

Name :APfcb5b.395a.bb56¢c

Location :default location
MwarName :<— There is no WLC name
MwarMacAddr :££01.0000.0000
MwarHwVer :0.0.0.0<—There is no WLC IP Address
ApMode :Local

ApSubMode :Not Configured
OperationState :DISCOVERY

Feature Configuration Step-by-Step

Site Pre-Provisioning Workflow

Cisco Network Plug and Play allows you to pre-provision and plan for new sites. When you create a new site, Cisco Network Plug
and Play enables you to pre-provision the access point(s) configuration file, product serial # and product ID for the selected platform.
This simplifies and accelerates the time that it takes to get a site fully functional.
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Site Rule

| Productin | sersls | Hostname | wicie | apGroup | aPuode |

SR— — o
I AR-CAP I -AKS ERFDOPPITO2S Sie-1-A8 WLC-18 Sie-1-Group. Fhwcvmd]

WLC-1a
Site-1-AP
FlexConnect
Site-1-Group

To pre-provision a site on your network, perform these steps:

Procedure

Step 1 Create a new site.
Step2  Add the device to the site.

Creating a Site or Project

To create a site, perform these steps:

Procedure

Step 1 Choose Network Plug and Play > Projects.

Step2  Enter the name for the new site.

Step 3 Click Create to create the new site.

Step4  After creating the site, select the configuration file device table.

22



st nanln
CIsco

APIC - Enterg

Dashboard Unplanned Devices Images Configurations Bulk Import

Discovery
Project: My Site

Haost Inventony

Topolagy

©
i
‘ Device Inventory
H
3
1

My Site
Deploy configurationfimage files from external TFTP sever
® Notes
Add Device

Adding a Device
To add a device, perform these steps:
Procedure
Step 1 Choose Network Plug and Play > Sites.
Step2  Enter the following information:

Device Name Device name (unique for each site)

Product ID Select the device product identification number from the

drop-down list
Serial Number Device serial number, or Mac Address (applicable only for

access points)

23



il APIC - Enterprise Module

CISCO

Dashboard E;%&j:;f i Unplanned Devices Images Confij

Project: My Site

Deploy configuration/image files from external TFTP sever

AIR-CAP3702i-A-K9 FTX175173CR)| |L{_o Add Device

@ Filter

Step3  Click Add Device to add the device.

Step 4 Apply the new configuration to the device or you can reuse the existing configuration from the list.
The configuration file contains the following 8 fields (only primary WLC IP field is mandatory field, all fields are NOT
case-sensitive):

apGroup AP Group (optional, when defined APs will be placed in this
group, if left blank APs will be placed in the default AP Group)

primaryWIcIP Primary WLC IP address (this is a mandatory field)

primaryWIlcName Primary WLC Name (optional)

secondaryWIcIP Secondary WLC IP address (optional)

secondaryWIcName Secondary WLC Name (optional)

tertiary WicIP Tertiary WLC IP address (optional)

tertiary WicName Tertiary WLC Name (optional)

apMode AP Mode (optional, either ‘local’ or ‘flexconnect’)

24



Example of AP Configuration Text File for Local Mode

{"apGroup":"BldgA-local", "primaryWlcIP"

:"10.10.80.5", "primaryWlcName" :"5508~-

1", "secondaryWlcIP":"10.10.80.6","secondaryWlcName":"5508-
2", "tertiaryWlcIP":"10.10.10.7", "tertiaryWlcName":"8500-1", "apMode":"local"}

Example of AP Configuration Text File for FlexConnect Mode

{"apGroup":"BldgA-local", "primaryWlcIP":

"10.10.80.5", "primaryWlcName":"5508-

1", "secondaryWlcIP":"10.10.80.6","secondaryWlcName":"5508~
2", "tertiaryWlcIP":"10.10.10.7", "tertiaryWlcName":"8500-1", "apMode":" flexconnect"}

Example of AP Configuration Text File using only MANDATORY field (primary WLC IP)

{"primaryWlcIP":"10.10.10.7"}

Note  The configuration file should be in text format with file extension *.json. Edit the configuration file(s) as needed

and save it as *.json.

You can also drag and drop the configuration file to this screen.

Deploy configurationfimage files from external TFTP sever

3 Notes
@ Filter
Device Name Product ID
AP1 AIR-CAPITORi-A-KI
1w B

Uploading the Configuration File

My Site

Add Device |

Serial Number/MAC Address Config

FTAITSITICR

Displaying 110 1 of 1 device

This option allows you to upload the configuration file from your local machine and supports only text format in *.json extension.

To upload the configuration file, perform these steps:

Procedure

Step 1
Step 2

Choose Network Plug and Play > Configuration.

Click Upload and browse to the location where you saved the configuration file. Select the configuration file, and click

Open to upload the file.
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APIC - Enterprise Module

aitfranlts
cisco

Dashboard Projects Unplanned Devices Images
Home

f::" Discovery &, Upload |

£ Device Inventory

@Filter
Ll Hostinventory
:J‘_v Topology MName
Lo TN
SiteA-config.json
B PathTrace .3
= Metwork Plug and Play 10 Displayir

Step3  To view the content of the uploaded configuration file, click on the configuration file. This displays the content of the
selected file.

Step 4 You cannot delete the configuration file that is being used in any device. To delete the configuration file from the list,
select the configuration file and click Delete.

a) To apply the existing configuration to the device, select the configuration file from the list. Configuration files can be
uploaded to 'Configurations' in advanced.

b) To apply a new configuration to the device, you should upload the configuration file to the server, and then select the
configuration file from the list. Or, as shown earlier, you can click-drag a new file to the Config field.

Deploying Devices

After creating the site, you can initiate the provisioning process in the remote site. You should install the device and connect the
power cables (or use PoE). Turn on the device, and use the Cisco Plug and Play agent to deploy devices and deliver the bootstrap
configuration to the device.

N

Note  When DHCP or DNS is configured in the network for automatically discovering the Cisco APIC-EM,
devices can automatically discover the Cisco APIC-EM and download full configurations, when the power
is turned on.

Claiming the Device

The device is added to the unclaimed device list when the device uses the call-home agent capability to connect to the server, before
it is provisioned by Cisco APIC-EM, or when the Cisco APIC-EM is not able to match the device against the existing configuration.

To claim the device, perform these steps:
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Procedure

Step 1
Step 2
Step 3

Step 4
Step 5

Choose Network Plug and Play

> Unplanned Devices.

Select the device from the list and associate the configuration files.

You can either reuse the existing

wifian]is
cisco

Home:

Device Inventory @Filter
Host Inventory
Topology
TWAN

Path Trace

t DO

-~
w

Network Plug and Play 10

Unsupported for AP:
* Image

» Device Certificate

Click Claim to claim the device.

Dashboard

Discovery . Upload

configuration from the list, or apply the new configuration to the device.

APIC - Enterprise Module

Projects Unplanned Devices Images

Name

Displayir

Click on the device link to view the device information.

| Claim | | ignore ]I Delete

DFilter

Serial Number

FTX1851R435

Device Info

| Serial Number FTX1851R435
Device Name APalec fafe.qcs8
! Product ID AIR-CAP3TO2I-A-K9
Last Contact Time 2015-10-11 21:32:27.000558
Image Version 15.3(20150814:071418) Cannot determine version support
Certificate Info
Type Unsupported
Status Unsupported
Timestamp 2015-10-11 21:31:26
History Info
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Bulk Import Sites and Devices

You can use the bulk import feature to import a CSV file that contains the sites and devices attributes.

Stw-2
K

AIRACAPITOE-# RFDOMPZTOZ She-2-AP
5

Sne-2-Confg

Se-3 AIR-CARITOHA- RFECZE2T Site-3-AP

Sihe 2-Group

AP-Sie-2

Site-3-Grows

AP-Gie-3

WLC-2a
Site-2-AP ¢ Site-3-AP K
Local FlexConnect
AP Group: Site-2-Group : Site-3-Group

To perform a bulk import of sites and provisioned devices, perform these steps:

Procedure

Step 1 Choose Network Plug and Play>Bulk Import.

Step 2 Click sample to download the sample file, and add the sites and provisioned devices information:

» Site Name

* Serial Number or Mac Address.

* Device Name (AP-NAME)

* Product ID (e.g. AIR-CAP3702I-A-K9)

* Config Name (text file already uploaded to server).

> Note that the import will fail if the config files are not on the server.
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Step 3
Step 4

Step 5

owdtons o phrvetlriss imogm cotpuaors [T
.

D oy T | [
8 ity
B mostveary
W% Topoogy

B [enT——

Import Task siatus

Device Failed Device Skippec Repe

R s

0Ddwo- ) pnp-service-bulk-template (6)
o Formulas  Data  Review
o X ox = =, re—
. Calibri (Body) + 12+ A=~ A= -] - = Wrap Text General . ’ . Normal Bad Good Newtral
| R gl : =
Paa B Iy S - A E = =i 3 [%% & coocmcom rorw  [EETEZTIN ¢ g tare
< Fomat ¥ S $inp 22| Doang o
Al v ks
A 8 < o [ ¢ G “ ] ' [
1 |
2 Py
3 820151105 1800
4 8 Comment stans with 8.
5 8 Comment and Blank line wil be ignored
& 81 the projectalready exiss o update on the projest
7 Wit e device devce. Otheswise
. B W Mandatory felcs are maskad with *
a
m
11 Project Mame® i server address Tip server ath Serial Number/Mac Address(AP onh) Device Kame®  Product ID* Config Name Boctstrap. _ Image Name Device Certf SUDI Reauired'|
12 example sae 1 0000 /
1 rocuszan example_swich  W5-C2960C dmo  demo  demo ase s
1 ARATIIXGMX eampie_racter IS dmo  ewms  cemo e rAse
15 example_ste 2 0000 i
® BsB222AON xample_swich 2 WSCIS60-2C demo  cemo  demo BNSEASE
17 eample_she_3 o0s0 /
i | 3 examgla so 1 asmojson use _paise |

Click Import and browse to navigate to the appropriate file.
Select the file and click Open to import the CSV file.

T el e TR
ey APIC - Enterprise Module

L e e ]

& impart || 4 Export |[ 2 sample

story Import Task stalus

5 Date User Filename Slatus Site Added Sile Failed Site Skipped Device Added

* 2015-09-30 16:33 admin MyPNP_Bulkimpart.csv Gompleted 2 ] L] 1

To export the devices information, click Export. The devices information is exported in a CVS format. Use this information
to analyze the devices status.
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Dashbad Sites Unplarnod Dirvices tmages Canfigurations
import | [ Eimpert | [ Ezample | b i
Impart Task status
Date Uge Filenarnm Stalus Site Added Site Falled Site Skipped Device Added Device Failed Device Skipped Heport
0150020 1670 aqmia Wy PRl g0 c5 o 2 ] [ 1 o 1
M E w- B report_2015-09-29 16-49_MyPnPBulkimport.csv
Insert Page Layout Formulas Data Reoview
. ¥ cu Galbri (Body) | 12 +| A~ Av =_| & 79 Wrap Text General . E
o {5 Cogy ¥ % A e L3
Paste . v Sy - Mesga & Canter - 4 Condil
&7 Fomat BV b, ot ‘g & Cent % % Y| %o a0 Fom:
AL v S
A 8 C D E F G I 1 K L ™ N
i -
2 # Clgoo Systems Ing - APIC-EM - Plug And Mlay - Import/Expart
3 #2015409-29 21:49
4 & Comment starts with #,
5 & Comement and Blank line will be grored
6 8 M the site already exists no update on the site
7 #Wthe device already exists no update on the device. Dtherwise the device will be created.
& # Mandateey fields are marked with *
9 #image Bootstrap and Configuration files must be uploaded in advance
10
11 Site Name® Tftpserver a Tfrp server P Serial Numbd Device Nams Product ID® Config Mame Bootstrap  Image Mame Device Certlf Imgort Result
12 Site A Added
13 FTX183674D SiteA-AP1  AJR-CAPI70Z siteh_config.tet FALSE | Added
14 Site B Added
15 FTNLFSI73CISiteB-AP1  AIR-CAP3701 siteB-config. i FALSE | Already exists
16
17
« S E

Troubleshooting the Cisco Network Plug and Play

Cisco Network Plug and Play provides the following troubleshooting information for monitoring and troubleshooting the device.

Checking Cisco Network Plug and Play Status

APIC polls AP through the configuration process, during and right before AP join to assigned WLC, this can be viewed in the status,

perform these steps:

Procedure

Step 1

Choose Network Plug and Play select a Project from the drop-down list.

@ ':-.I-'s' 1l APIC - Enterprise Module
Dashboard Unplanned Devices Images Configurations Bulk Import
& Home
23 Discovery — / -
Project: | Bldgl4-3- ﬂad ] Create
B Device inventory
Bldgl4-1
B Hostinventery Bigg1d-2
A Topology | Bidg14-3-mac % :
Gy Bldgla-a Igl4-3-mac
R Path Trace Deploy configurationfimage files from external TFTF sever
l-b Wetwork Plug and Play bﬂum
— 1
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Step 2 Click on status Link (example: Provisioned).

Image  Device Certificate SUDI Reguired Last Contact Time
B Pending
S Pending
() Pending
2] | Pending
: 2015-11-24 0D:09:46
5 2015-11-24 00:09:26

Step 3 You can view this log to analyze the Cisco Network Play and Play events and take appropriate action.

FTX1642R08Y

History Info

Timestamp Event

AP has successfully joined the controller.
2015-11-24 00:10:57 AP Mame : AP3600-131-2019-mac; Software Version : 8.2.1.91; AP Join
State : IMAGE; Controller Mame : 5508-1; Controller IP : 10.10.80.5

AP is in the process of discovering the controller.
2015-11-24 00:09:51 AP Mame : AP3600-131-2019-mac; Software Version : 8.2.1.91; AF Join
State : DISCOVERY; Controller Mame : ; Controller IP : null

2015-11-24 00:09:46 AP configuration complete: confile file pushed successiully
2015-11-24 00:.02:41 Hostname configured successiully
2015-11-24 00:09:40 Matched a pre-provisioned rule in site Bldg14-3-mac
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Reviewing the Status from the Dashboard

Procedure

Step 1 Choose Network Plug and Play > Dashboard.
Step 2 Click on any of the Link next to the charts, e.g. Pending, Provisioned, Errors, etc. to view list of APs in relevant Projects.
Step3  Click on any of the AP or Project will take you to the Project view and APs.

@

Unplanned Devices Images Configurations Bulk Import
f Home
£3 Discovery Devices in Projects: 58 Unplanned Devices: 0
£ Dovice Inventory
3
B Hostiventory
1 10% Pending 2
& Topology E: Ho devices
':: W 0 90 Provisioned
B PathTrace _9
=5 Network Plugand Play
Devices in Projects
Device Name Serial Number/Mac Address State Project
RPE’T#\ 10-2028 FOWISOENPTE Pending Eldg14-1
AP, 1 FGL1B3AZ00C Pending Bldgia-q
APIE00-131-2022 FTX1642GJFE Pending Bkigid-1
AP3IE00-131-2018 FTX1842G.G2 Pending Bldg1d-1
APIG00-131-2021 FTX16425.083 Pending Bidgid-1
P: 131 FTX1642R080 Pending Bldgid-1
APIT00-110-2011-miag FTX1750730U Pending X -1
B apzano-108-2020 FGL1634Z00L Pending Bldg1d-2
Stepd  Click on Status link will show detail of the PnP process.
Bldgl4-1
Deploy configuration/image files from external TFTP sever
© Notes
CRefresh S
@ Filter
Device Name Product ID Serial Number/MAC Address Config Bootstrap Image Device Certificate SUDI Required Last Contact Time Status
AP2700-110-2028 AR-APZT02E-UKK9 FCW1903NPTE configajson 2 B Pending
AP2600-110-2027 AIR-CAP2602E-A-K9 FGL1634Z00C configd.json 9, B Pending
AP3600-131-2022 AR-CAP3602E-AKS FTX16426JF config3json 2 Pending
AP3600-131-2018 AR-CAP3602E-AKY FTXI6426JG2 config3json o B Pending
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