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     [bookmark: pgfId-1028171]Release Notes for Cisco IOS Release 15.8(3)M1 
      
      
 
     
 
 
    [bookmark: pgfId-1036338]The following release notes support Cisco IOS Releases 15.8(3)M1 and higher releases. These releases support the Cisco 5900 Embedded Services Routers (ESR) platforms. These release notes are updated to describe new features, limitations, troubleshooting, recommended configurations, caveats, and how to obtain support and documentation.
 
   
 
    
     [bookmark: pgfId-1002248]Contents
 
    [bookmark: pgfId-1002252]This publication consists of the following sections:
 
     
     	 [bookmark: pgfId-1010908] Image Information and Supported Platforms 
 
     	 [bookmark: pgfId-1046714]Related Documentation
 
     	 [bookmark: pgfId-1015021] Caveats 
 
     	 [bookmark: pgfId-1045843]Obtaining Documentation and Submitting a Service Request
 
    
 
   
 
    
     [bookmark: pgfId-1015034][bookmark: 29203]Image Information and Supported Platforms
 
     
      
    
 
    
 
    [bookmark: pgfId-1027576]Note You must have a Cisco.com account to download the software. 
 
     
     
 
    
 
    
 
    [bookmark: pgfId-1030106]Cisco IOS Release 15.8(3)M1 includes the following Cisco IOS images:
 
     
     	 [bookmark: pgfId-1098127]c5915-adventerprisek9-mz.SPA
 
     	 [bookmark: pgfId-1098128]c5915-entbase-mz.SPA
 
     	 [bookmark: pgfId-1098129]c5921i86-universalk9-ms.SPA
 
     	 [bookmark: pgfId-1098130]c5921i86-entbasek9-ms.SPA
 
     	 [bookmark: pgfId-1098131]c5921i86-entbasek9-tar.SPA
 
     	 [bookmark: pgfId-1098132]c5921i86-universalk9-tar.SPA
 
     	 [bookmark: pgfId-1098137]c5930-adventerprisek9-mz.SPA
 
     	 [bookmark: pgfId-1098138]c5940-adventerprisek9-mz.SPA
 
     	 [bookmark: pgfId-1099794]c5921i86-universalk9_npe-ms.SPA 
 
     	 [bookmark: pgfId-1099809]c5921i86-universalk9_npe-tar.SPA
 
    
 
   
 
    
     [bookmark: pgfId-1098244][bookmark: 39444]Related Documentation
 
    [bookmark: pgfId-1098245]The following documentation is available:
 
     
     	 [bookmark: pgfId-1098246] Cisco 5900 Embedded Services Routers
 
    
 
    [bookmark: pgfId-1100053]http://www.cisco.com/c/en/us/support/routers/5900-series-embedded-services-routers/tsd-products-support-series-home.html
 
     
     	 [bookmark: pgfId-1098252]IOS Bulletins—You can find bulletins at:
 
    
 
    [bookmark: pgfId-1099840]http://www.cisco.com/cisco/web/psa/default.html?mode=prod&level0=268438303
 
     
     	 [bookmark: pgfId-1101630]Cisco IOS 15.8M cross-platform release notes:
 
    
 
    [bookmark: pgfId-1101632]https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/15-8m/release/notes/15-8-3-m-rel-notes.html
 
   
 
    
     [bookmark: pgfId-1098299]New Features Supported
 
    [bookmark: pgfId-1101687]This release supports software changes made in IOS that exist on other platforms.
 
     
      [bookmark: pgfId-1101688]802.1x Support
 
     [bookmark: pgfId-1101689]For the c5915 platform, the 802.1x feature will be supported. The design and implementation are platform independent.
 
     [bookmark: pgfId-1101847]There are some new commands available which are shown below:
 
      
      [bookmark: pgfId-1102146]aaa authentication dot1x {default | listname} method1 [method2...] 
     
 
      
      [bookmark: pgfId-1102208] 
     
 
     [bookmark: pgfId-1102147]Enable 802.1X port-based authentication:
 
      
      [bookmark: pgfId-1102148]dot1x system-auth-control 
     
 
      
      [bookmark: pgfId-1102230] 
     
 
     [bookmark: pgfId-1102149]Enable 802.1X port-based authentication on the interface:
 
      
      [bookmark: pgfId-1102150]access-session port-control {auto | force-authorized | force-unauthorized} 
     
 
      
      [bookmark: pgfId-1102131] 
     
 
    
 
     
      [bookmark: pgfId-1101706]IP Device Tracking
 
     [bookmark: pgfId-1101724]For the c5915 platform, IP device tracking API will be implemented using registries and callbacks. IPDT will send and receive various notifications, and there will be registries for features to send commands to IPDT and query the device database.
 
     [bookmark: pgfId-1101871]There is a command to globally enable or disable tracking of IP devices. When disabled, no notifications will be sent and no devices will be learned (as active). If some other feature has caused a detection mechanism to be enabled, detected devices will be added as inactive entries.
 
     [bookmark: pgfId-1102271]Clear Commands
 
     [bookmark: pgfId-1102297]The device tracking database can be cleaned up by using the clear commands. The entries that are cleared will be deleted from the database, and a notification will be sent to registered features, and an ARP probe will immediately be sent to the device.
 
      
      [bookmark: pgfId-1102348]clear ip device tracking ip <ip address> 
     
 
      
      [bookmark: pgfId-1102349]clear ip device tracking mac <mac address> 
     
 
      
      [bookmark: pgfId-1102350]clear ip device tracking interface <interface> [untrust] 
     
 
      
      [bookmark: pgfId-1102352]clear ip device tracking all [untrust] 
     
 
     [bookmark: pgfId-1102382]Show Commands
 
     [bookmark: pgfId-1102415]The show commands allow the configuration and contents of the device tracking database to be displayed.
 
      
      [bookmark: pgfId-1102466]show ip device tracking ip <ip address> 
     
 
      
      [bookmark: pgfId-1102489]show ip device tracking mac <mac address> 
     
 
      
      [bookmark: pgfId-1102490]show ip device tracking interface <interface> 
     
 
      
      [bookmark: pgfId-1102491]show ip device tracking all [count] 
     
 
    
 
     
      [bookmark: pgfId-1101939]MPLS-VPN Support
 
     [bookmark: pgfId-1101940]For the c5921 platform, the design and implementation are platform independent. Extend MPLS connectivity for private networks that are connected by IP-only path. A dynamic IPsec spoke-spoke tunnel is used to provide this connectivity. The MPLS-VPN is available only for Layer-3 switching. 
 
    
 
     
      [bookmark: pgfId-1102975]Use Case
 
     [bookmark: pgfId-1102996]Implement Intranet VPN between the Customer A Site 1 and Customer A Site 2. The customer network consists of the two routers which are CEA-1 and CEA-2, and there are two other loopbacks on PE1-AS1 and PE2-AS1 as part of the VRF Customer A and be redistributed into the MP-BGP routing contexts.
 
     [bookmark: pgfId-1102515]Configuring MPLS forwarding is the first step to provision the service provider's MPLS VPN backbone. This step ensures the service provider's readiness to provide MPLS-related services to prospective customers. At a minimum, the steps to configure MPLS forwarding on PE routers are:
 
      
      	 [bookmark: pgfId-1103057]Enable CEF (Cisco Express Forwarding)
 
      	 [bookmark: pgfId-1103058]Configuring IGP Routing Protocol on the PE routers
 
      	 [bookmark: pgfId-1103050]Configure MPLS or label forwarding on the PE interfaces connected to the Provider
 
     
 
     [bookmark: pgfId-1103081]VRFs (Virtual Routing and Forwarding Table) on the PE routers, and below are the configuration steps to configure VRF Definitions:
 
      
      	 [bookmark: pgfId-1103104]Configure VRF on PE router
 
     
 
     [bookmark: pgfId-1103137]Configure the VRF Customer A on PE1-AS1 and PE2-AS1 router. This results in the creation of a VRF routing table and a Cisco Express Forwarding (CEF) table for Customer A. Below we see that Customer A VRF being configured on PE1-AS1 router. (Note the VRF name is case sensitive.)
 
      
       
     
 
     
 
     [bookmark: pgfId-1103138]Note While removing the VRF From the router, the all-existing IP Addresses which are associated with Customer A VRF will be removed as shown above.
 
      
      
 
     
 
     
 
      
      	 [bookmark: pgfId-1103126]Configure the RD
 
     
 
     [bookmark: pgfId-1103241]The RD creates routing and forwarding tables. The RD is added to the beginning of the customer's IPv4 prefixes to convert them into globally unique VPNv4 prefixes. Next we see the configuration for defining the RD under the VRF.
 
     [bookmark: pgfId-1103274]The RD can be used in either of these formats:
 
     [bookmark: pgfId-1103275] – 16-bit AS number: Your 32-bit number (for example, 1:100)
 
     [bookmark: pgfId-1103293] – 32-bit IP address: Your 16-bit number (for example, 10.10.10.101:1)
 
      
      	 [bookmark: pgfId-1103314]Configure the import and export policy
 
     
 
     [bookmark: pgfId-1103351]Configure the import and export policy for the MP-BGP extended communities. The policy is used for filtering routes for that particular RT. below it shows the relevant configuration for defining import and export policy.
 
      
       
     
 
     
 
     [bookmark: pgfId-1103352]Note You can simply write use the same value for both (import and export) and we can verify that in our running-configuration we see that the values are same for both Export and Import.
 
      
      
 
     
 
     
 
      
      	 [bookmark: pgfId-1103336]Associate VRF with the interface
 
     
 
     [bookmark: pgfId-1103421]Associate virtual routing/forwarding instance (VRF) with an interface or sub-interface in this Customer A. (Associating the VRF to an interface results in removal of the IP address from that interface. This is only if VRF was associated to an interface that had the IP address already configured. This means that the IP address will have to be reconfigured after the VRF is associated with that interface.)
 
      
       
     
 
     
 
     [bookmark: pgfId-1103422]Note The above steps are also followed in PE2-AS1, as they both require same configurations.
 
      
      
 
     
 
     
 
     [bookmark: pgfId-1103423]You are also required to add Interface Loopback 1 under VRF Customer A.
 
     [bookmark: pgfId-1103424]You can verify the above configuration with the Below Commands:
 
      
      [bookmark: pgfId-1103451]show ip vrf 
     
 
      
      [bookmark: pgfId-1103452]show ip vrf interfaces 
     
 
      
      [bookmark: pgfId-1103406] 
     
 
    
 
     
      [bookmark: pgfId-1103471]Configuration of BGP PE-PE Routing on PE Routers
 
     [bookmark: pgfId-1103492]Configuring BGP PE-PE routing between the PE routers is the next step in an MPLS VPN deployment. The purpose of this step is to ensure that VPNv4 routes can be transported across the service provider backbone using MP-iBGP. The P router is transparent to this entire process and, therefore, does not carry any customer routes. 
 
      
      	 [bookmark: pgfId-1103507]Configure BGP routing on PE routers
 
     
 
     [bookmark: pgfId-1103530]Enable BGP routing and identify the AS on the PE1-AS1 and PE2-AS1 routers as below:
 
      
      	 [bookmark: pgfId-1103552]Configure the MP-iBGP neighbors
 
     
 
     [bookmark: pgfId-1103574]Configure the remote MP-iBGP neighbor and use the loopback interface as the source of BGP messages and updates. Note that you have to use the update-source command only when the neighbor is peering to your loopback address. This is irrespective of whether it is an iBGP or eBGP neighbor.
 
      
      	 [bookmark: pgfId-1103599]Configure the VPNv4 address family
 
     
 
     [bookmark: pgfId-1103681]Configure the address family for VPNv4 under the BGP configuration process. This step allows you to enter the VPNv4 address family to activate the VPNv4 neighbors. Activate the iBGP neighbor, which is essential for transporting VPNv4 prefixes across the service provider backbone. Using next-hop-self is optional and is primarily used when the service provider has an eBGP PE-CE routing with the customers, because internal BGP (iBGP) sessions preserve the next-hop attribute learned from eBGP peers, which is why it is important to have an internal route to the next hop. Otherwise, the BGP route is unreachable. To make sure you can reach the eBGP next hop, include the network that the next hop belongs to in the IGP or use the next-hop-self neighbor command to force the router to advertise itself, rather than the external peer, as the next hop.
 
     [bookmark: pgfId-1103682]In addition, configure the propagation of the extended communities with BGP routes so as to enable RT propagation, which identifies the VPNs that the routes have to be imported into. 
 
      
      	 [bookmark: pgfId-1103650]Configure the IPv4 address family
 
     
 
     [bookmark: pgfId-1103726]Configure the peer VRF IPv4 address family under the BGP configuration process. This step allows you to enter the IPv4 networks that will be converted to VPNv4 routes in MP-BGP updates. For simplicity, redistribution of all connected networks is configured into the MP-BGP process.
 
     [bookmark: pgfId-1103781]You can configure a default route on Customer Site pointing to it's respective PE Routers and initiate a Ping to see the result.
 
    
 
     
      [bookmark: pgfId-1103276]SSMS Server Support
 
     [bookmark: pgfId-1101775]For c5921 platform, we support smart licensing. The smart agent version needs to be upgraded and in turn, the registration server needs to be upgraded. For these smart agent upgrades, the SSMS server needs to be upgraded. Once SSMS server is setup the platform smart agent license version need to be upgraded in sync with the new SSMS server.
 
     [bookmark: pgfId-1101910]Support has been added for seven types of license throughputs available from "level zero to level six" for registration. They are as follows:
 
      
      	 [bookmark: pgfId-1102565]c5921-x86-level0 5 Mbps
 
      	 [bookmark: pgfId-1102566]c5921-x86-level1 10 Mbps 
 
      	 [bookmark: pgfId-1102567]c5921-x86-level2 25 Mbps 
 
      	 [bookmark: pgfId-1102568]c5921-x86-level3 50 Mbps
 
      	 [bookmark: pgfId-1102569]c5921-x86-level4 100 Mbps
 
      	 [bookmark: pgfId-1102570]c5921-x86-level5 200 Mbps
 
      	 [bookmark: pgfId-1102571]c5921-x86-level6 500 Mbps
 
     
 
      
       
     
 
     
 
     [bookmark: pgfId-1102558]Note Default throughput is c5921-x86-default @ 8 Kbps
 
      
      
 
     
 
     
 
     [bookmark: pgfId-1102659]The user may register for any one of the throughput levels where default throughput 8 Kbps is already configured by default.
 
     [bookmark: pgfId-1102660]Once the user registered for Evaluation mode they can configure up to 500 Mbps. Once the Evaluation mode is completed with the specific throughput level the throughput will return to default throughput level i.e. 8 Kbps.
 
     [bookmark: pgfId-1102661]For required throughput the user need to register with respective token.
 
     [bookmark: pgfId-1102662]On the router, please follow below commands:
 
     [bookmark: pgfId-1102649]Commands to Register
 
      
      [bookmark: pgfId-1102779]Router# configure terminal 
     
 
      
      [bookmark: pgfId-1102780]Router(config) # license smart enable 
     
 
      
      [bookmark: pgfId-1102781]Router# end 
     
 
      
      [bookmark: pgfId-1102765]Router# license smart register id <registration token>  
     
 
      
      [bookmark: pgfId-1102744] 
     
 
     [bookmark: pgfId-1102812]Upon successful registration, you can confirm the configuration by enabling smart license debuging. You can then see the debug message as follows;
 
     [bookmark: pgfId-1102814]"SMART_LIC-6-AGENT_REG_SUCCESS: Smart Agent for Licensing Registration with Cisco licensing cloud successful"
 
     [bookmark: pgfId-1102816]In order to verify the license registration please use the following show command:
 
      
      [bookmark: pgfId-1102926]Router# show platform software license 
     
 
      
      [bookmark: pgfId-1102927]Packet forwarding: Enabled 
     
 
      
      [bookmark: pgfId-1102928]Current enforcement forwarding rate: 8 Kbps 
     
 
      
      [bookmark: pgfId-1102929]Unique Device Identifier: CISCO5921-K9:9UY3149NYMF 
     
 
      
      [bookmark: pgfId-1102930]License features supported: 
     
 
      
      [bookmark: pgfId-1102931] Feature Rate Status 
     
 
      
      [bookmark: pgfId-1102932] --------------------- --------- ------ 
     
 
      
      [bookmark: pgfId-1102933] c5921-x86-default 8 Kbps In Use 
     
 
      
      [bookmark: pgfId-1102934] c5921-x86-evaluation 50 Mbps - 
     
 
      
      [bookmark: pgfId-1102935] c5921-x86-level0 5 Mbps - 
     
 
      
      [bookmark: pgfId-1102936] c5921-x86-level1 10 Mbps - 
     
 
      
      [bookmark: pgfId-1102937] c5921-x86-level2 25 Mbps - 
     
 
      
      [bookmark: pgfId-1102938] c5921-x86-level3 50 Mbps - 
     
 
      
      [bookmark: pgfId-1102939] c5921-x86-level4 100 Mbps - 
     
 
      
      [bookmark: pgfId-1102940] c5921-x86-level5 200 Mbps - 
     
 
      
      [bookmark: pgfId-1102941] c5921-x86-level6 500 Mbps - 
     
 
      
      [bookmark: pgfId-1102919] 
     
 
    
 
   
 
    
     [bookmark: pgfId-1101591][bookmark: 40596]Caveats
 
    [bookmark: pgfId-1101592]Caveats describe unexpected behavior in Cisco IOS releases. Caveats listed as open in a prior release are carried forward to the next release as either open or closed (resolved).
 
     
      
    
 
    
 
    [bookmark: pgfId-1067695]Note You must have a Cisco.com account to log in and access the Cisco Bug Search Tool. If you do not have one, you can register for an account.
 
     
     
 
    
 
    
 
    [bookmark: pgfId-1067691]For more information about the Cisco Bug Search Tool, see the Bug Search Tool Help & FAQ.
 
     
      [bookmark: pgfId-1036668]Cisco IOS Release 15.8(3)M1
 
     [bookmark: pgfId-1049279]The following sections list caveats for Cisco IOS Release 15.8(3)M1:
 
    
 
     
      [bookmark: pgfId-1082696]Open Caveats
 
     [bookmark: pgfId-1101491]There are no open caveats with this release.
 
    
 
     
      [bookmark: pgfId-1081191]Closed Caveats
 
     [bookmark: pgfId-1098450]The following caveats are fixed with this release:
 
      
      	 [bookmark: pgfId-1101444] CSCvj20285  
 
     
 
     [bookmark: pgfId-1101445]Stack corruption crash on ESR.
 
     [bookmark: pgfId-1101446]Symptoms: 
 
     [bookmark: pgfId-1101452]Hardware or software error conditions can lead to this. 
 
     [bookmark: pgfId-1101453]Workaround:
 
     [bookmark: pgfId-1101454]There is no workaround.
 
      
      	 [bookmark: pgfId-1101455] CSCvj46903 
 
     
 
     [bookmark: pgfId-1101456]On the c5921: License enforcement to default 8kbps does not happen, even after evaluation period has expired.
 
     [bookmark: pgfId-1101457]Symptoms: 
 
     [bookmark: pgfId-1101458]License enforcement to 8kbps after evaluation period expired.
 
     [bookmark: pgfId-1101459]Conditions: 
 
     [bookmark: pgfId-1101460]When evaluation period expires.
 
     [bookmark: pgfId-1101461]Workaround:
 
     [bookmark: pgfId-1101462]There is no workaround.
 
      
      	 [bookmark: pgfId-1101463] CSCvj85142 
 
     
 
     [bookmark: pgfId-1101464]On the c5921: Throughput Level getting configured even after the evaluation license has expired.
 
     [bookmark: pgfId-1101465]Symptoms: 
 
     [bookmark: pgfId-1101466]Able to configure the Throughput Level once the Evaluation license got expired.
 
     [bookmark: pgfId-1101467]Conditions: 
 
     [bookmark: pgfId-1101468]Once the Evaluation license got Expired the throughput license level should not be able to configure.
 
     [bookmark: pgfId-1101469]Workaround:
 
     [bookmark: pgfId-1101470]There is no workaround.
 
      
      	 [bookmark: pgfId-1104014] CSCvm55010 
 
     
 
     [bookmark: pgfId-1104015]USB support needs to be added
 
     [bookmark: pgfId-1104016]Symptoms: 
 
     [bookmark: pgfId-1104166]The 5921 does not support any devices connected to its USB port.
 
     [bookmark: pgfId-1104167]After unplugging and then plugging in devices from USB port, the device was not able to send/receive traffic to/from USB port.
 
     [bookmark: pgfId-1104018]Conditions: 
 
     [bookmark: pgfId-1104019]After unplugging and then plugging in devices from USB port.
 
     [bookmark: pgfId-1104020]Workaround:
 
     [bookmark: pgfId-1104021]Resolved in this release.
 
    
 
   
 
    
     [bookmark: pgfId-1098452][bookmark: 62103]Obtaining Documentation and Submitting a Service Request
 
    [bookmark: pgfId-1098453]For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service request, and gathering additional information, see What’s New in Cisco Product Documentation at: http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html.
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