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Introduction

About the Guide

This document provides technical guidance on the steps needed to successfully install certificates on on-
premise Cisco Catalyst SD-WAN control components or in a Cisco-hosted or provider-hosted cloud solution. It
includes different methods for obtaining signed control components certificates and how to configure and load
the authorized serial number file. The certificate renewal process is also covered.

This guide assumes that the control components are deployed and have been added to the SD-WAN Manager.
Many of the procedures assume a new certificate install on newly-installed, on-prem control components, but
much of the information is relevant to an existing SD-WAN Catalyst control component deployment.

See the Cisco Catalyst SD-WAN Design Guide for background information.

NOTE: Starting March 31, 2023, Cisco is no longer sponsoring Symantec/Digicert control component X.509
certificates for Cisco Catalyst SD-WAN, so Symantec/Digicert certificates will no longer be signed and
released by Cisco. Existing Cisco Catalyst SD-WAN Symantec/Digicert control component certificates will
be valid until expiration of those certificates, at which point, all Cisco Catalyst SD-WAN control
connections will fail. Please migrate to Cisco PKI certificates or Enterprise CA certificates before
certificate expiration. Symantec/Digicert certificates can still be used if purchased directly from Digicert,
then installed manually using the Enterprise CA certificate method on SD-WAN Manager versions 20.3.6,
20.6.4, 20.7.1 and higher.

Cisco PKI is the recommended control component certificate method. To assist with migration from
Symantec/Digicert, see the Video guide or reference the step-by-step document. See the Field Notice for more
information.

This document contains four major sections:

« The Define section gives background on the SD-WAN solution as it relates to certificates and the
authorized serial number file.

« The Design section discusses the solution components, design aspects, and any prerequisites.
« The Deploy section provides information about various configurations and best practices.
« The Operate section shows how to manage different aspects of the solution.

STEP 1 STEP3

DEFINE DEPLOY

STEP2 STEP 4

DESIGN OPERATE
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Audience
This document is for anyone interested in installing and/or renewing Cisco Catalyst SD-WAN control component

certificates, either for production or lab purposes. In addition, it also provides information to create and
download or synchronize the authorized serial number file to the SD-WAN Manager for authorizing devices on

the SD-WAN overlay.
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Define: About the Solution

Figure 1. Cisco Catalyst SD-WAN solution roles and responsibilities
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Tech Tip

Cisco SD-WAN has been rebranded to Cisco Catalyst SD-WAN. As part of this rebranding, the vManage name
has been changed to SD-WAN Manager, the vSmart name has been changed to SD-WAN Controller, and the
vBond name has been changed to SD-WAN Validator. Together, the vManage, vSmart, and vBond will be
referred to as the SD-WAN control components or the SD-WAN control complex in this document. Screenshots
may still refer to the previously branded names.

There are three distinct types of control components within the Cisco Catalyst SD-WAN solution, residing on
different planes:

« The Orchestration Plane assists in securely onboarding the Cisco Catalyst SD-WAN WAN Edge routers
into the SD-WAN overlay network. The SD-WAN Validator makes up the orchestration plane, and it
authenticates and authorizes devices onto the network and distributes control information (SD-WAN
Manager/s and SD-WAN Controllers information) to all WAN Edge routers so control connections can be
established.

« The Management Plane is responsible for central configuration and monitoring. The SD—WAN Manager
makes up the management plane and is a single pane of the glass for Day 0, Day 1, and Day 2 operations.
It provides centralized provisioning, troubleshooting, and monitoring for the solution.

¢ The Control Plane builds and maintains the network topology and makes decisions on the traffic flows.
The SD-WAN Controllers are part of the control plane, and they disseminate control plane information
between routers, implement control plane policies, and distribute centralized data plane polices to the
routers.
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In addition, WAN Edge routers reside in a separate plane, the data plane.

« The Data Plane is responsible for forwarding packets based on decisions from the control plane. WAN
Edge physical or virtual devices provide secure data-plane connectivity between the sites in the same
SD-WAN overlay network. WAN Edge devices are responsible for establishing secure connections for
traffic forwarding, for security, encryption, Quality of Service (QoS) enforcement and more.

Control Connections

The Cisco Catalyst SD-WAN Manager and SD-WAN Controllers and the WAN Edge devices initially contact and
authenticate to the SD-WAN Validator and then subsequently establish and maintain DTLS/TLS connections
with other SD-WAN Managers and SD-WAN Controllers. The SD-WAN Managers and Controllers maintain
persistent connections to the SD-WAN Validator as well as to each other, while WAN Edge devices drop this
connection to the SD-WAN Validator and maintain connections with the SD-WAN Manager and SD-WAN
Controllers.

Authorized List Model

All WAN Edge devices and control components mutually authenticate each other using an authorized list model,
where the devices have to be authorized before being allowed access onto the network.

There are two authorized lists that are distributed by the SD-WAN Manager, one for the control components and
one for WAN Edge devices.

o Authorized control components list: The authorized control components list is a result of the administrator
adding the control components manually into the SD-WAN Manager user interface. This list can be
distributed from the SD-WAN Manager to all the control components and subsequently, from the SD-
WAN Validator to the SD-WAN Controller.

o Authorized serial number list for WAN Edge devices: The digitally-signed, authorized serial number list for
the WAN Edge devices can be retrieved from the Plug and Play Connect portal at

https://software.cisco.com/Hpnp-devices.

The list can be retrieved manually or synced automatically from the SD-WAN Manager by a user with a
valid Cisco CCO account with access to the proper Smart Account and Virtual Account for the SD-WAN
overlay. After the file is uploaded or synced to the SD-WAN Manager, it is distributed by the SD-WAN
Manager to all the control components.

Tech Tip

Unsigned authorized serial number lists for WAN Edge routers using .CSV files are supported as of SD-WAN
Manager version 20.3.1, which does not require access to the Plug and Play Connect portal.
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Figure 2. Authorized control components and WAN Edge serial number lists
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Identity

Authentication between devices involves validating device identity via certificates.
How device certificate validation works:
« The client device presents a CA-signed device certificate to the server.

¢ The server validates the certificate signature by
1. Running a hash algorithm on the certificate data to get a value, and

2. Decrypting the certificate signature with the public key obtained from the CA Root certificate to get
a second value.

If both values are equal, then the signature is valid.

e The client device is now trusted and the client public key can be trusted for use in encryption.
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Figure 3. Validating device identity via certificates
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Control Component Identity

Control component identity is provided by a Symantec/DigiCert or Cisco-signed certificate, or alternatively, an
Enterprise CA certificate. Each control component in the network must have a device certificate signed and
installed. In addition, the root certificate chain for the corresponding CA must also be installed for each control
component before the control component device certificates can be installed. Additional root certificate chains
are present in order to trust the device certificates of other SD-WAN control components and software devices.
Most root certificates are pre-loaded or automatically installed, and others, like the Enterprise root CA, must be
installed by an administrator.

WAN Edge Router Identity

Identity for vEdge hardware routers is provided by a device certificate signed by Avnet, generated during the
manufacturing process and burned into the Trusted Platform Module (TPM) chip. The Symantec/DigiCert and
Cisco root certificates are pre-loaded in software for trust for the control components’ certificates. Additional
root certificates may either be loaded manually, distributed automatically by the SD-WAN Manager, or installed
during the automated provisioning process.

Identity for IOS XE SD-WAN hardware routers, with the exception of the ASR 1002-X, is provided by the Secure
Unique Device Identifier (SUDI), which is an X.509v3 certificate associated with a key pair that is protected in
hardware (Trust Anchor Module, or TAm). Also present in the TAm is the root certificate chain for the SUDI
device certificate. The Symantec/DigiCert and Cisco root certificates are pre-loaded in software for trust for the
control components’ certificates. Additional root certificates may either be loaded manually, distributed
automatically by SD-WAN Manager, or installed during the automated provisioning process.

vEdge cloud routers, ISRv routers, Catalyst 8000V, CSR1000v routers, and Cisco ASR 1002-X routers do not
have device certificates pre-installed. Each device uses a One Time Password (OTP)/Token that is generated by
the SD-WAN Manager and configured during device deployment for the purpose of a temporary identity. Once
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the device is temporarily authenticated, a permanent identity is provided by the SD-WAN Manager, which can
operate as a Certificate Authority (CA) to generate and install certificates for these devices.

The following diagram illustrates device certificates and a subset of root certificates installed for the control
components and IOS XE SD-WAN routers. In this example, Cisco PKI certificates are installed on the control
components.

Figure 4. Example of certificates installed for control components and I0S XE SD-WAN routers
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In this example, a Cisco device certificate is installed for control component identity, a Cisco root certificate
chain is used to trust other control component certificates, and the Viptela root certificate chain is used to trust
cloud router and I0S XE SD-WAN router (with no SUDI) certificates. For the IOS XE-WAN router, a Cisco device
certificate is loaded in hardware during manufacturing, and a Cisco root certificate chain is present in software
in order to trust control component certificates.

Note that the certificates installed on the control components and the certificates installed in the TAm are both
issued by Cisco but they do not share the same CA root chain and thus their CA root chains cannot be used to
verify or trust the other.

Authentication/Authorization of SD-WAN devices
When the control components authenticate each other, they generally:
1. Receive from the opposite control component a trusted device certificate.

2. Compare the certificate serial numbers against the authorized serial number list distributed from the SD-
WAN Manager (except when authenticating against the SD-WAN Validator).

3. Compare the organization name of the received certificate OU against the locally configured one (except
when authenticating against WAN Edge hardware devices).
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4. Validate the trust for the certificate root Certificate Authority (CA)

When WAN Edge devices authenticate to the control components, the WAN Edge routers generally:
1. Receive from the control component a trusted device certificate.
2. Compare the organization name of the received certificate OU against the locally configured one.

3. Validate the trust for the certificate root Certificate Authority (CA).
When control components authenticate to WAN Edge devices, the control components:

1. Send a 256-bit random value to the WAN Edge router, which is signed by the WAN Edge router with a
private key.

2. Receive from the WAN Edge the serial and chassis number, the 256-bit value signed with the WAN
Edge’s private key, and the trusted board ID certificate (which also includes its CA root certificate chain).

3. Compare the certificate serial numbers against the authorized serial number list distributed from the SD-
WAN Manager.

4. Verify the 256-bit value using the public key which is extracted from the board ID certificate.

5. Validate the trust for the certificate root Certificate Authority (CA).

After authentication and authorization succeeds on both ends, a DTLS/TLS connection is established.

The following diagram illustrates how different devices authenticate with each other using Symantec/DigiCert or
Cisco certificates. Enterprise CA certificates operate in the same manner.

Figure 5. Authentication and authorization of SD-WAN devices
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See the Cisco Catalyst SD-WAN Overlay Network Bring-Up Process for more information.

Design

Certificates

Before control components can be operational in an SD-WAN overlay network, each control component must
have both a root certificate plus a control component certificate that is signed and installed. Root certificates

© 2020 Cisco and/or its affiliates. All rights reserved. . Page 10 of 58
Cisco Confidential


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/cisco-sd-wan-overlay-network-bringup.html

come pre-installed on the control components except when using an Enterprise CA, and in that case, a root
certificate needs to be installed before control component certificates can be installed. In the case of control
component certificates, a Certificate Signing Request (CSR) is generated for each control component, either
when the control component is added to the SD-WAN Manager, or initiated by an administrator through the SD-
WAN Manager GUI. Each CSR is then submitted and signed and then the signed certificate is retrieved and
installed on the respective control component.

There are different ways to accomplish the control component certificate signing and installation process:

Tech Tip

Note that as of March 31, 2023, the automated and manual third-party certificate signing through
Symatec/Digicert options are no longer supported.

1. Automated Cisco PKI certificate signing (recommended): This option requires SD-WAN Manager version

19.1 at a minimum. A CSR is generated for each control component and is automatically sent to the
Cisco PKI certificate server. After the signing is complete, the SD-WAN Manager automatically retrieves
each signed certificate and installs it on the respective control component. Note that the root certificate
is installed by default on each control component.

Figure 6. Automated certificate signing using Cisco PKI
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2. Manual Cisco PKI certificate signing: This option requires SD-WAN Manager version 19.1. A CSR is
generated for each control component and is copied or downloaded locally. A separate certificate
request for each control component is made manually through the Cisco Software Central> Plug and
Play Connect > Certificates portal at https://software.cisco.com/#pnp-certificates, using the CSR
generated in the previous step. After the signing is complete, the certificates can be downloaded by the
administrator and each certificate is then uploaded to the SD-WAN Manager. The SD-WAN Manager
installs each certificate on the respective control component. Note that the root certificate is installed by
default on each control component.
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Figure 7. Manual certificate signing using Cisco PKI

3.

Initiate CSR
/‘ Download/

Admin

Manager

Cisco
Server
Copy CSR
Manually Submlt O
Cert Request
c—1
. CSR
Approved/Signed

Download
Signed Certs
—

‘ O

Admin

—
>

Upload Certs \‘

Cisco
Manager Server
. Certs
Installed
Controller
Validator

Enterprise Root Certificate Authority (CA): Customers can use their own CA servers to sign control
component certificates. This method is similar to the manual Cisco PKI certificate signing method as
automatic enrollment using Simple Certificate Enrollment Protocol (SCEP) to an Enterprise CA is not
supported for control components. In addition, as a first step, the Enterprise CA root certificate is
installed on the SD-WAN Manager, which can automatically distribute the root certificate to the other
control components. Once a root certificate is installed, a CSR is generated for each control component
and is either copied or downloaded locally. Separate certificate requests are made for each control
component to the Enterprise Root CA, submitting the CSR generated in the previous step. Once signed,
the generated certificates can be uploaded to the SD-WAN Manager by the administrator. The SD-WAN
Manager will install each certificate on the respective control component.
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Figure 8. Manual certificate signing using Enterprise CA
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Choosing a Method

The recommended method is the automated Cisco PKI certificate signing method (option 1), which is supported
starting from SD-WAN Manager version 19.1 (version 19.2 or higher is recommended). This method simplifies
the process as it requires a single step, which is CSR generation initiated from an administrator. If the SD-WAN
Manager has no Internet access, the manual Cisco PKI method can be used instead (option 2).

Tech Tip

Note that when using the Cisco PKI method, you need to ensure that the WAN Edge devices have a Cisco root
certificate installed in order to trust the control component device certificates. If this certificate is not loaded,
authentication fails and the WAN Edge device is not able to be brought up onto the overlay. The Cisco root
certificate is bundled into the software of IOS XE SD-WAN routers starting in the 17.2.2 version of code. It is
also bundled consistently into the software of vEdge routers starting in the 18.4.6, 19.2.4, 20.1.2, and 20.3.2
and higher versions of code. Ensure you are running a minimum of these versions on WAN Edge routers before
joining an SD-WAN overlay with control components using Cisco PKI certificates. Alternatively, Cisco root
certificates can be loaded manually or obtained through automated provisioning (PnP/ZTP) if these certificates
are not preinstalled.

You can migrate to Cisco PKI certificates from an SD-WAN overlay using Symantec/DigiCert certificates, and
the Cisco root certificate is distributed to the WAN Edge routers automatically from the SD-WAN Manager. The
control components must be on 19.x code and higher and the WAN Edge routers must have a control
connection to the SD-WAN Manager in order for this to work. See the Operate section for details.

The Enterprise CA is an option for those who require it (option 3) or for those running a SD-WAN Manager
version less than 19.1. This option requires the Enterprise root certificate to be installed on WAN Edge devices,
either manually or through automated provisioning (PnP/ZTP).

The following table summarizes the software requirements for the different SD-WAN components for each
certificate type. Note that while 16.12.3/16.10.4/17.x I0S-XE and 19.2.3 ViptelaOS are the minimum software
versions required to support Cisco PKI integration, there were versions of code which did not bundle the Cisco
PKI root certificate in software, which prevents the WAN Edge routers from joining the overlay network if control
components are running Cisco PKI certificates and the corresponding root certificates aren’t loaded ahead of
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time. The table reflects PKI support as well as minimum code versions which contain the Cisco PKI root
certificate in software:

Table 1. Software requirements for each certificate type*

Certificate Type SD-WAN Manager vEdge OS
Version

Cisco PKI 19.1 & above 17.2.2 & above 19.2.4, 20.1.2, 20.3.2 & above

Enterprise Any Any Any

*Refer to the Cisco Catalyst SD-WAN Control Components Compatibility Matrix to verify compatibility between
control components and WAN Edge code versions.

Control Plane Authorization

All WAN Edge devices and control components need to be known and authorized before allowing access to the
network. This is accomplished through two authorized lists that are distributed through the SD-WAN Manager -
one for the control components and one for WAN Edge devices.

Authorized Control Component List

When the control components are authenticated to each other, part of the check is to ensure that the certificate
serial number of the control component they are trying to authenticate with is listed in the authorized list that is
distributed from the SD-WAN Manager. Only the SD-WAN Validator is not checked against the authorized list,
but control component devices are configured with the SD-WAN Validator IP address or domain name and it is
the first control component they authenticate to. This list, which includes the certificate serial numbers of each
control component, is automatically created and sent to all control components when control component
devices are added into the SD-WAN Manager GUI. The list is also distributed by the SD-WAN Validator as
connections are established.
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Figure 9. Authorized control component list
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WAN Edge Authorized Serial Number List

When the control components authenticate to the WAN Edge routers, part of the check is for the control
components to ensure the certificate serial number of the WAN Edge router they are trying to authenticate with
is listed in the WAN Edge Authorized Serial Number list that is distributed from SD-WAN Manager. This list,
which includes the certificate serial numbers of each WAN Edge device can be retrieved from the Plug and Play
(PnP) Connect portal at https://software.cisco.com/#pnp-devices. The WAN Edge routers are associated with a
Smart Account (SA) and Virtual Account (VA) at the time of ordering and the device information, once shipped,
is automatically transferred to the PnP portal. In addition, the list can be modified by the administrator for any
devices not already listed. The administrator can have SD-WAN Manager synchronize to the portal to retrieve
this information, or the administrator can download the list manually and upload it to SD-WAN Manager.
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Figure 10. WAN Edge authorized serial number list upload process
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Prerequisites

Certificates

Prerequisites for the certificate installation process will depend on which method you use. Some general
prerequisites that apply to all methods:

Before a Certificate Signing Request can be generated, the organization name needs to be defined in the
SD-WAN Manager GUI under Administration>Settings>Organization Name. The organization name is
included in the certificate and is checked during the control components authentication process.

For certificate authentication to succeed, all control components (SD-WAN Manager, Validator, and
Controller) and Edge routers should have their time synchronized. Configuring NTP is strongly
recommended.

If no DTLS/TLS connections are up yet between the control components, ensure that both NETCONF and
SSH are allowed on the VPN 0 tunnel interface and that the appropriate ports are open on any firewalls
between control components, or certificate installation may fail. SD-WAN Manager uses NETCONF (TCP
830) to communicate to the control components, so communication will be unencrypted if there is no
DTLS/TLS connection yet formed between them. SD-WAN Manager cannot generate CSRs for the other
control components without TCP port 830 open. In addition, SSH (TCP 22) also needs to be permitted
because SCP (which uses SSH) is used to load certificates on the control components.

Tech Tip

If you are using TLS for control connections, ensure that the tunnel hello interval is set to 1000 and the hello
tolerance is set to 12. These settings are located in each WAN interface feature template under
Tunnel>Advanced Options. If hello intervals and hello tolerances are set too long, TLS connections can time
out during a certificate install/renewal and cause the new certificate to be marked as invalid, thus preventing the
control component from becoming active in the SD-WAN network. This can occur in SD-WAN Manager
versions prior to 20.7.
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There are additional prerequisites that need to be considered depending on the method:

Cisco PKI

« This method requires SD-WAN Manager version 19.1 or higher (version 19.2 or higher is recommended).

¢ You need a Smart Account and Virtual Account at http://software.cisco.com to use the automated or
manual method. You can manually generate certificates at https://software.cisco.com/#pnp-certificates,
which is in the PnP Connect portal under the Certificates tab. It is important that the Virtual Account has a
controller profile defined, and the organization name in the profile must match the organization name in
the SD-WAN Manager GUI. For the automated method, valid Smart Account credentials should be
configured in the SD-WAN Manager GUI under Administration>Settings>Smart Account Credentials.
These credentials must belong to a smart account or virtual account admin user and the user must have
accepted the End User Agreement on the PnP Connect portal. The End User Agreement is displayed upon
logging into the PnP Connect portal if it has not been already accepted.

o When using the automated method, the SD-WAN Manager needs to reach the Cisco certificate server.
The SD-WAN Manager needs a DNS server configured in VPN 0 to resolve the domain names,
cloudsso.cisco.com, swapi.cisco.com, and apx.cisco.com. The SD-WAN Manager reaches the domains
on TCP port 443.

o For an existing SD-WAN network, ensure that Cisco root certificates are loaded on the WAN Edge
devices before converting to Cisco PKI or else the WAN Edge devices will not come up onto the network.
Cisco root certificates are integrated in I0S XE SD-WAN software versions starting in the 17.2.2 version
of code and are also bundled consistently into the software of vEdge routers starting in the 18.4.6, 19.2.4,
20.1.2, and 20.3.2 and higher versions.

o For existing SD-WAN networks running Symantec/DigiCert certificates, you can load Cisco root
certificates automatically through SD-WAN Manager by upgrading to SD-WAN Manager 19.1 or higher
and then migrating to Cisco PKI (For more information, see the Operate section). You can also load root
certificates manually or through automated provisioning (PnP/ZTP).

Enterprise CA

« For the other certificate methods, the root CA chain is already pre-installed on the control components.
Before generating requests and installing signed certificates, the Enterprise Root CA method requires that
a full root CA chain certificate gets installed on all the control components.

Note: If you are on version prior to SD-WAN Manager 18.3, the root CA chain certificate needs to be
installed manually through CLI on each control component.

o Ensure that enterprise root certificates are loaded on the WAN Edge devices, either manually or through
automated provisioning (PnP/ZTP). For the PnP/ZTP process to work, add the root CA certificate to the
controller profile on the PnP Connect portal.

WAN Edge Authorized Serial Number List
The control component authorized list is generated and distributed automatically when control components are
added by the administrator into SD-WAN Manager, so just the WAN Edge Authorized Serial Number list is

covered in the remaining section. Prerequisites for installing the signed WAN Edge Authorized Serial Number list
include the following:

e A Smart Account and Virtual Account at http://software.cisco.com is required in order to use either the
automated or manual method.
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e A controller profile needs to be created in the PnP portal. This may or may not already be done for you. If
it is not present, you will be required to create one. Using the controller profile, you can download the
authorized serial number list, also called the provisioning file.

« When using the automated method, the SD-WAN Manager needs to reach the PnP cloud service. The
SD-WAN Manager needs a DNS server configured in VPN 0 to resolve the domain names,

cloudsso.cisco.com, swapi.cisco.com, and apx.cisco.com. The SD-WAN Manager reaches these domains
on port 443.

e If you are using the automated method, configure the Smart account credentials. This can be initially
configured in the SD-WAN Manager GUI by going to Configuration>Devices and under the WAN Edge
List tab, click Sync Smart Account.

Tech Tip

You can upload and sync multiple lists to SD-WAN Manager, and the duplicates should be removed. This could
be needed if you have an older vEdge authorized serial number list that did not get moved to the PnP portal.

Note that you can install an unsigned WAN Edge Authorized Serial Number list using a .CSV file without needing
a smart account, virtual account, or access to the PnP portal.
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Deploy

Architecture

The following example topology is used in this deployment guide, although there are many different options
available. The example topology consists of one SD-WAN Manager, Validator, and Controller. All control
components are configured with a public IP address and all control components have access to the internet.
The control components have just been created and deployed with a minimal configuration and the SD-WAN
Controller and Validator have been added as devices into the SD-WAN Manager.

Figure 11. Example Topology
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Process 1: Deploying Control Component Certificates

Tech Tip

Note that the CA/Browser (CAB) Forum has taken progressive steps and dropped the Maximum Certificate
Lifetime to 825 days (27 months) in 2018. This means that the certificate validity can only be set to one or two
years when generating CSRs and submitting certificate requests.

Overview

Installing certificates involve various steps and are covered in detail later in this section. The summary of steps
are as follows:

1. Prerequisites: Ensure that NETCONF and SSH are allowed on the control component interface tunnels.
Ensure NTP is enabled so time is synchronized between the control components and WAN Edge routers.
Configure the organization name in the SD-WAN Manager GUI, and depending on the method, validate
your server connectivity, configure Smart Account credentials, and/or ensure a DNS server is configured
in SD-WAN Manager for VPN 0.
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2. Configure SD-WAN Manager certificate settings: Set the certificate method in the SD-WAN Manager GUI
under Administration>Settings>Controller Certificate Authorization.

3. Install the full root CA certicate chain: This needs to be done only for the Enterprise CA method, as for
the other methods, the root certificate is already pre-installed.

4. Generate certificate signing requests: Generate certificate signing requests for each control component
using the SD-WAN Manager GUI by navigating to the Controllers tab under Configuration>Certificates.

5. Submit certificate signing requests: This may be done automatically or manually, depending on the
method.

6. Sign certificate signing requests: This may be done automatically or manually, depending on the method.

7. Receive the signed certificates: This may be done automatically by SD-WAN Manager or can be manually
downloaded.

8. Install the signed certificates: The signed certificates are installed on the control components, either
automatically or manually, depending on the method.

The following describes the detailed steps needed to deploy control component certificates.

Procedure 1. Verify and configure the organization name

The organization name must be configured in the SD-WAN Manager GUI before certificate signing requests can
be made. This may have been automatically configured and synchronized from the SD-WAN Manager CLI
during setup or may have been configured earlier in the control components deployment process.

Step 1. In the SD-WAN Manager GUI, go to Administration>Settings. Next to Organization Name, verify the
settings.

Step 2. If the organization name needs to be configured, click Edit. Type in the Organization Name (ENB-
Solutions - 21615, for example), then type the name again to confirm. The name is case-sensitive and must
match exactly, including any characters. Click Save.

Cisco vManage ) admin «

[Hl <5 ADMINISTRATION | SETTINGS

- Organization Name ENB-Solutions - 21615 View ] =
o vBond vbond3-21615.cisco.net : 12346 View | Edit
A Email Notifications Disabled View | Edit

Procedure 2. Ensure that NETCONF and SSH are allowed on the control component VPN 0 interface

For a new control component deployment, where DTLS/TLS connections are not established yet, both
NETCONF and SSH must be permitted on the VPN 0 interface tunnels on the SD-WAN Validators and
Controllers for certificate installation. If there are no tunnels configured on the control components, then all
protocols will be permitted. If tunnels are configured on the VPN O interface, then verify that NETCONF and SSH
are both allowed:

Step 1. SSH or console to the SD-WAN Validator or Controller

Step 2. Issue a show running-config. If NETCONF or SSH are not both allowed as a service, configure them
to be allowed:
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config terminal
interface ge0/0
tunnel-interface
allow-service sshd
allow-service netconf
commit and-quit

Procedure 3. Ensure NTP is enabled

For certificate authentication to succeed, all control components (SD-WAN Manager, Validator, and Controller)
and Edge routers should have their time synchronized. Configuring NTP is strongly recommended. To verify if
NTP is enabled:

Step 1. SSH or console to each control component (SD-WAN Manager, Controller, and Validator)
Step 2. Issue a show ntp associations. If there are no entries found, configure NTP:

config terminal
system ntp server time.google.com
commit and-quit

Option 1: Automated certificate signing through Cisco Systems

With this option, certificate signing requests are automatically sent to the Cisco PnP cloud service where the
certificate is signed. The SD-WAN Manager then automatically retrieves the certificate and installs it. A DNS
server needs to be configured to resolve the hostnames, cloudsso.cisco.com, swapi.cisco.com, and
apx.cisco.com. The SD-WAN Manager needs to reach these servers on TCP port 443.

Note that this option requires SD-WAN Manager version 19.1 or higher (19.2 or higher is recommended) and
also requires that Smart Account credentials are configured before this certificate option can be configured.

Procedure 1. Verify Cisco server reachability

Step 1. Ensure that a DNS server is defined for VPN 0 on the SD-WAN Manager via SSH or console:

config terminal

vpn 0O

dns 208.67.222.222 primary
commit and-quit

Step 2. To validate if the SD-WAN Manager can reach the Cisco PnP server, go to the SD-WAN Manager CLI,
type in vshell, then type:

curl -k https://cloudsso.cisco.com (you should see a message that the host is live)
Then, type:

curl -k https://apx.cisco.com (you should get an html response from the server that the service
unavailable)

If the servers are not reachable, you should see “Failed to connect” messages. Type exit to exit vshell
mode.
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Procedure 2. Configure Smart Account credentials

Before you can enable automatic signing of Cisco certificates, Smart Account credentials have to be configured.
Step 1. On the SD-WAN Manager GUI, Go to Administration>Settings.
Step 2. Towards the bottom of the page, go to the right of Smart Account Credentials and click Edit.

Step 3. Enter the Username and Password that gives you access to your Smart Account information at

https://software.cisco.com.
Step 4. Click Save.

Cisco vManage ' o admin v

[Tl <% ADMINISTRATION | SETTINGS

o B
Google Map API Key Maps API Key: AlzaSyA1PwZsBfTR4-PLCErEsl6gMfEignRV898 View | Edit
o
Software Install Timeout Collection Interval: 60 minutes View | Edit
IPS Signature Update Disabled view | Edit
e
-
Smart Account Credentials
-
Username
m
username
m

Password

Procedure 3. Configure SD-WAN Manager certificate settings

Step 1. On the SD-WAN Manager Administration>Settings page, go to the right of Controller Certificate
Authorization and click Edit.

Step 2. Select Cisco Automated (Recommended). If you change the setting, you will get a popup window
asking to confirm the Certificate Authorization change. Click Proceed.

Step 3. Select the Validity Period. Select 1 or 2 years.

Step 4. Set the Certificate Retrieve Interval. This is the interval the SD-WAN Manager will check on whether
the signed certificates are available after the CSR has been submitted. The default is 60 minutes, so you may
want to decrease this value.
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Step 5. Click the Save button.

Cisco vManage

LH a» ADMINISTRATION | SETTINGS

b Controller Certificate Authorization Manual
Certificate Signingby: (@) Cisco Automated (Recommended) Symantec Automated Manual Enterprise Root Certificate
Validity Period

]

y_— 1Year 2

*e

-_n
Certificate Retrieve Interval

m —) 10 min

m

Procedure 4. Generate certificate signing requests

Next, generate and submit certificate signing requests.
Step 1. Navigate to Configuation>Certificates and click the Controllers tab

Step 2. On the right side of the SD-WAN Manager, click ... and select Generate CSR from the drop-down box.

Cisco vManage h (7] admin

[ H ¢ CONFIGURATION | CERTIFICATES
WAN Edge List Controllers
0 —
> Send to vBond
Q Search Options v View CSR
&a - N
L View Certificate
T coumertpe ] osmane———Lomemip—— | cpmonone | s | opronsn | sen—|
Generate CSR
- vBond - - - 8a012.. N/A -
Reset RSA
o= vSmart - - - 4cd24... N/A - Invalidate
vManage vmanage 10.255.255.80 = 75b14... N/A 1 No certificateinsta  «es
m
10.255.255.80 Add Device Generate CSR Waiting for Certificate Update vBond

Step 3. A pop-up window states that the generated CSR has been sent to Cisco for signing. Click Close.
Step 4. Repeat the process for the SD-WAN Controller and Validator.

Procedure 5. Sign and install certificate signing requests

The signing and installation of the Cisco certificates are completely automated. To view the status:

Step 1. Go to https://software.cisco.com/#pnp-certificates and login if prompted.
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Step 2. Ensure the proper Virtual Account is chosen in the upper right-hand corner. This is the Virtual Account
with the controller profile of the organization name used for the SD-WAN overlay.

Step 3. Ensure you are on the Certificates tab.

Smart Virtual
Account Account
Cisco Software Central > Plug and Play Connect I PNP SDWAN POC + I I internaltesting vI
Plug and Play Connect Fecdback Support Help
Devices Controller Profiles Network Manage External Virtual Account
< Generate Certificate..
Certificate Type Validity Period Last Modified Status Actions

When a CSR is generated, you will see an enrollment request and the Status changes to In Process. When the
request is signed, the Status changes to Completed.

Plug and Play Connect Feedback Support Help

Devices Controller Profiles Network Certificates Manage External Virtual Account

+ Generate Certiicate

Certificate Type Validity Penad Last Modified Status Actions
rr?gr',?;??ﬂ?e.i?”T‘HE]U-B SDLVAN Cine Year 2019-Jul-10, 19:46:19

VMANAGE_4D4BBA27-FOE4-4TT =

Ennolment Request] SD-WAN One Year 2019-Jul-10, 19:33:57 Compieted vlﬁ

Showing All 2 Records

The SD-WAN Manager will automatically check at the configured interval for the signed certificates and install
them.

Cisco vManage admin v

° CONFIGURATION | CERTIFICATES

WAN Edge List Controllers

a

> Send to vBond

Q Search Options v Total Rows: 3

=

I T N T T
-n vBond vbond 10.255.255.85 11 Jul 2020 3:39:00 PM EDT 8a012d1c-3acc. Installed 7CA46BEB9768A7B60536875076DCD0133871D95F e

vSmart vsmart 10.255.255.87 11 Jul 2020 12:23:00 PM EDT  4cd245e6-3e96. vBond Updated 1 44484726CEDCEEB12D8DF46240C2CA68A17A8085

m

vManage vmanage 10.255.255.80 11 Jul 2020 3:16:00 PM EDT 75b1469b-c6f2-..§ vBond Updated 73DFDF9F557DE6470992DFD4272EBO8F6FF8111F

Option 2: Manual certificate signing through Cisco Systems

With this option, certificate signing requests are manually submitted by the administrator to the Cisco PnP cloud
service, where the certificate is signed. The administrator can then download the resulting certificates from the
PnP Connect portal and manually install them in the SD-WAN Manager.

Note that this option requires SD-WAN Manager version 19.1 or higher (19.2 or higher is recommended).

Procedure 1. Configure SD-WAN Manager certificate settings
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Step 1. On the SD-WAN Manager GUI, go to Administration>Settings.
Step 2. To the right of Controller Certificate Authorization, Click Edit.

Step 3. Select Manual if it is not already selected. If this is a change from the current configuration, you may
get a pop-up window asking to confirm that you want to change the certificate authority which is used for
authentication. Click Proceed.

Step 4. Click the Save button.

Cisco vManage 4 admin v

[FIl =% ADMINISTRATION | SETTINGS

Q Controller Certificate Authorization Cisco

o Certificate Signing by: Cisco Automated (Recommended) Symantec Automated Enterprise Root Certificate

\

o2 Cancel

- WAN Edge Cloud Certificate Authorization Automated Vview | Edit
m Web Server Certificate 04 Nov 2019 12:07:40 PM CSR | Certificate

Procedure 2. Generate certificate signing requests

Next, generate and submit certificate signing requests.
Step 1. Navigate to Configuration>Certificates and click the Controllers tab

Step 2. On the right side of the SD-WAN Manager, click ... and select Generate CSR from the drop-down box.

Cisco vManage = admin ¥

L2 CONFIGURATION | CERTIFICATES

WAN Edge List Controllers

o
> Send to vBond
Q Search Options v View CSR
- ] View Certificate
T e T
Generate CSR
- vBond - - - abdeb... N/A - No certificate installey

Reset RSA

’ / i
vSmart 6672a... N/A No certificate installes Invalidate

m
vmanage 10.255.255.70 835b1 N/A 1 No certificate installed Sync E

Step 3. A pop-up window appears with the certificate signing request. Download or copy the certificate
signing request to submit for signing.

Step 4. Click Close. You can always view or download the CSR again by clicking ... to the right of the control
component and selecting View CSR from the drop-down menu.

Step 5. Repeat the process for the SD-WAN Controller and Validator.

Procedure 3. Submit and sign the certificate signing requests

Next, the CSRs will be submitted to the Certificate Authority to be signed. This needs to be done for each
control component.

Step 1. Go to the Certificate portal at https://software.cisco.com/#pnp-certificates and login if prompted.
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Step 2. Ensure the correct Virtual Account is chosen in the upper right-hand corner. This is the Virtual Account
with the controller profile of the organization name used for the SD-WAN overlay.

Step 3. Ensure you are on the Certificates tab.

Step 4. Click the Generate Certificate button. The Generate Certificate window is displayed.

Smart Virtual
Account Account
Cisco Software Central > Plug and Play Connect I BB PNP SDWAN POC I I internaltesting vI
Plug and Play Connect Feedback Suppert Helo
Devices Controller Profiles Network Manage External Virtual Account
+ Generate Certificate
Certificate Type Validity Period Last Modified Status Actions

Step 5. Next to Certificate Name, enter a name for the certificate (VMANAGE)

Step 6. Next to Certificate Signing Request, paste the CSR copied from the SD-WAN Manager GUI. Be
certain to include the “---BEGIN CERTIFICATE REQUEST---" and “---END CERTIFICATE REQUEST---"
wording.

Step 7. Next to Validity Period, choose a timeframe for how long you want the certificate to be valid (One
Year).

Step 8. Optionally, next to Description, type a description of the certificate (Certificate for vManage).
Step 9. Click the Next button.

Generate Certificate

STEP ’I STEP 2 STEP 3

Identify Certificate Review & Submit Results

Identify Certificate

Enter Certificate details and click Next to proceed to the next step

* Certificate Name VMANAGE
* Certificate Signing Request &
VICC 3 AJBANVBAYTAV wEQ QQ XpZm9
wY W thY 4 Tl VNvBHY AtlDIx
|EIMRQAWEGYDV! hIEXIMQzEDIV Al xMEdm 1hbmFEn WIx
YEYINMYyLTQ4Y zetYmi: TiMTRIZTexMTIRNG QN WWxhLmNvBET!
MCAGCQQ@MQQEJARYTQEVWQQQEQEEZQ BOZWxhLmNvb TCCASIWDQY. ggg;uw;

AQol AMySfvBUISYFfkp9Gvu84a/kyNVO2su20MUrtihbP
t1EZKuL9va+UbExnP3gMVgo+ngK11MSn75ngoHnm/ cLz3FswUbfEWY23909
liHUye+GalRytpt/62P 4Hk+k0cxZaq2tGSql S/8aZtY XAvPPb18pi 1w 482/ ) Zey
iJbYfosVSG/UalitT 15+ 1MYaIND La2XW/evX9fVdUfttwKAzI41/fF pZ Qmvh2Klz
RN TNl vhuG A AIR DAY T L+t AR IaNAZPenViu ke lke+N2OEOAP + @ mlAllhl

* Validity Period One Year -
Type SD-WAN
Description Certificate for yiManage

Step 10. On the next screen, review and click Submit.

Step 11. A message will indicate that a certificate was successfully requested. Click Done.
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Step 12. When the processing is complete, the status will show as Completed. Refresh the page if required.

Step 13. To the right under the Actions column, click the down arrow to download the certificate.

Plug and Play Connect Feedback Support Help

Devices Controller Profiles Network Certificates Manage External Virtual Account

+ Generate Certificate...

Certificate Type Validity Period Last Modified Status Actions
VMANAGE 24-
o — SD-WAN One Year 2019-Jul-11, 212413 I I + I

Step 14. Repeat Procedure 3 for the SD-WAN Validator and Controllers.

Procedure 4. Install the signed certificates

Signed certificates are downloaded directly from the Plug and Play Connect portal in the previous procedure.
The resulting certificates are uploaded and installed manually in the SD-WAN Manager.

Tech Tip

In the 19.1.0 version of SD-WAN Manager, the SD-WAN Manager expects to see uploaded certificates in PEM
format, which uses a plain-text header (BEGIN CERTIFICATE) and footer (END CERTIFICATE), but the PnP
Connect portal does not generate the certificates with the BEGIN CERTIFICATE and END CERTIFICATE text. If
you install the certificate into the SD-WAN Manager without adding the header and footer, you may get an error
similar to: System organization [ENB-Solutions - 21615] does not match cert subject’s OU []. To correct this,
manually insert “----- BEGIN CERTIFICATE----- ” [carriage return] at the beginning of the file, and [carriage
return] “ ----- END CERTIFICATE----- “ at the end of the file, save it, then upload this certificate to the
SD_WAN Manager. Starting in version 19.2, the certificate can be installed without adding delimiters.

Step 1. Go to Configuration>Certificates and click the Controllers tab.

Step 2. In the top right of the screen, click the Install Certificate button. No specific control component needs
to be selected. The SD-WAN Manager applies them to the proper control component.

Step 3. Paste the contents of the certificate into the window or click Select a file and choose the certificate to
upload. Note that the SD-WAN Manager looks for a .pem file, but the certificate may have been downloaded
with a .cer extension instead. The difference in extension names does not cause any issues.

Step 4. Click Install.

Repeat the procedure for all the additional control components.
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Certificate Text B Selectafile

MIIFqTCCASGgAwIBAgIUZ3RvzmKw8a6zzdR3b6LG71mIkLIwDQYJKoZlhve
NAQELBQAWOJEOMAWGATUECgwFQ2IzY28xEDAOBgNVBASMBOFsYmlyZ

W8xFJAUBgNVBAMMDVZpcHRIbGEgU3ViIQOEwHheNMTkwNzEyMTkzNzU1
WhcNMjAWNZEyMTkONzAWW]CBrzELMAKGATUEBhMCVVMxCzAJBgNVBA
gMAKNBMREwDwYDVQQHDAhTYW4gSm9zZTEcMBoGATUECgwTQ2IzY28

gU31zdGVtcywgSWSjLiEeMBWGATUECWWVRUSCLVNvbHV0aW9ucyAtIDIXNj
E1MUIWQAYDVQQDDDI2Ym9uZCO4Y TAXMmQxYy0zYWN)LTQSNGELOTZiNi
1iNTMxYzcyOTc1ZjitMTEudmiwdGVsYS5jb20wggEiMAOGCSqGSIb3DQEBA
QUAA4IBDWAWgGEKACIBAQCY9ZrHIeDJIvkUeAnt6cemdEGSbkBBCB7eVIV
bjrUYZElgSXimiz2LV34ZImvGRRJGJLOEaVa5GSYIWg1h2aGkm91q2We7u0Y
DJVIOk8Q2bRBK1IDLp48M9lygrbEx1RTbyw7J0vtpar1H62yzQbvTo5kUQs1zi
FbKUZ0Bvf+9EolfYUTKSEAVJr0zzUrBKRILmr Ty6pOtk1T2790g/p/9ABCYT+P
atlzTFaT1EXMZXruF1gHRVHLbuh3QeTs4PwQKut7PKIasDI0TgrJCTuwZ8l/
M9LCEgOQrtmTXxiUt5NQfif4s087XGucZ0caShw2IH/LINNDNwQI36ks TwH

T1AAMDA AL mACUAAIDY = AMD AN /LIDAAD A £OC A A AMADON A 1L IALAVAADAAT

- cancel

Option 3: Enterprise Root Certificate Authority (CA)

With this option, an Enterprise-existing CA infrastructure can be leveraged. Certificate signing requests get
manually submitted by the administrator to the Enterprise CA, where the certificates are signed. The
administrator then receives the resulting certificates and manually installs them in the SD-WAN Manager. Note
that this option requires a full root certificate chain to be loaded in the SD-WAN Manager which is automatically
distributed to the other control components when the SD-WAN Manager certificate setting type is configured to
be Enterprise Root Certificate.

Tech Tip

The automatic distribution of the root certificate to the other control components is supported starting in 18.3
SD-WAN Manager code. Before that, the root certificates needed to be installed manually on each control
component.

In lab testing, there are some options to create your own CAs. Some examples include Linux-based XCA,
TinyCA, or OpenSSL (which is part of all Linux distributions) or Windows (where you can install an Ubuntu shell
or OpenSSL).

Some tips to keep in mind when you are using an Enterprise CA:

« When you are generating a root certificate on the Enterprise CA, the organization name does not need to
match the organization name that you use for the SD-WAN overlay.

« Once you have the PKI server configured, you can use it to sign the certificates for the control
components. When you generate the CSR from the SD-WAN Manager, the organization unit name of the
CSR will match the organization name of the SD-WAN overlay. When you perform the signing, it is
important that the PKI server does not overwrite the populated fields of the CSR, so accept what is
defined in the CSR and confirm issuing of the certificate.

« If you are using subordinate servers, be certain to export, and then import the full root CA chain into the
SD-WAN Manager, which includes both the root and the subordinate, or intermediate, certificates.
In this deployment, OpenSSL installed on Windows 10 was used. See Appendix B for the setup information.
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Procedure 1. Retrieve the root certificate from your CA server

Step 1. In this example, the root CA and sub CA were created using OpenSSL and the steps are shown in
Appendix B. The resulting CA root chain certificate was created and named root-ca-chain.pem.

Procedure 2. Configure SD-WAN Manager certificate settings and install the root certificate chain

Step 1. On the SD-WAN Manager GUI, go to Administration>Settings.
Step 2. To the right of Controller Certificate Authorization, Click Edit.

Step 3. Select Enterprise Root Certificate if it is not already selected. If this is a change from the current
configuration, you may get a pop-up window asking to confirm that you want to change the certificate authority
which is used for authentication. Click Proceed.

Step 4. Upload or copy and paste the root certificate chain file (root-ca-chain.pem) into the Certificate box or
click Select a file and choose the certificate to upload. Note that SD-WAN Manager looks for a .pem file, but
the certificate may have been downloaded with a different extension depending on how it was saved and
named on download. The certificate should be in PEM format, which means that each certificate in the file

H H “ ” H [ “
begins with the text “----- BEGIN CERTIFICATE----- and ends with the text “----- END CERTIFICATE----- .
Cisco vManage , admin ~
[ a» ADMINISTRATION | SETTINGS
N Certificate Signingby: () Symentec Automated (Recommended) () Symantec Manual
Q‘ Certificate B Selectafile
——BEGIN CERTIFICATE—
=] MIICKTCCAZKgAwIBAQIBATANB: 9wOBAQQFADAOMSYwJAYDVQQDExX1DaXN|
by1D0OS5jaXNjby5ib20gTD1SVFAgQOz1VUzAeF wOxOTASMTkxNTQOMzBaFwlyMzA3
MTgxNTQOMzBaMCygxJjAkBgNVBAMTHUNpcZNvLUNBL mNpc2NvL mNvbSBMPVJUUCBD
- PYWTMIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCqVhQHGYYPFKSsyvkHgs6R
xVKYHDJnrQ2pmSSDUHN7jx2c2gFgmQDHKbZ4imXNu8YlghQég/cfUxlrZZ9GplGO
19ks00mDofIWhIFBIRSDWaLZ +0BvZhmgPyR2fisHAQCIVALMV.IniS+1LoFFB8got
m Xx0a7LidESYAB3QHYb+0UQIDAQABoZMWY TAPBgNVHRMBATBEBTADAQH/MAAGA 1Ud
DwEB/WQEAwIBh| MEENVHSMEBDAWHBOdQuﬂfOBnXxgcAﬂSlGV;"\HchD'AngNV
HQ4EFgQUHUMf3297 180HAPUEFfOR6WHEIWDQYJKoZ IhveNAQEEBQADgYEALZ JZ
R8nsBlyJKJx+noF8C+hpBihPxVYpVTsIHbEbEeK3741 7UPI Svi2VEWUZUwXMOe/)
uB4gVrEvn8aiElbpk/c7y4sag3GhnPxfV.lyQpHI2TeXvhgeOim xloxS DNW.JJDdo
deX6R4j115.qiHjuCAKvII TIOADMKOSBQsdMulc=
—END CERTIFICATE—
Set CSR Properties
Tech Tip

Note that there is a checkbox that allows you to set properties within the Certificate Signing Request (CSR) that
is generated for each control component and submitted and signed with the Enterprise CA.

Starting in 19.2, WAN Edge cloud devices use control component CSR properties when being deployed, but the
SD-WAN Validator validates the organization field and expects it to contain either Viptela LLC or viPtela Inc. If
it does not, certificate validation fails for these cloud devices. To avoid this, use one of two workarounds:

¢ Do not modify the CSR properties so the default settings will be used.

o If CSR properties need to be configured, use “Viptela LLC” for the Organization field.
This should be addressed in SD-WAN Manager version 20.4.

Step 5. (optional) Click the box next to Set CSR Properties. The Organization Unit is already populated
(ENB-Solutions - 21615, in this example) since this was previously defined under
Administration>Settings>Organization Name. Fill in the Domain Name (cisco.com), Organization (Viptela
LLC), City (RTP), State (NC), Email (username@cisco.com), Country Code (US), and Validity (2 Years).
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Tech Tip

Enterprise Certificate Common Names (CN) are composed of a combination of Device Personality (vmanage,
vbond, vsmart), Device UUID (36 characters), an ID, and the provided Domain Name. Together, this Common
Name cannot be more than 64 characters long. An example of a Common Name is vmanage-d1d673bd-339e-
4812-ac65-1d1c86ae2b2a-1.cisco.com, where Device Personality is “vmanage”, the UUID is “d1d673bd-
339e-4812-ac65-1d1c86ae2b2a”, the id is 1, and the domain is “cisco.com”.

Step 6. Click the Import & Save button.

Cisco vManage

[l <% ADMINISTRATION | SETTINGS

a
Set CSR Properties
* Domain Name
cisco.com
ﬁ Organizational Unit Organization
ENB-Solutions - 21615 ENB
(1]
-
City State
RTP NC
Email 2-Letter Country Code
username@cisco.com us
Validity

2Years 3

Ganeel

WAN Edge Cloud Certificate Authorization = Automated

After the root certificate is imported, the SD-WAN Manager installs the root certificates on the remaining control
components.

To verify root certificate installation, you can issue a show certificate root-ca-cert | include Subject: on the
CLI of each control component.
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Note: If you add a new control component to the SD-WAN Manager after the root certificate has been
distributed by the SD-WAN Manager, the root certificate will be distributed to the new control component
automatically.

If you are running SD-WAN Manager code prior to 18.3, the root certificate chain needs to be installed manually
on all the control components.
Tech Tip

It is not recommended to install root certificates manually in SD-WAN Manager versions 18.3 and above.

Procedure 3. Generate certificate signing requests

Next, generate and submit certificate signing requests.
Step 1. On the SD-WAN Manager GUI, navigate to Configuation>Certificates and click the Controllers tab
Step 2. On the right side of the SD-WAN Manager, click ... and select Generate CSR from the drop-down box.

Cisco vManage = admin ¥

L2 CONFIGURATION | CERTIFICATES

WAN Edge List  Controllers

> Send to vBond

©0e

& 0

Search Options v View CSR

Q
View Certificate
N N e N R cotene i
| comoterios | El EIN —

vBond - abdeb... N/A No certificate installel
Reset RSA

)

vSmart 6672a... N/A - No certificate installes Invalidate

m
vmanage 10.255.255.70 835b1 N/A 1 No certificate installed Sync E

Step 3. A pop-up window appears with the certificate signing request. Download or copy the certificate
signing request so it can be submitted for signing. In this example, the CSR is downloaded and moved to the
C:\OpenSSL-Win64\bin folder so it can be submitted easily to the CA.

Tech Tip

Note that the downloaded file may be automatically downloaded as undefined.csr, so you many want to change
the name of the downloaded file before submitting the CSR to the CA.

Step 4. Click Close. You can always view or download the CSR again by clicking ... to the right of the control
component and selecting View CSR from the drop-down menu.

Step 5. Repeat the process for the SD-WAN Controller and Validator.

Procedure 4. Submit and sign the certificate signing requests

Step 1. Next, the CSRs are submitted to the Certificate Authority to be signed. This needs to be done for each
control component. Each CSR is submitted and signed for a validity period of two years. Each resulting
certificate has a unique serial number. The resulting certificates are vmanage.crt, vsmart.crt, and vbond.crt. If
you are using default path settings for OpenSSL, the certificates will be created in the \bin folder, which in this
example is C:\OpenSSL-Win64\bin.

Tech Tip

Ensure the certificate serial numbers generated for each control component is unique.
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OpenSSL> x509 -req -days 730 -in vmanage.csr -CA subca.crt -CAkey subca.key -set serial 02 -out
vmanage.crt

Open SSL> x509 -req -days 730 -in vsmart.csr -CA subca.crt -CAkey subca.key -set serial 03 -out
vsmart.crt

OpenSSL> x509 -req -days 730 -in vbond.csr -CA subca.crt -CAkey subca.key -set serial 04 -out

vbond.crt

Procedure 5. Install the signed certificates

Certificate files can be uploaded to the SD-WAN Manager, or they can be copied and pasted in.
Step 1. In the SD-WAN Manager, go to Configuration>Certificates and click the Controllers tab.

Step 2. In the top right of the screen, click the Install Certificate button. No specific control component needs
to be selected. SD-WAN Manager applies them to the proper control component.

Step 3. Copy and paste or upload the resulting certificate from the previous procedure.
Step 4. Click Install.

Install Certificate

Certificate Text B selectafile
3 -
M2EtZWJkOCO0YWE2LWEYODktOGIZNzQSOTI2MzUOLTludmiwdGVsYS5ib20xljAg
BgkghkiGIwOBCQEWE3N1cHBvcnRAdmIWdGVsYSS5ib20wggEiMAOGCSqGSIb3DQEB
AQUAA4IBDWAWGgEKAOCIBAQDTXVIM40vgbnGWWEWne TJKc7RARASOuSkwhOuXs4w]
UARREHF2YFFFWLDj7sR7yNQV71pdwBVfgNKxRhf3IL68+HmByWS5loB2ZMIPDwla9
Om4DJV0Aofg11y8fDAmMfFpmFEg4b9aJCoYMaord/KoMUMIzHgYw2eqMk0g10gbmn
FuAR64z0NdBSpK+Ir64xjGutczpPg1hQ5iTzRSNQQUBEISKVOE7WjzbjXadoKvlg
U8BUWAImMSLz61INpn/EF ssbkXHIzU/bWanL BwWUfov3jZuNz5rHb8ibHYEL7zcT3
acX7fgSENMIL6BpotgFobbQNiapmUwJGvnOyFUPkg+APAGMBAAG]gYcwgYQwMQYD
VROfBCowKDAmMoCSgloYgaHROcDovL zE SMidxNjguMTA1LjlvY2lzY29jYSSicmww
DwYDVROTAQH/BAUWAWEB/zAfBgNVHSMEGDAWGBQAQx/fOBnXygcA+tSIQV/1HpYe
QjAdBgNVHQ4EFgQUaNgY5900sR78BnvU13tW7gHZegEwDQYJKoZIhveNAQEEBQAD
QYEAZSk2xSDENuoWJYGPYHIWfIPqo61kayl0z9GG7aksfyflv19ZXNOG/ocbi/dg

GNi6gxx0JS03C/ZAcPTImpIKNIStUDBIBOQ67YISQeKAN7N+9lceKuW+ZM2noQ+
93+0D3w1brGGOgYqyfjP4SrDJDNXOWGB84zVdrZ2cQAigvl=

=

Step 5. Repeat the procedure for the additional control components.
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Process 2: Deploying the Signed WAN Edge Authorized Serial Number List

In order for the WAN Edge devices to come up and be active in the overlay, you must have a valid authorized
serial number file uploaded to the SD-WAN Manager. This authorized serial number file lists the serial and
chassis numbers for all the WAN Edge routers allowed in the network. The SD-WAN Manager sends this file to
the control components, and only devices that match serial numbers on this list will be validated and
authenticated successfully by the control components.

The legacy authorized serial number files for vEdge routers were once located at the Cisco Catalyst SD-WAN
support website, but these files are now migrated to the Plug and Play (PnP) Connect portal. The authorized
serial number file on the PnP Connect portal also contains IOS XE SD-WAN router information. See Appendix C
for information on how to create a controller profile or add any WAN Edge devices to the portal if needed before
downloading or syncing the authorized serial number file. Note that you can upload multiple authorized serial
number files to the SD-WAN Manager and the duplicates should be filtered.

There are two ways to load the signed WAN Edge Authorized Serial Number List in SD-WAN Manager, either by
manually uploading the serial file or automatically syncing the file from the PnP Connect portal. With the manual
method, a signed serial file can either be retrieved from the PnP Connect portal, or starting in SD-WAN Manager
version 20.3.1, an unsigned .csv file can be created with the required device information and uploaded to SD-
WAN Manager. Refer to the product documentation for more information on the .csv file.

Option 1: Manual upload

The following section details how to retrieve the WAN Edge authorized serial number list from the PnP Connect
portal and how to upload it manually to the SD-WAN Manager.

Procedure 1. Retrieve the authorized WAN Edge serial number file from the PnP Connect Portal

Step 1. Navigate to https://software.cisco.com/#pnp-devices.
Step 2. Click on Controller Profiles.

Step 3. Select the Smart Account and Virtual Account in the upper right-hand corner that contains the
Controller profile which references the proper Cisco Catalyst SD-WAN overlay Organization Name (ENB-
SOLUTIONS-VBOND, in this example).

Step 4. Next to the correct controller profile (ENB-SOLUTIONS-VBOND), click on the Provisioning File text.

Plug and Play Connect Feedback Support Help
Devices Controller Profiles Network Certificates Manage External Virtual Account Event Log
4+ Add Profile... # Edit Selected i Delete Selected + Make Default B Show Log G
. Profile Name Controller Type Default Description Used By Download
Any -
ENB-SOLUTIONS-VBOND VBOND v vBond for ENB SOLUTIONS 1 Pravisioning File
Showing 1 Record

Step 5. In the pop-up window, select the control component versions from the drop-down box. Choose 18.3
and newer. Click Download and save the file to your computer. It is saved as serialFile.viptela by default.
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https://software.cisco.com/%23pnp-devices

Download Provisioning File X

* Controller Versions [ 18.3 and newer -

Download

Procedure 2. Load the authorized WAN Edge serial number file manually

Step 1. In the SD-WAN Manager GUI, go to Configuration>Devices in the left pane, or alternatively, expand
the left pane by selecting the three horizontal bars in the top left corner of the GUI, then select
Configuration>Devices. Ensure the WAN Edge List tab is selected.

Cisco vManage ) = as

: ¢ CONFIGURATION | DEVICES

WAN Edge List Controllers

. (i change Mode ~ | * Upload WAN Edge List | [2 Export Bootstrap Configuration
Configuration >

Search Options

Q
e e i | G i vt

Devices

Step 2. Select the Upload WAN Edge List button. A pop-up window appears. Select Choose File. Browse and
select the serial number file (serialFile.viptela by default). Select Open.

Step 3. Now that the file is selected, select the check box in order to validate the list and send it to the control
components. Select the Upload button. If you select the check box, this will put all the devices on the list into a
valid state, which means they are authorized on the network and can be brought up at any time to start
forwarding traffic. If you do not select Validate, then all the devices show the status as invalid, and you have to
individually change them to valid if you want to bring them up on the network and participate in the overlay.

WAN Edge List up:ela.serial,,hle.viptela

alrdale the uploaded vEdge List and send to controllers

Cancel
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Step 4. Select OK in the confirmation box that appears.

Step 5. A pop-up window appears to inform you that the list uploaded successfully and informs you of the
number of WAN Edge routers that were uploaded successfully. Select OK. A page will indicate that the list has
been successfully pushed out to the SD-WAN Validators and Controllers.

Step 6. If you did not select the check box to validate the uploaded list to send to the control components, you
can go to Configuration>Certificates, ensure the WAN Edge List tab is selected, and select the Send to
Controllers button in the top left section of the screen. This will distribute the list of WAN Edge routers to all the
control components. A page will indicate that the list has been successfully pushed out to the SD-WAN
Validators and Controllers. All devices are in an invalid state.

Cisco vManage

ug €2 CONFIGURATION | CERTIFICATES
WAN Edge List Contrallers
=
= Send to Controllers Click Send to Controllers 1o sync the WAN Edge list on all controllers
Search Options ~ Total Rows: 66
-
E!__mmm__ﬂmm
an vEdge 100 B 1920B448161200 10004EFD d | | .
vEdge 100 B 19208448161220 - - 10004B7F Ivalid | | .
@
vEdge 100 B 1920B448161254 - - 10003661 Invalid | |
vEdge 100 B 1920B448161287 - 10004B64 Invalid | |
vEdge 100 B 1920B448161331 10004037 Invalid | |
vEdge 100 B 1920B448161414 - - 10004CAD Invalid | |
vEdge 100 B 1920B448161432 - - 10004C17 Imvalid | |

Option 2: Automatically sync to the PnP Connect portal from SD-WAN Manager

Starting from version 18.3, the SD-WAN Manager has a Sync Smart Account option, which allows the SD-
WAN Manager to automatically connect to the PnP Connect portal and download the authorized WAN Edge
serial number file.

Step 1. In the SD-WAN Manager GUI, go to Configuration>Devices, and ensure the WAN Edge List tab is
selected.

Step 2. Click on Sync Smart Account and a window pops up which prompts you for your Username and
Password.

Cisco vManage

TRl ¥ CONFIGURATION | DEVICES
WAN Edge List  Controllers
] =
o [I: Change Mode ~ | % Upload WAN Edge List | [ Export Bootstrap Configuration | [ Sync Smart Account
Search Options
m__mwmml
-] vEdge 1000 110G403180391 10007556
_— vEdge 1000 110G403180404 10007010
-

Step 3. Enter your username and password for the https://software.cisco.com website. The checkbox which
validates the uploaded list is selected by default. Note that the list still needs to be distributed to the other
control componets once synced with the SD-WAN Manager even if the checkbox was selected.

Step 4. Click Sync. The SD-WAN Manager connects to the Cisco servers and the authorized list is
downloaded. Status should indicate Success.
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Organization Mame EMB-Golgtions - 21615

Lpemame

E Waldale the uploaded vEdge List and send 1o conbrollens

Step 5. Go to Configuration>Certificates in the SD-WAN Manager to view the uploaded list. The devices
should all be in a valid state.

Step 6. Click the Send to Controllers button in the top left corner of the GUI in order for all of the control
components to be updated with the valid WAN Edge list. Once completed, the operation should indicate
success.
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Operate

Control Component certificate status

Go to the SD-WAN Manager dashboard. You should now see vSmart, vBond, and vManage icons with a green
up arrow. This indicates that the control connections from the SD-WAN Manager to the other control
components are up. The Control Status box indicates the control connection of the SD-WAN Manager to the
SD-WAN Controller. Control connections cannot be completed without valid certificates. Any warnings or invalid
certificates associated with control connections are also shown on the dashboard.

Cisco vManage i admin «
- 25 DASHBOARD
Warnin 0
— @ 1 WAN Edge- 0 (‘) 1 &’ M1 Reboot g 9 =
vSmart - 1 vBond - 1 :’ anage - Last 24 hrs 2% nvalid 0
=i
Control Status (Total 1) Site Health (Total 0) Transport Interface Distribution
Control Up Full WAN Connectivity 0 sites <10 Mbps 0
=2 ' ) 10 Mbps - 100 Mbps 0
Partial Partial WAN Connectivity 0 sites 100 Mbps - 500 Mbps 0
2% > 500 Mbps 0
Control Down 0 ©  No WAN Connectivity 0 sites
m View Percent Utilization

Go to Configuration>Certificates and click the Controllers tab. The Operation Status shows Installed for the
vBond and vBond Updated for the remaining control component types.

Cisco vManage ) (-] admin v

TR %X CONFIGURATION | CERTIFICATES

WAN Edge List ~ Controllers

]
= Send to vBond
O\ Search Options v Total Rows: 3
-]
o et
- vBond vbond 10.255.255.75 30 Jul 2021 11:13:47 AM EDT 47fb3e..} Installed 1 04 .
@ vSmart vsmart 10.255.255.77 30 Jul 2021 11:13:33 AM EDT 94d9f... | vBond Updated 1 03 sse

vManage vmanage 10.255.255.70 30 Jul 2021 11:12:56 AM EDT 74e2c...| vBond Updated 1 02 oo

Select Tools>SSH Terminal to establish a SSH connection to a device from the SD-WAN Manager. Select the
device on the left (vsmart) and login with the proper credentials. You can now execute the following commands
to check certificate details:

o show control local-properties
o show certificate validity

o show certificate installed

o show certificate root-ca-cert
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Cisco vManage admin »
9, TOOLS | SSH TERMINAL

Device Group <

All -

Q,

Sortby Reachabilty &

vmanage

10.255.255.77 | Site ID: 1
Reachable

vbond

WAN Edge Device Certificate Status
There are three different states of a WAN Edge certificate:

« Valid (shown in green): The certificate is valid and the WAN Edge router can fully participate and forward
traffic in the SD-WAN overlay network.

« Staging (shown in yellow): The certificate is in staging state and the WAN Edge router can form control
connections with the control components, but it cannot join the overlay and forward traffic until it is in a
valid state. More specifically, each WAN Edge router becomes an OMP peer with the SD-WAN
Controllers, but no OMP routes will be sent nor will any local routes be redistributed into OMP.

« Invalid (shown in red): The certificate is not valid and the WAN Edge router will be barred from forming
control connections.
Tech Tip
When you manually load or sync the WAN authorization serial number list, you have the option to validate the list
before you complete the upload or sync. If you select validate, all devices will be in the Valid state when the list
is loaded. If you do not select validate, all devices will be in the Invalid state when the list is loaded, and you will

need to manually validate each one as the invalid devices cannot form control connections with the control
components.

To check the certificate status:

Step 1. On the SD-WAN Manager GUI, navigate to Configuration>Certficates. Ensure the WAN Edge List tab
is selected. In the Validate column you can view the current status of the certificate.

To change the certificate status:

Step 1. From the Configuration>Certificates>WAN Edge List page, next to the targeted WAN Edge router,
select the desired status (Staging for example).

Step 2. A pop-up window will ask if you to confirm. Click OK.
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Are you sure you want to stage the device?

This will stage the device.

Step 3. The Send to Controllers text in the top left of the page will be marked in red, indicating that the
control components need to be updated with the modified list. Click Send to Controllers.

=] Cisco vManage

-H ¢ CONFIGURATION | CERTIFICATES [}

WAN EdgeList  Controllers
=iy

> Send to Controllers Click Send to Controllers to sync the WAN Edge list on all controllers

O\ Search Options v Total Rows: 67
-]

State | Device Model Chassis Number Hostname IP Address Serial No./Token Validate
- . ISR4351 ISR4351/K9-FDO205108CB - — 1373974 | | wee
m - vEdge 100 B 1920B448161200 = = T10004EFD | | Valid see

. vEdge 1000 110G403180391 - - 10007556 | | Valid wee

The updated serial number list is sent to all the control components.

To check the WAN Edge authorized serial number list on the control components, you can execute a show
orchestrator valid-vedges command on the SD-WAN Validator, or a show control valid-vedges on the SD-
WAN Controller or SD-WAN Manager.

CHASSIS NUMBER SERIAL NUMBER VALIDITY ORG
110G403180391 10007556 valid ENB-Solutions - 21615
ISR4351/K9-FD0O205108CB 1373974 staging ENB-Solutions - 21615

Note that when a device certificate is set to invalid, the device is removed from the authorized list. Only devices
in valid and staging status appear on the list. Control connections are deleted to the invalid devices once the list
is updated and distributed to all the control components.

When a device’s certificate has been set to invalid and tries to connect to the SD-WAN Validator, you might see
the following information on the SD-WAN Validator (partial output):

vbond# show orchestrator connections-history

[edited]
PEER
PEER PEER PUBLIC REPEAT
TYPE PUBLIC IP PORT STATE LOCAL/REMOTE COUNT
Unknown 64.100.103.3 12386 challenge RXTRDWN/CRTVERFL 541
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The command lists a legend for the error codes, and the error code CRTVERFL means the SD-WAN Validator
failed to verify the peer certificate. If you run a show orchestrator valid-vedges command on the SD-WAN
Validator, you can see if the specific WAN Edge device is in the authorized serial number file list that was
distributed to the control components.

Invalidate a control component certificate
To invalidate a control component certificate:

Step 1. In the SD-WAN Manager GUI, go to Configuration>Certificates and click the Controllers tab.

Step 2. To the far right of the control component you want to invalidate, click ... and choose Invalidate.

Ul Cisco vManage 2@ e admin +
[ H ¢ CONFIGURATION | CERTIFICATES % |nstall Certificate
WAN Edge List Controllers
=l
= Send to vBond
Q View CSR |
Q earch Dutiona View Certificate
\ Search Options
] Generate CSR
Reset RSA
ah 0 30 Jul 2021 11:13:47 AM EDT 47fb3e nstalled 1 04
30 Jul 2021 11:13:33 AM EDT 94dof Bond Updated 1 03 0
m
ge ar 30 Jul 2021 11:12:56 AM EDT 4e2c... vBond Updated 02 Sync

Step 3. Select OK to confirm the action.

Step 4. The device is removed from SD-WAN Manager and the authorized control component list is updated
with the device removed. A show orchestrator valid-vsmarts on the SD-WAN Validator (or a show control
valid-vsmarts from a SD-WAN Controller or SD-WAN Manager) displays the authorized control component list,
that consists of the SD-WAN Controllers and SD-WAN Managers.

The following screenshot shows the control component list before and after a SD-WAN Controller invalidation:

alid-vsmarts
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Renew control component certificates

The control component certificates must be renewed before the expiration date. If a valid certificate is not
present in the control component, the control connections are disabled.

Several months in advance, SD-WAN Manager will indicate on the SD-WAN Manager Dashboard that there are
certificate warnings indicating that certificates will expire. The Configuration>Certificates>Controllers tab will
indicate the certificate expiration dates marked in yellow or red.

admin =
D 2 N 16 et o | @3]
vBond - 2 vManage - 1 Lastaahrs v invalid 0
Cisco vManage
L H L2 CONFIGURATION | CERTIFICATES
WAN Edge List  Controllers
- —
> Send to vBond
O\ Search Options v
-
oot e e o oo
- vBond ENB_vBond_West 1.1.1.1 39013...
T vBond ENB_vBond_East 1.1.1.2 2ce72...
vSmart ENB_vSmart_West 1.1.1.4 5cbb7...
vSmart ENB_vSmart_East 1.1.1.5 déedb...
vManage ENB_vManage 1.1.1.3 9539b...

When the Cisco Viptela SDWAN control component certificates are renewed and installed, the control plane will
flap briefly, however, there is no impact to the data plane. Although the certificate installation takes only a few
minutes, it is recommended to change certificates using a maintenance window time of 1 hour.

Tech Tip

It is recommended to renew certificates one by one. Proceed to renew the next certificate only after the
previous certificate has completed renewal successfully, and you have confirmed that the control connection
has dropped and reformed successfully.

The renewal process is the same procedure as the initial deployment of certificates. CSRs are first generated,
then signed and received, and then installed. Here is an example of a renewal using the automated Cisco PKI
method:

Step 1. On the SD-WAN Manager GUI, go to Administration>Settings and next to Controller Certificate
Authorization, click Edit.
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Step 2. Review the settings for accuracy, then click Save.
Step 3. Go to Configuration>Certificates and click the Controllers tab.

Step 4. To the far right of the SD-WAN Manager, select ... and select Generate CSR from the drop-down box.
Repeat for each control component.

Step 5. The SD-WAN Manager automatically retrieves and installs the signed certificates. Verify the certificates
have been updated.

When transitioning, devices with the new certificates installed will lose connections to the devices with the old
certificate. Connections are re-initiated. Once renewed certificates are installed on all control components,
connections will come up fully. Data traffic will continue to run and should not be affected.

Manual Loading of Root Certificates (WAN Edge Routers)

In the event that root certificates (either Enterprise Root certificates or Cisco Root certificates) need to be
manually installed in a WAN Edge router, use the following procedures:

WAN Edge Enterprise Root Certificate

To install an individual Enterprise Root Certificate, which will be installed as the current root certificate chain, do
the following (note that the root certificate should be pre-loaded onto a server reachable from the WAN Edge
router in PEM format):

vEdge router
Step 1. Either copy the PEM-formatted certificate file into the router or paste the certificate into a file.

e To copy, use the download command. The file will be installed by default in the [home/admin folder if
you are logged in as admin.

br3-wel# request download vpn 512 ftp://admin:clscol23@192.168.254.51/ent-root-ca-chain.pem

--2019-08-07 16:19:40-- ftp://admin:*password*@192.168.254.51/ent-root-ca-chain.pem
=> 'ent-root-ca-chain.pem'

Connecting to 192.168.254.51:21... connected.

Logging in as admin ... Logged in!

==> SYST ... done. ==> PWD ... done.

==> TYPE I ... done. ==> CWD not needed.

==> SIZE ent-root-ca-chain.pem ... 3992

==> PASV ... done. ==> RETR ent-root-ca-chain.pem ... done.

Length: 3992 (3.9K) (unauthoritative)

ent-root-ca-chain.pem

100% [ >] 3.90K --.-KB/s in Os
2019-08-07 16:19:40 (68.4 MB/s) - 'ent-root-ca-chain.pem' saved [3992]

o To paste directly into a file:
o Enter vshell mode.
o Type in “vi” with the name of the file. In this case, vi ent-root-ca-chain.pem.
o Type “i”, then paste in the certificate (PEM format).
o Type “:”, then “wq” to save and quit.

o Exit out of vshell mode by typing “exit”.

Step 2. Install the certificate into the root certificate store by typing request root-cert-chain install
<path/certname>.

br3-wel# request root-cert-chain install /home/admin/ent-root-ca-chain.pem
Uploading root-ca-cert-chain via VPN 0
Copying ... /home/admin/ent-root-ca-chain.pem via VPN 0
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Updating the root certificate chain..
Successfully installed the root certificate chain

Step 3. To verify, issue show certificate root-ca-cert.

br3-wel# show certificate root-ca-cert | inc ENB

Issuer: C=US, ST=NC, L=RTP, O=Cisco Systems Inc, OU=ENB Solutions, CN=enb-cal.cisco.com
Subject: C=US, ST=NC, L=RTP, O=Cisco Systems Inc, OU=ENB Solutions, CN=enb-subcal.cisco.com
Issuer: C=US, ST=NC, L=RTP, O=Cisco Systems Inc, OU=ENB Solutions, CN=enb-cal.cisco.com
Subject: C=US, ST=NC, L=RTP, O=Cisco Systems Inc, OU=ENB Solutions, CN=enb-cal.cisco.com

Cisco 10S XE SD-WAN router
The process is similar for the Cisco I0S XE SD-WAN routers.

Step 1. Copy the PEM-formatted certificate file into the router.

br2-welfcopy ftp://admin:clscol23@192.168.254.51/ent-root-ca-chain.pem bootflash: vrf Mgmt-intf
Destination filename [ent-root-ca-chain.pem]?

Accessing ftp://*:*@192.168.254.51/ent-root-ca-chain.pem...!

[OK - 3992/4096 bytes]

3992 bytes copied in 0.027 secs (147852 bytes/sec)

Step 2. Install the certificate into the root certificate store by typing request platform sdwan root-cert-chain
install <path/certname>.

br2-wel#request platform software sdwan root-cert-chain install bootflash:ent-root-ca-chain.pem
Uploading root-ca-cert-chain via VPN 0

Copying ... /bootflash/ent-root-ca-chain.pem via VPN 0

Updating the root certificate chain..

Successfully installed the root certificate chain

Tech Tip

Note that when you try to verify whether a particular root certificate is installed, the show sdwan certificate
root-ca-cert command only returns one certificate in I0OS XE SD-WAN code prior to 16.12.x.

WAN Edge Cisco PKI Root Certificate

This process is identical to the Enterprise Root Certificate deployment in the previous operation.

When you install it, you can verify it on a vEdge router using the show certificate root-ca-cert command.

br5-wel# show certificate root-ca-cert | inc Cisco
Issuer: OU=Arcturus, O=Cisco, CN=Internal Customer Root CA
Subject: 0O=Cisco, OU=Albireo, CN=Viptela SubCA
Issuer: OU=Arcturus, O=Cisco, CN=Internal Customer Root CA
Subject: OU=Arcturus, 0O=Cisco, CN=Internal Customer Root CA

If you do not have a copy of the Cisco root certificates, you can install the entire root certificate chain instead.
See the next section for instructions.

WAN Edge Root Certificate Chain

In this section, the entire root certificate chain can be exported from a control component and imported into a
WAN Edge router.

Step 1. From a control component, export the root certificate chain to an external server.

vbond# request upload vpn 512 ftp://admin:clscol23@192.168.254.51/root-cert-chain.crt
master root.crt
ENB_vBond West# vshell
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ENB vBond West:~$ cp /usr/share/viptela/root-ca.crt /home/admin/root-ca.crt

ENB vBond West:~$ exit

exit

vbond# request upload vpn 512 ftp://admin:clscol23@192.168.254.51/root-ca.crt root-ca.crt

vEdge router
Step 1. Uninstall the previous root certificate chain.

br3-wel# request root-cert-chain uninstall
Successfully uninstalled the root certificate chain

Step 2. Copy the PEM-formatted certificate file into the router.

To copy, use the request download command. The file will be installed by default in the /home/admin
folder if you are logged in as admin.

br3-wel# request download vpn 512 ftp://admin:clscol23@192.168.254.51/root-ca.crt

--2019-08-07 20:01:27-- ftp://admin:*password*@192.168.254.51/root-ca.crt
=> 'root-ca.crt'

Connecting to 192.168.254.51:21... connected.

Logging in as admin ... Logged in!

==> SYST ... done. ==> PWD ... done.

==> TYPE I ... done. ==> CWD not needed.

==> SIZE root-ca.crt ... 42492

==> PASV ... done. ==> RETR root-ca.crt ... done.

Length: 42492 (41K) (unauthoritative)

root-ca.crt 100%[ >]141.50K --.-KB/s in 0.001s

2019-08-07 20:01:28 (34.8 MB/s) - 'root-ca.crt' saved [42492]

Step 3. Install the certificate into the root certificate store by typing request root-cert-chain install
<path/certname>.

br3-wel# request root-cert-chain install /home/admin/root-ca.crt
Uploading root-ca-cert-chain via VPN O

Copying ... /home/admin/root-ca.crt via VPN 0

Installing the new root certificate chain

Successfully installed the root certificate chain

Step 4. To verify, issue show certificate root-ca-cert

br3-wel# show certificate root-ca-cert | inc Cisco
Issuer: OU=Arcturus, 0O=Cisco, CN=Internal Customer Root CA
Subject: 0O=Cisco, OU=Albireo, CN=Viptela SubCA
Issuer: OU=Arcturus, 0O=Cisco, CN=Internal Customer Root CA
Subject: OU=Arcturus, 0=Cisco, CN=Internal Customer Root CA

Cisco I0S XE SD-WAN router

The process is similar for the Cisco I0S XE SD-WAN routers.

Step 1. Uninstall the previous root certificate chain.

br2-wel#request platform software sdwan root-cert-chain uninstall

Successfully uninstalled the root certificate chain

Step 2. Copy the PEM-formatted certificate file into the router.

br2-welffcopy ftp://admin:clscol23@192.168.254.51/root-ca.crt bootflash: vrf Mgmt-intf
Destination filename [root-ca.crt]?

Accessing ftp://*:*@192.168.254.51/root-ca.crt...!

[OK - 42492/4096 bytes]
42492 bytes copied in 0.051 secs (833176 bytes/sec)
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ftp://admin:*password*@192.168.254.51/root-ca.crt

Step 3. Install the certificate into the root certificate store by typing request platform sdwan root-cert-chain
install <path/certname>.

br2-wel#request platform software sdwan root-cert-chain install bootflash:root-ca.crt
Uploading root-ca-cert-chain via VPN 0

Copying ... /bootflash/root-ca.crt via VPN 0

Successfully installed the root certificate chain

Migration to Cisco PKI Certificates

When moving to Cisco PKI certificates, it is imperative that all WAN Edge devices have the Cisco PKI root
certificate chain installed before the migration to Cisco PKI. If a device is missing the certificate and Cisco PKI
certificates are installed on the control components, the WAN Edge device will be unable to connect to the SD-
WAN overlay and the certificate chain will need to be manually installed. Alternatively, the Cisco PKI root
certificate can be distributed by the PnP or ZTP server when the WAN Edge is automatically provisioned. For
WAN Edge routers, the Cisco root certificate is bundled in the software, so the WAN Edge routers could be
manually upgraded to a code version containing the Cisco root certificate as an alternative. The Cisco root
certificate was bundled into the software of IOS XE SD-WAN routers starting in the 17.2.2 version of code. It
was also bundled consistently into the software of vEdge routers starting in the 18.4.6, 19.2.4, 20.1.2, and
20.3.2 and higher version of code.

Cisco Catalyst SD-WAN Manager allows you to have a seamless migration from Symantec/Digicert certificates
to Cisco PKI certificates by loading Cisco PKI root certificates automatically on WAN Edge routers for you.
Starting in SD-WAN Manager version 19.1, SD-WAN Manager distributes the root certificate chain to all WAN
Edge devices, so it is important that all WAN Edge devices are authenticated and connected into the overlay
when SD-WAN Manager is upgraded to 19.1. This ensures that the WAN Edge devices receive the Cisco PKI
root certificate and are able to authenticate to the control components when Cisco PKI certificates are installed
on the control components.

For an existing SD-WAN network, the best way to migrate to Cisco PKI certificates from Symantec/DigiCert:
Step 1. Ensure that all WAN Edge routers have connections to the control components.

Step 2. Upgrade the control complex to 19.1, first the SD-WAN Managers, followed by the SD-WAN
Validators, then followed by the SD-WAN Controllers.

Step 3. Verify that the Cisco root certificate has been installed on the WAN Edge devices. For vEdge routers,
issue the show certificate root-ca-cert | inc Cisco command.

br3-wel# show certificate root-ca-cert | inc Cisco
Issuer: OU=Arcturus, 0=Cisco, CN=Internal Customer Root CA
Subject: 0O=Cisco, OU=Albireo, CN=Viptela SubCA
Issuer: OU=Arcturus, 0O=Cisco, CN=Internal Customer Root CA
Subject: OU=Arcturus, 0=Cisco, CN=Internal Customer Root CA

If you go to vshell mode on a control component, you can verify the file length of the root-ca.crt file:

ENB vBond West# vshell

ENB:vBond:West:~$ 1ls -1 /usr/share/viptela/root-ca.crt

-rwxr-xr-x 1 root root 42492 Aug 6 20:33 /usr/share/viptela/root-ca.crt

ENB vBond West:~$ exit

exit

For Cisco I0S XE SD-WAN routers prior to code version 16.12.x, the show sdwan certificate root-ca-cert
command may only show one root certificate. In that case, you can look at the timestamp to see if the root-
ca.crt was updated around the time of the SD-WAN Manager upgrade. You can also compare the file size of
root-ca.crt to the size of the root-ca.crt file on a control component to see if they match.
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br2-wel#show bootflash: | inc sdwan/usr/share/viptela/root-ca.crt

1366 42492 Aug 07 2019 20:09:22.0000000000 +00:00 /bootflash/sdwan/usr/share/viptela/root-ca.crt
Step 4. Once you verify the root certificate has been distributed to the WAN Edge routers, the migration to
Cisco PKI certificates can be performed. See Option 3: Automated certificate signing through Cisco Systems or
Option 4: Manual certificate signing through Cisco Systems in the Deploying Certificates section.

© 2020 Cisco and/or its affiliates. All rights reserved. . Page 46 of 58
Cisco Confidential



Appendix A—Hardware and software used for validation

This guide was validated using the following hardware and software. Most screenshots were captured using
SD-WAN Manager version 18.4.1.

Cisco Catalyst SD-WAN SD-WAN Manager, Validator, and Controller 18.4.1, 19.1.0, 20.3.3.1
control components

Server Hypervisor/vSphere client VMware ESXi, 6.7.0, 10302608/version
6.7.0.20000
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Appendix B—Windows OpenSSL Certificate Authority (CA)

The following shows an example of how to set up a Windows OpenSSL CA, along with a subordinate CA. Due
to some error codes in the later versions, version 1.0.2s 64-bit is used in this deployment.

Procedure 1. Install OpenSSL

Step 1. Use https://wiki.openssl.org/index.php/Binaries to find binary distributions. Many Linux operating
systems come with pre-compiled SSL packages.

Step 2. Run the installer. In this example, the program was installed in C:\OpenSSL-Win64

Step 3. Start the OpenSSL application. Go to C:\OpenSSL-Win64\bin, right-click openssl.exe and choose
Run as administrator.

»> This PC > Windows (C:) > Open55L-Wing4 > bin
~ Name i Date modified Type Size
cnf 7/22/2019 1:23 PM File folder
PEM 7/22/2019 1:23 PM  File folder

al cacrt 7/22/2019 1:26 PM  Security Certificate 3 KB
4 | cakey 7/22/2019 1:25 PM KEY File 4 KB
|| CApl 5/28/2019 10:36 PM  PL File 8 KB
| capidll 5/28/2019 10:36 PM  Application extens 68 KB
+| dasync.dll 5/28/2019 10:36 PM  Application extens. 44 KB
% libcrypto-1_1-x64.dll 5/28/2019 10:36 PM  Application extens 3,328 KB
=] libssl-1_1-x64.dlI 5/28/2019 10:36 PM  Application extens 666 KB
= openssl.cfg 5/28/2019 10:36 PM  CFG File 11 KB
[®] openssl.exe Enonadnanag PM Application 530 KB
| ossltest.dll Open b PM  Application extens 43 KB
| padlockdll % Run as administrator bPM Application extens 39 KB
| progs.pl Troubleshoot compatibility EPM  PLFile 6 KB
™ root-ca-chai Pin to Start PM  PEM File (B
s smartlcrt | & Share PM  Security Certificate 2 KB

A command window with the OpenSSL prompt opens up.

B | C:\OpenSSL-Win64\bin\openssl.exe - O x

Step 4. Optionally, you can customize the OpenSSL configuration file (openssl.cfg) and specify the local CA
folder structure, default validity in days, policy, etc. By default, created keys and certificates will appear in
C:/OpenSSL-Win6/bin.

© 2020 Cisco and/or its affiliates. All rights reserved. . Page 48 of 58
Cisco Confidential


https://wiki.openssl.org/index.php/Binaries

|
Procedure 2. Set up the Root Certificate Authority

Step 1. Generate a 4096-bit RSA key for the root CA and store it in the ca.key file.

OpenSSL> genrsa -out ca.key 4096

Step 2. Create the self-signed root CA certificate ca.crt to provide identity for the root CA. Specify the validity
of the root certificate for 5 years (1825 days).

OpenSSL> req -new -x509 -days 1825 -key ca.key -out ca.crt

Step 3. Enter in the fields for the root certificate. Note that Organization Name does not need to match the SD-
WAN overlay organization name. In this example, the following fields are used:

¢ Country Name: US

o State or Province Name: NC

e Locality Name: RTP

e Organization Name: Cisco Systems Inc

¢ Organizational Unit Name: ENB Solutions
o« Common Name: enb-cal.cisco.com

o Email Address: [blank]
B | CAOpenSSL-Win64\bin\openssl.exe — O X

about
uite a f
5 will be a default value,
', the field will be left blank.

e) [AU]:US
full name

ystems Inc

) [1:E

R name) [] h-cal.cisco.com

Procedure 3. Set up the Subordinate Certificate Authority (Sub CA)

Step 1. Generate a 4096-bit RSA key for the sub CA and store it in the subca.key file.

OpenSSL> genrsa -out subca.key 4096
Step 2. Generate the sub CA certificate request, which will be submitted to the root CA for signing.

OpenSSL> req -new -—-key subca.key -out subca.csr

Step 3. Enter in the fields for the sub CA CSR. Note that Organization Name does not need to match the SD-
WAN overlay organization name. In this example, the following fields are used:

¢ Country Name: US

« State or Province Name: NC
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o Locality Name: RTP

¢ Organization Name: Cisco Systems Inc

¢ Organizational Unit Name: ENB Solutions
o Common Name: enb-subcal.cisco.com
o Email Address: [blank]

e A challenge password: c1sco123

o An optional company name: [blank]
Step 4. Submit the sub CA CSR for signing. Set the validity period for 3 years (1095 days). The resulting
certificate will be named subca.crt.

OpenSSL> x509 -req -days 1095 -in subca.csr -CA ca.crt -CAkey ca.key -set serial 01 -out
subca.crt

ut to a
certificate quest.
: is what is called a Distinguished Name or a DN.
s u can leave some blank
e a default value,
the field will be left blank.

me-State] :NC
company) [Internet Widgits Pty Ltd]:Cisco

ction) []:ENB Solutions
OUR name) []:enb-subcal.cisce

tra’' attributes
request

95 -in subca.csr -CA ca.crt -CAkey ca.key ; erial -@1 -out subca.crt

ystems Inc/OU=ENB Solution enb-subcal.cisco.com

Procedure 4. Create the Root CA certificate chain

In the above procedures, the root CA certificate and the sub CA certificate were created. The SD-WAN
Manager needs the full root CA certificate loaded, which includes the root CA certificate and any intermediate
certficates. The intermediate certificates should come first in the file, followed by the root CA certificate. To
create the file, you can use the type command at the Windows cmd prompt.

C:\OpenSSL-Win64\bin>type subca.crt ca.crt > root-ca-chain.pem
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C:\0OpenSSL-Win64\bin>type subca.crt ca.crt > root-ca-chain.pem

subca.crt

-:\OpenSSL-Win64\bin>_
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Appendix C: Plug and Play (PnP) Connect Portal

The PnP portal is located at http://software.cisco.com. At this website, you can download software, manage
devices through the PnP Connect portal, and manage licenses. Licenses can be managed with the traditional
method or through Smart accounts. Smart accounts are required in order to use smart licensing and they
provide a central location where you can manage Cisco licenses across the entire organization. After you set up
a Smart Account, you have the flexibility to create sub accounts (virtual accounts) to help manage your licenses
for departments, areas, or locations within your organization. A virtual account is like a file folder, where you can
add multiple virtual accounts based on your business functions. A Smart Account and Virtual Account is required
in order to create a controller profile on the PnP Connect portal.

For additional information on Smart Accounts and Smart Licensing:

https://cisco.com/go/smartlicensing
The Plug and Play Connect portal contains a list of devices and allows you to do multiple things, including:

1. Enable automatic network provisioning of the IOS XE SD-WAN routers. A controller profile is created
within the portal which defines your SD-WAN Validator and organization name information. On bootup,
the 10S XE SD-WAN router looks for devicehelper.cisco.com, which directs the router to the PnP portal.
The PnP portal checks the serial number of the router and pushes key parameters to it, such as SD-WAN
Validator IP address and organization name. From there, the router contacts the SD-WAN Validator and
control plane connectivity is initiated from there. The PnP portal information is used to populate the
Zero-Touch Provisioning (ZTP) servers so the vEdge routers can be enabled for automatic network
provisioning.

2. Through the controller profile, you can create a serial authorization file for the WAN Edge hardware that
you can load into the SD-WAN Manager manually. Alternatively, you can allow SD-WAN Manager to sync
to the PnP account to download the serial authorization information without manual intervention. Without
the serial authorization file, the WAN Edge routers cannot join the overlay network.

3. Transfer devices between Smart Accounts and Virtual Accounts

4, Submit CSRs and receive Cisco PKI certificates for control component certificates as an alternative to
Symantec/DigiCert certificates. This can be done automatically by SD-WAN Manager or manually.

If you have a Cisco cloud-hosted control component deployment, the controller profile should already be
created in the PnP portal. Also, WAN Edge devices that are ordered through Cisco Commerce Workspace
(CCw) with a Smart account and Virtual account associated with them should be automatically pushed to the
PnP portal.

For on-premise control component deployments, a controller profile can be created manually and WAN Edge
devices that are not already in the PnP portal can also be added manually.

This section can show you how to:
o Create a controller profile if one hasn't already been created

« Add WAN Edge devices to the portal and associate them with a controller profile
For more information, review the Cisco Plug and Play Support Guide for Cisco Catalyst SD-WAN products at
https://www.cisco.com/c/dam/en us/services/downloads/SD-WAN pnp support guide.pdf

Procedure 1. Log into the PnP Connect portal

Step 1. Navigate to https://software.cisco.com/#pnp-devices.
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Step 2. Within the Plug and Play Connect portal, find your Virtual Account linked to the Smart Account on the
top right.

Cisco Software Central > Plug and Play Connect I PNP SDWAN POC » internaltesting v
Plug and Play Connect b Feedback Support Help
Devices Controller Profiles Network Certificates Manage External Virtual Account Event Log
<+ Add Devices + Add Software Devices... / Edit Selected il Delete Selected Enable External Management... Transfer selected C
Serial Number Base PID Product Group Controller Last Modified Status Actions
Any v | | Any v £ Select Range W Any v Clear Filters

If you have not already created the controller profile, do so now. If you have a Cisco cloud-hosted control
component model, the information pertaining to your SD-WAN Validator should be pre-populated within the
controller profiles and you can skip procedure 2.

Procedure 2. Configure the controller profile

Step 1. Click the Controller Profiles tab located directly beneath the Plug and Play Connect title and to the
right of the Devices tab.

Step 2. Click Add Profile. The Add Controller Profile dialog box opens with Step 1 Profile Type highlighted.

Plug and Play Connect Feedback Support Help

Devices Controller Profiles Network Certificates Manage External Virtual Account Event Log

1 = .

| < Add Profile... / Edit Selected i Delete Selected v Make Defauit B Show Log C

[] Profile Name Controller Type Default Description Used By Download
Any v
No items found

No Records to Display

Step 3. In the Controller Type drop-down, select vBond.
Step 4. Click Next. Step 2 Profile Settings is highlighted and the profile setting fields displayed.

Add Controller Profile X

Profile Type Conditional Steps

Choose the type of Profile to be created:

+ Controller Type: VBOND hd

Cancel Next

Step 5. In the Profile Name field, enter a name for the controller profile you are creating (ENB-SOLUTIONS-
VBOND in the example).

Step 6. In the Description field, enter a description of the profile you are creating (vBond for ENB
SOLUTIONS). This field is optional.
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Step 7. In the Default Profile drop-down box, select Yes if no other controller profile exists. Regardless of the
setting, each WAN Edge that gets added to the PnP Connect portal needs to have a profile associated with it.

Step 8. In the Multi-tenancy box, select No if you are using the SD-WAN Manager in single tenancy mode,
select Yes if you are using the SD-WAN Manager in Multi-tenancy mode.

Step 9. In the Organization Name field, enter the organization name (ENB-Solutions - 21615 in this example).
You can find the organization name in the SD-WAN Manager GUI under the Administration> Settings screen.

Step 10. In the Primary Controller drop down box, select Domain Name or IPv4 and fill out the SD-WAN
Validator hostname or IP address. In the example, select Host Name from the drop-down box, and type in the
SD-WAN Validator hostname (vbond-21615.cisco.net in this example) in the text box. In the textbox to the
right, keep the SD-WAN Validator port number at the default (or update it if you have configured a different SD-
WAN Validator port number in your network).

Step 11. Click Next.

Add Controller Profile X

'’ /
1 v ree 2 o 3 ee
Profile Type Prefile Settings

Profile Settings.

* Profile Name ENB-SOLUTIONS-VBOND
Description vBond for ENB SOLUTIONS
Default Profile Yes v
Multi-Tenancy Mo v

+ Organization Name: ENB-Solutions - 21615

* Primary Controller

Host Name ¥ DTLSW v vbond-21615 cisco. net 12346
Server Root CA May file size up to 1 MB or max characters not o exceed 1048576

cancol | sock (IR

Step 12. Review the options you just configured. If this is a single tenant SD-WAN Manager, then the SP
Organization Name will be blank. Select Submit if they are correct, else go back to correct any settings.

Step 13. The window indicates that the profile was successfully created. Select Done.

Procedure 3. Add WAN Edge devices to the portal

You can manually add WAN Edge devices that have not already been added to the portal through the Cisco
hardware ordering process (Cisco Commerce Workspace).

To add I0S XE devices to the PnP portal, you need to know the Serial Number, the Base PID (Product Identifier),
and the Certificate Serial number. This information is available within the show crypto pki certificates
CISCO_IDEVID_SUDI command issued on CLI mode in IOS XE code. For the purposes of PnP, the Chassis
Serial Number and SUDI certificate (Secure Unique Device Identification) is bound to the Smart account to
enable authentication and easy provisioning of the IOS XE device. Note that you need to be on at least 3.14.0s
software or higher in order to be able to run this command for the ISR4k.

ISR4351#show crypto pki certificates CISCO IDEVID SUDI
Certificate
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Status: Available
Certificate Serial Number (hex): 01373974
Certificate Usage: General Purpose
Issuer:
cn=ACT2 SUDI CA
o=Cisco
Subject:
Name: ISR4351/K9
Serial Number: PID:ISR4351/K9 SN:FD0O205108CB

If you have already converted to the SD-WAN image then use the command, show sdwan certificate installed
instead.

Router#show sdwan certificate installed
Board-id certificate
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 20396404 (0x1373974)
Signature Algorithm: sha256WithRSAEncryption
Issuer: 0O=Cisco, CN=ACT2 SUDI CA
Validity
Not Before: Dec 16 01:53:51 2016 GMT
Not After : Dec 16 01:53:51 2026 GMT
Subject: serialNumber=PID:ISR4351/K9 SN:FD0205108CB, O=Cisco,

Alternatively, you can use show sdwan certificate serial:

Router#show sdwan certificate serial
Chassis number: ISR4351/K9-FD0205108CB Board ID serial number: 01373974

For vEdge routers, you need the serial number and PID of the device in order to add the device to the portal. If
this isn't already known, the information can be retrieved using the show hardware inventory CLI command.

Step 1. Navigate to https://software.cisco.com#pnp-devices.
Step 2. Ensure the correct Smart and Virtual account is chosen in the top right corner.

Step 3. The Devices tab should be selected by default. Select Add Devices.

Plug and Play Connect Feedback Support Help

Controller Profiles Network Certificates Manage External Virtual Account Event Log
<+ Add Devices... + Add Software Devices... # Edit Selected. il Delete Selected. Enable External Management... Transfer selected... C

O Serial Number Base PID Product Group Controller Last Modified Status Actions

| Any v || Any ~ | | f4 Select Range v || Any ~ | ClearFilters

No Devices to display.

Step 4. The first step is to identify how the device information will be entered, either manually or through a .csv
file. Click the Download Sample CSV text to use if you select the .csv import method. Select the radio button
next to Enter Device info manually and click Next.
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Plug and Play Connect Feedoack Support Help
Devices Controller Profiles Network Certificates Manage External Virtual Account Event Log
Add Device(s)
STEP ’I STEP 2 STEP 3 STEP 4
Identify Source dentify Device(s Review & Submit Results
Identify Source &, Download Sample CSV
Select one of the following two options to add devices:
O Import using a CSV file | —2
@ Enter Device info manually
Cancel Next

Step 5. Click on the Identify Device button. A popup-window will prompt for the Serial Number and Base
PID, a Controller Profile to associate the device with, and a Description.

7. Enter the Serial Number (FDO205108CB), and the Base PID (ISR4351/K9) of the device. Once you
select the Base PID textbox, enter values to search on, press enter and then select the PID that matches your
device. Once a PID is selected, additional fields may appear. Enter the Certificate Serial Number (1373974)
and choose the Controller Profile (ENB-SOLUTIONS-VBOND) to associate with the device when using PnP.
Enter an optional Description (BR1-WE1) and click Save.

Note that the certificate serial number is in hex format with no preceding Ox.
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Cisco Software Central

Identify Device X
* Serial Number FD0O205108CB
* Base PID ISR4351/K9 v
Cisco Software Central > Plug and Play Connecl ﬁz:::?te g it AP SDWAN POC w
Plug and Play COI"IneCt Controller Profile ENB-SOLUTIONS-VBOND -
1 Description BR1-WE1 )

Devices Controller Profiles Network C

Add Additional SUDI

Add Device(s) SUDI SERIAL NUMBER Certificate Serial Number Add
STEP 'I v S SUDI Serial Number Certificate Serial Number Actions
{dentify Source MT No Devices to display.
@) couble click to edit certificate serial number
- No Records to Display -
Identify Devices
Enter device details by clicking Identify Device b © vaidc @ ¢
— ot ]
+ Identify Device...
Row Serial Number ' Base PID Certificate Serial Number ~ SDWAN Type ' Controller | Description
No Devices to display.

Step 6. Select Next. Review the device information. Click the Back button if information for the device needs
to be modified.

Step 7. Click Submit. The page will indicate that it successfully added 1 device.

Step 8. Select Done to refresh the page. By default, an IOS XE SD-WAN device will be in Pending
(Redirection) status and marked yellow/brown, and a vEdge device will be in Pending for publish status and
marked yellow/brown. Once PnP occurs with an I0S XE SD-WAN device, the device will be in Redirect
Successful status and marked green. Once the vEdge information is synced to the ZTP server, the device will
be in Provisioned status and marked green.

Plug and Play Connect Feedback Support
Devices Controller Profiles Network Cartificates Manage External Virtual Account Event Log Transactions
+ Add Devices... + Add Software Devices... # Edit Selected ii Delete Selected Enable External Management... Transfer selected 5 (@]
O Serial Number Base PID Product Group  Conlroller Last Modified Status Actions
Any - Any - 4 Select Range + Any - Clear Filters
O fhozsioece ISR4351/K9 Router ENB-SOLUTIONS-...  2021-May-27,13:33... e Showleg.w

Step 9. Repeat steps to add any additional devices.
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Feedback

For comments and suggestions about this guide and related guides, join the discussion on Cisco Community at

https://cs.co/en-cvds.
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