
      
      
      
      

      
      
         
         
         [image: cover_page.jpg]

         
         
         
         
      

      
      
     
   
    
     [bookmark: pgfId-780980]XML Examples for the Cisco Application Centric Infrastructure Security Device Package, Version 1.2(5)
      
      
 
     
 
 
     
 
     file that is provided with the ASA device package.
 
     .
 
     
     	 [bookmark: pgfId-782173]Northbound API
 
     	 [bookmark: pgfId-782177]Interfaces
 
     	 [bookmark: pgfId-773671]Access Lists and Associated Access Groups
 
     	 [bookmark: pgfId-785176]Access Lists Using Dynamically Created EPG Network Objects
 
     	 [bookmark: pgfId-773675]IP Audit
 
     	 [bookmark: pgfId-773679]Logging
 
     	 [bookmark: pgfId-773683]Static Route
 
     	 [bookmark: pgfId-773687]Basic Threat Detection
 
     	 [bookmark: pgfId-786699]Scanning Threat Detection
 
     	 [bookmark: pgfId-786717]Advanced Threat Detection
 
     	 [bookmark: pgfId-773691]Protocol Timeouts
 
     	 [bookmark: pgfId-773695]Network Time Protocol
 
     	 [bookmark: pgfId-773699]Smart Call-Home
 
     	 [bookmark: pgfId-773703]Domain Name System
 
     	 [bookmark: pgfId-773707]Connection Limits
 
     	 [bookmark: pgfId-773711]Application Inspections
 
     	 [bookmark: pgfId-773719]Global NetFlow
 
     	 [bookmark: pgfId-773723]Network Address Translation
 
     	 [bookmark: pgfId-773727]Intrusion Prevention System
 
     	 [bookmark: pgfId-784558]SourceFire
 
     	 [bookmark: pgfId-773731]Network Objects
 
     	 [bookmark: pgfId-773735]Network Object Groups
 
     	 [bookmark: pgfId-773739]High Availability (Failover)
 
    
 
   
 
    
     [bookmark: pgfId-781747][bookmark: 69182]Northbound API
 
     [bookmark: pgfId-781820]The following is a sample XML for accessing the ASA. For a multi-context ASA, access information directly under vnsLDevVip is that of the admin context in the ASA; the one in the vnsCDev folder is that of the target user context. Again, admin context can be used as the target user context. 
 
     [bookmark: pgfId-781821]Only one context from a given multi-context ASA is allowed here.
 
    
     [bookmark: pgfId-781823]<polUni>
    

    
     [bookmark: pgfId-784508] <fvTenant
    

    
     [bookmark: pgfId-784509] dn="uni/tn-tenant1"
    

    
     [bookmark: pgfId-784510] name="tenant1">
    

    
     [bookmark: pgfId-784501] <vnsLDevVip name="Firewall" devtype="PHYSICAL">
    

    
     [bookmark: pgfId-781828] <vnsRsMDevAtt tDn="uni/infra/mDev-CISCO-ASA-1.2"/>
    

    
     [bookmark: pgfId-781829] <!---Admin context access information ---/>
    

    
     [bookmark: pgfId-781830] <vnsCMgmt name="devMgmt" host="172.23.204.205" port="443"/>
    

    
     [bookmark: pgfId-781831] <vnsCCred name="username" value="admin"/>
    

    
     [bookmark: pgfId-781832] <vnsCCredSecret name="password" value="somepassword"/>
    

    
     [bookmark: pgfId-781833]
    

    
     [bookmark: pgfId-781834] <vnsCDev name="ASA">
    

    
     [bookmark: pgfId-781835] <!---User context access information ---/>
    

    
     [bookmark: pgfId-781836] <vnsCMgmt name="devMgmt" host="172.23.204.123" port="443" />
    

    
     [bookmark: pgfId-781837] <vnsCCred name="username" value="admin" />
    

    
     [bookmark: pgfId-781838] <vnsCCredSecret name="password" value="otherpassword" />
    

    
     [bookmark: pgfId-781839] </vnsCDev>
    

    
     [bookmark: pgfId-781840] </vnsLDevVip>
    

    
     [bookmark: pgfId-781841]
    

    
     [bookmark: pgfId-781842] </fvTenant>
    

    
     [bookmark: pgfId-781790]</polUni>
    

   
 
    
     [bookmark: pgfId-773745][bookmark: 93673]Interfaces
 
     [bookmark: pgfId-773746]Interfaces are typically set up as part of the overall infrastructure on the APIC using a service graph. The graphs are associated with contracts, concrete devices, logical devices, and logical interfaces. The graphs also require the interface IP addresses to be in an appropriate range previously defined for the associated tenant. The graph setups show the various interface types. For an ASAv, interfaces are defined on the ASA itself using the physical interfaces; for the hardware ASAs, interfaces are defined using VLANs. The XML files to define the interfaces are the same, and the device package uses the “devtype” field (PHYSICAL or VIRTUAL) to determine the correct CLIs to send to the ASA for configuration. The “funcType” field (GoTo or GoThrough) determines whether the interfaces are for a transparent or routed firewall.
 
     
      [bookmark: pgfId-773747]Transparent Bridge Group Virtual Interfaces
 
      [bookmark: pgfId-773748]This XML example creates the following bridge group and adds bridge group members. The example is for a hardware ASA; VLANs are dynamically assigned.
 
    
 
     
      [bookmark: pgfId-777181]ASA Configuration
 
     
      [bookmark: pgfId-777597]interface GigabitEthernet0/0
     

     
      [bookmark: pgfId-777598] no nameif
     

     
      [bookmark: pgfId-777599] no security-level
     

     
      [bookmark: pgfId-777600]
     

     
      [bookmark: pgfId-777601]interface GigabitEthernet0/0.987
     

     
      [bookmark: pgfId-777602] vlan 987
     

     
      [bookmark: pgfId-777603] nameif externalIf
     

     
      [bookmark: pgfId-777604] bridge-group 1
     

     
      [bookmark: pgfId-777605] security-level 50
     

     
      [bookmark: pgfId-777606]
     

     
      [bookmark: pgfId-777607]interface GigabitEthernet0/1
     

     
      [bookmark: pgfId-777608] no nameif
     

     
      [bookmark: pgfId-777609] no security-level
     

     
      [bookmark: pgfId-777610]
     

     
      [bookmark: pgfId-777611]interface GigabitEthernet0/1.986
     

     
      [bookmark: pgfId-777612] vlan 986
     

     
      [bookmark: pgfId-777613] nameif internalIf
     

     
      [bookmark: pgfId-777614] bridge-group 1
     

     
      [bookmark: pgfId-777615] security-level 100
     

     
      [bookmark: pgfId-777616]
     

     
      [bookmark: pgfId-777617]interface BVI1
     

     
      [bookmark: pgfId-777202] ip address 10.10.10.2 255.255.255.0
     

    
 
     
      [bookmark: pgfId-777203]XML Example 
 
      [bookmark: pgfId-777723]Define a graph and interfaces, then attach them to the tenant.
 
     
      [bookmark: pgfId-782321]<polUni>
     

     
      [bookmark: pgfId-782322] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-782323] <vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-782324] <vnsAbsTermNodeCon name = "Input1">
     

     
      [bookmark: pgfId-782325] <vnsAbsTermConn name = "C1"/>
     

     
      [bookmark: pgfId-782326] </vnsAbsTermNodeCon>
     

     
      [bookmark: pgfId-782327] 
     

     
      [bookmark: pgfId-782328] <!-- FW1 Provides FW functionality -->
     

     
      [bookmark: pgfId-782329] <vnsAbsNode name = "FW1" funcType="GoThrough">
     

     
      [bookmark: pgfId-782330] <vnsRsDefaultScopeToTerm tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsTermNodeProv-Output1/outtmnl"/>
     

     
      [bookmark: pgfId-786897]
     

     
      [bookmark: pgfId-786898] <vnsAbsFuncConn name = "external" attNotify="yes">
     

     
      [bookmark: pgfId-786899] <vnsRsMConnAtt tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall/mConn-external" />
     

     
      [bookmark: pgfId-782334] </vnsAbsFuncConn>
     

     
      [bookmark: pgfId-782335] 
     

     
      [bookmark: pgfId-782336] <vnsAbsFuncConn name = "internal" attNotify="yes">
     

     
      [bookmark: pgfId-782337] <vnsRsMConnAtt tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall/mConn-internal" />
     

     
      [bookmark: pgfId-782338] </vnsAbsFuncConn>
     

     
      [bookmark: pgfId-782339] 
     

     
      [bookmark: pgfId-782340] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-782341] <vnsAbsFolder key="BridgeGroupIntf" name="1">
     

     
      [bookmark: pgfId-782342] <vnsAbsFolder key="IPv4Address" name="internalIfIP">
     

     
      [bookmark: pgfId-782343] <vnsAbsParam key="ipv4_address" name="ipv4" value="10.10.10.2/255.255.255.0"/>
     

     
      [bookmark: pgfId-782344] <vnsAbsParam key="ipv4_standby_address" name="ipv4s" value="10.10.10.3"/>
     

     
      [bookmark: pgfId-782345] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782346] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782347]
     

     
      [bookmark: pgfId-782348] <vnsAbsFolder key="Interface" name="internalIf">
     

     
      [bookmark: pgfId-782349] <vnsAbsFolder key="InterfaceConfig" name="internalIfCfg">
     

     
      [bookmark: pgfId-782350] <vnsAbsCfgRel key="bridge_group" name="intbridge" targetName="1"/>
     

     
      [bookmark: pgfId-782351] <vnsAbsParam key="security_level" name="internal_security_level" value="100"/>
     

     
      [bookmark: pgfId-782352] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782353] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782354] <vnsAbsFolder key="Interface" name="externalIf">
     

     
      [bookmark: pgfId-782355] <vnsAbsFolder key="InterfaceConfig" name="externalIfCfg">
     

     
      [bookmark: pgfId-782356] <vnsAbsCfgRel key="bridge_group" name="extbridge" targetName="1"/>
     

     
      [bookmark: pgfId-782357] <vnsAbsParam key="security_level" name="external_security_level" value="50"/>
     

     
      [bookmark: pgfId-782358] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782359] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782360] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-782361]
     

     
      [bookmark: pgfId-782362] <vnsAbsFuncCfg>
     

     
      [bookmark: pgfId-782363] <vnsAbsFolder key="ExIntfConfigRelFolder" name="ExtConfigA">
     

     
      [bookmark: pgfId-782364] <vnsAbsCfgRel key="ExIntfConfigRel" name="ExtConfigrel" targetName="externalIf"/>
     

     
      [bookmark: pgfId-782365] <vnsRsScopeToTerm tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsTermNodeProv-Output1/outtmnl"/>
     

     
      [bookmark: pgfId-782366] <vnsRsCfgToConn tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsNode-FW1/AbsFConn-external" />
     

     
      [bookmark: pgfId-782367] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782368]
     

     
      [bookmark: pgfId-782369] <vnsAbsFolder key="InIntfConfigRelFolder" name="IntConfigA">
     

     
      [bookmark: pgfId-782370] <vnsAbsCfgRel key="InIntfConfigRel" name="InConfigrel" targetName="internalIf"/>
     

     
      [bookmark: pgfId-782371] <vnsRsScopeToTerm tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsTermNodeProv-Output1/outtmnl"/>
     

     
      [bookmark: pgfId-782372] <vnsRsCfgToConn tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsNode-FW1/AbsFConn-internal" />
     

     
      [bookmark: pgfId-782373] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782374] </vnsAbsFuncCfg>
     

     
      [bookmark: pgfId-782375]
     

     
      [bookmark: pgfId-782376] <vnsRsNodeToMFunc tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall"/>
     

     
      [bookmark: pgfId-782377] </vnsAbsNode>
     

     
      [bookmark: pgfId-782378]
     

     
      [bookmark: pgfId-782379] <vnsAbsTermNodeProv name = "Output1">
     

     
      [bookmark: pgfId-782380] <vnsAbsTermConn name = "C6"/>
     

     
      [bookmark: pgfId-782381] </vnsAbsTermNodeProv>
     

     
      [bookmark: pgfId-782382] 
     

     
      [bookmark: pgfId-782383] <vnsAbsConnection name = "CON1">
     

     
      [bookmark: pgfId-782384] <vnsRsAbsConnectionConns tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsTermNodeCon-Input1/AbsTConn"/>
     

     
      [bookmark: pgfId-782385] <vnsRsAbsConnectionConns tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsNode-FW1/AbsFConn-external"/>
     

     
      [bookmark: pgfId-782386] </vnsAbsConnection>
     

     
      [bookmark: pgfId-782387] 
     

     
      [bookmark: pgfId-782388] <vnsAbsConnection name = "CON2" unicastRoute="no">
     

     
      [bookmark: pgfId-782389] <vnsRsAbsConnectionConns tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsNode-FW1/AbsFConn-internal"/>
     

     
      [bookmark: pgfId-782390] <vnsRsAbsConnectionConns tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsTermNodeProv-Output1/AbsTConn"/>
     

     
      [bookmark: pgfId-782391] </vnsAbsConnection>
     

     
      [bookmark: pgfId-782392] </vnsAbsGraph>
     

     
      [bookmark: pgfId-782393]
     

     
      [bookmark: pgfId-782394] </fvTenant>
     

     
      [bookmark: pgfId-777724]</polUni>
     

    
 
     
      [bookmark: pgfId-773842]Routed Firewall Interfaces
 
      [bookmark: pgfId-773843]This XML example creates the following routed interfaces. The example is for a hardware ASA; VLANs are dynamically assigned.
 
    
 
     
      [bookmark: pgfId-773844]ASA Configuration
 
     
      [bookmark: pgfId-782407]interface GigabitEthernet0/0.655
     

     
      [bookmark: pgfId-782408] vlan 655
     

     
      [bookmark: pgfId-782409] mac-address 00aa.00bb.00cc standby 00ff.00ff.ffff
     

     
      [bookmark: pgfId-782410] nameif externalIf
     

     
      [bookmark: pgfId-782411] security-level 50
     

     
      [bookmark: pgfId-782412] ip address 20.20.20.20 255.255.255.0 standby 20.20.20.21
     

     
      [bookmark: pgfId-782413]
     

     
      [bookmark: pgfId-782414]interface GigabitEthernet0/1.968
     

     
      [bookmark: pgfId-782415] vlan 968
     

     
      [bookmark: pgfId-782416] nameif internalIf
     

     
      [bookmark: pgfId-782417] security-level 100
     

     
      [bookmark: pgfId-778585] ip address 10.10.10.10 255.255.255.0 standby 10.10.10.11
     

    
 
     
      [bookmark: pgfId-773866]XML Example 
 
      [bookmark: pgfId-778008]Define a graph, then attach it to the tenant.
 
     
      [bookmark: pgfId-782453]polUni>
     

     
      [bookmark: pgfId-782454] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-782455] <vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-782456]
     

     
      [bookmark: pgfId-782457] <vnsAbsTermNodeCon name = "Input1">
     

     
      [bookmark: pgfId-782458] <vnsAbsTermConn name = "C1">
     

     
      [bookmark: pgfId-782459] </vnsAbsTermConn>
     

     
      [bookmark: pgfId-782460] </vnsAbsTermNodeCon>
     

     
      [bookmark: pgfId-782461]
     

     
      [bookmark: pgfId-782462] <!-- FW1 Provides FW functionality -->
     

     
      [bookmark: pgfId-782463] <vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-782464] <vnsRsDefaultScopeToTerm tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsTermNodeProv-Output1/outtmnl"/>
     

     
      [bookmark: pgfId-782465]
     

     
      [bookmark: pgfId-782466] <vnsAbsFuncConn name = "external" attNotify="yes">
     

     
      [bookmark: pgfId-782467] <vnsRsMConnAtt tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall/mConn-external" />
     

     
      [bookmark: pgfId-782468] </vnsAbsFuncConn>
     

     
      [bookmark: pgfId-782469]
     

     
      [bookmark: pgfId-782470] <vnsAbsFuncConn name = "internal" attNotify="yes">
     

     
      [bookmark: pgfId-782471] <vnsRsMConnAtt tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall/mConn-internal" />
     

     
      [bookmark: pgfId-782472] </vnsAbsFuncConn>
     

     
      [bookmark: pgfId-782473] 
     

     
      [bookmark: pgfId-782474] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-782475] <vnsAbsFolder key="Interface" name="internalIf">
     

     
      [bookmark: pgfId-782476] <vnsAbsFolder key="InterfaceConfig" name="internalIfCfg">
     

     
      [bookmark: pgfId-782477] <vnsAbsFolder key="IPv4Address" name="internalIfIP">
     

     
      [bookmark: pgfId-782478] <vnsAbsParam key="ipv4_address" name="ipv4_internal" value="10.10.10.10/255.255.255.0"/>
     

     
      [bookmark: pgfId-782479] <vnsAbsParam key="ipv4_standby_address" name="ipv4_internals" value="10.10.10.11"/>
     

     
      [bookmark: pgfId-782480] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782481] <vnsAbsParam key="security_level" name="internal_security_level" value="100"/>
     

     
      [bookmark: pgfId-782482] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782483] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782484] <vnsAbsFolder key="Interface" name="externalIf">
     

     
      [bookmark: pgfId-782485] <vnsAbsFolder key="InterfaceConfig" name="externalIfCfg">
     

     
      [bookmark: pgfId-782486] <vnsAbsFolder key="IPv4Address" name="externalIfIP">
     

     
      [bookmark: pgfId-782487] <vnsAbsParam key="ipv4_address" name="ipv4_external" value="20.20.20.20/255.255.255.0"/>
     

     
      [bookmark: pgfId-782488] <vnsAbsParam key="ipv4_standby_address" name="ipv4_externals" value="20.20.20.21"/>
     

     
      [bookmark: pgfId-782489] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782490] <vnsAbsParam key="security_level" name="external_security_level" value="50"/>
     

     
      [bookmark: pgfId-782491] <vnsAbsFolder key="mac_address" name="mac">
     

     
      [bookmark: pgfId-782492] <vnsAbsParam key="active_mac" name="activemac" value="aa.bb.cc"/>
     

     
      [bookmark: pgfId-782493] <vnsAbsParam key="standby_mac" name="stbymac" value="ff.ff.ffff"/>
     

     
      [bookmark: pgfId-782494] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782495] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782496] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782497] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-782498]
     

     
      [bookmark: pgfId-782499] <vnsAbsFuncCfg>
     

     
      [bookmark: pgfId-782500] <vnsAbsFolder key="ExIntfConfigRelFolder" name="ExtConfig">
     

     
      [bookmark: pgfId-782501] <vnsAbsCfgRel key="ExIntfConfigRel" name="ExtConfigrel" targetName="externalIf"/>
     

     
      [bookmark: pgfId-782502] <vnsRsScopeToTerm tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsTermNodeProv-Output1/outtmnl"/>
     

     
      [bookmark: pgfId-782503] <vnsRsCfgToConn tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsNode-FW1/AbsFConn-external" />
     

     
      [bookmark: pgfId-782504] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782505]
     

     
      [bookmark: pgfId-782506] <vnsAbsFolder key="InIntfConfigRelFolder" name="IntConfig">
     

     
      [bookmark: pgfId-782507] <vnsAbsCfgRel key="InIntfConfigRel" name="InConfigrel" targetName="internalIf"/>
     

     
      [bookmark: pgfId-782508] <vnsRsScopeToTerm tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsTermNodeProv-Output1/outtmnl"/>
     

     
      [bookmark: pgfId-782509] <vnsRsCfgToConn tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsNode-FW1/AbsFConn-internal" />
     

     
      [bookmark: pgfId-782510] </vnsAbsFolder>
     

     
      [bookmark: pgfId-782511]
     

     
      [bookmark: pgfId-782512] </vnsAbsFuncCfg>
     

     
      [bookmark: pgfId-782513]
     

     
      [bookmark: pgfId-782514] <vnsRsNodeToMFunc tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall"/>
     

     
      [bookmark: pgfId-782515] </vnsAbsNode>
     

     
      [bookmark: pgfId-782516]
     

     
      [bookmark: pgfId-782517] <vnsAbsTermNodeProv name = "Output1">
     

     
      [bookmark: pgfId-782518] <vnsAbsTermConn name = "C6">
     

     
      [bookmark: pgfId-782519] </vnsAbsTermConn>
     

     
      [bookmark: pgfId-782520] </vnsAbsTermNodeProv>
     

     
      [bookmark: pgfId-782521] 
     

     
      [bookmark: pgfId-782522] <vnsAbsConnection name = "CON1">
     

     
      [bookmark: pgfId-782523] <vnsRsAbsConnectionConns tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsTermNodeCon-Input1/AbsTConn" />
     

     
      [bookmark: pgfId-782524] <vnsRsAbsConnectionConns tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsNode-FW1/AbsFConn-external" />
     

     
      [bookmark: pgfId-782525] </vnsAbsConnection>
     

     
      [bookmark: pgfId-782526] 
     

     
      [bookmark: pgfId-782527] <vnsAbsConnection name = "CON2">
     

     
      [bookmark: pgfId-782528] <vnsRsAbsConnectionConns tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsNode-FW1/AbsFConn-internal" />
     

     
      [bookmark: pgfId-782529] <vnsRsAbsConnectionConns tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsTermNodeProv-Output1/AbsTConn" />
     

     
      [bookmark: pgfId-782530] </vnsAbsConnection>
     

     
      [bookmark: pgfId-782531]
     

     
      [bookmark: pgfId-782532] </vnsAbsGraph>
     

     
      [bookmark: pgfId-782533] 
     

     
      [bookmark: pgfId-782534] <vzBrCP name="webCtrct">
     

     
      [bookmark: pgfId-782535] <vzSubj name="http">
     

     
      [bookmark: pgfId-782536] <vzRsSubjGraphAtt tnVnsAbsGraphName="WebGraph"/>
     

     
      [bookmark: pgfId-782537] </vzSubj>
     

     
      [bookmark: pgfId-782538] </vzBrCP>
     

     
      [bookmark: pgfId-782539] </fvTenant>
     

     
      [bookmark: pgfId-778542]</polUni>
     

    
 
     
      [bookmark: pgfId-778083]Port Channel Interfaces
 
      [bookmark: pgfId-773935]This XML example creates the following port channel members and port channel interfaces (supported only on physical ASAs at this time).
 
    
 
     
      [bookmark: pgfId-782704]ASA Configuration
 
     
      [bookmark: pgfId-782982]interface GigabitEthernet0/0
     

     
      [bookmark: pgfId-782983] channel-group 2 mode active
     

     
      [bookmark: pgfId-782984] no nameif
     

     
      [bookmark: pgfId-782985] no security-level
     

     
      [bookmark: pgfId-782986] no ip address
     

     
      [bookmark: pgfId-782987]
     

     
      [bookmark: pgfId-782988]interface GigabitEthernet0/1
     

     
      [bookmark: pgfId-782989] channel-group 1 mode active
     

     
      [bookmark: pgfId-782990] no nameif
     

     
      [bookmark: pgfId-782991] no security-level
     

     
      [bookmark: pgfId-782992] no ip address
     

     
      [bookmark: pgfId-782993]
     

     
      [bookmark: pgfId-782994]interface Port-channel1.100
     

     
      [bookmark: pgfId-782995] vlan 100
     

     
      [bookmark: pgfId-782996] nameif externalIf
     

     
      [bookmark: pgfId-782997] security-level 50
     

     
      [bookmark: pgfId-782998] ip address 20.20.20.20 255.255.255.0 standby 20.20.20.21
     

     
      [bookmark: pgfId-782999]
     

     
      [bookmark: pgfId-783000]interface Port-channel2.200
     

     
      [bookmark: pgfId-783001] vlan 200
     

     
      [bookmark: pgfId-783002] nameif internalIf
     

     
      [bookmark: pgfId-782728] ip address 10.10.10.10 255.255.255.0 standby 10.10.10.11
     

    
 
     
      [bookmark: pgfId-782729]XML Example 
 
      [bookmark: pgfId-773961]Define the port channel members, graph, then attach them to the tenant.
 
     
      [bookmark: pgfId-783074]<polUni>
     

     
      [bookmark: pgfId-783075] <fvTenant dn="uni/tn-tenant1" name="tenant1">
     

     
      [bookmark: pgfId-783076] <vnsLDevVip name="Firewall" funcType="GoTo" devtype="PHYSICAL">
     

     
      [bookmark: pgfId-783077] <vnsRsMDevAtt tDn="uni/infra/mDev-CISCO-ASA-{dp_version}"/>
     

     
      [bookmark: pgfId-783078] <vnsRsALDevToPhysDomP tDn="uni/phys-phys"/>
     

     
      [bookmark: pgfId-783079] <vnsCMgmt name="devMgmt" host="10.122.202.33" port="443" />
     

     
      [bookmark: pgfId-783080] <vnsCCred name="username" value="management-user"/>
     

     
      [bookmark: pgfId-783081] <vnsCCredSecret name="password" value="cisco"/>
     

     
      [bookmark: pgfId-783082] <vnsDevFolder key="PortChannelMember" name="PC1a">
     

     
      [bookmark: pgfId-783083] <vnsDevParam key="port_channel_id" name="PC1a" value="1"/>
     

     
      [bookmark: pgfId-783084] <vnsDevParam key="interface" name="PC1a" value="Gig0/1"/>
     

     
      [bookmark: pgfId-783085] </vnsDevFolder>
     

     
      [bookmark: pgfId-783086] <vnsDevFolder key="PortChannelMember" name="PC2a">
     

     
      [bookmark: pgfId-783087] <vnsDevParam key="port_channel_id" name="PC2a" value="2"/>
     

     
      [bookmark: pgfId-783088] <vnsDevParam key="interface" name="PC2a" value="Gig0/0"/>
     

     
      [bookmark: pgfId-783089] </vnsDevFolder>
     

     
      [bookmark: pgfId-783090] </vnsLDevVip>
     

     
      [bookmark: pgfId-783091] <vnsLDevCtx ctrctNameOrLbl="webCtrct" graphNameOrLbl="WebGraph" nodeNameOrLbl="FW1">
     

     
      [bookmark: pgfId-783092] <vnsRsLDevCtxToLDev tDn="uni/tn-tenant1/lDevVip-Firewall"/>
     

     
      [bookmark: pgfId-783093] <vnsLIfCtx connNameOrLbl="internal">
     

     
      [bookmark: pgfId-783094] <vnsRsLIfCtxToBD tDn= "uni/tn-tenant1/BD-tenant1BD1"/>
     

     
      [bookmark: pgfId-783095] <vnsRsLIfCtxToLIf tDn="uni/tn-tenant1/lDevVip-Firewall/lIf-internalPC"/>
     

     
      [bookmark: pgfId-783096] </vnsLIfCtx>
     

     
      [bookmark: pgfId-783097] <vnsLIfCtx connNameOrLbl="external">
     

     
      [bookmark: pgfId-783098] <vnsRsLIfCtxToLIf tDn="uni/tn-tenant1/lDevVip-Firewall/lIf-externalPC"/>
     

     
      [bookmark: pgfId-783099] <vnsRsLIfCtxToBD tDn= "uni/tn-tenant1/BD-tenant1BD2"/>
     

     
      [bookmark: pgfId-783100] </vnsLIfCtx>
     

     
      [bookmark: pgfId-783101] </vnsLDevCtx>
     

     
      [bookmark: pgfId-783102] </fvTenant>
     

     
      [bookmark: pgfId-778624]</polUni>
     

     
      [bookmark: pgfId-778625]
     

     
      [bookmark: pgfId-778626]
     

     
      [bookmark: pgfId-783145]<polUni>
     

     
      [bookmark: pgfId-783146] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-783147]
     

     
      [bookmark: pgfId-783148] <vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-783149]
     

     
      [bookmark: pgfId-783150] <vnsAbsTermNodeCon name = "Input1">
     

     
      [bookmark: pgfId-783151] <vnsAbsTermConn name = "C1">
     

     
      [bookmark: pgfId-783152] </vnsAbsTermConn>
     

     
      [bookmark: pgfId-783153] </vnsAbsTermNodeCon>
     

     
      [bookmark: pgfId-783154]
     

     
      [bookmark: pgfId-783155] <!-- FW1 Provides FW functionality -->
     

     
      [bookmark: pgfId-783156] <vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-783157] <vnsRsDefaultScopeToTerm tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsTermNodeProv-Output1/outtmnl"/>
     

     
      [bookmark: pgfId-783158]
     

     
      [bookmark: pgfId-783159] <vnsAbsFuncConn name = "external" attNotify="yes">
     

     
      [bookmark: pgfId-783160] <vnsRsMConnAtt tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall/mConn-external" />
     

     
      [bookmark: pgfId-783161] </vnsAbsFuncConn>
     

     
      [bookmark: pgfId-783162]
     

     
      [bookmark: pgfId-783163] <vnsAbsFuncConn name = "internal" attNotify="yes">
     

     
      [bookmark: pgfId-783164] <vnsRsMConnAtt tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall/mConn-internal" />
     

     
      [bookmark: pgfId-783165] </vnsAbsFuncConn>
     

     
      [bookmark: pgfId-783166] 
     

     
      [bookmark: pgfId-783167] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-783168] <vnsAbsFolder key="Interface" name="internalIf">
     

     
      [bookmark: pgfId-783169] <vnsAbsFolder key="InterfaceConfig" name="internalIfCfg">
     

     
      [bookmark: pgfId-783170] <vnsAbsFolder key="IPv4Address" name="internalIfIP">
     

     
      [bookmark: pgfId-783171] <vnsAbsParam key="ipv4_address" name="ipv4_internal" value="10.10.10.10/255.255.255.0"/>
     

     
      [bookmark: pgfId-783172] <vnsAbsParam key="ipv4_standby_address" name="ipv4_internals" value="10.10.10.11"/>
     

     
      [bookmark: pgfId-783173] </vnsAbsFolder>
     

     
      [bookmark: pgfId-783174] <vnsAbsParam key="security_level" name="internal_security_level" value="100"/>
     

     
      [bookmark: pgfId-783175] </vnsAbsFolder>
     

     
      [bookmark: pgfId-783176]
     

     
      [bookmark: pgfId-783177] </vnsAbsFolder>
     

     
      [bookmark: pgfId-783178] <vnsAbsFolder key="Interface" name="externalIf">
     

     
      [bookmark: pgfId-783179] <vnsAbsFolder key="InterfaceConfig" name="externalIfCfg">
     

     
      [bookmark: pgfId-783180] <vnsAbsFolder key="IPv4Address" name="externalIfIP">
     

     
      [bookmark: pgfId-783181] <vnsAbsParam key="ipv4_address" name="ipv4_external" value="20.20.20.20/255.255.255.0"/>
     

     
      [bookmark: pgfId-783182] <vnsAbsParam key="ipv4_standby_address" name="ipv4_externals" value="20.20.20.21"/>
     

     
      [bookmark: pgfId-783183] </vnsAbsFolder>
     

     
      [bookmark: pgfId-783184] <vnsAbsParam key="security_level" name="external_security_level" value="50"/>
     

     
      [bookmark: pgfId-783185] </vnsAbsFolder>
     

     
      [bookmark: pgfId-783186] </vnsAbsFolder>
     

     
      [bookmark: pgfId-783187] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-783188]
     

     
      [bookmark: pgfId-783189] <vnsAbsFuncCfg>
     

     
      [bookmark: pgfId-783190] <vnsAbsFolder key="ExIntfConfigRelFolder" name="ExtConfig">
     

     
      [bookmark: pgfId-783191] <vnsAbsCfgRel key="ExIntfConfigRel" name="ExtConfigrel" targetName="externalIf"/>
     

     
      [bookmark: pgfId-783192] <vnsRsScopeToTerm tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsTermNodeProv-Output1/outtmnl"/>
     

     
      [bookmark: pgfId-783193] <vnsRsCfgToConn tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsNode-FW1/AbsFConn-external" />
     

     
      [bookmark: pgfId-783194] </vnsAbsFolder>
     

     
      [bookmark: pgfId-783195]
     

     
      [bookmark: pgfId-783196] <vnsAbsFolder key="InIntfConfigRelFolder" name="IntConfig">
     

     
      [bookmark: pgfId-783197] <vnsAbsCfgRel key="InIntfConfigRel" name="InConfigrel" targetName="internalIf"/>
     

     
      [bookmark: pgfId-783198] <vnsRsScopeToTerm tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsTermNodeProv-Output1/outtmnl"/>
     

     
      [bookmark: pgfId-783199] <vnsRsCfgToConn tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsNode-FW1/AbsFConn-internal" />
     

     
      [bookmark: pgfId-783200] </vnsAbsFolder>
     

     
      [bookmark: pgfId-783201]
     

     
      [bookmark: pgfId-783202] </vnsAbsFuncCfg>
     

     
      [bookmark: pgfId-783203]
     

     
      [bookmark: pgfId-783204] <vnsRsNodeToMFunc tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall"/>
     

     
      [bookmark: pgfId-783205] </vnsAbsNode>
     

     
      [bookmark: pgfId-783206]
     

     
      [bookmark: pgfId-783207] <vnsAbsTermNodeProv name = "Output1">
     

     
      [bookmark: pgfId-783208] <vnsAbsTermConn name = "C6">
     

     
      [bookmark: pgfId-783209] </vnsAbsTermConn>
     

     
      [bookmark: pgfId-783210] </vnsAbsTermNodeProv>
     

     
      [bookmark: pgfId-783211] 
     

     
      [bookmark: pgfId-783212] <vnsAbsConnection name = "CON1">
     

     
      [bookmark: pgfId-783213] <vnsRsAbsConnectionConns tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsTermNodeCon-Input1/AbsTConn" />
     

     
      [bookmark: pgfId-783214] <vnsRsAbsConnectionConns tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsNode-FW1/AbsFConn-external" />
     

     
      [bookmark: pgfId-783215] </vnsAbsConnection>
     

     
      [bookmark: pgfId-783216] 
     

     
      [bookmark: pgfId-783217] <vnsAbsConnection name = "CON2">
     

     
      [bookmark: pgfId-783218] <vnsRsAbsConnectionConns tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsNode-FW1/AbsFConn-internal" />
     

     
      [bookmark: pgfId-783219] <vnsRsAbsConnectionConns tDn="uni/tn-tenant1/AbsGraph-WebGraph/AbsTermNodeProv-Output1/AbsTConn" />
     

     
      [bookmark: pgfId-783220] </vnsAbsConnection>
     

     
      [bookmark: pgfId-783221]
     

     
      [bookmark: pgfId-783222] </vnsAbsGraph>
     

     
      [bookmark: pgfId-783223] </fvTenant>
     

     
      [bookmark: pgfId-778702]</polUni>
     

     
      [bookmark: pgfId-778703]
     

     
      [bookmark: pgfId-778704]<polUni>
     

     
      [bookmark: pgfId-778705] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-778706] <vzBrCP name="webCtrct">
     

     
      [bookmark: pgfId-778707] <vzSubj name="http">
     

     
      [bookmark: pgfId-778708] <vzRsSubjGraphAtt tnVnsAbsGraphName="WebGraph"/>
     

     
      [bookmark: pgfId-778709] </vzSubj>
     

     
      [bookmark: pgfId-778710] </vzBrCP>
     

     
      [bookmark: pgfId-778711] </fvTenant>
     

     
      [bookmark: pgfId-774052]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774054][bookmark: 48313]Access Lists and Associated Access Groups
 
     [bookmark: pgfId-774055]This XML example creates an access list and assigns it to an access group associated with an existing interface.
 
     
      [bookmark: pgfId-774056]ASA Configuration
 
     
      [bookmark: pgfId-778996]access-list ACL2 extended deny ip any any
     

     
      [bookmark: pgfId-778997]access-list ACL2 extended permit icmp any any
     

     
      [bookmark: pgfId-778998]access-list ACL1 extended permit tcp any any eq ssh 
     

     
      [bookmark: pgfId-778999]access-list ACL1 extended permit tcp any any eq https
     

     
      [bookmark: pgfId-779000]
     

     
      [bookmark: pgfId-779001]access-group ACL2 in interface externalIf
     

     
      [bookmark: pgfId-775655]access-group ACL1 out interface internalIf
     

    
 
     
      [bookmark: pgfId-774059]XML Example
 
     
      [bookmark: pgfId-778879]<polUni>
     

     
      [bookmark: pgfId-778880] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-778881] <vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-778882] <vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-778883] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-778884] <vnsAbsFolder key="AccessList" name="ACL1">
     

     
      [bookmark: pgfId-778885] <vnsAbsFolder key="AccessControlEntry" name="ACE1">
     

     
      [bookmark: pgfId-778886] <vnsAbsParam key="action" name="action1" value="permit"/>
     

     
      [bookmark: pgfId-778887] <vnsAbsParam key="order" name="order1" value="1"/>
     

     
      [bookmark: pgfId-778888] <vnsAbsFolder key="protocol" name="protocol1">
     

     
      [bookmark: pgfId-778889] <vnsAbsParam key="name_number" name="pNN1" value="tcp"/>
     

     
      [bookmark: pgfId-778890] </vnsAbsFolder>
     

     
      [bookmark: pgfId-778891] <vnsAbsFolder key="destination_service" name="d1">
     

     
      [bookmark: pgfId-778892] <vnsAbsParam key="operator" name="dop1" value="eq"/>
     

     
      [bookmark: pgfId-778893] <vnsAbsParam key="low_port" name="dlp1" value="ssh"/>
     

     
      [bookmark: pgfId-778894] </vnsAbsFolder>
     

     
      [bookmark: pgfId-778895] </vnsAbsFolder>
     

     
      [bookmark: pgfId-778896] <vnsAbsFolder key="AccessControlEntry" name="ACE2">
     

     
      [bookmark: pgfId-778897] <vnsAbsParam key="action" name="action2" value="permit"/>
     

     
      [bookmark: pgfId-778898] <vnsAbsParam key="order" name="order2" value="2"/>
     

     
      [bookmark: pgfId-778899] <vnsAbsFolder key="protocol" name="protocol2">
     

     
      [bookmark: pgfId-778900] <vnsAbsParam key="name_number" name="pNN2" value="tcp"/>
     

     
      [bookmark: pgfId-778901] </vnsAbsFolder>
     

     
      [bookmark: pgfId-778902] <vnsAbsFolder key="destination_service" name="d2">
     

     
      [bookmark: pgfId-778903] <vnsAbsParam key="operator" name="dop2" value="eq"/>
     

     
      [bookmark: pgfId-778904] <vnsAbsParam key="low_port" name="dlp2" value="https"/>
     

     
      [bookmark: pgfId-778905] </vnsAbsFolder>
     

     
      [bookmark: pgfId-778906] </vnsAbsFolder>
     

     
      [bookmark: pgfId-778907] </vnsAbsFolder>
     

     
      [bookmark: pgfId-778908] <vnsAbsFolder key="AccessList" name="ACL2">
     

     
      [bookmark: pgfId-778909] <vnsAbsFolder key="AccessControlEntry" name="ACE1">
     

     
      [bookmark: pgfId-778910] <vnsAbsParam key="action" name="action1" value="deny"/>
     

     
      [bookmark: pgfId-778911] <vnsAbsParam key="order" name="order1" value="1"/>
     

     
      [bookmark: pgfId-778912] </vnsAbsFolder>
     

     
      [bookmark: pgfId-778913] <vnsAbsFolder key="AccessControlEntry" name="ACE2">
     

     
      [bookmark: pgfId-778914] <vnsAbsParam key="action" name="action2" value="permit"/>
     

     
      [bookmark: pgfId-778915] <vnsAbsParam key="order" name="order2" value="2"/>
     

     
      [bookmark: pgfId-778916] <vnsAbsFolder key="protocol" name="protocol2">
     

     
      [bookmark: pgfId-778917] <vnsAbsParam key="name_number" name="pNN2" value="icmp"/>
     

     
      [bookmark: pgfId-778918] </vnsAbsFolder>
     

     
      [bookmark: pgfId-778919] </vnsAbsFolder>
     

     
      [bookmark: pgfId-778920] </vnsAbsFolder>
     

     
      [bookmark: pgfId-778921] <vnsAbsFolder key="Interface" name="internalIf">
     

     
      [bookmark: pgfId-778922] <vnsAbsFolder name="IntAccessGroup" key="AccessGroup">
     

     
      [bookmark: pgfId-778923] <vnsAbsCfgRel key="outbound_access_list_name" name="iACG" targetName="ACL1"/>
     

     
      [bookmark: pgfId-778924] </vnsAbsFolder>
     

     
      [bookmark: pgfId-778925] </vnsAbsFolder>
     

     
      [bookmark: pgfId-778926] <vnsAbsFolder key="Interface" name="externalIf">
     

     
      [bookmark: pgfId-778927] <vnsAbsFolder name="ExtAccessGroup" key="AccessGroup">
     

     
      [bookmark: pgfId-778928] <vnsAbsCfgRel key="inbound_access_list_name" name="oACG" targetName="ACL2"/>
     

     
      [bookmark: pgfId-778929] </vnsAbsFolder>
     

     
      [bookmark: pgfId-778930] </vnsAbsFolder>
     

     
      [bookmark: pgfId-778931] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-778932] </vnsAbsNode>
     

     
      [bookmark: pgfId-778933] </vnsAbsGraph>
     

     
      [bookmark: pgfId-778934] </fvTenant>
     

     
      [bookmark: pgfId-775865]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-784920][bookmark: 32349]Access Lists Using Dynamically Created EPG Network Objects
 
     [bookmark: pgfId-784921]This XML example creates an access list that dynamically updates the object group membership in the ACL, where the object group corresponds to an End Point Group (EPG).
 
     
      
    
 
    
 
    [bookmark: pgfId-785574]Note You must create the necessary AccessControlEntry in APIC. 

     
    

    
 
     
      [bookmark: pgfId-785010]ASA Configuration
 
     
      [bookmark: pgfId-785212]access-list EPG_ACL extended permit ip object-group __$EPG$_web object-group __$EPG$_app 
     

     
      [bookmark: pgfId-785213]access-group EPG_ACL in interface externalIf
     

    
 
     
      [bookmark: pgfId-785121]XML Example
 
     
      [bookmark: pgfId-785658]<polUni>
     

     
      [bookmark: pgfId-785659] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-785660] <vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-785661] <vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-785662] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-785663] <vnsAbsFolder key="AccessList" name="EPG_ACL">
     

     
      [bookmark: pgfId-785664] <vnsAbsFolder key="AccessControlEntry" name="EPG_ACE">
     

     
      [bookmark: pgfId-785665] <vnsAbsParam key="action" name="action1" value="permit"/>
     

     
      [bookmark: pgfId-785666] <vnsAbsParam key="order" name="order1" value="1"/>
     

     
      [bookmark: pgfId-785667] <vnsAbsFolder key="source_address" name="saddr1">
     

     
      [bookmark: pgfId-785668] <vnsAbsParam key="epg_name" name="webEPG" value="tenantname-profilename-web"/>
     

     
      [bookmark: pgfId-785669] </vnsAbsFolder>
     

     
      [bookmark: pgfId-785670] <vnsAbsFolder key="destination_address" name="daddr1">
     

     
      [bookmark: pgfId-785671] <vnsAbsParam key="epg_name" name="appEPG" value="tenantname-profilename-app"/>
     

     
      [bookmark: pgfId-785672] </vnsAbsFolder>
     

     
      [bookmark: pgfId-785673] </vnsAbsFolder>
     

     
      [bookmark: pgfId-785674] </vnsAbsFolder>
     

     
      [bookmark: pgfId-785675] <vnsAbsFolder key="Interface" name="externalIf">
     

     
      [bookmark: pgfId-785676] <vnsAbsFolder name="access-group-EPG" key="AccessGroup">
     

     
      [bookmark: pgfId-785677] <vnsAbsCfgRel name="name" key="inbound_access_list_name" targetName="EPG_ACL"/>
     

     
      [bookmark: pgfId-785678] </vnsAbsFolder>
     

     
      [bookmark: pgfId-785679] </vnsAbsFolder>
     

     
      [bookmark: pgfId-785680] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-785681] </vnsAbsNode>
     

     
      [bookmark: pgfId-785682] </vnsAbsGraph>
     

     
      [bookmark: pgfId-785683] </fvTenant>
     

     
      [bookmark: pgfId-785684]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774072][bookmark: 50749]IP Audit
 
     [bookmark: pgfId-774073]This XML example sets up the IP audit attack configuration.
 
     
      [bookmark: pgfId-774074]ASA Configuration
 
     
      [bookmark: pgfId-774075]ip audit attack action drop
     

    
 
     
      [bookmark: pgfId-774077]XML Example (Attack)
 
     
      [bookmark: pgfId-774078]<polUni>
     

     
      [bookmark: pgfId-774079] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-774080] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-774081] <vnsDevFolder key="IPAudit" name="A">
     

     
      [bookmark: pgfId-774082] <vnsDevParam key="IPAuditAttack" name="IPattack" value="drop"/>
     

     
      [bookmark: pgfId-774083] </vnsDevFolder>
     

     
      [bookmark: pgfId-774084] </vnsLDevVip>
     

     
      [bookmark: pgfId-774085] </fvTenant>
     

     
      [bookmark: pgfId-774086]</polUni>
     

    
 
     
      [bookmark: pgfId-774088]XML Example (Info)
 
      [bookmark: pgfId-774089]This XML example also sets up the IP audit attack configuration.
 
     
      [bookmark: pgfId-774090]ip audit attack action reset
     

     
      [bookmark: pgfId-774091]
     

     
      [bookmark: pgfId-774092]<polUni>
     

     
      [bookmark: pgfId-774093] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-774094] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-774095] <vnsDevFolder key="IPAudit" name="A">
     

     
      [bookmark: pgfId-774096] <vnsDevParam key="IPAuditInfo" name="IPinfo" value="reset"/>
     

     
      [bookmark: pgfId-774097] </vnsDevFolder>
     

     
      [bookmark: pgfId-774098] </vnsLDevVip>
     

     
      [bookmark: pgfId-774099] </fvTenant>
     

     
      [bookmark: pgfId-774100]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774103][bookmark: 56624]Logging
 
     [bookmark: pgfId-774104]This XML example sets up the logging configuration.
 
     
      [bookmark: pgfId-774105]ASA Configuration
 
     
      [bookmark: pgfId-774106]logging enable
     

     
      [bookmark: pgfId-774107]logging buffer-size 8192
     

     
      [bookmark: pgfId-774108]logging buffered critical
     

     
      [bookmark: pgfId-774109]logging trap alerts
     

    
 
     
      [bookmark: pgfId-774111]XML Example
 
     
      [bookmark: pgfId-774112]<polUni>
     

     
      [bookmark: pgfId-774113] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-774114] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-774115] <vnsDevFolder key="LoggingConfig" name="Log">
     

     
      [bookmark: pgfId-774116] <vnsDevParam key="enable_logging" name="enlog" value="enable"/>
     

     
      [bookmark: pgfId-774117] <vnsDevParam key="buffered_level" name="bufflev" value="critical"/>
     

     
      [bookmark: pgfId-774118] <vnsDevParam key="buffer_size" name="buffsize" value="8192"/>
     

     
      [bookmark: pgfId-774119] <vnsDevParam key="trap_level" name="trap" value="1"/>
     

     
      [bookmark: pgfId-774120] </vnsDevFolder>
     

     
      [bookmark: pgfId-774121] </vnsLDevVip>
     

     
      [bookmark: pgfId-774122] </fvTenant>
     

     
      [bookmark: pgfId-774123]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774126][bookmark: 69329]Static Route
 
     [bookmark: pgfId-774127]This XML example sets up the static route configuration that is associated with an existing interface.
 
     
      [bookmark: pgfId-774128]ASA Configuration
 
     
      [bookmark: pgfId-779146]route internalIf 10.100.0.0 255.255.0.0 10.6.55.1 1
     

    
 
     
      [bookmark: pgfId-774131]XML Example
 
     
      [bookmark: pgfId-779092]<polUni>
     

     
      [bookmark: pgfId-779093] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-779094] <vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-779095] <vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-779096] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-779097] <vnsAbsFolder key="Interface" name="internalIf"> 
     

     
      [bookmark: pgfId-779098] <vnsAbsFolder key="StaticRoute" name="InsideRTE1">
     

     
      [bookmark: pgfId-779099] <vnsAbsFolder key="route" name="RouteIN1">
     

     
      [bookmark: pgfId-779100] <vnsAbsParam key="network" name="network1" value="10.100.0.0"/>
     

     
      [bookmark: pgfId-779101] <vnsAbsParam key="netmask" name="netmask1" value="255.255.0.0"/>
     

     
      [bookmark: pgfId-779102] <vnsAbsParam key="gateway" name="gateway1" value="10.6.55.1"/>
     

     
      [bookmark: pgfId-779103] <vnsAbsParam key="metric" name="metric1" value="1"/>
     

     
      [bookmark: pgfId-779104] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779105] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779106] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779107] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-779108] </vnsAbsNode> 
     

     
      [bookmark: pgfId-779109] </vnsAbsGraph>
     

     
      [bookmark: pgfId-779110] </fvTenant>
     

     
      [bookmark: pgfId-774149]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774151][bookmark: 65370]Basic Threat Detection
 
     [bookmark: pgfId-774152]This XML example sets up a basic threat detection rate for an ACL drop.
 
     
      [bookmark: pgfId-774153]ASA Configuration
 
     
      [bookmark: pgfId-774154]threat-detection rate acl-drop rate-interval 600 average-rate 0 burst-rate 0
     

    
 
     
      [bookmark: pgfId-783348]XML Example
 
     
      [bookmark: pgfId-783579]<polUni>
     

     
      [bookmark: pgfId-783580] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-783581] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-783582] <vnsDevFolder key="BasicThreatDetection" name="BasicTD">
     

     
      [bookmark: pgfId-783583] <vnsDevParam key="basic_threat" name="Basic1" value="enable"/>
     

     
      [bookmark: pgfId-783584] <vnsDevFolder key="BasicThreatDetectionRateAclDrop" name="BasicTDACL">
     

     
      [bookmark: pgfId-783585] <vnsDevParam key="rate_interval" name="ri1" value="600"/>
     

     
      [bookmark: pgfId-783586] <vnsDevParam key="average_rate" name="ar1" value="0"/>
     

     
      [bookmark: pgfId-783587] <vnsDevParam key="burst_rate" name="br1" value="0"/>
     

     
      [bookmark: pgfId-783588] </vnsDevFolder>
     

     
      [bookmark: pgfId-783589] </vnsDevFolder>
     

     
      [bookmark: pgfId-783590] </vnsLDevVip>
     

     
      [bookmark: pgfId-783591] </fvTenant>
     

     
      [bookmark: pgfId-783363]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-786002][bookmark: 23685]Scanning Threat Detection
 
     [bookmark: pgfId-786123]This XML example sets up the scanning threat detection rate.
 
     
      [bookmark: pgfId-774174]ASA Configuration
 
     
      [bookmark: pgfId-774175]threat-detection rate scanning-threat rate-interval 600 average-rate 100 burst-rate 40
threat-detection scanning-threat shun
     

    
 
     
      [bookmark: pgfId-786229]XML Example 
 
     
      [bookmark: pgfId-783607]<polUni>
     

     
      [bookmark: pgfId-783608] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-783609] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-783610] <vnsDevFolder key="ScanningThreatDetection" name="ScanTD1">
     

     
      [bookmark: pgfId-783611] <vnsDevParam key="scanning_threat" name="Scan1" value="enable"/>
     

     
      [bookmark: pgfId-783612] <vnsDevParam key="shun_status" name="Shun1" value="enable"/>
     

     
      [bookmark: pgfId-783613] <vnsDevFolder key="ScanningThreatRate" name="ScanTDrate">
     

     
      [bookmark: pgfId-783614] <vnsDevParam key="average_rate" name="ar1" value="100"/>
     

     
      [bookmark: pgfId-783615] <vnsDevParam key="rate_interval" name="ri1" value="600"/>
     

     
      [bookmark: pgfId-783616] <vnsDevParam key="burst_rate" name="br1" value="40"/>
     

     
      [bookmark: pgfId-783617] </vnsDevFolder>
     

     
      [bookmark: pgfId-783618] <vnsDevFolder key="ScanningThreatRate" name="ScanTDrate2">
     

     
      [bookmark: pgfId-783619] <vnsDevParam key="average_rate" name="ar2" value="10"/>
     

     
      [bookmark: pgfId-783620] <vnsDevParam key="rate_interval" name="ri2" value="660"/>
     

     
      [bookmark: pgfId-783621] <vnsDevParam key="burst_rate" name="br2" value="20"/>
     

     
      [bookmark: pgfId-783622] </vnsDevFolder>
     

     
      [bookmark: pgfId-783623] </vnsDevFolder>
     

     
      [bookmark: pgfId-783624] </vnsLDevVip>
     

     
      [bookmark: pgfId-783625] </fvTenant>
     

     
      [bookmark: pgfId-774192]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-786286][bookmark: 61728]Advanced Threat Detection
 
     [bookmark: pgfId-786384]This XML example sets up advanced threat detection statistics.
 
     
      [bookmark: pgfId-774196]ASA Configuration
 
     
      [bookmark: pgfId-783642]threat-detection statistics host
     

     
      [bookmark: pgfId-783643]threat-detection statistics port number-of-rate 2
     

     
      [bookmark: pgfId-783644]threat-detection statistics protocol number-of-rate 3
     

     
      [bookmark: pgfId-774199]threat-detection statistics tcp-intercept rate-interval 50 burst-rate 200 average-rate 100
     

    
 
     
      [bookmark: pgfId-786457]XML Example
 
     
      [bookmark: pgfId-783660]<polUni>
     

     
      [bookmark: pgfId-783661] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-783662] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-783663] <vnsDevFolder key="AdvancedThreatDetection" name="AdvScan" >
     

     
      [bookmark: pgfId-783664] <vnsDevParam key="access_list" name="status5" value="enable"/>
     

     
      [bookmark: pgfId-783665] <vnsDevFolder key="AdvancedThreatDetectionTcpIntercept" name="AdvScanTCPInt" >
     

     
      [bookmark: pgfId-783666] <vnsDevParam key="status" name="AdvRateStatus" value="enable"/>
     

     
      [bookmark: pgfId-783667] <vnsDevParam key="average_rate" name="AdvRate" value="100"/>
     

     
      [bookmark: pgfId-783668] <vnsDevParam key="rate_interval" name="AdvRI" value="50"/>
     

     
      [bookmark: pgfId-783669] <vnsDevParam key="burst_rate" name="AdvBR" value="200"/>
     

     
      [bookmark: pgfId-783670] </vnsDevFolder>
     

     
      [bookmark: pgfId-783671] <vnsDevFolder key="AdvancedThreatDetectionHost" name="AdvScanHost" >
     

     
      [bookmark: pgfId-783672] <vnsDevParam key="status" name="HostStatus" value="enable"/>
     

     
      [bookmark: pgfId-783673] <vnsDevParam key="number_of_rate" name="HostRate" value="1"/>
     

     
      [bookmark: pgfId-783674] </vnsDevFolder>
     

     
      [bookmark: pgfId-783675] <vnsDevFolder key="AdvancedThreatDetectionPort" name="AdvScanPort" >
     

     
      [bookmark: pgfId-783676] <vnsDevParam key="status" name="PortStatus" value="enable"/>
     

     
      [bookmark: pgfId-783677] <vnsDevParam key="number_of_rate" name="PortRate" value="2"/>
     

     
      [bookmark: pgfId-783678] </vnsDevFolder>
     

     
      [bookmark: pgfId-783679] <vnsDevFolder key="AdvancedThreatDetectionProtocol" name="AdvScanProtocol" >
     

     
      [bookmark: pgfId-783680] <vnsDevParam key="status" name="ProtocolStatus" value="enable"/>
     

     
      [bookmark: pgfId-783681] <vnsDevParam key="number_of_rate" name="ProtocolRate" value="3"/>
     

     
      [bookmark: pgfId-783682] </vnsDevFolder>
     

     
      [bookmark: pgfId-783683] </vnsDevFolder>
     

     
      [bookmark: pgfId-783684] </vnsLDevVip>
     

     
      [bookmark: pgfId-783685] </fvTenant>
     

     
      [bookmark: pgfId-774221]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774223][bookmark: 81165]Protocol Timeouts
 
     [bookmark: pgfId-774224]This XML example sets up the protocol timeout value for the connection timer.
 
     
      [bookmark: pgfId-774225]ASA Configuration
 
     
      [bookmark: pgfId-774226]timeout conn 2:00:59
     

    
 
     
      [bookmark: pgfId-774228]XML Example
 
     
      [bookmark: pgfId-774229]<polUni>
     

     
      [bookmark: pgfId-774230] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-774231] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-774232] <vnsDevFolder key="Timeouts" name="TO">
     

     
      [bookmark: pgfId-774233] <vnsDevParam key="Connection" name="conn1" value="2:0:59"/>
     

     
      [bookmark: pgfId-774234] </vnsDevFolder>
     

     
      [bookmark: pgfId-774235] </vnsLDevVip>
     

     
      [bookmark: pgfId-774236] </fvTenant>
     

     
      [bookmark: pgfId-774237]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774240][bookmark: 38646]Network Time Protocol 
 
     [bookmark: pgfId-774241]This XML example turns on the Network Time Protocol (NTP) feature that defines the server to use.
 
     
      [bookmark: pgfId-774242]ASA Configuration
 
     
      [bookmark: pgfId-774243]ntp server 192.168.100.100 prefer
     

    
 
     
      [bookmark: pgfId-774245]XML Example
 
     
      [bookmark: pgfId-774246]<polUni>
     

     
      [bookmark: pgfId-774247] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-774248] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-774249] <vnsDevFolder key="NTP" name="NTP">
     

     
      [bookmark: pgfId-774250] <vnsDevFolder key="NTPServer" name="NTPServer">
     

     
      [bookmark: pgfId-774251] <vnsDevParam key="server" name="server" value="192.168.100.100"/>
     

     
      [bookmark: pgfId-774252] <vnsDevParam key="prefer" name="prefer" value="enable"/>
     

     
      [bookmark: pgfId-774253] </vnsDevFolder>
     

     
      [bookmark: pgfId-774254] </vnsDevFolder>
     

     
      [bookmark: pgfId-774255] </vnsLDevVip>
     

     
      [bookmark: pgfId-774256] </fvTenant>
     

     
      [bookmark: pgfId-774257]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774260][bookmark: 47044]Smart Call-Home
 
     [bookmark: pgfId-774261]This XML example turns on the Smart Call-Home feature with anonymous reporting. 
 
     
      [bookmark: pgfId-774262]ASA Configuration
 
     
      [bookmark: pgfId-774263]call-home reporting anonymous
     

    
 
     
      [bookmark: pgfId-774265]XML Example
 
     
      [bookmark: pgfId-774266]<polUni>
     

     
      [bookmark: pgfId-774267] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-774268] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-774269] <vnsDevFolder key="SmartCallHome" name="SmartCallHome">
     

     
      [bookmark: pgfId-774270] <vnsDevParam key="anonymous_reporting" name="anonymous_reporting" value="enable"/>
     

     
      [bookmark: pgfId-774271] </vnsDevFolder>
     

     
      [bookmark: pgfId-774272] </vnsLDevVip>
     

     
      [bookmark: pgfId-774273] </fvTenant>
     

     
      [bookmark: pgfId-774274]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774277][bookmark: 37531]Domain Name System 
 
     [bookmark: pgfId-774278]This XML example turns on the Domain Name System (DNS) feature, links it to the utility interface, and specifies which domain name and server IP to use. 
 
     
      [bookmark: pgfId-774279]ASA Configuration
 
      
       
     
 
     
 
     [bookmark: pgfId-779195]Note You must preconfigure the utility interface on the ASA using the nameif management-utility command.

      
     

     
 
     
      [bookmark: pgfId-779173]dns domain-lookup management-utility
     

     
      [bookmark: pgfId-779174]dns server-group DefaultDNS
     

     
      [bookmark: pgfId-779175] name-server 1.1.1.1
     

     
      [bookmark: pgfId-774284] domain-name testDomain
     

    
 
     
      [bookmark: pgfId-774285]XML Example
 
     
      [bookmark: pgfId-774286]<polUni>
     

     
      [bookmark: pgfId-774287] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-774288] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-774289] <vnsDevFolder key="DNS" name="DNS">
     

     
      [bookmark: pgfId-774290] <vnsDevParam key="domain_name" name="domain_name" value="testDomain"/>
     

     
      [bookmark: pgfId-774291] <vnsDevParam key="name_server" name="name_server" value="1.1.1.1"/>
     

     
      [bookmark: pgfId-774292] </vnsDevFolder>
     

     
      [bookmark: pgfId-774293] </vnsLDevVip>
     

     
      [bookmark: pgfId-774294] </fvTenant>
     

     
      [bookmark: pgfId-774295]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774298][bookmark: 64237]Connection Limits
 
     [bookmark: pgfId-779270]This XML example shows connection limits associated with interfaces (global connection limits are not supported), matches any traffic, and sets up the maximum number of connections that are allowed. Also included are connection limits on internal and external interfaces.
 
     
      [bookmark: pgfId-774300]ASA Configuration
 
     
      [bookmark: pgfId-779418]class-map connlimits_internalIf
     

     
      [bookmark: pgfId-779419] match any
     

     
      [bookmark: pgfId-779420]
     

     
      [bookmark: pgfId-779421]policy-map internalIf
     

     
      [bookmark: pgfId-779422] class connlimits_internalIf
     

     
      [bookmark: pgfId-779423] set connection conn-max 654 embryonic-conn-max 456 
     

     
      [bookmark: pgfId-779424]
     

     
      [bookmark: pgfId-774307]service-policy internalIf interface internalIf
     

    
 
     
      [bookmark: pgfId-774308]XML Example
 
     
      [bookmark: pgfId-779358]<polUni>
     

     
      [bookmark: pgfId-779359] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-779360] <vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-779361] <vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-779362] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-779363] <vnsAbsFolder key="Interface" name="internalIf">
     

     
      [bookmark: pgfId-779364] <vnsAbsFolder key="ServicePolicy" name="ConLim-Policy">
     

     
      [bookmark: pgfId-779365] <vnsAbsParam key="ServicePolicyState" name="PolicyState" value="enable"/>
     

     
      [bookmark: pgfId-779366] <vnsAbsFolder key="ConnectionLimits" name="ConnLim">
     

     
      [bookmark: pgfId-779367] <vnsAbsFolder key="ConnectionSettings" name="ConnectionSettingsA">
     

     
      [bookmark: pgfId-779368] <vnsAbsParam key="conn_max" name="conn_max" value="654"/>
     

     
      [bookmark: pgfId-779369] <vnsAbsParam key="conn_max_embryonic" name="conn_max_embryonic" value="456"/>
     

     
      [bookmark: pgfId-779370] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779371] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779372] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779373] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779374] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-779375] </vnsAbsNode>
     

     
      [bookmark: pgfId-779376] </vnsAbsGraph>
     

     
      [bookmark: pgfId-779377] </fvTenant>
     

     
      [bookmark: pgfId-774323]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774326][bookmark: 21508]Application Inspections 
 
     [bookmark: pgfId-774327]This XML example shows application inspections associated with interfaces (global application inspection is not supported), matches default inspection traffic, and enables HTTP inspection. Also included is application inspection on internal and external interfaces.
 
     
      [bookmark: pgfId-774328]ASA Configuration
 
     
      [bookmark: pgfId-779487]class-map inspection_internalIf
     

     
      [bookmark: pgfId-779488] match default-inspection-traffic
     

     
      [bookmark: pgfId-779489]
     

     
      [bookmark: pgfId-779491]policy-map internalIf
     

     
      [bookmark: pgfId-779492] class inspection_internalIf
     

     
      [bookmark: pgfId-779493] inspect http
     

     
      [bookmark: pgfId-779494]
     

     
      [bookmark: pgfId-774335]service-policy internalIf interface internalIf
     

    
 
     
      [bookmark: pgfId-774336]XML Example
 
     
      [bookmark: pgfId-779441]<polUni>
     

     
      [bookmark: pgfId-779442] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-779443] <vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-779444] <vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-779445] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-779446] <vnsAbsFolder key="Interface" name="internalIf">
     

     
      [bookmark: pgfId-779447] <vnsAbsFolder key="ServicePolicy" name="Inspection-Policy">
     

     
      [bookmark: pgfId-779448] <vnsAbsParam key="ServicePolicyState" name="PolicyState" value="enable"/>
     

     
      [bookmark: pgfId-779449] <vnsAbsFolder key="ApplicationInspection" name="ApplicationInspection">
     

     
      [bookmark: pgfId-779450] <vnsAbsFolder key="InspectionSettings" name="InspectionSettingsA">
     

     
      [bookmark: pgfId-779451] <vnsAbsParam key="http" name="http" value="enable"/>
     

     
      [bookmark: pgfId-779452] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779453] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779454] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779455] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779456] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-779457] </vnsAbsNode>
     

     
      [bookmark: pgfId-779458] </vnsAbsGraph>
     

     
      [bookmark: pgfId-779459] </fvTenant>
     

     
      [bookmark: pgfId-774352]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774386][bookmark: 86635][bookmark: 52179]Global NetFlow 
 
     [bookmark: pgfId-774387]This XML example sets up the NetFlow feature. The example shows how to create a simple access list to which traffic is matched, creates a NetFlow object, and enables NetFlow globally for the NetFlow objects. Also included is NetFlow on internal and external interfaces.
 
     
      [bookmark: pgfId-774388]ASA Configuration
 
     
      [bookmark: pgfId-779732]class-map netflow_default
     

     
      [bookmark: pgfId-779733] match any
     

     
      [bookmark: pgfId-779734]
     

     
      [bookmark: pgfId-779735]flow-export destination management-utility 1.2.3.4 1024
     

     
      [bookmark: pgfId-779736]flow-export template timeout-rate 120
     

     
      [bookmark: pgfId-779737]flow-export delay flow-create 60
     

     
      [bookmark: pgfId-779738]flow-export active refresh-interval 30
     

     
      [bookmark: pgfId-779739]
     

     
      [bookmark: pgfId-779740]class netflow_default
     

     
      [bookmark: pgfId-774400] flow-export event-type all destination 1.2.3.4
     

    
 
     
      [bookmark: pgfId-776480]XML Example
 
     
      [bookmark: pgfId-779643]<polUni> 
     

     
      [bookmark: pgfId-779644] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-779645] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-779646] <vnsDevFolder key="NetFlowObjects" name="ObjectA">
     

     
      [bookmark: pgfId-779647] <vnsDevFolder key="TemplateAndCollectors" name="TemplateA">
     

     
      [bookmark: pgfId-779648] <vnsDevParam key="template_timeout_rate" name="timeout" value="120"/>
     

     
      [bookmark: pgfId-779649] <vnsDevParam key="delay_flow_create" name="delay" value="60"/>
     

     
      [bookmark: pgfId-779650] <vnsDevParam key="active_refresh_interval" name="refresh" value="30"/>
     

     
      [bookmark: pgfId-779651] <vnsDevFolder key="NetFlowCollectors" name="CollectorA">
     

     
      [bookmark: pgfId-779652] <vnsDevParam key="status" name="status" value="enable"/>
     

     
      [bookmark: pgfId-779653] <vnsDevParam key="host" name="host" value="1.2.3.4"/>
     

     
      [bookmark: pgfId-779654] <vnsDevParam key="port" name="port" value="1024"/>
     

     
      [bookmark: pgfId-779655] </vnsDevFolder>
     

     
      [bookmark: pgfId-779656] </vnsDevFolder>
     

     
      [bookmark: pgfId-779657] </vnsDevFolder> 
     

     
      [bookmark: pgfId-779658] <vnsDevFolder key="GlobalServicePolicy" name="GlobalPolicyA">
     

     
      [bookmark: pgfId-779659] <vnsDevParam key="ServicePolicyState" name="PolicyState" value="enable"/>
     

     
      [bookmark: pgfId-779660] <vnsDevFolder key="NetFlow" name="NetFlowPolicyA">
     

     
      [bookmark: pgfId-779661] <vnsDevFolder key="NetFlowSettings" name="SettingA">
     

     
      [bookmark: pgfId-779662] <vnsDevFolder key="ExportAllEvent" name="ExportAll">
     

     
      [bookmark: pgfId-779663] <vnsDevParam key="status" name="status" value="enable"/>
     

     
      [bookmark: pgfId-779664] <vnsDevParam key="event_destination" name="dest" value="1.2.3.4"/>
     

     
      [bookmark: pgfId-779665] </vnsDevFolder>
     

     
      [bookmark: pgfId-779666] </vnsDevFolder>
     

     
      [bookmark: pgfId-779667] </vnsDevFolder>
     

     
      [bookmark: pgfId-779668] </vnsDevFolder>
     

     
      [bookmark: pgfId-779669] </vnsLDevVip>
     

     
      [bookmark: pgfId-779670] </fvTenant>
     

     
      [bookmark: pgfId-776700]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-776519][bookmark: 70158]Network Address Translation 
 
     [bookmark: pgfId-774441]This XML example sets up the Network Address Translation (NAT) feature on the external interface, based on the previously created network objects, ilinux1 and olinux1. 
 
     
      [bookmark: pgfId-774442]ASA Configuration
 
     
      [bookmark: pgfId-774444]nat (externalIf,internalIf) source static ilinux1 olinux1
     

    
 
     
      [bookmark: pgfId-774445]XML Example
 
     
      [bookmark: pgfId-779876]<polUni> 
     

     
      [bookmark: pgfId-779877] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-779878] <vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-779879] <vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-779880] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-779881] <vnsAbsFolder key="NATList" name="ListA">
     

     
      [bookmark: pgfId-779882] <vnsAbsFolder key="NATRule" name="RuleA">
     

     
      [bookmark: pgfId-779883] <vnsAbsParam key="order" name="order" value="3"/>
     

     
      [bookmark: pgfId-779884] <vnsAbsFolder key="source_translation" name="source_trans">
     

     
      [bookmark: pgfId-779885] <vnsAbsFolder key="mapped_object" name="mapped_object">
     

     
      [bookmark: pgfId-779886] <vnsAbsCfgRel key="object_name" name="map_name" targetName="olinux1"/>
     

     
      [bookmark: pgfId-779887] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779888] <vnsAbsFolder key="real_object" name="real_object">
     

     
      [bookmark: pgfId-779889] <vnsAbsCfgRel key="object_name" name="real_name" targetName="ilinux1"/>
     

     
      [bookmark: pgfId-779890] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779891] <vnsAbsParam key="nat_type" name="nat_type" value="static"/>
     

     
      [bookmark: pgfId-779892] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779893] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779894] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779895] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-779896] <vnsAbsFuncCfg>
     

     
      [bookmark: pgfId-779897] <vnsAbsFolder key="NATPolicy" name="PolicyA">
     

     
      [bookmark: pgfId-779898] <vnsAbsCfgRel key="nat_list_name" name="nat_listA" targetName="ListA"/>
     

     
      [bookmark: pgfId-779899] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779900] </vnsAbsFuncCfg>
     

     
      [bookmark: pgfId-779901] </vnsAbsNode>
     

     
      [bookmark: pgfId-779902] </vnsAbsGraph>
     

     
      [bookmark: pgfId-779903] </fvTenant>
     

     
      [bookmark: pgfId-774464]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774466][bookmark: 13959]Intrusion Prevention System 
 
     [bookmark: pgfId-780071]This XML example sets up the Intrusion Prevention System (IPS) feature. The example shows how to match traffic to a previously created access list, ACL1, and enables IPS as inline and fail-open. Also included is IPS on internal and global interfaces.
 
     
      [bookmark: pgfId-780072]ASA Configuration
 
     
      [bookmark: pgfId-780004]class-map ips_internalIf
     

     
      [bookmark: pgfId-780005] match access-list ACL1
     

     
      [bookmark: pgfId-780006]
     

     
      [bookmark: pgfId-780007]policy-map internalIf
     

     
      [bookmark: pgfId-780008] class ips_internalIf
     

     
      [bookmark: pgfId-780009] ips inline fail-open
     

     
      [bookmark: pgfId-780010]
     

     
      [bookmark: pgfId-774475]service-policy internalIf interface internalIf
     

    
 
     
      [bookmark: pgfId-774476]XML Example
 
     
      [bookmark: pgfId-779960]<polUni>
     

     
      [bookmark: pgfId-779961] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-779962] <vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-779963] <vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-779964] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-779965] <vnsAbsFolder key="Interface" name="internalIf">
     

     
      [bookmark: pgfId-779966] <vnsAbsFolder key="ServicePolicy" name="IPS-Policy">
     

     
      [bookmark: pgfId-779967] <vnsAbsParam key="ServicePolicyState" name="PolicyState" value="enable"/>
     

     
      [bookmark: pgfId-779968] <vnsAbsFolder key="IPS" name="IPS">
     

     
      [bookmark: pgfId-779969] <vnsAbsCfgRel key="TrafficSelection" name="TrafficSelect" targetName="ACL1"/>
     

     
      [bookmark: pgfId-779970] <vnsAbsFolder key="IPSSettings" name="IPSSettingsA">
     

     
      [bookmark: pgfId-779971] <vnsAbsParam key="operate_mode" name="operate_mode" value="inline"/>
     

     
      [bookmark: pgfId-779972] <vnsAbsParam key="fail_mode" name="fail_mode" value="fail-open"/> 
     

     
      [bookmark: pgfId-779973] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779974] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779975] </vnsAbsFolder>
     

     
      [bookmark: pgfId-779976] </vnsAbsFolder> 
     

     
      [bookmark: pgfId-779977] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-779978] </vnsAbsNode>
     

     
      [bookmark: pgfId-779979] </vnsAbsGraph>
     

     
      [bookmark: pgfId-779980] </fvTenant>
     

     
      [bookmark: pgfId-774497]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-784355][bookmark: 62475]SourceFire 
 
     [bookmark: pgfId-784356]This XML example shows a basic SourceFire configuration in fail-open and monitor-only mode.
 
     
      [bookmark: pgfId-784357]ASA Configuration 
 
     
      [bookmark: pgfId-784358]access-list ACL1 extended permit ip any any
     

     
      [bookmark: pgfId-784359]class-map sfr_internalIf
     

     
      [bookmark: pgfId-784360] match access-list ACL1
     

     
      [bookmark: pgfId-784361]policy-map internalIf
     

     
      [bookmark: pgfId-784362] class sfr_internalIf
     

     
      [bookmark: pgfId-784363] sfr fail-open monitor-only
     

    
 
     
      [bookmark: pgfId-784365]XML Example
 
     
      [bookmark: pgfId-784366]<polUni>
     

     
      [bookmark: pgfId-784367] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-784368] <vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-784369] <vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-784370] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-784371] <vnsAbsFolder key="AccessList" name="ACL1">
     

     
      [bookmark: pgfId-784372] <vnsAbsFolder key="AccessControlEntry" name="ACE1">
     

     
      [bookmark: pgfId-784373] <vnsAbsParam key="action" name="action1" value="permit"/>
     

     
      [bookmark: pgfId-784374] <vnsAbsParam key="order" name="order1" value="1"/>
     

     
      [bookmark: pgfId-784375] </vnsAbsFolder>
     

     
      [bookmark: pgfId-784376] </vnsAbsFolder>
     

     
      [bookmark: pgfId-784377] <vnsAbsFolder key="Interface" name="internalIf">
     

     
      [bookmark: pgfId-784378] <vnsAbsFolder key="ServicePolicy" name="SFR-Policy">
     

     
      [bookmark: pgfId-784379] <vnsAbsParam key="ServicePolicyState" name="PolicyState" value="enable"/>
     

     
      [bookmark: pgfId-784380] <vnsAbsFolder key="SFR" name="SFR">
     

     
      [bookmark: pgfId-784381] <vnsAbsCfgRel key="TrafficSelection" name="TrafficSelect" targetName="ACL1"/>
     

     
      [bookmark: pgfId-784382] <vnsAbsFolder key="SFRSettings" name="SFRSettings">
     

     
      [bookmark: pgfId-784383] <vnsAbsParam key="monitor_only" name="operate_mode" value="enable"/>
     

     
      [bookmark: pgfId-784384] <vnsAbsParam key="fail_mode" name="fail_mode" value="fail-open"/> 
     

     
      [bookmark: pgfId-784385] </vnsAbsFolder>
     

     
      [bookmark: pgfId-784386] </vnsAbsFolder>
     

     
      [bookmark: pgfId-784387] </vnsAbsFolder>
     

     
      [bookmark: pgfId-784388] </vnsAbsFolder> 
     

     
      [bookmark: pgfId-784389] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-784390] </vnsAbsNode>
     

     
      [bookmark: pgfId-784391] </vnsAbsGraph>
     

     
      [bookmark: pgfId-784392] </fvTenant>
     

     
      [bookmark: pgfId-784393]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774499][bookmark: 28262]Network Objects
 
     [bookmark: pgfId-774500]This XML example sets up a network object with a host IP address and description. 
 
     
      [bookmark: pgfId-774501]ASA Configuration
 
     
      [bookmark: pgfId-780150]object network ilinux1
     

     
      [bookmark: pgfId-780151] host 192.168.1.48
     

     
      [bookmark: pgfId-774505] description User1 laptop
     

    
 
     
      [bookmark: pgfId-774506]XML Example
 
     
      [bookmark: pgfId-780094]<polUni>
     

     
      [bookmark: pgfId-780095] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-780096] <vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-780097] <vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-780098] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-780099] <vnsAbsFolder key="NetworkObject" name="ilinux1">
     

     
      [bookmark: pgfId-780100] <vnsAbsParam key="host_ip_address" name="host_ip_address" value="192.168.1.48"/>
     

     
      [bookmark: pgfId-780101] <vnsAbsParam key="description" name="description" value="User1 laptop"/>
     

     
      [bookmark: pgfId-780102] </vnsAbsFolder>
     

     
      [bookmark: pgfId-780103] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-780104] </vnsAbsNode>
     

     
      [bookmark: pgfId-780105] </vnsAbsGraph>
     

     
      [bookmark: pgfId-780106] </fvTenant>
     

     
      [bookmark: pgfId-774518]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774520][bookmark: 69862]Network Object Groups
 
     [bookmark: pgfId-774521]This XML example sets up a network object group with a group name and group objects. 
 
     
      [bookmark: pgfId-774522]ASA Configuration
 
     
      [bookmark: pgfId-780247]object-group network Cisco-Network-Object-GroupA
     

     
      [bookmark: pgfId-780248] description Cisco inside network
     

     
      [bookmark: pgfId-774526] network-object host 192.168.1.51
     

    
 
     
      [bookmark: pgfId-774527]XML Example
 
     
      [bookmark: pgfId-780198]<polUni>
     

     
      [bookmark: pgfId-780199] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-780200] <vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-780201] <vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-780202] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-780203] <vnsAbsFolder key="NetworkObjectGroup" name="Cisco-Network-Object-GroupA">
     

     
      [bookmark: pgfId-780204] <vnsAbsParam key="description" name="description" value="Cisco inside network"/>
     

     
      [bookmark: pgfId-780205] <vnsAbsParam key="host_ip_address" name="host_ip_address" value="192.168.1.51"/>
     

     
      [bookmark: pgfId-780206] </vnsAbsFolder>
     

     
      [bookmark: pgfId-780207] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-780208] </vnsAbsNode>
     

     
      [bookmark: pgfId-780209] </vnsAbsGraph>
     

     
      [bookmark: pgfId-780210] </fvTenant>
     

     
      [bookmark: pgfId-774539]</polUni>
     

    
 
   
 
    
     [bookmark: pgfId-774541][bookmark: 34926]High Availability (Failover)
 
     [bookmark: pgfId-774542]This XML example enables failover and specifies the failover interface and IP addresses. 
 
     
      [bookmark: pgfId-774543]ASA Configuration
 
     
      [bookmark: pgfId-774544]failover
     

     
      [bookmark: pgfId-774545]failover lan unit primary
     

     
      [bookmark: pgfId-774546]failover lan interface fover GigabitEthernet0/0
     

     
      [bookmark: pgfId-774547]failover interface ip fover 192.168.17.1 255.255.255.0 standby 192.168.17.2
     

    
 
     
      [bookmark: pgfId-774549]XML Example
 
     
      [bookmark: pgfId-783739]<polUni> 
     

     
      [bookmark: pgfId-783740] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-783741] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-783742] <vnsLIf name="failover_lan">
     

     
      [bookmark: pgfId-783743] <vnsRsMetaIf
     

     
      [bookmark: pgfId-783744]tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mIfLbl-failover_lan"/>
     

     
      [bookmark: pgfId-783745] <vnsRsCIfAtt
     

     
      [bookmark: pgfId-783746]tDn="uni/tn-tenant1/lDevVip-Firewall/cDev-ASAP/cIf-[Gig0/0]"/>
     

     
      [bookmark: pgfId-783747] </vnsLIf>
     

     
      [bookmark: pgfId-783748] <vnsCDev name="ASAP">
     

     
      [bookmark: pgfId-783749] <vnsDevFolder key="FailoverConfig" name="failover_config">
     

     
      [bookmark: pgfId-783750] <vnsDevParam key="failover" name="failover" value="enable"/>
     

     
      [bookmark: pgfId-783751] <vnsDevParam key="lan_unit" name="lan_unit" value="primary"/>
     

     
      [bookmark: pgfId-783752] <vnsDevFolder key="failover_lan_interface" name="failover_lan">
     

     
      [bookmark: pgfId-783753] <vnsDevParam key="interface_name" name="interface_name" value="fover"/>
     

     
      [bookmark: pgfId-783754] </vnsDevFolder>
     

     
      [bookmark: pgfId-783755] <vnsDevFolder key="failover_ip" name="failover_ip">
     

     
      [bookmark: pgfId-783756] <vnsDevParam key="interface_name" name="interface_name" value="fover"/>
     

     
      [bookmark: pgfId-783757] <vnsDevParam key="active_ip" name="primary_ip" value="192.168.17.1"/>
     

     
      [bookmark: pgfId-783758] <vnsDevParam key="netmask" name="netmask" value="255.255.255.0"/>
     

     
      [bookmark: pgfId-783759] <vnsDevParam key="standby_ip" name="secondary_ip" value="192.168.17.2"/>
     

     
      [bookmark: pgfId-783760] </vnsDevFolder>
     

     
      [bookmark: pgfId-783761] </vnsDevFolder>
     

     
      [bookmark: pgfId-783762] </vnsCDev>
     

     
      [bookmark: pgfId-783763] </vnsLDevVip>
     

     
      [bookmark: pgfId-783764] </fvTenant>
     

     
      [bookmark: pgfId-784290]</polUni>
     

     
      [bookmark: pgfId-787116]
     

    
 
   
 
    
     [bookmark: pgfId-787118]TCP Service Reset
 
     [bookmark: pgfId-787148]This XML example sends a Reset Reply for Denied Inbound/Outbound TCP Packets.
 
     
      [bookmark: pgfId-787175]ASA Configuration
 
     
      [bookmark: pgfId-787269]service resetinbound | resetoutbount interface interface_name 
     

    
 
     
      [bookmark: pgfId-787203]XML Example
 
     
      [bookmark: pgfId-787228]<fvTenant name="tenant1">
     

     
      [bookmark: pgfId-787229] <vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-787230] <vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-787231] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-787232] <vnsAbsFolder key="Interface" name="externalIf">
     

     
      [bookmark: pgfId-787233] <vnsAbsFolder name="TCPOpt" key="TCPOptions">"
     

     
      [bookmark: pgfId-787234] <vnsAbsParam key="inbound_reset" name="reset" value="disable"/>
     

     
      [bookmark: pgfId-787235] </vnsAbsFolder>
     

     
      [bookmark: pgfId-787236] </vnsAbsFolder>
     

     
      [bookmark: pgfId-787237] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-787238] </vnsAbsNode>
     

     
      [bookmark: pgfId-787239] </vnsAbsGraph>
     

     
      [bookmark: pgfId-787240] </fvTenant>
     

     
      [bookmark: pgfId-787241]</polUni>
     

     
      [bookmark: pgfId-787399]
     

    
 
   
 
    
     [bookmark: pgfId-787405]Support for Cisco TrustSec
 
     
      [bookmark: pgfId-787406]Creating a Security Object Group
 
    
 
     
      [bookmark: pgfId-787599]ASA Configuration
 
     
      [bookmark: pgfId-787601]test_SecurityObjCreate = '''\
     

     
      [bookmark: pgfId-787602]object-group security coke_sec_obj
     

     
      [bookmark: pgfId-787603] security-group name mktg 
     

     
      [bookmark: pgfId-787604]'''
     

    
 
     
      [bookmark: pgfId-787592]XML Example
 
     
      [bookmark: pgfId-787407]<polUni>
     

     
      [bookmark: pgfId-787408] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-787409] <vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-787410] <vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-787411] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-787412] <vnsAbsFolder key="SecurityObjectGroup" name="coke_sec_obj">
     

     
      [bookmark: pgfId-787413] <vnsAbsParam key="security_group_name" name="sg1" value="mktg"/>
     

     
      [bookmark: pgfId-787414] </vnsAbsFolder>
     

     
      [bookmark: pgfId-787415] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-787416] </vnsAbsNode>
     

     
      [bookmark: pgfId-787417] </vnsAbsGraph>
     

     
      [bookmark: pgfId-787418] </fvTenant>
     

     
      [bookmark: pgfId-787419]</polUni>
     

    
 
     
      [bookmark: pgfId-787420]Creating a Security Group ACL
 
    
 
     
      [bookmark: pgfId-787662]ASA Configuration 1
 
     
      [bookmark: pgfId-787669]access-list FROM_OUTSIDE extended permit icmp object-group-security coke-sec-obj any any
     

    
 
     
      [bookmark: pgfId-787708]XLM Example 1
 
     
      [bookmark: pgfId-787421]<polUni>
     

     
      [bookmark: pgfId-787422]<fvTenant name="tenant1\">
     

     
      [bookmark: pgfId-787423]<vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-787424]<vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-787425] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-787426] <vnsAbsFolder key="AccessList" name="FROM-OUTSIDE">
     

     
      [bookmark: pgfId-787427] <vnsAbsFolder key="AccessControlEntry" name="ACE1">
     

     
      [bookmark: pgfId-787428] <vnsAbsParam key="action" name="action1" value="permit"/>
     

     
      [bookmark: pgfId-787429] <vnsAbsParam key="order" name="order1" value="1"/>
     

     
      [bookmark: pgfId-787430] <vnsAbsFolder key="protocol" name="prot1">
     

     
      [bookmark: pgfId-787431] <vnsAbsParam key="name_number" name="NN" value="icmp"/>
     

     
      [bookmark: pgfId-787432] </vnsAbsFolder>
     

     
      [bookmark: pgfId-787433] <vnsAbsFolder key="source_security_group" name="security_group_name">
     

     
      [bookmark: pgfId-787434] <vnsAbsParam key="security_group_name" name="security_group_name" value="coke-sec-obj"/>
     

     
      [bookmark: pgfId-787435] </vnsAbsFolder>
     

     
      [bookmark: pgfId-787436] </vnsAbsFolder>
     

     
      [bookmark: pgfId-787437] </vnsAbsFolder>
     

     
      [bookmark: pgfId-787438] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-787439]</vnsAbsNode>
     

     
      [bookmark: pgfId-787440]</vnsAbsGraph>
     

     
      [bookmark: pgfId-787441]</fvTenant>
     

     
      [bookmark: pgfId-787442]</polUni>
     

     
      [bookmark: pgfId-787816]
     

     
      [bookmark: pgfId-787443]
     

     
      [bookmark: pgfId-787444]ASA Configuration 2
     

     
      [bookmark: pgfId-787801]
     

     
      [bookmark: pgfId-787828]access-list TEST-ACL extended permit tcp object-group-security paris any any eq 800
     

    
 
     
      [bookmark: pgfId-787824]XML Example 2
 
     
      [bookmark: pgfId-787445]
     

     
      [bookmark: pgfId-787446]<polUni>
     

     
      [bookmark: pgfId-787447]<fvTenant name="tenant1\">
     

     
      [bookmark: pgfId-787448]<vnsAbsGraph name = "WebGraph">
     

     
      [bookmark: pgfId-787449]<vnsAbsNode name = "FW1">
     

     
      [bookmark: pgfId-787450] <vnsAbsDevCfg>
     

     
      [bookmark: pgfId-787451] <vnsAbsFolder key="AccessList" name="TEST-ACL">
     

     
      [bookmark: pgfId-787452] <vnsAbsFolder key="AccessControlEntry" name="ACE1">
     

     
      [bookmark: pgfId-787453] <vnsAbsParam key="action" name="action1" value="permit"/>
     

     
      [bookmark: pgfId-787454] <vnsAbsParam key="order" name="order10" value="10"/>
     

     
      [bookmark: pgfId-787455] <vnsAbsFolder key="protocol" name="protocol">
     

     
      [bookmark: pgfId-787456] <vnsAbsParam key="name_number" name="name_number" value="tcp"/>
     

     
      [bookmark: pgfId-787457] </vnsAbsFolder>
     

     
      [bookmark: pgfId-787458] <vnsAbsFolder key="source_security_group" name="source_security_group">
     

     
      [bookmark: pgfId-787459] <vnsAbsCfgRel key="security_object_group" name="security_object_group" targetName="paris"/>
     

     
      [bookmark: pgfId-787460] </vnsAbsFolder>
     

     
      [bookmark: pgfId-787461] <vnsAbsFolder key="destination_service" name="destination_service">
     

     
      [bookmark: pgfId-787462] <vnsAbsParam key="high_port" name="high_port" value="2000"/>
     

     
      [bookmark: pgfId-787463] <vnsAbsParam key="low_port" name="low_port" value="800"/>
     

     
      [bookmark: pgfId-787464] <vnsAbsParam key="operator" name="operator" value="eq"/>
     

     
      [bookmark: pgfId-787465] </vnsAbsFolder>
     

     
      [bookmark: pgfId-787466] </vnsAbsFolder>
     

     
      [bookmark: pgfId-787467] </vnsAbsFolder>
     

     
      [bookmark: pgfId-787468] </vnsAbsDevCfg>
     

     
      [bookmark: pgfId-787469]</vnsAbsNode>
     

     
      [bookmark: pgfId-787470]</vnsAbsGraph>
     

     
      [bookmark: pgfId-787471]</fvTenant>
     

     
      [bookmark: pgfId-787472]</polUni
     

    
 
     
      [bookmark: pgfId-787473]Configuring an ISE AAA-Server for TrustSec
 
    
 
     
      [bookmark: pgfId-787918]ASA Configuration
 
     
      [bookmark: pgfId-787978]aaa-server __$ISEServer$__ protocol radius
     

     
      [bookmark: pgfId-787979]aaa-server __$ISEServer$__ (management) host 192.168.102.241
     

     
      [bookmark: pgfId-787980] key *****
     

     
      [bookmark: pgfId-787981]
     

     
      [bookmark: pgfId-787982]cts server-group __$ISEServer$__
     

    
 
     
      [bookmark: pgfId-787920]XLM Example
 
     
      [bookmark: pgfId-787474]test1_trustSecxml='''\
     

     
      [bookmark: pgfId-787475]<polUni>
     

     
      [bookmark: pgfId-787476] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-787477] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-787478] <vnsDevFolder key="TrustSec" name="TrustSec">
     

     
      [bookmark: pgfId-787479] <vnsDevFolder key="ISEServerGroup" name="ise">
     

     
      [bookmark: pgfId-787480] <vnsDevFolder key="AAAServer" name="ise">
     

     
      [bookmark: pgfId-787481] <vnsDevParam key="host" name="host" value="192.168.102.241"/>
     

     
      [bookmark: pgfId-787482] <vnsDevParam key="key" name="key" value="cisco123"/>
     

     
      [bookmark: pgfId-787483] </vnsDevFolder>
     

     
      [bookmark: pgfId-787484] </vnsDevFolder>
     

     
      [bookmark: pgfId-787485] </vnsDevFolder>
     

     
      [bookmark: pgfId-787486] </vnsLDevVip>
     

     
      [bookmark: pgfId-787487] </fvTenant>
     

     
      [bookmark: pgfId-787488]</polUni>
     

     
      [bookmark: pgfId-787489]'''
     

    
 
     
      [bookmark: pgfId-788035]Manually Assigning a Security Group Tag (SGT) to an IP Host Mapping 
 
    
 
     
      [bookmark: pgfId-788050]ASA Configuration
 
     
      [bookmark: pgfId-788073]cts role-based sgt-map 30.30.30.100 sgt 100
     

     
      [bookmark: pgfId-788074]cts role-based sgt-map 2001:3030:30::112 sgt 65519
     

     
      [bookmark: pgfId-788055]
     

     
      [bookmark: pgfId-788036]XLM Example
     

     
      [bookmark: pgfId-788069]
     

     
      [bookmark: pgfId-788046]test2_trustSecxml='''\
     

     
      [bookmark: pgfId-788037]<polUni>
     

     
      [bookmark: pgfId-787493] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-787494] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-787495] <vnsDevFolder key="TrustSec" name="TrustSec">
     

     
      [bookmark: pgfId-787496] <vnsDevFolder key="TrustSecSGTMap" name="SGTMap">
     

     
      [bookmark: pgfId-787497] <vnsDevParam key="ip_address" name="ip_address" value="30.30.30.100"/>
     

     
      [bookmark: pgfId-787498] <vnsDevParam key="security_group_tag" name="tag" value="100"/>
     

     
      [bookmark: pgfId-787499] </vnsDevFolder>
     

     
      [bookmark: pgfId-787500] <vnsDevFolder key="TrustSecSGTMap" name="SGTMap2">
     

     
      [bookmark: pgfId-787501] <vnsDevParam key="ip_address" name="ip_address" value="2001:3030:30::112"/>
     

     
      [bookmark: pgfId-787502] <vnsDevParam key="security_group_tag" name="tag" value="65519"/>
     

     
      [bookmark: pgfId-787503] </vnsDevFolder>
     

     
      [bookmark: pgfId-787504] </vnsDevFolder>
     

     
      [bookmark: pgfId-787505] </vnsLDevVip>
     

     
      [bookmark: pgfId-787506] </fvTenant>
     

     
      [bookmark: pgfId-787507]</polUni>
     

     
      [bookmark: pgfId-787508]'''
     

     
      [bookmark: pgfId-787509]
     

    
 
     
      [bookmark: pgfId-787510]Configuring TrustSec SXP to Get a SGT From an AAA-Server
 
    
 
     
      [bookmark: pgfId-788103]ASA Configuration
 
     
      [bookmark: pgfId-788141]cts sxp enable
     

     
      [bookmark: pgfId-788142]cts sxp default password *****
     

     
      [bookmark: pgfId-788143]cts sxp reconciliation period 60
     

     
      [bookmark: pgfId-788144]cts sxp retry period 60
     

    
 
     
      [bookmark: pgfId-788090]XLM Example
 
     
      [bookmark: pgfId-787511]test3_trustSecxml='''\
     

     
      [bookmark: pgfId-787512]<polUni>
     

     
      [bookmark: pgfId-787513] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-787514] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-787515] <vnsDevFolder key="TrustSec" name="TrustSec">
     

     
      [bookmark: pgfId-787516] <vnsDevFolder key="SXP" name="SXP">
     

     
      [bookmark: pgfId-787517] <vnsDevParam key="default_password" name="default_password" value="cisco123"/>
     

     
      [bookmark: pgfId-787518] <vnsDevParam key="retry_period" name="retry_period" value="60"/>
     

     
      [bookmark: pgfId-787519] <vnsDevParam key="enable" name="enable" value="true"/>
     

     
      [bookmark: pgfId-787520] <vnsDevParam key="reconciliation_period" name="reconciliation_period" value="60"/>
     

     
      [bookmark: pgfId-787521] </vnsDevFolder>
     

     
      [bookmark: pgfId-787522] </vnsDevFolder>
     

     
      [bookmark: pgfId-787523] </vnsLDevVip>
     

     
      [bookmark: pgfId-787524] </fvTenant>
     

     
      [bookmark: pgfId-787525]</polUni>
     

     
      [bookmark: pgfId-787526]'''
     

     
      [bookmark: pgfId-787527]
     

    
 
     
      [bookmark: pgfId-787528]Configuring a SXP Listener and Speaker
 
    
 
     
      [bookmark: pgfId-788174]ASA Configuration
 
     
      [bookmark: pgfId-788199]cts sxp connection peer 2001:3030:30::112 password default mode local listener
     

     
      [bookmark: pgfId-788200]cts sxp connection peer 192.168.102.240 password default mode local listener
     

    
 
     
      [bookmark: pgfId-788168]XLM Example
 
     
      [bookmark: pgfId-787529]test4_trustSecxml='''\
     

     
      [bookmark: pgfId-787530]<polUni>
     

     
      [bookmark: pgfId-787531] <fvTenant name="tenant1">
     

     
      [bookmark: pgfId-787532] <vnsLDevVip name="Firewall">
     

     
      [bookmark: pgfId-787533] <vnsDevFolder key="TrustSec" name="TrustSec">
     

     
      [bookmark: pgfId-787534] <vnsDevFolder key="SXP" name="SXP">
     

     
      [bookmark: pgfId-787535] <vnsDevFolder key="peer" name="peer">
     

     
      [bookmark: pgfId-787536] <vnsDevParam key="password" name="password" value="default"/>
     

     
      [bookmark: pgfId-787537] <vnsDevParam key="ip_address" name="ip_address" value="192.168.102.240"/>
     

     
      [bookmark: pgfId-787538] <vnsDevParam key="mode" name="mode" value="local"/>
     

     
      [bookmark: pgfId-787539] <vnsDevParam key="role" name="mode" value="listener"/>
     

     
      [bookmark: pgfId-787540] </vnsDevFolder>
     

     
      [bookmark: pgfId-787541] <vnsDevFolder key="peer" name="peer2">
     

     
      [bookmark: pgfId-787542] <vnsDevParam key="password" name="password" value="default"/>
     

     
      [bookmark: pgfId-787543] <vnsDevParam key="ip_address" name="ip_address" value="2001:3030:30::112"/>
     

     
      [bookmark: pgfId-787544] <vnsDevParam key="mode" name="mode" value="local"/>
     

     
      [bookmark: pgfId-787545] <vnsDevParam key="role" name="mode" value="listener"/>
     

     
      [bookmark: pgfId-787546] </vnsDevFolder>
     

     
      [bookmark: pgfId-787547] </vnsDevFolder>
     

     
      [bookmark: pgfId-787548] </vnsDevFolder>
     

     
      [bookmark: pgfId-787549] </vnsLDevVip>
     

     
      [bookmark: pgfId-787550] </fvTenant>
     

     
      [bookmark: pgfId-787551]</polUni>
     

     
      [bookmark: pgfId-787552]'''
     

     
      [bookmark: pgfId-787401]
     

     
      [bookmark: pgfId-787221]
     

      [bookmark: pgfId-786951]
 
      [bookmark: 51039]
 
    
 
     
      [bookmark: pgfId-788246]Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:  www.cisco.com/go/trademarks . Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)
 
    
 
     
      [bookmark: pgfId-466433]Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and coincidental.
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