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Introduction

The purpose of this document is to understand the basics of certificates and certificate authorities.
This document compliments other Cisco documents that refer to any encryption or authentication
features in Cisco Unified Communications Manager (CUCM).

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used

This document is not restricted to specific software and hardware versions.



The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Purpose of Certificates

Certificates are used between end points to build a trust/authentication and encryption of data.
This confirms that the endpoints communicate with the intended device and have the option to
encrypt the data between the two endpoints.

Define Trust from a Certificate's Point of View

The most important part of certificates is the definition of which end points can be trusted by your
end point. This document helps you know and define how your data is encrypted and shared with
the intended website, phone, FTP server, and so on.

When your system trusts a certificate, this means that there is a pre-installed certificate(s) on your
system which states it is 100 percent confident that it shares information with the correct end point.
Otherwise, it terminates the communication between these end points.

A non-technical example of this is your driver's license. You use this license (server/service
certificate) to prove that you are who you say you are; you obtained your license from your local
Division of Motor Vehicles branch (intermediate certificate) who has been given permission by the
Division of Motor Vehicles (DMV) of your State (Certificate Authority). When you need to show
your license (server/service certificate) to an officer, the officer knows they can trust the DMV
branch (intermediate certificate) and the Division of Motor Vehicles (certificate authority), and they
can verify that this license was issued by them (Certificate Authority). Your identity is verified to the
officer and now they trust that you are who you say you are. Otherwise, if you give a false license
(server/service certificate) that was not signed by the DMV (intermediate certificate), then they will
not trust who you say you are. The remainder of this document provides an in-depth, technical
explanation of certificate hierarchy.

How Browsers Use Certificates

1. When you visit a website, enter the URL, such as http://www.cisco.com.
2. The DNS finds the IP address of the server that hosts that site.
3. The browser navigates to that site.

Without certificates, it is impossible to know if a rogue DNS server was used, or if you were routed
to another server. Certificates ensure that you are properly and securely routed to the intended
website, such as your bank website, where the personal or sensitive information you enter is
secure.

All browsers have different icons they use, but normally, you see a padlock in the address bar like
this: % Identified by VeriSign



/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

1. Click on the padlock and a window displays:Figure 1: Website Identification

Website Identification

VeriSign has identified this site as
Website or Company Name
Location City, State

us

This connection to the server is encrypted.

Should I trust this site?

View certificates

2. Click on View Certificates to see the site's certificate as shown in this example:Figure 2:
Certificate Information, General Tab



General

Details

Certification Path

; ﬂ Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

* Refer to the certification authority's statement for details.

Issued to: www.owebsite.com

Issued by: VeriSign Class 3 Extended Validation S5L CA

valid from 7/ 24/ 2012 to 7/ 25/ 2014

|ln513|| Cerﬁﬁcate...| [ Issuer Statement ]

Learn more about certificates

Co

highlighted information is important.Issued by is the Company or Certificate Authority (CA)
that your system already trusts.Valid from/to is the date range that this certificate is usable.
(Sometimes you see a certificate where you know you trust the CA, but you see the
certificate is invalid. Always check the date so you know whether or not it has expired.)TIP: A
best practice is to create a reminder in your calendar to renew the certificate before it

expires. This prevents future issues.

The Differences Between PEM versus DER Certificates

PEM is ASCII; DER is binary. Figure 3 shows the PEM Certificate format.

Figure 3: PEM Certificate Example
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Figure 4 shows the DER Certificate.

Figure 4: DER Certificate Example
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Most CA companies like VeriSign or Thawt use PEM format to send the certificates to customers,
because it is email-friendly. The customer should copy the entire string and include ----- BEGIN
CERTIFICATE----- and ----- END CERTIFICATE-----, paste it into a text file, and save it with the
extension .PEM or .CER.

Windows can read DER and CER formats with its own Certificate Management Applet and shows
the certificate as shown in Figure 5.



Figure 5: Certificate Information

General Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer

*» Proves your identity to a remote computer

» Allows secure communication on the Internet
» Al iszuance policies

Issued to: 351Pub.kjl.com

Issued by: 351Pub.kjl.com

Valid from &/ 8/ 2012 to &/ 8/ 2017

|In513|| Certificate... |

Learn more about certificates

In some cases, a device requires a specific format (ASCII or binary). In order to change this,
download the certificate from the CA in the needed format or use an SSL converter tool, such as
https://www.sslIshopper.com/ssl-converter.html.

Certificate Hierarchy

In order to trust a certificate from an end point, there must be a trust already established with a
third party CA. For example, Figure 6 shows there is a hierarchy of three certificates.

Figure 6: Certificate Hierarchy



General | Details | Certification Path

Certification path |

_ﬁJ VeriSign

+-{] VeriSign Class 3 Extended Validation SSL CA

------ SLovus i con)

- Verisign is a CA.
- Verisign Class 3 Extended Validation SSL CA is an intermediate or signing server
certificate (a server authorized by CA to issue certificates in its name).
- www.website.com is a server or service certificate.
Your end point needs to know that it can trust both the CA and intermediate certificates first before
it knows that it can trust the server certificate presented by the SSL Handshake (details below). To

better understand how this trust works, refer to the section in this document: Define "Trust" from
a Certificate's Point of View.

Self-signed Certificates versus Third-party Certificates

The main differences between self-signed and third-party certificates are who signed the
certificate, whether you trust them.

A self-signed certificate is a certificate signed by the server that presents it; therefore, the
server/service certificate and the CA certificate are the same.

A third-party CA is a service provided by either a public CA (like Verisign, Entrust, Digicert) or a
server (like Windows 2003, Linux, Unix, IOS) that controls the validity of the server/service
certificate.

Each one can be a CA. Whether or not your system trusts that CA, is what matters the most.

Common Names and Subject Alternative Names

Common Names (CN) and Subject Alternative Names (SAN) are references to the IP address or
Fully Qualified Domain Name (FQDN) of the address that is requested. For instance, if you enter
https://www.cisco.com, then the CN or SAN must have www.cisco.com in the header.

In the example shown in Figure 7, the certificate has the CN as www.cisco.com. The URL request
for www.cisco.com from the browser checks the URL FQDN against the information the certificate
presents. In this case, they match, and it shows the SSL handshake is successful. This website
has been verified to be the correct website and communications are now encrypted between the
desktop and the website.

Figure 7: Website Verification
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General | Details | Certification Path

Show: | <All = -
Field Value -
DSignamrE algorithm shalRSA =
Dﬂignamre hash algorithm shal ﬂ
Dlssuer VeriSign Class 3 Secure Server...
[=]valid from Monday, July 09, 2012 8:00:0...

[=]valid to
[ subject

BF‘ublic key
.l'?‘-n_']':'.l thiert Alternative Mames

Thursday, July 11, 2013 7:59:...
www,cisco.com, AFS(xcgi-hos...

RSA (1024 Bits)

MikS Mames =wnana riern com N

CH = www, Csco, com
Ol = AFS(xcgi-hosts)
0 = Cisco Systems

L = 5an Jose
5 = California
C=U5

Learn more about certificate details

Edit Properties. ..

| Copy toFie... |

.

"

In the same certificate, there is a SAN header for three FQDN/DNS addresses:

Figure 8: SAN Header
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General | Details | Certification Path

Show: | <All =

Field
DSignamrE hash algorithm

Dlssuer

Subject Alternative Mame
.l‘?‘-n_']Flnlzir Cnngtraints

Yalue
shal

VeriSign Class 3 Secure Server...

[=]valid from Monday, July 09, 2012 8:00:0..,
[=]valid to Thursday, July 11, 2013 7:59:...
BSubject www,cisco.com, AFS(xcgi-hos...
=] Public key RSA (1024 Bits)

DN5S Mame =www.dsco.com, D...

S ihisrt Tvne =Fnd Fntity  Pat

CMS Mame =www ., dsco, Ccom
DS Mame =dsoo. com
DMS Name =dsco-images. dsoo. com

Edit Properties. .. | Copy to File... |

Learn more about certificate details

o

This certificate can authenticate/verify www.cisco.com (also defined in the CN), cisco.com, and
cisco-images.cisco.com. This means you can also type cisco.com, and this same certificate can
be used to authenticate and encrypt this website.

e

CUCM can create SAN headers. Refer to Jason Burn's document, CUCM Uploading CCMAdmin
Web GUI Certificates on the Support Community for more information on SAN headers.

Wild Card Certificates

Wildcard certificates are certificates that use an asterisk (*) to represent any string in a section of a
URL. For example, in order to have a certificate for www.cisco.com, ftp.cisco.com, ssh.cisco.com,
and so on, an administrator would only need to create a certificate for *.cisco.com. In order to save
money, the administrator only needs to buy a single certificate and does not need to purchase
multiple certificates.


https://supportforums.cisco.com/docs/DOC-6119#1_Verify_Hostname_and_Settings
https://supportforums.cisco.com/docs/DOC-6119#1_Verify_Hostname_and_Settings
https://supportforums.cisco.com/docs/DOC-6119#1_Verify_Hostname_and_Settings

This feature is not currently supported by Cisco Unified Communications Manager (CUCM).
However, you can keep track of this enhancement: CSCtal4114: Request for support of wildcard
certificate in CUCM and private key import.

Identify the Certificates

When certificates have the same information in them, you can see if it is the same certificate. All
certificates have a unique serial number. You can use this to compare if the certificates are the
same certificates, regenerated, or counterfeit. Figure 9 provides an example:

Figure 9: Certificate Serial Number
Certificate

General | Details | Certification Path

Show: | <Al = -
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Learn more about certificate details
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CSRs and Their Purpose

CSR stands for Certificate Signing Request. If you want to create a third-party certificate for a
CUCM server, you need a CSR to present to the CA. This CSR looks a lot like a PEM (ASCII)


https://tools.cisco.com/bugsearch/bug/CSCta14114
https://tools.cisco.com/bugsearch/bug/CSCta14114

certificate.
Note: This is not a certificate and cannot be used as one.

CUCM creates CSRs automatically via web GUI: Cisco Unified Operating System
Administration > Security > Certificate Management > Generate CSR > choose the service
you want to create the certificate > then Generate CSR. Every time this option is used, a new
private key and CSR is generated.

Note: A private key is a file that is unique to this server and service. This should never be given to
anyone! If you provide a private key to someone, it compromises the security that the certificate
provides. Also, do not regenerate a new CSR for the same service if you use the old CSR to
create a certificate. CUCM deletes the old CSR and private key and replaces both of them, which
makes the old CSR useless.

Refer to Jason Burn's documentation on the Support Community: CUCM Uploading CCMAdmin
Web GUI Certificates for information on how to create CSRs.

Use of Certificates Between End Point and SSL/TLS
Handshake Process

The handshake protocol is a series of sequenced messages that negotiate the security
parameters of a data transfer session. Refer to the SSL/TLS in Detail =, which documents the
message sequence in the handshake protocol. These can be seen in a packet capture (PCAP).
Details include the initial, subsequent, and final messages sent and received between the client
and server.

How CUCM Uses Certificates

The Difference Between tomcat and tomcat-trust

When certificates are uploaded to CUCM, there are two options for each service via Cisco
Unified Operating System Administration > Security > Certificate Management > Find.

The five services that allow you to manage certificates in CUCM are:

- tomcat
- ipsec
. callmanager
- capf
- tvs (in CUCM Release 8.0 and later)
Here are the services that allow you to upload certificates to CUCM:

- tomcat

- tomcat-trust

. ipsec

- ipsec-trust

- callmanager

- callmanager-trust


https://supportforums.cisco.com/docs/DOC-6119
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- capf
- capf-trust
These are the services available in CUCM Release 8.0 and later:

- tvs

- tvs-trust

- phone-trust

- phone-vpn-trust
- phone-sast-trust
- phone-ctl-trust

Refer to the CUCM Security Guides by Release for more details on these types of certificates.
This section only explains the difference between a service certificate and a trust certificate.

For example, with tomcat, the tomcat-trusts upload the CA and intermediate certificates so that
this CUCM node knows it can trust any certificate signed by the CA and intermediate server. The
tomcat certificate is the certificate that is presented by the tomcat service on this server, if an end
point makes an HTTP request to this server. In order to allow presentation of third-party
certificates by tomcat, the CUCM node needs to know it can trust the CA and intermediate server.
Therefore, it is a requirement to upload the CA and intermediate certificates before the tomcat
(service) certificate is uploaded.

Refer to Jason Burn's CUCM Uploading CCMAdmin Web GUI Cetrtificates on the Support
Community for information that will help you understand how to upload certificates to CUCM.

Each service has its own service certificate and trust certificates. They do not work off each other.
In other words, a CA and intermediate certificate uploaded as a tomcat-trust service cannot be
used by the callmanager service.

Note: Certificates in CUCM are a per node basis. Therefore, if you need certificates uploaded to
the publisher, and you need the subscribers to have the same certificates, you need to upload
them to each individual server and node prior to CUCM Release 8.5. In CUCM Release 8.5 and
later, there is a service that replicates uploaded certificates to the rest of the nodes in the cluster.

Note: Each node has a different CN. Therefore, a CSR must be created by each node in order for
the service to present their own certificates.

If you have additional specific questions on any of the CUCM security features, refer to the
security documentation.

Conclusion

This document assists and builds a high level of knowledge on certificates. This subject can matter
can become more in-depth, but this document familiarizes you enough to work with certificates. If
you have questions on any CUCM security features, refer to the CUCM Security Guides by
Release for more information.
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. Cisco Unified Communications Manager (CallManager) Maintenance and Security
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. Cisco Unified Communications Manager (CallManager)

. Cisco Unified Communications Manager Express

. Cisco Support Community: CUCM Uploading CCMAdmin Web GUI Certificates

- Bug CSCtal4114: Request for support of wildcard certificate in CUCM and private key
import

. Cisco Emergency Responder (CER) Explained

. Technical Support & Documentation - Cisco Systems
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