Configure and Troubleshoot Secure
Integration Between CUCM and CUC
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Introduction

This document describes the configuration, verification and troubleshoot of the secure connection
between the Cisco Unified Communication Manager (CUCM) and Cisco Unity Connection (CUC)
server.

Prerequisites

Requirements

Cisco recommends that you have knowledge of CUCM.

Refer to Cisco Unified Communications Manager Security Guide for more details.

Note: It must be set to mixed mode in order to make secure integration working correctly.

Encryption must be enabled for Unity Connection 11.5(1) SU3 and later.

CLI command "utils cuc encryption <enable/disable>"

Components Used
The information in this document is based on these software and hardware versions:

. CUCM version 10.5.2.11900-3.
. CUC version 10.5.2.11900-3.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Diagram

This diagram briefly explains the process that helps establish a secure connection between CUCM
and CUC:


http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/security/10_0_1/secugd/CUCM_BK_C68276B4_00_cucm-security-guide-100/CUCM_BK_C68276B4_00_cucm-security-guide-100_chapter_0100.html
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1. Call Manager sets up a secure Transport Layer Security (TLS) connection to CUC server either
on port 2443 Skinny Call Control Protocol (SCCP) or 5061 Session Initiation Protocol based (SIP)
on the protocol used for integration.

2. CUC server downloads the Certificate Trust List (CTL) file from TFTP server (one time process),
extracts the CallManager.pem certificate and stores it.

3. CUCM server offers the Callmanager.pem certificate which is verified against the
CallManager.pem certificate obtained in the previous step. In addition, CUC certificate is being
verified against a CUC root certificate stored in CUCM. Note that the root certificate must be
uploaded into CUCM by the administrator.

4. If verification of the certificates is successfull, secure TLS connection is established. This
connection is used to exchange encrypted SCCP or SIP signaling.

5. Audio traffic can be exchanged either as Real-time Transport Protocol (RTP) or SRTP.

Note: When you establish a TLS communication, CUCM and CUC use TLS mutual
authentication. Refer to RFC5630 for more information.

Configure - Secure SIP Trunk

Configure CUC

1. Add SIP certificate



Navigate to CUC Administration > Telephony Integrations > Security > SIP Certificate > Add
new

- Display Name: <any meaningful name>
- Subject Name: <any name for example, SecureConnection>

Note: Subject Name must match the X.509 Subject Name in SIP trunk security profile
(configured in step 1 of CUCM configuration later in this document).

Mew SIP Certificate
SIP Certficate  Eesst  Help

Mew SIP Certificate
Display NamMe&® Secure SIP integration with CUCMy10.5.2

Subject Name® gecureConnection

| Save |

Fialds markad vith an astensk (*) are required.
Note: The certificate is generated and signed by the CUC root certificate.

2. Create New Phone System or Modify Default One

Navigate to Telephony Integration > Phone System. You can use the phone system that
already exists or create a new one.

Phone System Basics [ PhoneSystem )

Phone System  Edit  Refresh  Help

_ﬁaw_-' J:geiel:e E'Evu:u; |

Status
’-i’a The phone System cannol take calls untd a port group i S&t. Uge the Related Links to add a port group.

Phone System
Phonee System Name® PhoneSysoem

¥ Default TRAP Phone Sysbem

3. Add a New Port Group

On the Phone System Basics page, in the Related Links drop-down box, select Add Port
Groupand select Go. In the configuration window, enter this information:

- Phone System:

- Create From: Port Group Type SIP
- SIP Security Profile: 5061/TLS

- SIP Certificate:



- Security Mode: Encrypted
.- Secure RTP: Checked
- IPv4 Address or Host Name:

Hit Save.

Mew Port Group

Fort Group  Reset  Help

Mew Port Group

Fhone System Sscure SIP integration -
Create From @ pgrt Group Type SIP il

Port Group -

Port Group Description
Display Name™* Secure SIP integration-1

| Authenticate with SIP Server
Suthentication Username

Authentication Password

Contact Line Name

SIP Security Profile S061/TLE -
SIP Certificate Secure SIP integration with CUCMv10.5.2 -
Security Mode Encrypted -

E Secure RTP

Primary Server Settings

2 104847.110

IPw6 Address or Host Name

Port SOED

4. Edit Servers

Navigate to Edit > Servers and add TFTP server from the CUCM cluster as shown in this image.
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Note: It's important to provide correct TFTP address. CUC server downloads the CTL file
from this TFTP as explained.

5. Reset the Port Group

Go back to Port Group Basics and reset port group as prompted by the system as shown in this
image.

Porl Group Basics (Secure SIP integration=1)

Port Group  Edit  Refrash  Help

| Save | | Delete | | Previows | | hest |

Status

I'-h Thee phong system carnot take calls if it has mo ports. Use the Related Links to add ports,
l‘.-h Ome &F Mo Pert Qroups nasd 1o e regel.

Part Group
Dhiplay Name® Securs SIP intggeation:1
Inbegration HMethod =pp

Ragot Roguered | Fgiet

Reset Stakus

6. Add Voice Mail Ports

On the Port Group Basics page, in the Related Links drop-down box, select Add Ports and select
Go. In the configuration window, enter this information:

. Enabled: Checked
- Number of Ports:

- Phone System:

- Port Group:

. Server:

. Port behavior:



Mewe Fort

Port Reset Help

Stalus
[»ﬁ Because it has no port growps, PhoneSystem is not listed in the Phone system field.

Savia

Hew Phone System Port

| Enabled

Number of Ports 3

Phone Sysem  Secure SIP mtegration =
Part Group Secure SIF integration-1 =
Server cuclipub

Port Dehavior
[ answer Calls
[# parform Message Motification

[¥] send MWI Requests (may also be disabled by the port group)
[#] amaw TRAP Connections

[save |

7. Download CUC Root Certificate

Navigate to Telephony Integrations > Security > Root Certificate, right click on the URL to save

the certificate as a file named <filename>.0 (the file extension must be .0 rather than .htm)' and hit
save as shown in this image.
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Configure CUCM

1. Configure SIP Trunk Security Profile for Trunk towards CUC



Navigate to CUCM Administration > System > Security > SIP Trunk Security Profile > Add
new

Ensure that these fields are properly filled in:

- Device Security Mode: Encrypted

- X.509 Subject Name: SecureConnection>
- Accept out-of-dialog refer: checked

- Accept unsolicited notification: checked

- Accept replaces header: checked

Note: X.509 Subject Name must match the Subject Name field in the SIP certificate on the
Cisco Unity Connection server (configured in step 1 of CUC configuration).

~S1P Trunk Security Profile Information

MName™® |Securne_sip_trunk_profile_for_CUC

Description

Device Security Mode Encrypted »
Incoming Transport Type®* TLS -
Cutgoing Transport Type TLS -

Enable Digest Authentication
Monce Vakidity Time (mins)®*

¥.509 Subject Name Securedonnection
Incoming Port® 5061
Enable Application level authorzation
Accept presence subscription
| Accept out-of-dialeg refer**
¥| Accept unsolicited notification
4 fccept replaces header
Transmit security status

Allow charging header
SIP W.150 Outbound S0P Offer Filtering * Use Default Filter -

2. Configure SIP Profile

Navigate to Device > Device Settings > SIP Profile if you need to apply any specific settings.
Otherwise, you can use Standard SIP Profile.

3. Create SIP trunk

Go to Device > Trunk > Add new.Create a SIP trunk which will be used for secure integration
with Unity Connection as shown in this image.



— Trunk Information

Trunk Type* SIP Trunk v
Device Protocol® SIP o
Trunk Service Type* none(Default) et

In the Device Information section of trunk configuration, enter this information:

. Device name:
- Device pool:
. SRTP allowed: Checked

Note: Ensure that the CallManager group (in Device pool configuration) contains all servers
configured in CUC (Port group > Edit > Servers).

Trunk Configuration
5o
rStatus

@ Status: Ready

rDevice Information

Product: SIP Trunk

Device Protocal: SIP

Trunk Service Type None(Default)

Device Mame* SecureSIPtoCUC

Description Trunk for secure integration with CUC

Device Pool® Default hd
Cormman Device Configuration < Mone > -
Call Classification™ Use System Default A
Media Resource Group List < Mone = -
Location® Hub_Hone -
AAR Group < Mone > -
Tunneled Protocol® Haone -
QSIG Yariant® No Changes

ASN.1 ROSE OID Encoding® Mo Changes

Packet Capture Mode™® Hone *
Packet Capture Duration 0

"I Media Termination Point Required
5 Retry Video Call as Audio
Path Replacement Suppart
" Transmit UTF-8 for Calling Party Name
Transmit UTF-8 Hames in QSIG APDU
[Cunattended Port

[V sRTP Allowed - When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other infarmation.

Consider Traffic on This Trunk Secure™® When using both sRTP and TLS s
Route Class Signaling Enabled ™ Default -
Use Trusted Relay Point™ Default b
L IPSTN Access

" Run On &Il Active Unified CM Nodes

In the Inbound Calls section of trunk configuration, enter this information:

- Calling Search Space: _
- Redirecting Diversion Header Delivery - Inbound: Checked



= Inbound Calls

Significant Digits * all -
Connected Line 1D Presentation™ [efault -
Connected Name Presentation™®  Default -
Calling Search Space AlPhones et
A4R Caling Search Space < Mone > -
Prefiz DN

¥ medirecting Diversion Header Delivery - Inbound

In the Oubound Calls section of trunk configuration, enter this information:

- Redirecting Diversion Header Delivery - Outbound: checked
—Dutbound Calls

Called Party Transformation CSS « Mong =

¥ Use Device Pool Called Party Transformation €55

Calling Party Transformation €55 = Hona > -
o Use Device Pool Calling Party Transformation C53

Calling Party Selection® CHriganater -
Calling Line 1D Presentation™ Deefault -
Calling Narme Pressntation® Chafault -
Calling and Connected Party Info Format® Deliver DN only in connected party -

¥ Radirecting Diversion Header Dalivery - Outhaund
Redirecting Party Transformation C55 < Hone > -

4 Use Davice Pool Redirecting Party Transfarmation C55
In the SIP Information section of trunk configuration, enter this information:

- Destination Address:

- SIP Trunk Security Profile:

- Rerouting Calling Search Space:

- Out-of-Dialog Refer Calling Search Space:

- SIP Profile:
~SIP Information
Destination
Destination Address is an SRV
Destination Address Destination Address TPvG Destination Port
1*  10.48.47.174 E0&1

MTP Preferred Originating Codec® 71 1ukaw w
BLF Presence Group" Standard Presence group -
SIP Trunk Security Profie® Secure_sip_trunk_profile_for_CuC 2
Rerouting Calling Search Space < Nong > -
Cut-0f-Diabog Refer Caling Search Space < Mone = -
SUBSCRIBE Caling Search Space < Mone = -
SIP Profie Standard SIP Profile * Miew Detais
DTMF Signaling Method* Ho Preference -

Adjust other settings according to your requirements.



4. Create a Route Pattern

Create a route pattern that points to the configured trunk (Call Routing > Route/Hunt > Route

Pattern). Extension entered as a route pattern number can be used as a voicemail pilot. Enter this
information:

- Route pattern:
. Gateway/Route list:
B Sarve
_-E'I!.:lu::

@ States: Ready

- Patbern Definition
Route Pattern® {8000 ]

Foute PRGN < Mone > b
Description

Mumbering Pian PYEPpr——" >

Route Filter i -
MLPP Precedence Dol e

Apply Call Blocking Perosntags
Resournon Prigaty Mamespaos Retwork Doman < Mone > ¥
Route Clags® Defaus -
GabEway Route Lst® SarureSIPtCUC « (EdE)
Floute Opbian

S moute this pattemn
Bock this pattern Mo Error =

5. Create a Voice Mail Pilot

Create a voice mail pilot for the integration (Advanced Features > Voice Mail > Voice Mail
Pilot). Enter these values:

- Voice Mail Pilot Number:
- Calling Search Space: that includes partitions containing route pattern used as a pilot>

=~ Voice Mail Pilot Information

Voice Mail Pilot Number gpoo

Calling Search Space < None > =
Description

| Make this the default Voice Mail Pilot for the system

6. Create Voice Mail Profile

Create a voice mail profile in order to link all the settings together (Advanced Features > Voice
Mail > Voice Mail Profile). Enter the following information:

. Voice Mail Pilot:
. Voice Mail Box Mask:



- Voice Mail Profile Information

Voice Mail Profile Name™® |vaicemail-profile-8000] 2]
Description Secure Voicemail
Voice Mail Pilot** 8000/< None > v

Voice Mail Box Mask

"I Make this the default Voice Mail Profile for the System

7. Assign Voice Mail Profile to the DNs

Assign the voicemail profile to the DNs intended to use a secure integration. Do not forget to click
'‘Apply Config' button after changing DN settings:

Navigate to: Call Routing > Directory number and change the following:

- Voice Mail Profile: Secure SIP_Integration

Directory Mumber Configuration

Qam xb:bla %th & Bopty Conly T Add Mew

=~ Directory Number Settings

Waice Mail Prafile Sacure_SIP_Integration w (Choose <None> to use system dafault)
Calling Search Space < Nane = -
BLF Presence Group® Standard Prasencs group -
User Hold HGH Audio Source o Mong = -

Matwork Hold MOH Audid Sourc® < Naone > -

At Answer® fute Answer OFf -

B Reject Anonymaous Calls

8. Upload CUC Root Certificate as CallManager-trust

Navigate to OS Administration > Security > Certificate Management > Upload
Certificate/Certificate Chain and upload the CUC root certificate as CallManager-trust on all
nodes configured to communicate with CUC server.



el Cigea Unified Operating System Administration
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Certficate Purpose CalMensger-Erust =
Csonphgndfrigndly nama) QL rest cortthicate

Upload Filg | Bioeme. | 000d2cds.0

[ weioad | | Close |

@ Y. indicated requined iam.

Note: Cisco CallManager service needs to be restarted after the certificate is uploaded in
order for the certificate to take effect.

Configure Secure SCCP Ports

Configure CUC
1. Download the CUC Root Certificate

Navigate to CUC Administration > Telephony Integration > Security > Root Certificate. Right
click on the URL to save the certificate as a file named <filename>.0 (the file extension must be .0
rather than .htm)" and hit Save:



Bool Certificata for Caca Unificd Commumdcalions Manager Aithentication aid Encoryplion

Iszuer

| walid Frem

| Wiadad Ui

| vergen
File Hbmg
Searnal Member

| Certficate Text
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2. Create Phone System / Modify the One that Exists.

Navigate to Telephony Integration > Phone system. You can use the phone system that already

exists or create a new one.

Phone System Basics [PhoneSystem )

[Lh The phone System cannot take calls untl a port group i5 $et. Use the Related Links to add a port group.

Phone System
Phicme 5]'5[!11:1 L ES Mﬁ[m

¥ pefault TRAP Phone System

3. Add a New SCCP Port Group

On the Phone System Basics page, in the Related Links drop-down box, select Add Port
Group and select Go. In the configuration window, enter this information:



- Phone system:

- Port group type: SCCP

- Device Name prefix*: CiscoUM1-VI
- MWI On extension:

- MWI Off extension:

Note: This configuration must match the configuration on CUCM.

- Status

af'i The phore systemn cannct take calls if it has no pors. Use the Related Links to add ports.
m Created PFort Groupls)

Part Group
Digplay Nama™ CErLrg-SCCP 1
Integrabon Method | coce (Sliany]

Devica Nasma Prafot™ chpesiiM1-y]
Ragat Status Rased Mof Regquured [ Reset

Messaga Waiting Liidicalor Seltings

(¥ Enabie Message Wasing Indicators

MW On Extengion 999901

MWL Off Extension Sea%a0

Defay betmeen Aequests o milliseconds
Maximwm Concurrent Requests i

Retrses After Successful Attempt i}

Retry Interval After Successful Attempt ¢ milliseconds

| Save | | pelete | | Previous | | Nest

Frelds marked with 66 astandgk (] ara fégquitad,

4. Edit Servers

Navigate to Edit > Servers and add TFTP server from the CUCM cluster.



SIP Servers

| Delete Selected | [ Add |
B o
[ Delete Selected | [ add |

TFTP Servers

| Delete Selected | | Add |

O o
B o

| Delete Selected | | Add |

[10.48.47.110 o]

10.48.47.110]

Note: It's important to provide correct TFTP address. CUC server downloads the CTL file
from this TFTP as explained.

5. Add Secure SCCP ports

On the Port Group Basics page, in the Related Links drop-down box, select Add Ports and select
Go. In the configuration window, enter this information:

- Enabled: checked

- Number of Ports:

- Phone System:

- Port Group:

- Server:

- Port behavior:

- Security Mode: Encrypted



Status
|74.E Because it has no port groups, PhonaSystem is not listed in the Phone system Ffield.

| Save |

Mew Phone System Port

¥| Enabled

Mumber of Ports g

Fhone System Serura-SCCP -
Port Group Seclre-SCCP-1 -

Server cucld =

Port Behavior

[¥] answer Calls

[¥| perform Message Motification

[¥] send MW Reguests (may also be disabled by the port group)

'_“‘*' Sllow TRAF Connections
Security Mode Encrypled -

Irimﬁe!

Configure CUCM

1. Add Ports

Navigate to CUCM Administration > Advanced features > Voice Mail Port Configuration >
Add New.

Configure SCCP voice mail ports as usual. The only difference is in Device Security Mode under
the port configuration where the Encrypted Voice Mail Port option needs to be seleted.



) 5 P oo [ comr Pyrmet 2 scoyconty gl Addew
- Status

'@ Status: Ready

~Device Information

Riagistratesn: Regrtered with Cnico Unfhed Communicitions Mansger 10.48.446.1832
1Pvd Address: 1048, 48,184

il Device it trusted

Port Hame® CreeAMi-VI1

Description WH-bito-beture-portd

Bevies Posl® Defauk Y
Comemon Device Configaration < Nors = .
Calhng Search Space o Mome > -
AaR Calling Sesrch Space < Mons = -
Location® Hub_Nana "
Device Secanty Mode" Enerygted venes Mal Ban -
Uze Trscted Relay Point® Default =
Gealocation £ Mors = »

= Directory Humber Information

Carectary Mumber” 955001

Partition o Moisg = b
Caling Search Space < Momne > -
SRR Group < Mo = =
Inkernal Caller 1D Display WoieMail

Internal Caller 1D Disgpley (ASCI formet) yoiceMail
ExfErmad Mumbeer Hashk

2. Upload CUC Root Certificate as CallManager-trust

Navigate to OS Administration > Security > Certificate Management > Upload
Certificate/Certificate Chain and upload the CUC root certificate as CallManager-trust on all
nodes configured to communicate with the CUC server.



Certificate List

Lﬁ"h Generste Sed-aigned Eg’ Upisad CertfeateCetdoate chan Lﬂ‘mm

CalManager-Erust
| CallManager-trust
| CalManmger-Ena
| CallManager-trust

Calidfanager-trust
| CollManpger-Ena

CalManager-trust
| CallManager-trust
| CAPF-trust
| CaPF-trust

CAPF-trust

CAFF-Drust
| CAPF-trust
| CAPF-trust
| CARFprust

@ Warning: Uploading & cluster-vade cariificate will digtrdbute it to ol servers in thie clugter

- Upload Certificate/Certificate chain

Certificate Purpose™ CalManager-trust
Dascription({friendly name) CUC roet cert
Upload File | Browss.. | 57ed0ess.0

|Unhﬂd%[¢lm:

@ *. indieates requared mam,

Note: Cisco CallManager service needs to be restarted after the certificate is uploaded in
order for the certificate to take effect.

3. Configure Message Waiting Information (MWI) On/Off Extensions

Navigate to CUCM Administration > Advanced Features > Voice Mail Port Configuration and
configure MWI On/Off Extensions. The MWI numbers must match the CUC configuration.

Partition
Description

-Message Waiting Information

Message Waiting Number* gggggy

< None > E2
MWI on

Message Waiting Indicator™® @ on Toff
Calling Search Space < None > ¥

[save ]



- Message Waiting Information
Message Waiting Number® gaggaq
Partition < Mone > =
Description MWI off
Message Waiting Indicator® = 5, @ pff
Calling Search Space < Mone > =

- | Save |

4. Create Voice Mail Pilot

Create a voice mail pilot for the integration (Advanced Features > Voice Mail > Voice Mail
Pilot). Enter these values:

- Voice Mail Pilot Number:
- Calling Search Space: that includes partitions containing route pattern used as a pilot>

- Voice Mail Pilot Information

Vioice Mail Pilot Number gooo
Calling Search Space < Mone > -

Description

Make this the default Voice Mail Pilot for the system

5. Create Voice Mail Profile

Create a voice mail profile in order to link all the settings together (Advanced Features > Voice
Mail > Voice Mail Profile). Enter this information:

- Voice Mail Pilot:
- Voice Mail Box Mask:

-Voice Mail Profile Information

Voice Mail Profile Name™ liaicemail-profile-8000| B
Description Secure Voicemail
Voice Mail Pilot** 8000,/< None > -

Voice Mail Box Mask

Make this the default Voice Mail Profile for the System

6. Assign Voice Mail Profile to the DNs

Assign the voice mail profile to the DNs that intend to use a secure integration. Click Apply
Config button after the DN settings are changed:



Navigate to Call Routing > Directory number and change to:

- Voice Mail Profile: Voicemail-profile-8000

- Directory Number Settings
Voice Mail Profile Vilcemail- profie-8000 = (Choose <Momne> bo use system default)
Caling Search Space < Mone = -
BLF Presence Group™ Standard Pretence Growep -
User Hodd HOH Auded Solrme o Mo o -
Mebwork Hold HBOH Audss Sourte  « None > -
Reject Anonymous Cals

7. Create a Voice Mail Hunt Group

a) Add a new Line group (Call Routing > Route/Hunt > Line group)

-Line Group Information

Line Group Name®* |1.r4;:||:ernail-lg [2]
RNA Reversion Timeout® g

Distribution Algonthm®  Longest Idle Time -

b) Add a new voice mail Hunt list (Call Routing > Route/Hunt > Hunt List)

~ Hunt List Information

E Device is trusted

Name * voicemai-hl
Description
Cisco Undfied Communications Manager Group® pefault -

| Enable this Hunt List {change effective on Save; no reset required)

¥ For Volce Mal Usage

c) Add a new Hunt Pilot (Call Routing > Route/Hunt > Hunt Pilot)

- Pattern Definition

Hunt Pilot® (8000 (£}
Route Fartition < Mone = -
DesLription
Numbering Pan < Mone &
Route Filter < Mene > >
MLPP Precedence®  Default M
Hunt List® voicemail- hi = (EQit)
Call Pickup Group < None = ¥
Alerting Mame
ASCIT Alerting MName
Route Option @ Route this pattemn

Block this patbtern Mo Error -




Verify

SCCP Ports Verification

Navigate to CUCM Administration > Advance Features > Voice Mail > Voice Mail Ports and
verify the port registration.

Il waes ([ tensinn R L

oSSy

Press the Voice Mail button on the phone to call voice mail. You should hear the opening greeting
if the user's extension is not configured on the Unity Connection system.

Secure SIP Trunk Verification

Press the Voice Mail button on the phone to call voice mail. You should hear the opening
greeting if the user's extension is not configured on the Unity Connection system.

Alternatively, you can enable SIP OPTIONs keepalive to monitor the SIP trunk status. This option
can be enabled in the SIP profile assigned to the SIP trunk. Once this is enabled you can monitor
the Sip trunk status via Device > Trunk as shown in this image.

Trunks [ - 1 of 1}

Fird Truskci whive Chvioe: e = begng with = Find ||l P | | e} [ o

LHerT BT & SRR SaN Wt ¥
" Dicrglion Calling faach Spits Duwke Posl ot PiSamn Padbeon Roote Griup  Pricety Tourk Tepa 5 Truak Sabum £ Trenk Derabicn

‘ ittt e L DMl SIP Trumk O Service Therss 3t in Full Serve: O Qi 0 D 0 s

Secure RTP Call Verification

Verify whether the padlock icon is present on calls to Unity Connection. It means RTP stream is
encrypted (Device Security profile must be secure in order for it to work) as shown in this image.
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Troubleshoot

1. General Troubleshooting Tips

Follow these steps in order to troubleshoot the secure integration:

- Verify the configuration. _

- Ensure that all related services are running. (CUCM - CallManager, TFTP, CUC -
Conversation Manager) o _

- Make sure that ports required for secure communication between servers are open in the
network (TCP port 2443 for SCCP integration and TCP 5061 for SIP integration).

- If all this Is correct then proceed with the collection of traces.

2. Traces to Collect

Collect these traces to troubleshoot the secure integration.

- Packet capture from CUCM and CUC
- CallManager traces
- Cisco Conversation Manager traces

Refer to these resources for additional information about:
How to do a packet capture on CUCM:

http://www.cisco.com/c/en/us/support/docs/voice-unified-communications/unified-communications-
manager-version-50/112040-packet-capture-cucm-00.html

How to enable traces on CUC server:


https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507
https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507

http://www.cisco.com/c/en/us/td/docs/voice ip comm/connection/10x/troubleshooting/quide/10xcu
ctsgx/10xcuctsg010.html

Common Issues

Case 1: Unable to Establish a Secure Connection (Unknown CA Alert)

After the packet capture is collected from either of the server, the TLS Session is established.

1 0. 000000 2 130.235.200.241 2 130.235.203.249 TCP instl_boots > hrips [SvM] Seqe=0 win=l6384 Len=0 MSS=1460

2 0, D004 52 130,235,203, 245 130,235,201, Fa1 ToR https » Instl_boots [SvM, ACK] Seqeld Acke=l Win=5540 Lgn=0 M55
3 0. Qe0e1 0k 130.235.201.241  130.235.203.249 TCR Anst) _boors > hitps [ACK] Seqel ackel wWin=17520 Lens=0

4 0, 001074 130.235.200.241  130.235.203.249 1 cliernt mello

5 0. 001341 130.23%_203_24% Y30, 235 200,241 TR h:tpi » Inst]_boots I:ACH] Seq=1 Ack=141 Win=2432 Lan=0

G 0. Q05269  130.I35.203.24% L30.235.201.241 TLSL Server Hello,

7 0.005838  130.235.205.24%9  130.235.20.241 TLSw1 cerrificare, server Hella Dane
B 0. 00 B0 130,235 200,241 130,235,203, 24% TR inst] _boots = https [ACK] Seq=141 ACk=183%9% Win=17520 Len=0
L9 0, 012905 A30. 235, L 320 TLEV] sgl: Fatal, Pescripiion: Unknown CAJI

L P T ) S £ 35 L1, 28y INSE | _DO0ES = WEIps [RST, ACk] Seqsidb adksisbs Winsd L

11 0. 072282 130.235.200.24]1 130,235 203, 240 TCH inst1_bootc = https [SYM] Seqed Wine16384 Lers0 MSS=1400

12 0. 072706  130.235.203.249 130.235.700.2341 ToP https * Instl_bootc [5vM, ACK] Seqed Acke=l wWin=5540 Len=0 M5S=
13 0.072751 130.235.201.241  130.235.205.249 TCR inst_boorc > hitps [Aack] Seqel ackel wWin=17520 Lens=0 w

)

The client issued alert with a fatal error of Unknown CA to the server, just because the client could
not verify the certificate sent by the server.

There are two possibilities:

1) CUCM sends the alert Unknown CA

- Verify that the current CUC root certificate is uploaded on the server that communicates with
the CUC server.

- Ensure that the CallManager service is restarted on the corresponding server.
2) CUC sends the alert Unknown CA

- Verify that the TFTP IP address is correctly entered in the Port Group > Edit > Servers
configuration on the CUC server. _

- Verify that the CUCM TFTP server is reachable from the Connection server. _

- Ensure that the CTL file on the CUCM TFTP is current (compare output of "show ctl" with
certificates as seen on OS Admin page). Re-run the CTLClient if it's not. _

- Reboot the CUC server OR delete and re-create the port group to re-download the CTL file
from the CUCM TFTP.

Case 2: Unable to Download CTL File from CUCM TFTP

This error is seen in the Conversation Manager Traces:

M uGeneral , 25, FAI LED Port group 'PhoneSystem1' attenpt set InService(true), error retrieving
server certificates.

M uGeneral , 25, Error executing tftp command 'tftp://10.48.47.189:69/CTLFile.tlv' res=68 (file not
found on server)

M uGeneral , 25, FAI LED Port group 'PhoneSystem 1' attenpt set InService(true), error retrieving
server certificates.

Arbiter,-1,Created port PhoneSystem 1-001 objectl d='7c2e86h8- 2d86- 4403- 840e- 16397b3c626b' as

| D=1

M uGeneral , 25, Port group object 'blc966e5-27f b- 4eba- a362- 56a5f e9c2be7' exists

M uGener al , 25, FAI LED Set|nServi ce=true parent port group is out of service:


http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/connection/10x/troubleshooting/guide/10xcuctsgx/10xcuctsg010.html
http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/connection/10x/troubleshooting/guide/10xcuctsgx/10xcuctsg010.html

Solution:
1. Double check that the TFTP server is correct in the Port group > Edit > Servers configuration.
2. Verify that the CUCM cluster is in secure mode.

3. Verify that the CTL file exist on the CUCM TFTP.

Case 3: Ports do not Register

This error is seen in the Conversation Manager Traces:

M uSki nny, 23, Failed to retrieve Certificate for CCM Server <CUCM | P Addr ess>

M uSki nny, 23, Fail ed to extract any CCM Certificates - Registration cannot proceed. Starting
retry timer -> 5000 nsec

M uGeneral , 24, Found | ocal CTL file [/tnp/aaaaaaaa- XXXX- XXXX- XXXX- XXXXXXXXXXXX. t | V]

M uGeneral , 25, CCMCer ti fi cat eCache: : Retri eveServerCertificates() failed to find CCM Server '<CUCM
I P Address>" in CTL File

Solution:

1. This is most likely due to mismatch in md5 checksum of CTL file on CUCM and CUC as a
result of regeneration of

certificates. Restart the CUC server to refresh the CTL file.

Cisco Internal Information
Alternatively, you can remove the CTL file from root as follow:

Delete the CTL file from /tmp/ folder and reset Port Group. You can do an md5
checksum on the file

and compare before deleting it:
CUCM: [root@vfrscucml trust-certs]# md5sum /usr/local/cm/tftp/CTLFile.tlv
ebhf2ab934a42f4d8e6547dfd8cc82e8 /usr/local/cm/tftp/CTLFile.tlv
CUC: [root@vstscucl tmp]# cd /tmp
[root@vstscucl tmp]# Is -al *tlv

-rw-rw-r--. 1 cucsmgr cuservice 6120 Feb 5 15:29 a31cefe5-9359-
4cbc-a0f3-52eb870d976c.tlv

[root@vstscucl tmp]# md5sum a31cefe5-9359-4chbc-a0f3-
52eb870d976c.tlv

e5bf2ab934a42f4d8e6547dfd8cc82e8 a31lcefe5-9359-4cbc-a0f3-
52eb870d976c.tlv



Additionally, you might refer to the this troubleshooting guide:

Defects

CSCum48958 - CUCM 10.0 (ip address length is incorrect)

CSCtn87264 - TLS connection fails for secure SIP ports

CSCurl0758 - Unable to purge revoked certificates Unity Connection
CSCurl10534 - Unity Connection 10.5 TLS/PKI inter-op redundant CUCM

CSCve47775 - Feature request for a method to update and review the CUCM's CTLFile on the
cucC


https://tools.cisco.com/bugsearch/bug/CSCum48958/
https://tools.cisco.com/bugsearch/bug/CSCtn87264/
https://tools.cisco.com/bugsearch/bug/CSCur10758/
https://tools.cisco.com/bugsearch/bug/CSCur10534/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve47775/
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