How to Get Packet Capture from VXML
Gateway for Signal and Voice Analysis
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Introduction

This document describes how to get a packet capture (pcap) from a VXML Gateway for signal and
voice analysis.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Unified Customer Voice Portal (CVP)
- Voice Extensible Markup Language Gateway (VXML GW)
- Whireshark tool

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Take Packet Capture on VXML Gateway

You can get a pcap to check signaling and media from the Cisco VXML GW with this procedure
for interface g0/0. You need to change inteface name in the command to the appropriate one.

conf t

iptraffic profile test nbde capture
bi di recti onal

exit



int g0/0
iptraffic apply test size 20000000
end

traffic int g0/0 clear
traffic int g0/0 start

VXML gateway capturing traffic, so make a test call and quickly stop the packet capture.

traffic int g0/0 stop
In order to copy the pcap to an TFTP server type this command.

traffic int g0/0 copy tftp://x.x.x.x/g00. pcap
In order to copy the pcap to an FTP server type this command.

traffic int g0/ Ocopy ftp://usernane: passwor d@. x. x. x/ g00. pcap
The screenshot shows the pcap file portl.pcap opened with Wireshark tool.

Ml portlpcep [Wireshark1.103 (SVN Rev 53022 from /trunk-1.10)] lall@l=]
File Edit View Go Capture @nalyze Statistics Telephony Tools Internals Help
o@ AN ERRS AeodF L =
Filter: E]E!p!usion.‘. Clear Apply Save
Mo, Time Source Destination Protocol Length Info -
1 0.000000 10.251.93.10 10.251.62.208 55H 92 Encrypted response packet Tlen=52 =
2 0.000183 10.251.93.10 10.251.100. 50 TACACS+ 217 Q: Accounting
3 0.003746 10.251.100.50 10.251.93.10 TACACS+ 57 R: accounting
4 0.107792 10.251.93.10 10.251.100. 50 TCP 40 35576 > tacacs [ACK] Seg=1 Ack=1 win=3984 Len=0
5 0.203785 10.251.93.10 10.251.100. 50 TCP 40 63840 > tacacs [AcK] Seqwl78 Ack=18 win=3785 Lens0
60.251243 10.251.62.208 10.251.93.10 TCP 40 58357 > ssh [ACK] Seq=1 Ack=53 Win=65288 Len=0
7 1.000105 10.251.93.10 .251.100.21 syslog 143 LOCAL7.NOTICE: 48: 058316: Apr 6 20:58:28.410: XRITE-5-CAPTURE_START: started IP traffic capture for interf
81.000125 10.251.93.10 .251.132.13 Syslog 143 LOCAL7.NOTICE: 48: 058316: Apr 6 20:58:28.410: XRITE-5-CAPTURE_START: Started IP traffic capture for interf
9 5.037823 10.251.93.33 .251.93.10 s1p 508 Request: OPTIONS Sip:10.251.93.10 |
10 5.038359 10.251.93.10 .251.93.33 SIP/SDF 1007 Status: 200 OK |
11 5.703503 10.251.93.56 .251.93.255 BROWSEF 229 Host Announcement USQLCAWS1, workstation, Server, SQL Server, NT workstation, NT Server
12 7.201722 10.250.93.57 .251.93.10 sIP 1358 Request: INVITE sip:5555522222222221362@VXMLGWLA. omnicare. com; Transport=udp |
13 7.203454 10.251.93.10 . 250.93.57 SIP 493 status: 100 Trying |
14 7.203494 10.251.93.10 . 250.93.57 SIP/SDF 1100 Status: 200 OK |
3 0 /SDF 804 5 ip: 10:5060 |

18 7.265297 10.251.93.10 10.250.93.57 Tce 40 63536 > irdmi [ack] Seg=1 Ack=1 Win=4128 Len=0
19 7.265345 10.251.93.10 10.250.93.57 TCP 576 [TCP segment of a reassembled PDU]
[Sfar3izs_sn tasnrcz an mrs an an = :Enn P S -
|@ Frame 1: 92 bytes on wire (736 bits), 92 bytes captured (736 bits)
1+ Raw packer data
Internet Protocol version 4, Src: 10.251.93.10 (10.251.93.10), Dst: 10.251.62.208 (10.251.62.208)
Transmission Control Protocol, Src Port: ssh (22), Dst Port: 58357 (58357), Seq: 1, Ack: 1, Len: 52
|& S5H Protocol

/0000 45 ¢0 00 5c 39 58 00 00 ff 06 cf b3 Da fb 5d 0a
0010 0a fb 3e d0 00 16 e3 f5 a5 dl b6 82 9f 4b be dc
Q02 50 18 10 20 5a 49 00 00 74 b5 3d al 5f 93 f1 69
0030 87 61 14 3f 83 53 05 66 ea 27 3c 64 5e 99 84 92
8e 26 75 a3 f0 el 5e 74 b9 9d 77 55 aB cd 91  ..&u...A T.

0050 55 4b 36 71 3e Oc 6b 16 9c c6 40 Oc ukég=.k. ..@

® :’ File: "Cicustomer\brad\portl.pcap” 390 kB ... | Packets: 1727 - Displayed: 1727 (100.0%) - Load time: ... | Profile: Default

Verify

In order to verify that the packet capture is valid use this procedure.
Step 1. Filter sip signalling.

Enter sip keyword in Filter textbox.



File Edit View Go Capture Analyze Statistics Telephony Took [ntemals Help
oo AN g BEXS AesaTL2(EE QA0 @#DB % @

Filter: | sip E Expression... Clear fpply Save
Mo, Time Source Destination Protocol Length Info
©251.93.33 1 i Request: OPTIONS s1p:10.251.93.10
10 5.038359 10.251.93.10 10.251.93.33 SIP/SDF 1007 Status: 200 OK |
12 7.201722 10.250.93.57 10.251.93.10 5IP 1358 Request: INVITE sip:3555522222222221362@V)MLGWLA. omnicare. com; transport=udp |
13 7.203454 10.251.93.10 10.250.93.57 S5IP 493 status: 100 Trying |
14 7.203494 10.251.93.10 10.250.93.57 SIP/SDF 1100 Status: 200 OK |
15 7.236543 10.250.93.57 10.251.93.10 SIP/SDF S04 Request: ACK sip:55355522222222221362@10.251.93.10:5060 |
436 10.045310 10.251.93.33 10.251.93.10 S5IP 508 Request: OPTIONS sip:10.251.93.10 |
437 10.045836 10.251.93.10 10.251.93.33 SIP/SDF 1007 Status: 200 OK |
711 11.870965 10.250.93.57 10.251.93.10 SIP 498 Request: BYE 51p:5535522222222221362@10. 251.93.10:5060 |
714 11.872078 10.251.93.10 10.250.93.57 SIP 561 Status: 200 OK |
732 15.053366 10.251.93.33 10.251.93.10 5IP 508 Request: OPTIONS s5ip:10.251.93.10 |
733 15.053737 10.251.93.10 10.251.93.33 SIP/SDF 1008 status: 200 OK |
734 20.123097 10.251.93.33 10.251.93.10 SIP 508 Request: OPTIONS sip:10.251.93.10 |
735 20.123454 10.251.93.10 10.251.93.33 S5IP/SDF 1008 Status: 200 OK |
736 25.120902 10.251.93.33 10.251.93.10 sIP 508 Request: OPTIONS sip:10.251.93.10 |
737 25.131482 10.251.93.10 10.251.93.33 SIP/SDF 1007 Status: 200 oK |
738 27.719707 10.251.93.57 10.251.93.10 SIP/SDE 1284 Request: INVITE sip:55555222222222213638VXMLGWLA. omnicare. com; transport=udp |
739 27.721307 10.251.93.10 10.251.93.57 5Ip 481 status: 100 Trying |
740 27.721345 10.251.93.10 10.251.93.57 SIP/SDF 1022 Status: 200 OK |
775 27.874125 10.251.93.57 10.251.93.10 sIP 488 Request: ACK sip:5555522222222221363@10.251.93.10:5060 |
1010 30.200873 10.251.93.33 10.251.93.10 sIP 508 Request: OPTIONS sip:10.251.93.10 |
1011 30.201266 10.251.93.10 10.251.93.33 SIP/SDF 1006 Status: 200 OK |
1513 35.208687 10.251.93.33 10.251.93.10 sIP 508 Request: OPTIONS sip:10.251.93.10 |
1514 35.209051 10.251.93.10 10.251.93.33 5IP/SDF 1008 Status: 200 OK |
1£90 36 OTEETI A0 IE1 A3 BT in 351 03 an cTn ABN nAnaeTs Gwr c4m:GEEEEII3IIIIIVIIEIAIN ICT 03I ANTHEN |

O i

|@ Frame 9: 508 byres on wire (4064 birs), 508 bytes captured (4064 bits)

@ Raw packet data

Internet Protocol version 4, sSrc: 10.251.93.33 (10.251.93.33), Dst: 10.251.93.10 (10.251.93.10)
7 User Datagram Protocol, Src Port: 58800 (58800), pst Port: sip (5060)

|@ session Initiation Protocol (OPTIONS)

35 34 Fa2d 3b 72 70 6F 72 74 0d Oa 4d 61 78 2d S54z-;rpo rt..Max-
46 6f 72 77 61 72 64 73 3a 20 37 30 Od Oa 43 6f Forwards : 70..Co

7 File: "Ci\customer\brad\portl peap” 300 kB .. | Packets: 1727 . Displayed: 26 (16%) : Load time: 000.... | Profile: Defautt

Step 2. Open the RTP streams with Wireshark Player.

- Navigate to Telephony - Voip Calls
- Choose the call in question
- Select Player

A portl.pcap [Wireshark110.3 ESVNR«E!DHme{wnk-L‘Id)]
Bile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

e 48 BREAXR Aes0TF L QB #B%x H

Filter: ' sip |z| Expression... Clear Apply Save
MNe. Time Source Destination Protocol Length Info
9 5.037823 10.251.93.33 10.251.93.10 SIP 508 Request: OPTIONS sip:10.251.93.10 |
10 5.038359 10.251.93.10 10.251.93.33 5IP/SDF 1007 Status: 200 oK |
12 7.201722 10.250.93.57 10.251.93.10 SIP 1358 Request: INVITE sip:5555522222222221362@VXMLGWLA. omnicare. com; transport=udp |
13 7.203454 10.251.93.10 10.250.93.57 SIP 493 status: 100 Trying |
14 7.203494 10.251. (2 1

15 7.236543 10.250 " -
436 10.045310 10, 251 4 Porlpcap-Ve
437 10. 045836 10.251.
711 11.870965 10.250, Detected 2 VoIP Calls. Selected 1 Call,
714 11.872078 10.251.
722 15.053366 10.251.
733 15.053737 10.251.

Start Time “ Stop Time 4 Initial Speaker 4 From 1 To 4 Protocol 4 Packets 4 State

735 20.123454 10.251.
736 25.130902 10.251.
737 25.131482 10.251.
738 27.719707 10.251.
739 27.721307 10.251.
740 27.721345 10.251
775 27.874125 10.251.
1010 30.200873 10.251.
1011 30.201266 10.251,
1513 35.208687 10.251.)

7201722 11872078 10.250.83.57 "USRXL Main A& - Vanda | <sip:555552222222227136: SIP 6 COMPLETED
734 20.1230%7 10.251. 36479711 10.25 +18595471607 <sip:+1850! <5ip:555552222222031 6 COMPLETED

1514 35.209051 10.251, 4 r||

1E00 & ATEETI AN 51

Total: Calls: 2 Start packets: 0 Completed calls: 2 Rejected calls: 0

|® Erame 9: 508 bytes on |
Raw packet data
Internet Protocol Vers

User Datagram Protocol, Src Port: 58800 (58800), Dst Port: sip (5060)
# session Initiation Protocol (OPTIONS)

Step 3. Click Decode.




‘ portl.pcap [Wireshark1103 (SVN Rev 53022 from /trunk-1.10)]
Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
(=]

A portl.pcap - VolP - RTP Player ===
Filter: =] View as time of day
Mo, = e
Jitter buffer [ms] 50 [ Use RTP timestamp Decode Play Pauze Stop
1
1 2BVXMLGWLA. omnicare. com; transport=udp |
1! - . SR
14 7.203494 10.251.93.10 10.250.93. 57 SIP/SDE 1100 Status: 200 ok |

15 7.236543 10.250.
436 10.045310 10.251.
437 10.045836 10.251.
711 11.870965 10.250. Detected 2 VolP Calls, Selected 1 Call,
714 11.872078 10.251.

M portl.pcap - VolP Calls _.:._||_EI_:__S’S_|

i - i 4 it 4 4 4 4 4 4 4
732 15.053366 10,251, Start Time Stop Time Initial Speaker flom = To -PllﬂU(Eﬂ Packets State Comments
733 15.053737 10.251. 7.201722 11872078 10.250.93.57 USRXL Main AA - Vanda | <5ip:555552222222222136: SIP 6 COMPLETED
734 20.123097 10.251. 27719707 36979711 102519357 +18505471607 <sip:+1859! <5ip:555552222222233136: SIP 6 COMPLETED

735 20.123454 10.251.
736 25.130902 10.251.
737 25.131482 10.251.
738 27.719707 10.251.
739 27.721307 10.251,
740 27.721345 10.251.
775 27.874125 10.251.
1010 30.200873 10.251.
1011 30.201266 10.251.
1513 35.208687 10.251.
1514 35.209051 10.251. 4 I b

N I

Total: Calls: 2 Start packets: 0 Completed calls: 2 Rejected calls: 0

Frame 9: 508 bytes on li 1 [: [— :
Raw packet datit Prepare Filter | Flow Player | Close 1

Internet Protocol Vers

BHEB

Step 4. Playback the recording.

In order to playback the recorded conversation select the decoded graph for the call in question
and select Play.

‘ portl.pcap [Wireshark 1103 (SVN Rev 53022 from /trunk-1.10)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

O M portl.pcap - VoIP - RTP Player [E=H[EcE

Filter:

Mo,
e e e e R S : P S e S e Y

28VXMLGWLA. omnicare. com; transport=udp |

il

1

1 285 295 320s 21s 32s 33s 34s 35s

L L (i} | b
T | = 3 =
"] From 10.251.93177:20798 to 10.251.93.10:18902 Duration:9.08 Drop by Jitter Buff:0(0.0%) Out of Seq: 0(0.0%) Wrong Timestamp: 0{0.0%) = (e H_ = |

1 4 Packets 4 State 4 Comments 1
6 COMPLETED
6 COMPLETED

73| | 28s = 29s ] 30s - 31s 5 325 33s & 34s 35s
73 « il 3
73 [¥] From 10.251.93.10:18902 to 10.251.93177:20798 Duration:0.20 Drop by Jitter Buff:0(0.0%) Out of Seq: 0(0.0%) Wrong Timestamp: 0(0.0%)

<7 [7] View as time of day
77 =
101 Jitter buffer [ms] | 50 =[] UseRTP timestamp Decode ] I Play Pause Stop
101
151
151 - |+

B R i o) S TU R S

q Total: Calls: 2 Start packets: 0 Completed calls: 2 Rejected calls: 0

e |
Raw packet data Prepare Filter Flow Player Seles se

| Internet Protocol Vers

I+

&

# User Datagram Protocol, Src Port: 58800 (58800), Dst Port: sip (5060)
session Initiation Protocol (OPTIONS)

=

The procedure described can be used to troubleshoot issues with audio quality, one-way audio or
dead air conditions.

These debug commands can be typed on the VXML gateway for additional diagnosis.

debug ccsip ness

debug ccsip error

debug voi p ccapi inout
debug voi p dial peer inout
debug http client all



debug voi p application script

debug voi p application vxm

debug voip rtp session named-events
debug voip rtp sess nse

debug voip rtp
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