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I ntroduction

This document describes the Ethanalyzer, a Cisco NX-OS integrated packet capture tool for control packets



based upon Wireshark.

Background I nformation

Wireshark is an open-source, network protocol analyzer widely used across many industries and educational
ingtitutions. It decodes packets captured by libpcap, the packet capture library. Cisco NX-OS runs on top of
the Linux kernel, which uses the libpcap library in order to support packet capture.

With Ethanalyzer, you can:

Capture packets sent or received by the Supervisor.

Set the number of packets to be captured.

Set the length of the packets to be captured.

Display packets with summary or detailed protocol information.
Open and save packet data captured.

Filter packets captured on many criteria.

Filter packets to be displayed on many criteria.

Decode the internal 7000 header of the control packet.

Ethanalyzer cannot:

» Warn you when your network experiences problems. However, Ethanalyzer can help you determine
the cause of the problem.

» Capture data plane traffic that is forwarded in hardware.

» Support interface-specific capture.

Output Options

Thisisasummary view of output from the ethanalyzer local interface inband command. The ? option
displays help.



ethanalyzer local interface inband 2
B
kedirect it te a file
Eedirect it to a file in append mode
autostop Capture awtosteop condition
capture-filter Filter on sthanalyzer capture
capture-ring-buffar capture ring bulfer optiocn
decade=internal Include internal sy=tem header decoding
detail Display detailed protocol information
display-filter pisplay filter on frames captured
limit=captured-frames Maximum number of frames to be captured (default i=
1d)
limit-frame-size Capture only a subset of a frams
Taw Hex/Aseii dump the packet with possibly one line
ELMMATY
Filename to save capture to

Fipe command cutput to filter

DClE ethanalyzer local interface inband
UEing on inband
FI1T4147:05 == Q160 M STE Conf. Beot = 32768 F1/0

10.10.140.2 10.10.10:1 IDF Sour Destination po

10.10.140. 10.10.10.2 I Destination port

10.10,10,.2 -> 10,10,10.1 } A Destination port:
Q0Z6:98C } = Q1:0Q:D : STE REST. Raot = J2TGR/6/00:23:04:88

= 01 :od STE RST. Ract =

iz STPE EST. Raot

Use the detail option for detailed protocol information. ~C can be used to abort and get the switch prompt
back in the middle of a captureif required.



DCH ethamalyzer local interface inkband detail
Capturing on inband
Frame 1 (106 bytes on wire, 74 bytes captured)
Arrival Tims: Feb 10, 2013 23:00:24.253088000
[Time delta £rom previcus captured frams: 0.000000000 seconds]
[Time delta £rom previcus displayed frame: ©0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 106 bytes
Capture Length: 74 bytes
[Frama is marked: Falsal]
[Erotocols in frame: eth:ip:eigrpl
Ethernet II, Src: 00:26:5l:ce:0f:44 (0D:26:51:ce:0f:44), Dst: 01:00:5e:00:00:0a
{01:00:5e:00:00:0a)
Destination: OQLl:00:5e:00:00:0a (01:00:5e:00:00:0a}
Address: 01:00:52:00:00:0a (01:00:5=:00:00:0a}
Al meAm AAnn caoan acon 3 ade) et es Broup addre=ss (multicast/broadca
at)
5 . = Lg bit: globally unigue address (factory
default)
Source: 00:26:51:ce:0f:44 {(00:26:51:02:0f:44)
fddresgs: 00:26:51:ce:0f£:44 (00:26:51:c2:0£:44)
wall i i diie wewe sew. = IG bit: Individual addres=s (unicast)

vale iiie wiid s waaee. = L@ bit: 3lobally unique address {factory

defaul t)
Type: IF (0x0800)
Internet Protocel, Sreo: 10.10.18.6 (10.10.18.8), Det: 224.0.0.10 (224.0.0.10)

Version: 4

Header langth: 20 bytes
Differentiated Services Field: Oxcl (DECF 0x30: Class Selector &; ECH: 0=x00)
1100 Q0.. Differentiated Herrices Codepoint: Class Selector & (0x30)
e ECH-Capable Transport (ECT): O
.0 = ECH=-CE: 0
-------------------------------------- I T e e e e e e e

Filter Options

Capture-Filter

Use the capture-filter option in order to select which packets to display or save to disk during capture. A
capture filter maintains a high rate of capture while it filters. Because full dissection has not been done on
the packets, the filter fields are predefined and limited.

Display-Filter

Use the display-filter option in order to change the view of a capturefile (tmp file). A display filter uses
fully dissected packets, so you can do very complex and advanced filtering when you analyze a network
tracefile. However, the tmp file can fill quickly since it first captures all packets and then displays only the
desired packets.

In this example, limit-captured-framesis set to 5. With the capture-filter option, Ethanalyzer shows you five
packets which match the filter host 10.10.10.2. With the display-filter option, Ethanalyzer first captures five
packets then displays only the packets that match the filter ip.addr==10.10.10.2.



DC# athanalyzer local interface inkband capture-filter "host 10.10.10.2" limit-captured-frames 5
Capturing on inband

20 g2-14 151:52.150404 10.10.10.

: LA50480 10,10,

t5Z. 496447 10.10.10.

F. 497201 10.10.

149831 10.10.

= 10,10.10.2 Source pert: 3200 Destinatiom pert:
10, Source port: 3200 Destination port:
0.10. i Houros port: 3200 Destination port:

.10. Source port: 3200 Destination port: 32

1
.
2
.1
.1

Scuzce pert: 3200 Destipation pexzt: 2

al imterface inkand display-filter "ip.addr==10.10.10.2" limit-captured-frames 5
pturing en inband
02-10 12:53:84,217462 10.10.1¢.1 -> 10,10.10.2 ODF Souzce pert: 3200 Destination pect: 3
1:54.217819 10.10.10.2 => 10.10.10.1 ODE Source port: 3200 Destination pork:

2 packets eaptured

Write Options

Write

The write option lets you write the capture data to afile in one of the storage devices (such as bootflash or
logflash) on the Cisco Nexus 7000 Series Switch for later analysis. The capture file sizeislimited to 10 MB.

An example Ethanalyzer command with awrite option is ethanalyzer local interface inband write
bootflash: capture file_ name. An example of awrite option with capture-filter and an output file name of
first-captureis:

DpCE ethanalyzer local interface inband capture-filter "hest 10.10.10.2" limit-captured-frameas 5 wrilte ?
bootflash: Filenams
logflash: Filename
gloth: F 11 enamsa
ugbl = F1il anams
ush2: Fil enams
volatile: Fllenams

DC# ethanalyzer local interface inband capture-filter "hest 10.10.10.%" limit-captured-frames 5 write
bootflagh: first=captura

When the capture data is saved to afile, the captured packets are, by default, not displayed in the terminal
window. The display option forces Cisco NX-OS to display the packets while it saves the capture datato a
file.

Capture-Ring-Buffer

The capture-ring-buffer option creates multiple files after a specified number of seconds, a specified number
of files, or a specified file size. Definitions of those options are in this screen shot:

DCH ethanalyzer local interface inband capture-ring-buffer 2
duration Stop writing to the file or switch to the next file after valus
saconds have alapsad
filas Stop writing to capture files after value number of fileg were

written or begin again with the first file after wvalue number of

files were written (form a ring buffer)
filesize Stop writing to a capture file or switeh to the next file after it

reaches a size of value kilobytes

Read Options



The read option lets you read the saved file on the device itself.

Dcf ethanalyzer local read beotflash:first-capture

2019-02-10 13:02:51.240466 10.10.10.1 => 10.10.10.2 UDF Source pork: Destination port: 3200
2013-02-10 13:02:5%1.240483 10,10.10.2 -> 10.10.10.1 TDF Source port: 3300 Destination port: 3200
Z013-02-10 13: 51.399915 10.10.10.1 -» 10,10.10,.2 TDF Source port: 3200 Destinmation port: 3200
2013 =10 2:51.400479 10.10.10.2 => 10. 10.1 UDE Source port: 3200 Destimation port: 3200
2013-02-10 1: 2.240188 10.1¢.10.1 > 10.10.10.2 TDF Source port: 3200 Destination port: 3200

Dol ethanalyzer local read bootflash:first-capture detail
Frame 1 {110 bytes on wire, 78 bytes captured)

e

[Frames iz marked: False]

[Protocols in frame: eth:ip:udp:datal
Ethernst IT, S5re: O00:24:98:6F:ba:cd ( 24:98:6Ff:baiad) , Dsk: 00:26:51:ca:0f:44

(Q0:26:51:ce:0f:44)
Destination:

I bit: Individual address [(unicast)
= L& bit: Glokally unlgue address (factory
dafaul t)
Sourca: o Za 25 - - rE Ef:baica)
Rddrese: 0 tGCfibaicyg)
soco ool cana asas wa.a B IG bik: Individual address [(unicask)
veae walle iiih waes aeas wa.. = L# bit: Globkally unigue address (factory
dafault)
Type: IF
Internet Protocol, : 10.10.10.1 {10.10.10.1), Det: 10.10.10.2 (10.10.10.Z)
Version: 4
Header length: 20 bytes
Differentiated Servic Figld: OxcO [

S e --BRIF

Y ou can aso transfer the file to a server or a PC and read it with Wireshark or any other application that can
read cap or pcap files.

Yy bootflash:first-capture tftp:
Enter vrf (If no input, current wrf "default” is considered): management
Enter hostname for the tftp server: 1%2.168.21.22
Trying to connact to TETp Server......
Connection to Server Establishaed.

TFTF put operation was successful

Copy complete.



.ﬁub—:lphﬂ [Wireshark 168 (5VH Aoy LB Y from Seunk- 18] — - - o

Fde Bt Wiew o Ceplure  gradhae 5B Teisghomy  Jooh | Exip

Haae EEEES e e T o oG I o -~ i

Fitar: T| Expranaien_.  Ciear &oply

Ha, Tirree Zauree Darilingtsan Preseal Lemggth e
1 POAEF-02-10 1¥102:51. 240465 10.10.106.1 10 10,106, 2 unF 110 Sourcd port: Tick-port  DESTination port: Tick-port
2 2003-02-10 LT:02:510 240483 10010.10.2 1001010, 1 unF 110 Seurew part: Elek-port  Destdinatien pare: tick-port
3 F0LI-02-A0 13:02:51.390018 A0.10.10,1 A0, 10,20, 3 (11 110 Source port: tick-pori  Destination porg: tick-port
4 2OLF-0F-A0 1Fi02iFl.40047% 10.10.10,7 A0, 10,10, 1 LU 110 dorce porti tick-port  pestination pors: tick-port
5 203 =0fedn 13102 152 240080 10.10.36.1

b [ I P s 4 upE 118 seirce porc: Tick-port  pestination porc: tick-port

]
ndard Tine

arrival Times A, S 102 15, Jape a0y Pacific
Epoch Tine: 1360483 F. Foadaiio seconds
[Tina delta from pravioud aptured Frame: O. 003000000 S&sanekE]
[Tine celts from previous displayed frame: 0. 000000000 secords]
[Time simce refarence or s frame: 0.600000000 seconds )
Frame psiber: 1
Frafa Léngth: 110 Dytes (830 bitsl
Capture Length: T8 byted {234 bBita)
[Frame 93 marked:; False]
[Frame 45 fgnored: False]
[protocols in frame:! eth:fipradpzdacal
= Ethérfee ID, Sre: Cisco A&F based [O0:24:00:AF baz24), Dag: Clasa_e@=0F 44 (OO=ZA: 5L e@=OF a7
# Dentination: Clpco_ce:-OF (44 (00-76:%1:ce:-0OF ;447
4 goarce; Circol0fibaicd (0034 92i0F haicd)
Type! IF COuOS00)
INCAFAEE Protecd] werston 4, SAcl L0.16.20.10 @10, 40,108,170, o3ts 10,190,162 {15.10.10.2)
variion: 4
Header lengihs; 20 byTes
pifferentiated Serwlces Pleld; Oxcl (OSSP Ox30: class Selector i DOH: QX005 HOT-DST (MOt ECK-Capable Transport)l
ToTal L&ngrh: &8
TdsmelFicaeton: OxFlel [2902%)
Flagn: =00
Fragmert offset; @
Time o Tiver Gd
PrOTOCe]: uUDFE (170
nwadar checkium: oxeovs [corract]
Sourcer LO.10. 00,1 €10, 30.10.20
pestination: 0,10, 10,3 10,10, 190.20
USEr CATagram PROTosh], Src Porti Tick-port (32000, oSt Poft! Tick-port (2040
source port: Tick-port (5200l
beatinatiaon part: tick-port (32005

(8| Freme (ireme), M bt Packers: & Dizplaped: § bdarked: §Losd tere 00,103

Decode-I nternal with Detail Option

The decode-internal option reports internal information on how the Nexus 7000 forwards the packet. This
information helps you understand and troubleshoot the flow of packets through the CPU.

DCH# ethanalyzer local interface inband decode-internal capture-filter "host 10.10.10.2" limit-captured-frames &
datail

Capturing en inband
FX08 Frotococol
'k VIAH: i in decimal=0=L3 interface
——=3FI¥M LTL source index in decimal=400=8UF inband
==»PI¥M LTL dastination index in decimal= &l /25
d D'lrE-EI'E- an Wwire, T8 ]‘Zl}!'t':I
Feb 10, 2013 2
delta from previous captured frame:
[Time delta from previous displayed frame
[Time =ince reference or first frams: 0.0000
Frame Number: 1

Frame Length: 78 bytes

Capture Length: T8 bytes
[Frame is marked: False]

[Protocols in frame: eth:ip:udp:datal
Ethernet II, Brc: 26:51:ce:0f:43 (00:28:51l:ce:0£:43), Dst: 00:24:%8:6f:ba:c3
(Q0:24:98:6fthatc3
Dagtination: 00
Address:
e A P B [unicast)
vnan salla wuas ssowm awme wens B LG i Globally unigue addreses (factory
dafault)
HSource: 00:26:51:ce:0f:43 (00:26:51:ce:0f:43)

O O o 5 T

Convert the NX-OS index to hexadecimal, then use the show system internal pixm info Itl x command in
order to map the local target logic (LTL) index to aphysical or logical interface.



Examples of Capture-Filter Values

Capture Trafficto or from an IP Host

host 10.1.1.1

Capture Trafficto or from a Range of |P Addresses

net 172.16.7.0/24
net 172.16.7.0 mask 255.255.255.0

Capture Traffic from a Range of | P Addresses

src net 172.16.7.0/24
src net 172.16.7.0 mask 255.255.255.0

Capture Trafficto a Range of I|P Addresses

dst net 172.16.7.0/24
dst net 172.16.7.0 mask 255.255.255.0

Capture Traffic Only on a Certain Protocol - Capture Only DNS Traffic

DNS isthe Domain Name System Protocol.

port 53

Capture Traffic Only on a Certain Protocol - Capture Only DHCP Traffic

DHCP is the Dynamic Host Configuration Protocol.

port 67 or port 68



Capture Traffic Not on a Certain Protocol - ExcludeHTTP or SMTP Traffic

SMTP isthe Simple Mail Transfer Protocol.

host 172.16.7.3 and not port 80 and not port 25

Capture Traffic Not on a Certain Protocol - Exclude ARP and DNS Traffic

ARP isthe Address Resolution Protocol.

port not 53 and not arp

Capture Only IP Traffic - Exclude Lower Layer Protocolslike ARP and STP

STPisthe Spanning Tree Protocol.

ip

Capture Only Unicast Traffic - Exclude Broadcast and M ulticast Announcements

not broadcast and not multicast

Capture Traffic Within a Range of Layer 4 Ports

tcp portrange 1501-1549

Capture Traffic Based on Ethernet Type - Capture EAPOL Traffic

EAPOL isthe Extensible Authentication Protocol over LAN.

ether proto 0x888e

| Pv6 Capture Workaround



ether proto 0x86dd

Capture Traffic Based on | P Protocol Type

ip proto 89

Regect Ethernet Frames Based on MAC Address - Exclude Traffic That Belongsto the
LLDP Multicast Group

LLDPistheLink Layer Discovery Protocol.

not ether dst 01:80:c2:00:00:0e

Capture UDLD, VTP, or CDP Traffic

UDLD isUnidirectional Link Detection, VTP isthe VLAN Trunking Protocol, and CDP is the Cisco
Discovery Protocaol.

ether host 01:00:0c:cc:cc:cc

Capture Traffictoor fromaMAC Address

ether host 00:01:02:03:04:05

% Note:
and = &&
or =||
not =!
MAC address format : XX:XX:XX:XX:XX:XX

Common Control Plane Protocols

» UDLD: Destination Media Access Controller (DMAC) = 01-00-0C-CC-CC-CC and EthType =
0x0111

* LACP: DMAC =01:80:C2:00:00:02 and EthType = 0x8809. LACP stands for Link Aggregation
Control Protocol.

» STP: DMAC = 01:80:C2:00:00:00 and EthType = 0x4242 - or - DMAC = 01:00:0C:CC:CC:CD and



EthType = 0x010B
» CDP: DMAC = 01-00-0C-CC-CC-CC and EthType = 0x2000
e LLDP: DMAC = 01:80:C2:00:00:0E or 01:80:C2:00:00:03 or 01:80:C2:00:00:00 and EthType =
0x88CC
» DOT1X: DMAC =01:80:C2:00:00:03 and EthType = 0x888E. DOT1X stands for |EEE 802.1x.
* IPv6: EthType = 0x86DD
* List of UDP and TCP port numbers™

Known Issues

Cisco bug ID CSCue48854: Ethanalyzer capture-filter does not capture traffic from CPU on SUP2.
Cisco bug ID CSCtx79409: Cannot use capture filter with decode-internal .

Cisco bug ID CSCvi02546: SUP3 generated packet can have FCS, thisis expected behaviour.

Related | nfor mation

o Wireshark: CaptureFilters™
o Wireshark: DisplayFilters™
e Technical Support & Documentation - Cisco Systems



https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers#Well-known_ports
https://tools.cisco.com/bugsearch/bug/CSCue48854
https://tools.cisco.com/bugsearch/bug/CSCtx79409
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi02546/?reffering_site=dumpcr
https://wiki.wireshark.org/CaptureFilters
https://wiki.wireshark.org/DisplayFilters
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

