Upgrade Firmware on a Switch through the
Command Line Interface (CLI)

Objective

The firmware is the program that controls the operation and functionality of the switch. It is the
combination of software and hardware that has program code and data stored in it in order for the
device to function.

Upgrading the firmware improves the performance of the device, which could provide enhanced
security, new features, and bug fixes. This process is also necessary if you encounter the
following:

- Frequent network disconnection or intermittent connection using the switch
- Slow connection

You can upgrade the firmware of the switch through its web-based utility or through the Command
Line Interface (CLI).

This article aims to show you how to upgrade the firmware on your switch through the CLI. If you
are a beginner, you may want to upgrade the firmware using the Graphical User Interface (GUI).
This article covers the task of having to update the boot code. How to Upgrade Firmware on
200/300 Series Switches

Here is a second article that that explains how to upgrade the firmware using the web-based utility.
Upgrade Firmware on a Switch.

Applicable Devices | Software Version

- Sx300 Series | 1.4.7.06 (Download latest)

- Sx350 Series | 2.2.8.04 (Download latest)

- SG350X Series | 2.2.8.04 (Download latest)
- Sx500 Series | 1.4.7.06 (Download latest)

- Sx550X Series | 2.2.8.04 (Download latest)

Upgrade Firmware on a Switch through the CLI

Download the Latest Firmware

In preparation for the upgrade process, download first the latest firmware of the switch. Follow the
instructions below:

Step 1. Select the link for the latest version of firmware using the appropriate link above.

Step 2. Choose the exact model from the drop-down list.


https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb5862-Upgrade-Firmware-200-300-Switches.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb5862-Upgrade-Firmware-200-300-Switches.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-550x-series-stackable-managed-switches/smb5304-upgrade-firmware-on-a-switch.html
https://software.cisco.com/download/home/283019611
https://software.cisco.com/download/home/286311197/
https://software.cisco.com/download/home/286311197
https://software.cisco.com/download/home/284099526
https://software.cisco.com/download/home/284099526

Find: §5G350x
S5G350x-24 24-Port Gigabit Stackahble
Managed Switch
SG350X-24MP 24-Port Gigahit PoE
Stackable Managed Switch
SG350X-24F 24-Port Gigabit PoE
Stackable Managed Switch
SG350X-48 48-Port Gigabit Stackahble
Managed Switch
SG350X-48MF 48-Port Gigahit FoE
Stackable Managed Switch
SG350X-48F 48-FPort Gigabit PoE
Stackable Managed Switch

SGE3H0XG-24F 24-Port 10G SFP+
Stackable Managed Switch

SGI50XG-24T 24-Port 10GBase-T
Stackable Managed Switch

Step 3. Click Switch Firmware.
Select a Software Type:

Managed Switch MIB

Switch Firmware

Step 4. The page will show the latest firmware version of your switch and the size of the file. Click
the Download button.

Release Motes for 350x series switches v2.2.8.04 |
Release 2.2.8.04 ~ A ) ) i -

Release Motes for 350x series switches v2.2.8.04 ‘F;;J-J.:
File Information a Release Date Size

Fimal firmware image for Cisco 250, 350, 350X and 550X Series Switches release 24-JAN-2017 2314 ME | Download
2.2.8.04 ——

image_tesla_Sx250-350_ Sx350X-550x_2.2.8.4.bin
Make sure to copy the file to your TFTP folder.

Upgrade the Firmware through the CLI

Step 1. Connect your computer to the switch using a console cable and launch a terminal emulator
application to access the switch CLI.

SHAREit




In this example, PUTTY is used as the terminal emulator application.

Step 2. In the PUTTY Configuration window, choose Serial as the Connection type and enter the
default speed for the serial line which is 115200. Then, click Open.

ﬁ PuTTY Configuration @
Category:
TuSﬁSmnn Basic options for your PuTTY session
- Ten I_.cuglging Specify the destination you want to connect to

Tmlé;:tunard Seral line Speed
- Bell ComM 115200|
- Features Connection type:

= Window Raw Telnet Rlagin 55 @) Serial
EEE:?ES:E Load, save or delete a stored session
.. Translatian Saved Sessions
- Selection
+ Colours Default Settings Load

—I- Connection
.. Data Save
- Proxy
- Telnet Delete
- Rlogin
+- S5H
""" Sefial Close window on exit:

Always Mewver @) Only on clean exit
 Mbout Open || Cancel |

Step 3. Log in to the switch CLI using your own User Name and Password.

The default username and password is cisco/cisco. In this example, the default User Name cisco,
and a personal password is used.

Step 4. Once you are on the CLI, enter the privileged exec mode and check the firmware version
your switch is currently using as well as the location where the image is installed, and other
information by entering the following:

CBS350#sh ver

In the example image below, the switch used is the SG350X and the following information is
shown:

- The switch is running firmware version 2.2.5.68

- The image is installed in the flash directory

- The MD5 hash string

- The time and date the image is loaded to the switch
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Step 5. Browse through your TFTP folder and run the TFTP server in the background in
preparation for the upgrade process.

& Tftpd64 by Ph. Jounin o[- 3]

Current Direchang | ﬂ Browse
Server interfaces |192.1EB.1EIEI.1EIB Intel[R] 82579k Gigabﬂ Show Drir

Titp Server | Titp Client ] Syzlog server ] Log wiewer |

peer file gtark time | progress bytes

About | Sethings | Help |

Step 6. Upload the latest firmware file from your TFTP folder to the switch by entering the
following:

CBS350#boot system tftp://192. 168. 100. 108/ i nage/ i mage_t esl a_Sx250- 350_Sx350X- 550X _2.2.8.4. bin

Note: In this example, the IP address of the TFTP server used is 192.168.100.108.

Step 7. Wait until the page shows that the operation has been completed.

Step 8. (Optional) To verify that the new image file has been successfully loaded, check your
switch firmware information again by entering the following:

CBS350#sh ver

Step 9. Check the firmware information. The page should show both the old and new image files
but should indicate that the old image file will be inactive after reboot and the new image file will be
active after reboot.



Step 10. Reboot the switch by entering the following:
CBS350#r el oad

Step 11. Enter Y in the message prompt to continue.

Step 12. Wait for a few minutes while the system is shutting down and rebooting.

Step 13. Once the system has rebooted, log in to the switch again.

Step 14. Verify the if the new image file is now active by entering the following:
CBS350#sh ver

Step 15. Check the image information displayed. It should now show that the active image is the
latest version.

You should now have successfully upgraded the firmware on your switch through the CLI.
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