RV34x: L2TP/IPsec fails when router is
behind NAT device

Summary

When the RV34x is behind a Network Address Translation (NAT) device, Layer 2 Tunneling
Protocol (L2TP)/Internet Protocol Security (IPsec) fails. This document has been developed to
highlight this issue and to define the steps that needs to be followed to resolve it.

Version (s) Affected

All

Date Identified

March 16, 2020

Date Resolved

N/A

Products Affected

RV34x Series

Bug ID

CSCvt43786

Issue Description

When the RV34x router is behind a NAT device, L2TP/IPSec fails. The logs may indicate that the
router receives a ‘Delete’ notification from the client during Phase 2 negotiation. IPsec clients like
Shrew Soft work fine. This is due to a Microsoft Windows issue. This document defines the
workaround to allow NAT on both sides.

Workaround

This issue has been known and documented. For more details, refer to the article on Connecting
L2TP/ IPSec VPN Server Behind a NAT, Error Code 809.

For additional information, check out the article on How to configure an L2TP/IPsec server behind
a NAT-T device in Windows Vista and in Windows Server 2008.

If you do not wish to modify the registry, use the following options:

- You can configure a public IP address on RV34x WAN.
- Use IPSec-only VPN client.


https://quickview.cloudapps.cisco.com/quickview/bug/CSCvt43786
http://woshub.com/l2tp-ipsec-vpn-server-behind/
http://woshub.com/l2tp-ipsec-vpn-server-behind/
https://support.microsoft.com/en-us/help/926179/how-to-configure-an-l2tp-ipsec-server-behind-a-nat-t-device-in-windows
https://support.microsoft.com/en-us/help/926179/how-to-configure-an-l2tp-ipsec-server-behind-a-nat-t-device-in-windows
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