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Introduction

This document describes how to enable secure Field-Programmable Gate Array (FPGA) on 6400
Fabric Interconnects (FIs).

Problem

In Unified Computing System Manager (UCS Manager) upgrades to Release 4.1(3) or later on
6400 (4th Generation) Fls, customers will see this major error:

7 Major/Pinned sysfswiteh-Affw-secure-fpga

Endpoint FPGA firmware Unsecured.
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Descri ption: Endpoint FPGA firmware Unsecured.
Faul t Code: F2023

This is a new feature in response to a known secure boot vulnerability where golden regions of the
FPGA could have code injected or modified, which essentially defeats secure boot.

Solution

This is an expected message when you upgrade to Release 4.1(3) or later on 6400 Series Fls. It
might only occur on one or both Fls, and depends on the code they originally shipped with.

There is no risk to production other than the reduced security. This can be delayed until the next
planned maintenance window.



The FPGA can be secured and the error cleared with these steps via an SSH session or in the
UCS Manager GUI.

Note: This will require a reboot of each FI. It is recommended to do this in a service window.

SSH Session

1. Open a SSH session to the domain. The cluster IP address or either FI's IP address will
work.

UCS- A# scope fabric-interconnect a
UCS- A /fabric-interconnect# activate secure-fpga
UCS- A/ fabric-interconnect*# commit-buffer

Note: The FI will reboot after a short delay. Do not manually reboot the FI!

2. Repeat this process on the B Fl.
UCS- B# top
UCS- B# scope fabric-interconnect b
UCS-B /fabric-interconnect# activate secure-fpga
UCS- B/ fabric-i nterconnect *# commit-buffer

Note: The FI will reboot after a short delay. Do not manually reboot the FI'The Endpoint
FPGA firmware unsecured error should now be in the cleared state.

UCS Manager Web Ul

1. In the Navigation pane, choose Equipment > Fabric Interconnects >
Fabric_Interconnect_Name.

2. In the Work pane, click the General tab.

3. In the Actions area of the General tab, click Install Secure FPGA.
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4. In the dialog box, click OK.
5. Click Yes in the warning message for Cisco UCS Manager to restart the Fl, log you out, and
disconnect the Cisco UCS Manager GUI.

Install Secure FPGA X

On triggering the installation of secure FPGA, the Fabric Interconnect will reboot, and the system will be down till the Fabric Interconnect is loaded. Do you want to continue?

Yes No

Note: The FlI will reboot after a short delay. Do not manually reboot the FI!If you do not see
the "Install Secure FPGA" option, clear your browser cache or use a private browsing
session.

For more information about the Secure FPGA upgrade, see Release Notes for Cisco UCS
Manager, Release 4.1.



https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/release/notes/CiscoUCSManager-RN-4-1.html#Cisco_Reference.dita_899a3148-9e00-4dc8-b15d-d09406d17df5
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/release/notes/CiscoUCSManager-RN-4-1.html#Cisco_Reference.dita_899a3148-9e00-4dc8-b15d-d09406d17df5
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