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Introduction

This document describes the steps on how to boot the Secure Malware Analytics® Appliance into
recovery mode with EFI Shell and Add Recovery Mode to Boot Options.

Problem

You would be able to see as shown in the image, that we don't have the Recovery Mode displayed
up in the BIOS window:

ct boot device:

Appliance
UEFI: Bullt-1n EFI Shell

UEFI: IPd 0100 Intel(R) I350 Gigabit Network Connection
UEFI: IP9 0101 Intel(R) I350 Gigabhit Network Connection

Enter Setup

T and { to move selection
ENTER to select boot device
ESC to boot using defaults

In order for us to boot into Recovery Mode in this scenario, we have to use the steps described in
the next section.

Solution



EFI Shell

Step 1. Connect the KVM adapter to an external monitor and keyboard, and plug it into the KVM
port located at the front of the device. If CIMC is available and configured, you can use a remote
KVM.

Step 2. Reboot the device.

Step 3. Press F6 at the BIOS window for a list of possible boot targets.
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Enterlng boot selection menud...

Step 4. Select UEFI: Built-in EFI Shell.



select boot device:

Appliance

UEFI: Built-in EFI Shell

UEFI: IPd 0100 Intel(R) I350 Gigabit Network Connection
UEFI: IP4 0101 Intel(R) I350 Gigabit Network Connection

Enter Setup
T and 1 to move selection
ENTER to select boot device
ESC to boot using defaults

Step 5. Right after, press ESC before the startup script finishes to move into the EFI Shell.

Step 6. List of available filesystems.
UEFI Interactive shell wZ.0. UEFI wZ2.40 (American Megatrends, 0x0 . Rewlsion 1.02
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C in 5§ seconds to skip startup.nsh or any other key to continue.

Step 7. At this point, you need to locate the Recovery directory which is in one of the filesystems.

Step 8. Navigate into that directory.
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Step 9. Execute the command fs1:\efi\Recovery\boot.efi

Step 10. Device boots into Recovery Mode.

lp
COMNANDS :

conf igure shouwlset: UView or nod [s mriahles

tent until the next enpty line is treated as a Graphil guery to run

COMMAND® for details.
netconf ig

netconf ig-apply
netinfo —

Add Recovery Mode to Boot Options

Step 1. Connect the KVM adapter to an external monitor and keyboard, and plug it into the KVM



port located at the front of the device. If CIMC is available and configured, you can use a remote
KVM.

Step 2. Reboot the device.

Step 3. Press F6 at the BIOS window for a list of possible boot targets.
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Entering boot selection menu...

Step 4. Select Enter Setup.

Flease select hoot device:

Appliance

UEFI: Built-in EFI Shell

UEFI: IP4 0100 Intel(R) I350 Gigahit Network Connection
UEFI: IP4 0101 Intel(R) I350 Gigahit Network Connection
Enter setup

T and 1 to move selection
ENTER to select boot device
ESC to boot using defaults




Step 5. Navigate into Boot Options, scroll to the bottom, and select Add New Boot Option.

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

» Add New Boot Option

Step 6. Select Add boot option and type Recovery.



fptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

Add boot option

Step 7. Select Path for boot option and select proper File System.



Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

Options
Add New Boot Option Enter the path to the
boot option in the
Add boot option Recovery format

fsx:\path\filename.efi

Boot option File Path
ct a File System

K

(0,0)\HD(Part1,Sig7303f

PCI(2|2)\PCI(0|0)\DevicePath(Tuype 1, SubTupe 5)S
5)SCSI(1,0)\HD(Partl,Sigce5af

PCI(2|2)\PCI(0|0)\DevicePath(Type 1, SubType 5)

S
v
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Tl Select Item
Enter Select Field
+/-  Change Value
F1 General Help
B BIOS Defaults
F10 Save & Exit
ESC Exit

Step 8. Select <efi>, <Recovery> and <boot.efi>.

a File to Boot




Select a File to Boot

Recoveryy

Select a File to Boot

Step 9. Select Create.



Aptio Setup Utility - Copyright (C) 2019 American Megatrends,

Create

Step 10. New Boot Option creates.



Aptio Setup Utility - Copyright (C) 2019 American Megatrends,

Create SUCCESS

fully

Step 12. Put Recovery option at #2 place with +/- buttons.



fptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

Boot Option #2 [Recovery]

Step 13. Navigate into Save & Exit and select Save Changes and Exit.



Aptio Setup Utility - Copyright (C) 2019 American Megatrends, In

Save Changes and Exit

Step 14. Confirm changes.



fAptio Setup Utility - Copyright (C) 2019 American Megatr

Save Changes and Exit

ve & Exit Setup

configuration and exit?

Step 15. The device boots normally.

For more information, see the Secure Malware Analytics Appliance Administration Guide.



https://www.cisco.com/c/en/us/td/docs/security/threat_grid/admin-guide/v2-12/b_threat-grid-admin-guide.html
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