Firepower Data Path Troubleshooting Phase
6: Active Authentication
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Introduction

This article is part of a series of articles which explain how to systematically troubleshoot the data
path on Firepower systems to determine whether components of Firepower may be affecting
traffic. Please refer to the Overview article for information about the architecture of Firepower
platforms and links to the other Data Path Troubleshooting articles.

This article covers the sixth stage of Firepower data path troubleshooting, the Active
Authentication feature.

Packet

Prerequisites

- This article pertains to all of the currently supported Firepower platforms
- The Firepower device must be running in Routed Mode

Troubleshooting the Active Authentication Phase

When trying to determine if an issue is caused by identity, it is important to understand what traffic
this feature can impact. The only features in identity itself that can cause traffic interuptions are the
ones related to active authentication. Passive authentication cannot cause traffic to be dropped
unexpectedly. It is important to understand that only HTTP(S) traffic is impacted by active
authentication. If other traffic is impacted because identity is not working then this is more likely


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/214572-firepower-data-path-troubleshooting-ove.html

because the policy uses users/groups to allow/block traffic, so when the identity feature can't
identify users, unexpected things can occur, but it depends on the device Access Control policy
and ldentity Policy. The troubleshooting in this section walks through issues related to active
authentication only.

Verify the Redirect Method

The active authentication features involve the Firepower device running an HTTP server. When
traffic matches an Identity Policy rule which contains an Active Authentication action, Firepower
sends a 307 (temporary redirect) packet into the session, so as to redirect clients to its captive
portal server.

There are currently five different types of active authentication. Two redirects to a hostname which
consists of the sensor's hosthame and the Active Directory primary domain tied to the realm, and
three redirects to the IP address of the interface on the Firepower device which is performing the
captive portal redirect.

If something goes wrong in the redirect process, the session can break as the site isn't available.
This is why it is important to understand how the redirection is operating in the running
configuration. The chart below helps to understand this configuration aspect.

./.- -\l
To view hostname Redirect

hostname vs IP

> show network o J

Hostname : ciscoasa System > Integration [Realms] > Edit Realm

my-realm
To change hosthame

> configure network hostname <new-hostname>
AD Primary Domain * my-ad.domain ex: domain.com

|| Redirection Type
HTTP Negotiate Hostname.<AD Primary Domain>
Kerberos Hostname.<AD Primary Domain>
HTTP Basic IP Address
NTLM IP Address
HTTP Response Page IP Address

If active authentication is redirecting to the hostname, it would be redirecting the clients to
ciscoasa.my-ad.domain:<port_used_for_captive_portal>

Generate Packet Captures

Collecting packet captures is the most important part of troubleshooting active authentication
issues. The packet captures take place on two interfaces:

1. The interface on the Firepower device which the traffic is ingressing when
identity/authentication is being performed In the example below, the inside interface is used



2. The internal tunnel interface which Firepower uses for redirection to the HTTPS server - tunl
This interface is used to redirect traffic to the captive portalThe IP addresses in the traffic are
changed back to the originals upon egress

The two captures are initiated, the interesting traffic is run through the Firepower device, then the
captures are stopped.

Notice that the inside interface packet capture file, "ins_ntIm", is copied to the /mnt/diskO
directory. It can then be copied to the /var/common directory so as to be downloaded off of the
device (/ngfw/var/common on all FTD platforms):

> expert
# copy /mnt/disk0/<pcap_file> /var/common/

The packet capture files can then be copied off of the Firepower device from the > prompt using
the directions in this article.

Alternatively, there is n option on the Firepower Management Center (FMC) in Firepower version
6.2.0 and greater. To access this utility on the FMC, navigate to Devices > Device Management.

Then, click on the "2 ‘ icon next to the device in question, followed by Advanced
Troubleshooting > File Download. You can then enter the name of a file in question and click
Download.

Overview Analysis Policies Devices Objects | AMP Intelligence vepiey 0, [ Help v sdmin v

Configuration ~ Users  Domains  Integration  Updates  Licenses ¥  Health » Moniter  Monitoring s Tools ¥

Advanced Troubleshooting

| File Download I Threat Defense CLI  Packet Tracer  Capture wj/Trace

Dewnicad

Packet Capture (PCAP) File Analysis

PCAP analysis in Wireshark can be performed to help identify the issue within the active
authentication operations. Since a non-standard port is used in the captive portal configuration
(885 by default), Wireshark needs to be configured to decode the traffic like SSL.


https://www.cisco.com/c/en/us/support/docs/security/sourcefire-firepower-8000-series-appliances/117778-technote-sourcefire-00.html#anc5

If wireshark doesn’t identify protocol as SSL, decode as...

LY R0 Decode As.. L1 Field Value Type Default Current
192,168, Show Packet in New Window 1 TCP port 17206 Integer, base 10 (none) SSL
192,168.62.1 885 192,168.62.69 TCPport 885 Integer, base 10 (none) SSL

dest port Protocol Lengtl Info Protocel Lengtl Info

885 TCP 66 47336885 [ACK] Seq=1445654082 Ack=1526709789 Win: TCP 66 47336-885 [ACK] Seq=1445654082 Ack=1526709789 Win=

885 TCP 583 47336-885 [PSH, ACK] Seq=1445654082 Ack=152670978¢ TLSV1.. 583 Client Hello
47336 TCP 66 88547336 [ACK] Seq=1526709789 Ack=1445654599 Win: TCP 66 885-47336 [ACK] Seq=1526709789 Ack=1445654599 Win:
47336 TCP 227 885-+47336 [PSH, ACK] Seq=1526709789 Ack=144565459¢ TLSvl.. 227 Server Hello, Change Cipher Spec, Encrypted Handsh
885 TCP 66 47336-885 [ACK] Seq=1445654599 Ack=1526789950 Win= TCP 66 47336-885 [ACK] Seq=1445654599 Ack=1526709950 Win-
885 TCP 141 47336+885 [PSH, ACK] Seq=1445654599 Ack=152670995€ # TLSvl.. 141 Change Cipher Spec, Encrypted Handshake Message
885 TCP 519 47336-885 [PSH, ACK] Segq=1445654674 Ack=152670995( TLSVI.. 519 Application Data
47336 TCP 66 885-+47336 [ACK] Seq=1526709950 Ack=1445655127 Win= TCP 66 885-47336 [ACK] Seq=1526709950 Ack=1445655127 Win:
47336 TCP 828 885-47336 [PSH, ACK] Seq=1526709950 Ack=1445655127 TLSvl.. 828 Application Data, Application Data
885 TCP 519 47336-+885 [PSH, ACK] Seq=1445655127 Ack=1526718712 TLSVI.. 519 Application Data
47336 TCP 828 885-47336 [PSH, ACK] Seg=1526710712 Ack=144565558¢ TLSV1.. 828 Application Data, Application Data
885 TCP 66 47336-885 [ACK] Seq=1445655580 Ack=1526711474 Win= TCP 66 47336-885 [ACK] Seq=1445655588 Ack=1526711474 Wins
885 TCP 503 47336-885 [PSH, ACK] Seq=1445655580 Ack=1526711474 TLSVI.. 503 Application Data
47336 TCP 828 885-47336 [PSH, ACK] Seq=1526711474 Ack=1445656017 TLSVI.. 828 Application Data, Application Data
885 TCP 66 47336-885 [ACK] Seq=1445656017 Ack=1526712236 Win- TCP 66 47336-885 [ACK] Seq=1445656017 Ack=1526712236 Wins

The inside interface capture and the tunnel interface capture should be compared. The best way
to identify the session in question in both PCAP files is to locate the unique source port since the
IP addresses is different.

IP addresses will be different

inside capture tun1 capture

No.  Time Source src bor_Destina destioc Prott Lengtl Info No. Time Source sic jar Destingicn dest 3 Protc Lengtl Info

41328 885
3 00:20:21,384422 192.168.62.69 47328 192.168.62.1 885 TCP 66 47328 - 885 [ACK] Seq=1B659 3 ©99:20:22.89457@ 169.254.6.96 47328 169,254.8.1 B85 TCP 52 47328-885 [ACK] Seq=186597
4 00:20:21.385127 192.168.62.69 47328 192.168.62.1 885 55L 266 Client Hello 4 ©89:20:22.894935 169.254.6.96 47328 169.254.8.1 B85 Tl 252 Client Hello
5 90:20:21.395657 192.168.62.1 885 192.168.62.69 47328 TCP 66 B85 - 47328 [ACK] Seq=39760- 120: =
6 00:20:22.922856 169.254.0.1 885 169.254.6.96 47328 TL. 1588 Server Hello, Certificate

Server Hello missing from inside capture

In the example above, notice that the server hello packet is missing from the inside interface
capture. This means that it never made it back to the client. It is possible that the packet was
dropped by snort, or possibly due to a defect or misconfiguration.

Note: Snort inspects its own captive portal traffic so as to prevent any HTTP exploits.

Decrypting the Encrypted Stream

If the problem is not in the SSL stack, it may be beneficial to decrypt the data in the PCAP file so
as to see the HTTP stream. There are two methods by which this can be accomplished.

1. Set an environment variable in Windows (more secure - recommended) This method
involves creating a premaster secret file. This can be done with the following command (run
from the windows command terminal): setx SSLKEYIOGFILE
"%HOMEPATH%\Desktop\premaster.txt” A private session can then be opened in Firefox,
in which you can browse to the site in question, which uses SSL.The symmetric key is then
logged to the file specified in the command from step 1 above.Wireshark can use the file to



decrypt using the symmetric key (see diagram below).

2. Use the RSA private key (less secure, unless using a test certificate and user) The private
key to be used is the one used for the captive portal certificateThis doesn't work for non-RSA
(like Elliptic Curve) or anything ephemeral (Diffie-Hellman, for example)

Caution: If method 2 is used, do not provide Cisco Technical Assistance Center (TAC) your
private key. A temporary test certificate and key can be used, however. A test user should

also be used in testing.

M 55 Decrypt ? X% I Secure Sockets Layer
IP address  Port  Protocol Key File Password - m
0000 885 ssl Z:/Documents/auth.key RSA keys IISt -

£ >| i 55L debug file
+ =] [m ClsersligroetalapnDs minglWresharkiss kevs

Preferences >
Protocols > SSL

T

————————————— Reassemble S5L records spanning multiple TCP segments
Reassemble S5L Application Data spanning multiple 55L records
["] Message Authentication Code (MAC), ignore "mac failed”

| Browse... |

Pre-Shared-Key

(Pre)-Master-Secret log filename

C:\Users\myuser'\Desktop\premaster. txt | Browse... I 1

Viewing the Decrypted PCAP File

In the example below, a PCAP file has been decrypted. It shows that NTLM is being used as the

active authentication method.

HTTP/1.1 401 Unauthorized

Date: Thu, 25 May 2017 @8:21:42 GMT

Server: Apache

WwwW-Authenticate: NTLM
TIRMTVNTUAACAAAACGAKADGAAAAF gOM1aq2eS riS THCAAAAAAAAAAKGAGABCAAAABOAI QAAAAIKAECALBBAEQAAGAKAEOARWA T AEEARAABA
BgASQBHACBAVWBIAE4AMg AwADEAMgBBAEQABAAYAGOAZWA L AGEAZAAUAGYAD 0 gBgAGCAL y 0AYAGEAZA
AUAGOAZWATAGEAZAAUAGYACQBSAHOADY GAGCAL QALgBRAHI GAHAAGADNCS QEARAAA
Content-Length: 381

Keep-Alive: timeout=18, max=96

Connection: Keep-Alive

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN">

<html><head>

<title>481 Unauthorized</title>

</head=<body=>

<hl=Unauthorized</hl>

<p>This server could not verify that you

are authorized to access the document

requested. Either you supplied the wrong

credentials (e.g., bad password), or your

browser doesn't understand how to supply

the credentials required.</p=

</body></html>

GET /x.auth?s=9n1DsDbFKVcS%2F{71hez1nLYh%2FSqfEzgMgld%2FdQEyyRs%3D&u=http%3A%2F%2Fwww. cisco.com®s2F HTTP/1.1
Host: 192.168.62.1:885

User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:43.8) Gecko/20100101 Firefox/43.0

Accept: text/html,application/xhtml+xml,application/xml;q=08.9,%/%;q=08.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Authorization: NTLM
TLRMTVNTUAADAAAAGAAYAIGAAABSAVIBOAAAARAAAABYAAAAGOASAFAAAAWABYACGAAAAAARADYAQAABYKIOgYESBAAAAAPIGZIFPLSNhADL
HwHPmh3AKEAZABtAGKAbgBpAHMAdABYAGEAdABVAHIASOBHAFIATWEFAFOAWgBIACBALUABDAAAAAAAAAAAAAAAAAAAAAAARAAMAAAAAAN
RPxPWOAPphimWMy fn EBAQAAAAAAAKT Quels INIBEBVFTNEWARSAAAAAAGAKAEDARWATAEEARAABABGASGBHACOAVWEI AE4AMgAWADEAMgBBAEQ
MMVlGoﬂZwAtAﬁEAZAAunG\’MOEsMOAMUAMMQBQ&GcﬂLOE]AﬁmgﬂynDAAHOAyﬂGEAZMuAGUMHﬂlkG EAZAAUAGY AdQBsAHQAbwBU
AAUAGABQAGCALQBhAGOALG NC54uzUBgEGAAQAAGAAAAGAMAAWARAAAARAAAEARAAATAAAGNON T 2XF iGN/ NT
+x5HgnhIcuVFriILs2tchBvxbrx90KABAAAD YquSU hlBhgxs-MbD\MAkAIg BIAFQAVABQACBAMOASADIALgAxADYADAAUADYAMGAUADEAARA
AAARAAAAARAAA

HTTP/1.1 387 Temporary Redirect

Date: Thu, 25 May 2017 00:21:42 GMT
Server: Apache

Location: http://www.cisco.com/
Content-Length: 231

Keep-Alive: timeout=10, max=95

Connection: Keep-Alive

Content=Type: text/html; charset=iso-8859-1

TCP Stream
_ UDP Stream
Co »
E SSL Stream
—_—

After NTLM authorization takes place, the client is redirected back to the original session, so that it
can reach its intended destination, which is http://www.cisco.com.



http://www.cisco.com

Mitigation Steps

Switch to Passive Authentication Only

When used in an Identity Policy, Active Authentication has the ability to drop allowed (HTTP(s)
traffic only), if something goes wrong in the redirect process. A quick mitigation step is to disable
any rule within the Identity Policy with the action of Active Authentication.

Also, make sure that any rules with 'Passive Authentication' as action do not have the 'Use active

authentication if passive authentication cannot identify user' option checked.

Editing Rule - Passive

Name  Passive

Action  Passive Authentication o

Zones  Networks VLAN Tags Ports

Realm: my-realm

Enabled

Realm & Settings

Realm * my-realm

* Required Field

: ’
Use active authentication if passive authentication cannot identify user A— aUth ru Ies do n t

+1» Make sure passive

fall back to active
auth

Save Cancel Active Authentication YNTLM

Identity Policy Settings

Identity Policy None

ive Authentication Kerheros

Remove or disable

active auth rules '

ication HTTP Nagotiate
Active Authentication

Active Authentication HTTP Basic

Or remove identity

4 .om Advanced
tab of ACP

Passive Authenticatio

Data to Provide to TAC

Data
Troubleshoot file from the

Instructions
https://www.cisco.com/c/en/us/support/docs/security/sour

Firepower Management Center cefire-defense-center/117663-technote-SourceFire-

(FMC)

Troubleshoot file from the
Firepower device inspecting
the traffic

Full Session Packet Captures

Next Steps

00.html
https://www.cisco.com/c/en/us/support/docs/security/sour
cefire-defense-center/117663-technote-SourceFire-
00.html

See this article for instructions

If it has been determined that the Active Authentication component is not the cause of the issue,
the next step would be to troubleshoot the Intrusion Policy feature.

Click here to proceed to the next article.
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https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
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