PIX/ASA and VPN Client for Public Internet
VPN on a Stick Configuration Example
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Introduction

This document describes how to set up a ASA Security Appliance 7.2 and later to perform IPsec
on a stick. This setup applies to a specific case where the ASA does not allow split tunneling, and
users connect directly to the ASA before they are permitted to go to the Internet.

Note: In PIX/ASA version 7.2 and later, the intra-interface keyword allows all traffic to enter and
exit the same interface, and not just IPsec traffic.

Refer to Router and VPN Client for Public Internet on a Stick Configuration Example to complete a
similar configuration on a central site router.

Refer to PIX/ASA 7.x Enhanced Spoke-to-Client VPN with TACACS+ Authentication Configuration
Example in order to learn more about the scenario where the hub PIX redirects the traffic from the
VPN Client to the spoke PIX.

Note: In order to avoid an overlap of IP addresses in the network, assign a completely different
pool of IP addresses to the VPN Client (for example, 10.x.x.x , 172.16.x.x, and 192.168.x.x). This
IP addressing scheme is helpful in order to troubleshoot your network.


http://www.cisco.com/en/US/products/sw/secursw/ps2308/products_configuration_example09186a008073b06b.shtml
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008046f307.shtml
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008046f307.shtml

Prerequisites

Requirements

Ensure that you meet these requirements before you attempt this configuration:

- The hub PIX/ASA Security Appliance needs to run version 7.2 or later
- Cisco VPN Client version 5.x

Components Used

The information in this document is based on the PIX or ASA security appliance version 8.0.2 and
Cisco VPN Client version 5.0.

The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Related Products

This configuration can also be used with Cisco PIX Security Appliance version 7.2 and later.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Background Information

Hairpinning or U-turn

This feature is useful for VPN traffic that enters an interface but is then routed out of that same
interface. For example, if you have a hub-and-spoke VPN network, where the security appliance is
the hub, and the remote VPN networks are spokes, in order for one spoke to communicate with
another spoke, traffic must go into the security appliance and then out again to the other spoke.

Use the same-security-traffic command to allow traffic to enter and exit the same interface.

securityappliance (config) #same-security-traffic permit intra-interface

Note: Hairpinning or U-turn is applicable for VPN Client to VPN Client communication, as well.

Configurations

In this section, you are presented with the information to configure the features described in this
document.

Note: Use the Command Lookup Tool (registered customers only) to obtain more information on
the commands used in this section.



http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

Network Diagram

This document uses this network setup:
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names
i

interface Ethernet0

nameif outside

security-level 0

ip address 172.18.124.98 255.255.255.0
|

interface Ethernetl

nameif inside

security-level 100

ip address 172.16.3.101 255.255.255.0
|

interface Ethernet?2

shutdown

no nameif

no security-level

no ip address

|

interface Ethernet3

shutdown




no nameif

no security-level

no ip address

!

interface Ethernet4

shutdown

no nameif

no security-level

no ip address

!

interface Ethernetb

shutdown

no nameif

no security-level

no ip address

!

enable password 8Ry2YjIyt7RRXU24 encrypted

passwd 2KFQnbNIdI.2KYOU encrypted

hostname pixfirewall

ftp mode passive

! --—- Command that permits IPsec traffic to enter and
exit the same interface. same-security-traffic permit
intra-interface access-list 100 extended permit icmp any
any echo-reply pager lines 24 logging enable logging
buffered debugging mtu outside 1500 mtu inside 1500 ip
local pool vpnpool 192.168.10.1-192.168.10.254 mask
255.255.255.0 no failover monitor-interface outside
monitor-interface inside icmp permit any outside no asdm
history enable arp timeout 14400 nat-control !--- The
address pool for the VPN Clients. !--- The global
address for Internet access used by VPN Clients. !---
Note: Uses an RFC 1918 range for lab setup. !--- Apply
an address from your public range provided by your ISP.
global (outside) 1 172.18.124.166 !--- The NAT statement
to define what to encrypt (the addresses from the vpn-
pool). nat (outside) 1 192.168.10.0 255.255.255.0 nat
(inside) 1 0.0.0.0 0.0.0.0 static (inside,outside)
172.16.3.102 172.16.3.102 netmask 255.255.255.255
access-group 100 in interface outside route outside
0.0.0.0 0.0.0.0 172.18.124.98 1 timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02 timeout sunrpc 0:10:00 h323 0:05:00 h225
1:00:00 mgcp 0:05:00 timeout mgcp-pat 0:05:00 sip
0:30:00 sip_media 0:02:00 timeout uauth 0:05:00 absolute
!--—- The configuration of group-policy for VPN Clients.
group-policy clientgroup internal group-policy
clientgroup attributes vpn-idle-timeout 20 /--- Forces
VPN Clients over the tunnel for Internet access. split-
tunnel-policy tunnelall no snmp-server location no snmp-
server contact snmp-server enable traps snmp !/---
Configuration of IPsec Phase 2. crypto ipsec transform-
set myset esp-3des esp-sha-hmac !/--- Crypto map
configuration for VPN Clients that connect to this PIX.
crypto dynamic-map rtpdynmap 20 set transform-set myset
!--- Binds the dynamic map to the crypto map process.
crypto map mymap 20 ipsec-isakmp dynamic rtpdynmap /---
Crypto map applied to the outside interface. crypto map
mymap interface outside !--- Enable ISAKMP on the
outside interface. isakmp identity address isakmp enable
outside !--- Configuration of ISAKMP policy. isakmp
policy 10 authentication pre-share isakmp policy 10
encryption 3des isakmp policy 10 hash sha isakmp policy
10 group 2 isakmp policy 10 lifetime 86400 isakmp policy
65535 authentication pre-share isakmp policy 65535




encryption 3des isakmp policy 65535 hash sha isakmp
policy 65535 group 2 isakmp policy 65535 lifetime 86400
telnet timeout 5 ssh timeout 5 console timeout 0 !---
Configuration of tunnel-group with group information for
VPN Clients. tunnel-group rtptacvpn type ipsec-ra /---
Configuration of group parameters for the VPN Clients.
tunnel-group rtptacvpn general-attributes address-pool
vpnpool !--- Disable user authentication.
authentication-server-group none !--- Bind group-policy
parameters to the tunnel-group for VPN Clients. default-
group-policy clientgroup tunnel-group rtptacvpn ipsec-
attributes pre-shared-key * ! class-map
inspection_default match default-inspection-traffic ! !
policy-map global_policy class inspection_default
inspect dns maximum-length 512 inspect ftp inspect h323
h225 inspect h323 ras inspect netbios inspect rsh
inspect rtsp inspect skinny inspect esmtp inspect sglnet
inspect sunrpc inspect tftp inspect sip inspect xdmcp !
service-policy global_policy global
Cryptochecksum:1a1ad58226e700404e1053159f0c5fb0 : end

Configure the ASA/PIX with ASDM

Complete these steps in order to configure the Cisco ASA as a remote VPN server with ASDM:

1. Choose Wizards > IPsec VPN Wizard from the Home
window.
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2. Choose the Remote Access VPN tunnel type, and ensure that the VPN Tunnel Interface is

set as
desired.
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4. Enter a name for the Tunnel Group Name. Supply the authentication information to use.Pre-
shared Key is chosen in this
example.
B YPN Wizard ]
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Note: There is not a way to hide/encrypt the pre-shared key on the ASDM. The reason is
that the ASDM must only be used by people who configure the ASA or by people who assist
the customer with this configuration.

5. Choose whether you want remote users to be authenticated to the local user database or to
an external AAA server group.Note: You add users to the local user database in step
6.Note: Refer to PIX/ASA 7.x Authentication and Authorization Server Groups for VPN Users
via ASDM Configuration Example for information on how to configure an external AAA server
group through
ASDM.



http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008060f261.shtml
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008060f261.shtml

UPN W zard | Client Authentication (Step 4 of ..}

To authenticste rcn'-:tl: Leser s using ||:u:.:|| u:lmﬂl:e LsEr dutubmc 5|.-.bct the First option bﬂluw
You can ereate User an:mﬂs i Lthe next StB'D

“Touse exkarnal AAA servers instead, sebsct the secondootion. You can salal:t an existng ARA
| SErver Qroup or creabe 4 neve one wsng the Rew button belot, ;

To n‘ma;:e all othet 844 s2ktngs, goto Corfiguration = Device Managemant = Lsers/Bad in
the main ASDH wr-:l-:w

(v Bkheniicabe Using the ocal User databass

o Bchenhbcabe using an .l?l.ﬂ.n'éen'e.r';;r-':n.p

AAR Server Group Name: | ] new.. |

= Back. i'ﬂuxtp I Eiresty I ;lunu':l i Heln i

6. Add users to the local database, if necessary.Note: Do not remove current users from this
window. Choose Configuration > Device Administration > Administration > User
Accounts in the main ASDM window to edit existent entries in the database or to remove
them from the
database.
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7. Define a pool of local addresses to be dynamically assigned to remote VPN Clients when
they
connect.
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8. Optional: Specify the DNS and WINS server information and a Default Domain Name to be
pushed to remote VPN
Clients.
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9. Specify the parameters for IKE, also known as IKE Phase 1.Configurations on both sides of
the tunnel must match exactly, but the Cisco VPN Client automatically chooses the proper
configuration for itself. No IKE configuration is necessary on the client
PC.
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10. Specify the parameters for IPSec, also known as IKE Phase 2.Configurations on both sides
of the tunnel must match exactly, but the Cisco VPN Client automatically chooses the

proper configuration for itself. No IKE configuration is necessary on the client
PC.
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. Specify which, if any, internal hosts or networks can be exposed to remote VPN users.If you
leave this list empty, it allows remote VPN users to access the entire inside network of the
ASA.You can also enable split tunneling on this window. Split tunneling encrypts traffic to
the resources defined earlier in this procedure and provides unencrypted access to the
Internet at large by not tunneling that traffic. If split tunneling is not enabled, all traffic from
remote VPN users is tunneled to the ASA. This can become very bandwidth and processor
intensive, based on your

configuration.
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12. This window shows a summary of the actions that you have taken. Click Finish if you are
satisfied with your
configuration.
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13. Configure the command same-security-traffic to enable traffic between two or more hosts
connected to same interface when you click the checkbox as
shown:
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14. Choose Configuration > Firewall >NAT Rules, and click Add Dynamic NAT Rule in order
to create this dynamic translation with the use of
ASDM.
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15. Choose inside as the source interface, and enter the addresses you want to NAT. For
Translate Address on Interface, choose outside and click
OK. _
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16. Choose outside as the source interface, and enter the addresses you want to NAT. For
Translate Address on Interface, choose outside and click
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17. The translation appears in the Translation Rules at Configuration > Firewall >NAT

Rules.
% Cisco ASDM 6.0 for PEE - 1 72.16.3.101
Fls - Vew  Took  Wizsde Wirdow  Halp

ey e

'EEF}: I-I'trr|£%_l:qnfg.rd'h1 Lj Monkoring BS&-\& ,'_;:-' Refresh @HHEP ;\:;llﬂ--:-.-‘lr. ? Help

| Dieviee List [ R Configuration > Firewall » HAT Rules
| 1
| d Add Dedet [ <t P e B
E" [Ddete 8 Connn W add - [ Ede ﬂwatelf +|.£- ?«ﬁfﬁ'i{QFrﬂl—EWam 7 Packet Trace |
| = 10770143 . |
A1 72.16.3.101 Fiter: [ornalSowce = | s =] | - e | dear | B |
: Ciriginal Translated | |
£ Type . |
| Source I Desbnstion ‘I Service Iriesface I Address |
E El inside
’ | L [omenc fBoooe | B 172.18.124
2 d Conamic A 152168100 auiside - BEFRCRE
Fiewcall Feriaa - R
B Access Rules
=
| Sarvite Polcy Rulas
i AR Rubss
e FILEr Rules
ﬂ'é,“' UEL Fikering Servers
| Threat Detechon
H B-lfaS Objects
& Adtvaniced
i E%)gemr.ﬁva-tm i
| B rena i | |
| = = inside._ 2o 10e L outside ' : = |
7 et g |
| a0 £.0.0.0 L . I
| 0,0,0.0 172, 18.124.1EA ;
E ﬁﬁl‘.‘ﬂ'ﬁh‘ (=1 - ---:*-l]ﬂ[:'ﬂ'ﬂ'k ------+ Diestinabon dddress
| [~ Enabi= traffic through the Firswsll vakhouk sddress branslstion
J L'?:;!)m«m[-}mﬂnmﬂ
a Resat |




Note 1: The sysopt connection permit-vpn command needs to be configured. The show
running-config sysopt command verifies if it is configured.

Note 2: Add this output for the optional UDP transport:

group-policy clientgroup attributes vpn-idle-timeout 20 ipsec-udp enable ipsec-udp-
port 10000 split-tunnel-policy tunnelspecified split-tunnel-network-list value

splittunnel

Note 3: Configure this command in the global configuration of the PIX appliance in order for VPN
Clients to connect via IPsec over TCP:

isakmp ipsec-over-tcp port 10000

Note: Refer to the Hair-Pinning on Cisco ASA =video for more information on different scenarios
where hair-pinning can be used.

VPN Client Configuration

Complete these steps to configure the VPN Client:

1. Choose
New.

# status: Disconnected | ¥PN Client - Yersion 5.0.03.0530
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2. Enter the PIX outside interface ip address and tunnel-group name along with the password

for
authentication.
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http://www.cisco.com/en/US/docs/security/asa/asa81/command/ref/s8.html#wp1374624
http://www.cisco.com/en/US/docs/security/asa/asa81/command/ref/s8.html#wp1374624
https://supportforums.cisco.com/videos/2506

# YPN Client | Create New YPN Connection Entry

Connection Entry: | pisd

il
CISCO

Drescription: | pi on gtick for internet access

Host: 117.18.124.958

Authentication iTranspnrt Backup Servers 1 Dial-Up 1

{* Group Authentication " Mutual Group &uthentication

M ame: rtptacyph

HEXHEXEX

Fazswaord:

HEXHEXEX

Confirm Pazsword:

" Certificate Authentication

i arme: i __:_j

[ Send CA Certficate Chain

Eraze ldzer Fazsword 1 Cave Cancel

3. (Optional) Click Enable Transparent Tunneling under the Transport tab. (This is optional
and requires the additional PIX/ASA configuration mentioned in note



# VPN Client | Create New YPN Connection Entry

Connection Entry: ]pi:-ﬂ
D i t ]’"_ """""" E-l;?---t ____ t- '_'_""E_' """"""""" L] l I l L] l I l [
ezcription: |pix o a stick for internet connection
CISCO
Host [172.18.124.99

Authentication | Transpnrt ] Backup Servers . Dial-Up |
v Enable Tranzparent Tunneling

o+ |PSec over UDP [ NAT 7 PAT |

" IPSec over TCP TLP Fort: 11 A
| Allow Local LAMN Access
Feer rezponse timeout [seconds); |E|EI
Erase Ueer Fassword Save Cancel

2.)
4. Save the profile.

Verify

Use this section to confirm that your configuration works properly.

The Output Interpreter Tool (reqgistered customers only) (OIT) supports certain show commands.
Use the OIT to view an analysis of show command output.

- show crypto isakmp sa —Displays all current IKE security associations (SAs) at a peer.
- show crypto ipsec sa —Displays all current SAs. Look for encrypt and decrypt packets on
the SA that define the VPN Client traffic.
Attempt to ping or browse to a public IP address from the client (for example, www.cisco.com).

Note: The inside interface of the PIX cannot be pinged for the formation of a tunnel unless the
management-access command is configured in global confirguration mode.

PIX1 (config) #management-access inside PIX1 (config)#_show management-access
management-access inside

VPN Client Verification

Complete these steps in order to verify the VPN Client.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/docs/security/asa/asa80/command/reference/s2.html#wp1361607
http://www.cisco.com/en/US/docs/security/asa/asa80/command/reference/s2.html#wp1360540
http://www.cisco.com/en/US/docs/security/asa/asa81/command/ref/m.html#wp1971210
http://www.cisco.com/en/US/docs/security/asa/asa80/command/reference/s4.html#wp1448502

1. Right-click on the VPN Client lock icon present at the system tray after a successful
connection and choose the option for statistics to view encrypts and decrypts.

2. Click on the Route Details tab in order to verify the no split-tunnel list passed down from the
appliance.

Troubleshoot

Note: For more information on how to troubleshoot VPN issues, refer to VPN Troubleshooting
Solutions .

Related Information

- Enhanced Spoke-to-Client VPN Configuration Example for PIX Security Appliance
Version 7.0

. Cisco VPN Client

- IPsec Negotiation/IKE Protocols

. Cisco PIX Firewall Software

. Cisco Secure PIX Firewall Command References

- Security Product Field Notices (including PIX)

. Hair-Pinning on Cisco ASA =

- Requests for Comments (RFCs) &

. Technical Support & Documentation - Cisco Systems



http://www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008046f307.shtml?referring_site=bodynav
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008046f307.shtml?referring_site=bodynav
http://www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html?referring_site=bodynav
https://supportforums.cisco.com/videos/2506
http://www.ietf.org/rfc.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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