Install and Renew Certificate on FTD
Managed by FDM
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Introduction

This document describes how to install, trust, and renew self-signed certificates and certificates
signed by a third party CA or internal CA on FTD.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Manual certificate enrollment requires access to a trusted third party Certificate Authority (CA).
Examples of third party CA vendors include, but are not limited to, Entrust, Geotrust,
GoDaddy, Thawte, and VeriSign.

- Verify that the Firepower Threat Defense (FTD) has the correct clock time, date, and time
zone. With certificate authentication, it is recommended to use a Network Time Protocol (NTP)
server to synchronize the time on the FTD.

Components Used



The information in this document is based on these software and hardware versions:

- FTDv that runs 6.5.
- For Keypair and Certificate Signing Request (CSR) creation, OpenSSL is used.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Configure

Certificate Installation
Self-Signed Enroliment

Self-Signed certificates are an easy way to get a certificate with the appropriate fields added to the
FTD device. Although they cannot be trusted in most places, they can still provide similar
encryption benefits as a third party signed certificate. Still, it is recommended to have a trusted
CA-signed certificate so that users and other devices are able to trust the certificate presented by
the FTD.

Note: Firepower Device Management (FDM) does have a default self-signed certificate named
DefaultinternalCertificate that can be used for similar purposes.

1. Navigate to Objects > Certificates. Click the + symbol and then choose Add Internal
Certificate as shown in the image.
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2. Choose Self-Signed Certificate in the popup window as shown in the image.



B Upload Certificate and Key

Create a cerificate rom existing files.
FEM and DER files are supported.

Self-Signed Certificate

O]

+
4

Create & new certificate that is signed
by the device,

3. Specify a Name for the trustpoint, then fill out the subject distinguished name fields. At a
minimum, the Common Name field can be added. This can match the Fully Qualified Domain

Name (FQDN) or IP address of the service for which the certificate is used. Click Save when done
as shown in the image.



Add Internal Certificate

MName
I FTD-3-5elf-Signed I
Country State or Province
T
Lacality or City
Organization Organizational Unit (Department)
Cizco Syatems TAC

Common Name

I fid3.example.com

4. Click the Pending Changes button from the top right of the screen as shown in the image.
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5. Click the Deploy Now button.



Note: When the deploy is done, the certificate is not available to be seen in the CLI until there
is a service that uses it such as AnyConnect as shown in the image.

Pending Changes

ﬂ Last Deployment Completed Successhully

. Saa Deployrnent HEstory

Deployed Version (13 Apr 2020 09:56 AM) Pending Version @ LEGEND Removed  Added  Edited

ﬂ Internal Certificate Added: FTD-3-5aif- Signed 4

= cert.masked: false

- cert.encryptedttring: "o

= privatefey.masked: false

- privateley.encryptedString: *°

- izzperCommoniane: ftdl.exanple.com
= isswerfountry:

- dsswerlocality:

= isswerDrganization: Cisco Systems
- izseerOrganizationlinit: TAC

- isswerState:

= subjectCommonMame: ftdl.example.com
- subjectCountry:

- subjectDistinguiskediame: CH=ftd3.cxample.com, OU=TAC, O=_
- subjectlocality:

- subjectorganization: Clsco Systems
- subjectorganizationlmit: TAC

Manual Enrollment

Manual Enroliment can be used to install a certificate issued by a trusted CA. OpenSSL or a
similar tool can be used to generate the private key and CSR required to receive a CA-signed
certificate. These steps cover common OpenSSL commands in order to generate the private key
and CSR as well as the steps to install the certificate and private key once obtained.

1. With OpenSSL or a similar application, generate a private key and Certificate Signing Request
(CSR). This example shows a 2048 bit RSA key named private.key and a CSR named ftd3.csr
that is created in OpenSSL.

openssl req -new -newkey rsa: 2048 -nodes -keyout private.key -out ftd3.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a D stinguished Nane or a DN.
There are quite a few fields but you can | eave sone bl ank

For sone fields there is be a default val ue,

If you enter '.', the field is left blank.



Country Name (2 letter code) [AU]:.

State or Province Nane (full nanme) [Sone-State]:.

Locality Name (eg, city) []:.

Organi zati on Name (eg, company) [lInternet Wdgits Pty Ltd]: G sco Systens
Organi zational Unit Name (eg, section) []:TAC

Common Nane (e.g. server FQDN or YOUR nane) []:ftd3.exanple.com

Emai| Address []:.

Pl ease enter the following "extra' attributes
to be sent with your certificate request

A chal | enge password []:

An optional conpany nane []:

2. Copy the generated CSR and send it to a CA. Once the CSR has been signed, an identity
certificate is provided.

3. Navigate to Objects > Certificates. Click the + symbol, then choose Add Internal Certificate
as shown in the image.
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4. Choose Upload Certificate and Key in the popup window as shown in the image.



—hoose the type of internal cerificate you want (o create

B Upload Cartificate and Key

Create a cerificate rom existing files.
FEM and DER files are supported.

o Sell-Signed Certificate

Create & new certificate that is signed
by the device,

5. Specify a Name for the trustpoint, then either upload, or copy and paste the identity certificate
and private key in Privacy Enhanced Mail (PEM) format. If the CA provided the certificate and key
together in a single PKCS12, navigate to the section titled Extracting Identity certificate and
private key from PKCS12 file later in this document in order to separate them.

Note: The file names cannot have any spaces or FDM does not accept them. Additionally, the
private key must not be encrypted.

Click OK when done as shown in the image.



Add Internal Certificate

Mame

FTD=3=Manual

SERVER CERTIFICATE (USER AGENT)

Paste certificate, or choose file: UPLOAD CERTIFICATE fd3.crt

e
MIErTCCApWaAwIBAGIS 1 JdwfTthU wDOY JEoZlhwve NACQELBOAWMEaMBgGATUE
ChMRO21zY 28gU3Izd GMicy BUQUMxFDASBgNVBAMTC A ZOTIBSb 23 MENBMBAXDThy e
CERTIFICATE KEY
Paste key, or choose file: privabe. key
----- BEGIN R5& PRIVATE KEY--=-- o
MIEpAlBAAK CAOEARGpzMjul « HEIRGSZYTE0N BV a5y F T hRxRIBOw LEhSwBzEgM ”

mtOkd0JPog+ CFgEXswTpelFibPhita TEVUEzcEpGhmyiz+ Abjg Mok TvaFMIV/RAN

6. Click the Pending Changes button from the top right of the screen as shown in the image.
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7. Click the Deploy Now button.

Note: When the deploy is done, the certificate is not available to be seen in the CLI until there
is a service that uses it such as AnyConnect as shown in the image.



Pending Changes

ﬂ- Last Deployment Completed Socoesshully
13 Aypr 2020 09:56 AM. See Deployvrent Hisiory

Deployed Version {13 Apr 2020 09:56 AM) Pending Version @ LE0END Removed  Added  Edited

ﬂ Intermal Certificate Added: FTD-3-Manwal S

= cert.masked: false

- cert.encryptedttring: o

= privatefey.masked: false

- privateley.encryptedstring: 7"

- isswerCommoniame : VPN Root CA

- dsswerCountry:

- dssmerbocality:

= isswerbrganization: Cisco Systems TAC
- izswerDrganizationtindt:

= isswerstate:

- 1-uh'_|e|:tculnunuue: ftd3.example.com
- subjectCountry:

- subjectDistinguishedMame: CN=VFNM Root CA, O=Cisco Systems—
- subjectlocality:

- subjectOorganization: Clsco Systems

- subjectorgani zationUndt: TAC

MORE ACTIONS ~ CANCEL DERPLOY ROW W

Trusted CA Certificate Installation

When you install a trusted CA certificate, it is necessary, in order to successfully authenticate
users or devices which present identity certificates to the FTD. Common examples of this include
AnyConnect certificate authentication and S2S VPN certificate authentication. These steps cover
how to trust a CA certificate so that certificates issued by that CA are also trusted.

1. Navigate to Objects > Certificates. Click the + symbol, then choose Add Trusted CA
Certificate as shown in the image.
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2. Specify a Name for the trustpoint. Then either upload, or copy and paste the CA certificate in
PEM format. Click OK when done as shown in the image.

Add Trusted CA Certificate

Mame

VPN_Roal_Ca

Paste cedilicate, ar choose file: UPLOAD CERTIFICATE VEN_Root_C4.cr

---—-BEGIN CERTIFICATE---—- -~
MIIFO=CC Ayuglwl BAGI DgRS fwoDigwDOY JEaZihee NAQELBO AwMEaMBgGA TUE

ChMRCOZIzY 28gU 3 zd GVicy BLICUIMxFDASBgNVEAMTC 1 Z0TiBSH 2 3MENBMES XD Thy
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3. Click the Pending Changes button from the top right of the screen as shown in the image.
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4. Click the Deploy Now button as shown in the image.

Pending Changes

ﬂ Last Deployment Completed Successiully
13 Apr 2020 09:56 AM. Sae Deploymeent Histony

Deployed Version (13 Apr 2020 09:56 AM) Pending Version @ LEGEND Resoved | Added | Edited

ﬂ External CA Certificate Added: VPN_Rool_CA e

- cert.masied: false

- cert.encryptedString: ="

- izsusrfommonName=: VPN Root Ca

= issuerfomntry:

- izsusrLocality:

= issuerdrganization: Cisco Systems TAC

- izsuerOrganizationlnit:

- izsusrState:

- subjectComnonMame: VPN Root CA

- subjectCountry:

= subjectDistinguisheddame: CH=¥PH Root CA, O=Cisco Systems_
- subjectlocality:

- subjectDrgand zation: Cisco Systems TAC

- subjectirgand zationlindt:

- subjectState:

- valldityStartDate: Apr @5 23:16:88 7828 GMT

MORE ACTIONS CAMNCEL DEPLOY MOW W

Certificate Renewal

Certificate renewal on an FTD managed by FDM involves the replacement of the previous
certificate and potentially the private key. If you do not have the original CSR and private key used
to create the original certificate, then a new CSR and private key needs to be created.

1. If you have the original CSR and private key, this step can be ignored. Otherwise, a new private



key and CSR need to be created. Use OpenSSL, or a similar application, to generate a private key
and CSR. This example shows a 2048 bit RSA key named private.key and a CSR named ftd3.csr
that is created in OpenSSL.

openssl req -new -newkey rsa: 2048 -nodes -keyout private.key -out ftd3.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated
into your certificate request.

What you are about to enter is what is called a D stinguished Nane or a DN.
There are quite a few fields but you can | eave sonme bl ank

For sone fields there is a default val ue,

If you enter '.', the field is left blank.

Country Nane (2 letter code) [AU]:.

State or Province Nane (full nane) [Sone-State]:.

Locality Nane (eg, city) []:.

Organi zation Nanme (eg, conpany) [lInternet Wdgits Pty Ltd]: G sco Systens
Organi zational Unit Nanme (eg, section) []:TAC

Common Nane (e.g. server FQDN or YOUR nane) []:ftd3. exanple.com

Emai | Address []:.

Pl ease enter the following '"extra' attributes
to be sent with your certificate request

A chal | enge password []:

An optional conpany nane []:

2. Send the generated CSR or the original CSR to a Certificate Authority. Once the CSR has been
signed, a renewed identity certificate is provided.

3. Navigate to Objects > Certificates. Hover over the certificate you want to renew, and click the
View button as shown in the image.
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4. In the pop-up window, click Replace Certificate as shown in the image.



View Internal Certificate

Mame

FTD=3-Manual

REPLACE CERTIFICATE

il r T m K e
subpect Co an Mame

ftd3. example.com

EbiaseF Sirrrass e mE i
Subject Qrganizatic

Cisco Systems

Subject Organization Un
TAC

|sswer Lammdan MName
VPN Root CA

|zguer Onganization

Cisco Systems TAC

Yl 3 f@rr
Jvalid Time Range

Apr 13 14:56:00 2020 GMT - Apr 13 14:56:00 2021 GMT

CAMCEL SAVE

5. Either upload, or copy and paste the identity certificate and private key in PEM format. Click OK
when done as shown in the image.



Edit Internal Certificate

Mame
FTD=3=Manual

SERVER CERTIFICATE (USER AGENT)

Faste certificate, or choose file: REPLACE CERTIFICATE fre3-renewed.cn

MIErTCCApWaAwIBAGIaSPmRHEIRQUWDOY K oZlhve NAGELECAwWMjEaMBg GA LIE

ChMRO21zY 28gU 3 zdGMicy BUOUMxFDASBgMNVBAMTC A Z0TIBSb2 3 MHENBMBAXDThy e
CERTIFICATE KEY
Paste key, or choose file: prate. key
----- BEGIN R5& PRIVATE KEY--=-- o
MIEpAIBAAKCAQEANGpeMjuf « HIRGSZYIZONV BV 1 85y F 7 hRxRIBOwLUshSwBzEgM ”

mtCkd0JPog+ CFgEXswTpelFibPhita TEVUEzcEpGhmyiz+ Abjg Mok TvaFMIV/RAN

6. Click the Pending Changes button from the top right of the screen as shown in the image.
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7. Click the Deploy Now button as shown in the image.



Pending Changes

E Last Deployment L-ompleted Successtully
1 M, Sea Deplovment History
Deployed Version (13 Apr 2020 12:41 PM) Pending Version LEGEND | Removed | | Added | Edited

ﬂ Intemal Certificate Edited: FTD-2-Manual

cert encryptedstring: 5= -
'.-.:i'l.‘ln:liT:p’ET.‘lr‘-L‘l'h‘l‘l‘n’.‘-! Apr 13 1455698 JR28 GMT Apr 13 15:44:98 2039 GMT
valldityEndDate: Apr 13 14:56:8@ 2821 GNT Apr 13 16:44:98 2871 GHT
privateey . encryptedString: =ss P

MORE ACTIONS ™ CAaMCEL BEPLOY NOW W

Common OpenSSL Operations
Extract Identity Certificate and Private Key from PKCS12 File

An administrator can receive a PKCS12 file that needs to be imported on to the FTD. FDM does
not currently support the import of PKCS12 files. In order to import the certificates and private key
contained within the PKCS12 file, the individual files must be extracted from the PKCS12 with the
use of a tool like OpenSSL. You need the passcode used to encrypt the PKCS12.

openssl pkcsl2 -info -in pkcsi2file. pfx
Enter Inport Password: [PKCS12-passcode]
MAC Iteration 1
MAC verified OK
PKCS7 Encrypted data: pbeWthSHA1AnNd40Bi t RC2-CBC, Iteration 2048
Certificate bag
Bag Attributes
| ocal Keyl D: 28 20 Cl1 B4 08 1E 65 2E 4D 1D F9 F3 25 07 62 F7 D9 96 A7 F4
friendl yName: ftd3. exanple.com
subj ect =/ O=Ci sco Syst ens/ OU=TAC/ CN=f t d3. exanpl e. com
i ssuer=/ O=Ci sco Systemnms TAC/ CN=VPN Root CA
----- BEGA N CERTI FI CATE- - - - -
M | Er TCCApWJAW BAgI | a5PmhHEI RQUWDQYJKoZI hvc NAQELBQAWM EaMBgGALUE
ChMRQ2I zY28gU3I zdGVt cy BUQUMk FDASBgNVBAMICLZQTi BSh2901 ENBVB4AXDTI w
MDQx Mz E2NDQMVFoXDTI x MDQx Mz E2 NDQMVFowQT EWWVBQGALUEChIMNQ2I z2Y28gU3I z
dGVt czEMVIA0 GA1 UECx MDVEFDIVRK w=wYDVQQDEX Bmd GQz Lniv4A YWLwb GUu Y29t M | B
| j ANBgkghki GOWOBAQEFAACCABAM | BCgKCAQEANGpz M uf +Ht RGEZYf 80V6EV1s
SyF7XhRxj R 80wUi h5wBz6gNnt Qkd0JPog+CFqEXswTpel 7i bPM aTEVUEZzcBpGb
nyNz+A6j gNgAk TvaFMZV/ Rr WCNkt 08ULEDI X+f 6 7TMVBht f Z2dpapEP2w@2DVgN
Bgot 0z3/ 8Cr ZAl cpzVgL6hOzi JFBgdi W EYBoFUElj msj | 3qd39i b9+t 6Lhk S50
QQDTgvl i D1bYpPi WKpS0g1PZDnX8b740s0pVKVXTsuj QqSqH1va9BB6hK1JCoZa
Hr POYOXx ®9+MpVMH33ROVRI 3SCEF6kpZ6VEdG 4s6/ | RvaMLzl BcK1ON N2+nj wi D
AQAB04G3M (G0 MAK GAL Ud EwQCMAAWHQYDVROOBBYEFMevj LOXi STzZNADJ/ pt Nb/ cd
zB8wWVB8GALUdI wQYMBaAFHekzDnhi 40727nj LXuwCRVFgy guMAs GA1Ud DWQEAW F
0DAdBgNVHSUEF] AUBggr BgEFBQC DAQY! KwYBBQUHAW wGNYDVRORBBQMEO! QZnRk
My 51 eGFt cGxl Ln\vbTAeBgl ghkgBhvhCAQOEERYPeGNhI GNI cnRpZni j YXRI MAOG
CSqGSI b3DQEBOWUAAAI CAQT j r M r uGH5f pc FND8qgf uVUOhkszOwg201oMgM v Xn
gENKc XxxT27z6AHNQXeX3vhDc Y3zs+FzFSoP5t RRPy/ 413HAN+QEP2L9MQVDIPH



f 50 Q Ke5¢c16hM2J08daR7wiNzvFkcbi c KCLRHOEVEoI OSPKsLy GSSxGrh6QXf ZcM
GX3j &Kr gl ugp2UEqQUg9HPTpgsbuNcHAM8x XgFp61 Al OLr yt wr LeM h5V+Vh5pl |
yTI 9wo5VADo YKgNAOBD21TeJl j 6KB7YNYFB5SWIVGPGRSh5wx 1gNg/ MFi xwf MXVATI
Rk3EQISTENqzg22wnqJ4HCogar 7ASI Q6Zub5NY4+CF Ept 8UHf Yszp/ e1BA+Tvi UC
DXGBU badl nEf i 531 8G+/ vZI 6ykcnmXe9hokKYxY8cg/ U7170n/ FbAnd YWRYgMAE4
RW BpOvoNzn97cGt+qzogo7j / OkTf Yu3®DzdU3uy+R8JJKkBr er kt r ZR7wrOf P610
I As86N5Zb18U14G c9nDeXHoN+/ OB31JNhvWey Zf Abt gUlgst zvb2bc2CGBoJJ1XC
YRQLf t 1FxHpn4zMKj | 2Px0yam bROnOFoMCesHvvt cgcG FJgZduzZyBJ9ulEZ2H5
UWMNEJFG VOGV+UBRI gpj XEaUf Jj 4y MvaMYer ZcZQVIf Z75+8SS5r f G pMwTi T471
ng==
----- END CERTI FI CATE- - - - -
Certificate bag
Bag Attributes: <No Attributes>
subj ect =/ O=Ci sco Systens TAC/ CN=VPN Root CA
i ssuer=/ O=Ci sco Systemnms TAC/ CN=VPN Root CA
----- BEG N CERTI FI CATE- - - - -
M | FQz CCAyugAwW BAgl | RS/ woJDi gwDQYJKoZI hvc NAQELBQAWN EaMBgGALUE
ChMRQ2I zY28gU3I zdGvt cy BUQUMK FDASBgNVBAMIC1ZQTi BSb2901 ENBVB4XDTI w
MDQMNTI z MTYWVFOo XDTMMVDQAMNTI z MTYwiVFowl] EaMBg GALTUEChMRQ2I 2 Y28gU3I z
dGvt cy BUQUWK FDASBgNVBAMIC1ZQTi BSh2901 ENBM | Cl j ANBgkghki GOWOBAQEF
AACCAg8AM | CCgKCAgEAXhTBKi B1xzLg2Jr 48h/ 2u84Rc\WAhOTPYCNGYZgOPv Sf
JOpKVAUSt z42625Yx1nBt j SSEgzF+qETpSpl Ehj VNI ¢l xuNi r fr mS8JQF | w1y T
PaFv7u+VhgyYbYs Sx GAB/ n6 RWApi Nbg8SDoUACU7R/ bvplRb8WSt XK/ rsTlj c7L2
¢/ GGMeDLNnt/ i / MLzuM hj Ot CphsJPhvNI | 71 cNj 6K0pvg2yB/ Mi7PX0OzZnLaz 9pf
Ggpj pHOzzKhdl MN Kl | 641 Rpo8KVhpE5X2sFohj zot 4u8/t 20P846z/ CXm HQcgp
g5BgZM=gr o0l 5r cqOPj t K9Tqg7q013Vf OkM sof Mp+BulCi FDpawr/ j 8uSPuswEs
r zvJ+8GhOY1VEHt ohgNG PC0g8wnKQUOCA7Ft 1UMpdSwUs MVEe0X43dyp/ WO Zt LW
4v/ Pn/ Ni bE3aoPCaMhl 04CdwSBHZOgVag4!l NgVsuFX1uPKD25Whr | 09LQO3P/ sN3
FhoAh98HKCcuQ4Ua3AasShdzor nD+G2J2pd1INf 1Dahl zI skl M | URSWILj sHLKT t
JgSOoLI s2st UgHut UZ4h6Lv2+da554zVj pRTQ Yh/ | yNexDsd1nB6PH7ny +i L8/ 9
c2qDhui ch3cxI 1j | NOLdB+/ j Qqkf zmx9zi B1PXnl shNRbf | LLr Nf dDO9aggqQsvsC
AWEAAaNd MFs WDAYDVRO TBAUWAWEB/ z AdBgNVHQAEFgQUA6 TMOeGLg7vbuaM e7AJd
FUNDKCAWHWYDVROj BBgwWFOoAUd6 TMOeGLg7vbuaM e7 AJ FUNDKCAWCWYDVROPBAQD
AgEGVAOGCSqGSI b3DQEBOWUAA4I CAQCEB+Y3obat EZqvORQz 1MS60QuUmMCgNWG 8d
kcRDxk Y2F+zw3pBFa54Si n10f RPJvZvLNIV50dXmvyH51 uh6KIDWr LMANI Sgl 7Tn
0i pgKr aokS2000STWQ7 QW 1x Cr wx M TuDJ FMe80gabFAU557 06 PDXPt FEut n0Oxz
Qu8VM_BRy+gDc+0WARsj Fj +0gu0c2W 3g@B1G yoPYguf WRnzt N5r Qx VW FLSs CNN
j nlesj QvOVF3nY7SH5Qas PN25Ayds GEODFgp7r ZLN2BH7 (3r hi 5ShEn3Bv9ALZCQ6
p702FZI y5I xuzuA/ wPnR89H | kSF130OMIpnA | 3d6d07s3bwyN a8Ji KYTCf I | e5
2CSsz4Cn/ Bl wf WACLN3HxUj GAEv2818f Wbk Yrruxuj pKDFFz FOsk pKAK53t NKPf
pn4+ws5FyLo1800Aydt PoKj YkDgbvG SRPbt 92md Tl F7TE6J+08J60V3YL+] yr Z+u0
MyqPd450i 4cgHdMFI CANdN3PYScr r GYHawf Vxp+R+GAdTIWIM/t hh3f t SOnki KJ8
mMLNH7WYST1kYcThcokZi O cZa+VVv5UCLI t / hDOVG7xqZ0l pMKkYUBzg5LbA Nm
8ypf hQLf al 5f QRxpx Tl snDv9r QzxBj uCyKn+23FkkUhFJt 0D989UUy pO8HIVDoJr
yznBJO0pM g==
----- END CERTI FI CATE- - - - -
PKCS7 Dat a
Shrouded Keybag: pbeWthSHAL1ANnd3- KeyTri pl eDES-CBC, Iteration 2048
Bag Attributes
| ocal Keyl D: 28 20 C1 B4 08 1E 65 2E 4D 1D F9 F3 25 07 62 F7 D9 96 A7 F4
friendl yName: ftd3.exanple.com
Key Attributes: <No Attributes>
Ent er PEM pass phrase: [private-key-passcode]
Verifying - Enter PEM pass phrase: [private-key-passcode]
----- BEG N ENCRYPTED PRI VATE KEY- - - - -
M | FOj BABgkghki GOw0BBQOWVE AbBgkghki GOw0BBQwWWDgQ ScA8TCogup4CAggA
MBQGCCqGS| b3DQVHBAgKgoTuZz oXs ASCBMyOTEb24EN]I 4/ gh3CGpsE2C20CnJei d
pt DDI Fdy OV4AA+su3QIWe Il nHr Cul hj R8+/ p/ NOW A73x47R4T6+u4wd/ ct HKvEbQ
0Z2JZzFWred9Hgi dhcKxxOoM w6/ ubDv/ opc6/ rl | Zi aKp6FOOhG bgl A 9kj xkWQC
EQR8cMLU2yi OvagL8pOYdeuj Cr zBt or Rp9BMIel CP1MWOt OEbACAmMmuedzs+86r 1
xadK7qHBUWUJ c GBSLXLCX5yLSG eWoaPZnl KOOUhLxpUSITkW.Hr 2Vt E1LACVRc
R PBXM_Lb70nM PTqct | 58+Q axt QCWUs8caHs3LvVf OnRG+War 49/ F81 i 8ngnNnb
MBZTWTQOZ1snOf 4o0hVePr W kkdl QavJbPa+0dzj Zvs88C EXAJ/ Xl egf SW f JAXgP
3d37VonXX7YRocJ4kzhkuE/ SUDsulsMO0OhbMB1luZcW BbDATZ2j j | Kgf oxubt nuFq



un4EJD73K9RWA+7| VmEce RTBMy f D+ZwZHOBUFI s+wZEne Yqw+cuc+l 8XEFVOM 8
P3ah28Nno0j XMk4Mpf FII YMCmVg 66X 5gZt ¢ VZx OGCOs wOCKU0Ji FFQTEmmVF 9/ C
65a96np7YCl 8s6UnUW 5Zp/ Nr bN31HkPOwt 7+1DFGFi t 1pTTGvOFcht LYWeB3Kj O
h/ C/ R7ci q6ZNCzwBr bzt Gv8j GLI 5NSs| wKbTG i wCYWON8c09TXQb04r MonFDAv8
aef 1laBsj MjJEUkzQZKOU2ZgTxM i ne8pgNs/ BA(WBCYGSNmMWDJ 7 Umdk dqCpKI ubpO
gt nFX/ Dt Su9J2yevf V+3/ YOMSRkr 020TGs 1j JkEM2wz TaAe EQF ShQVCHQPHt c40
wo4f QH DI/ | KsmSVWBLQLEKR! / nl Dz36kmA27+1nVt X42PbEal aFgucU4xHKx3zN
ngSdbz7i kgi ggNm+Dxq9GnYs+Fuogai i Ndt vgNI HGg+LaQDwli PBBXmaj XPhHvVaq8
f Nl 7vEB+ar et +PmgGi QYl Hqe5TXcv6j 7+VFARTVpt 5au9i X74sZ1qUROTuBHGhRK
3XpHf GXpe/ COGAWBLei f NLvrr Quyl CoVOh7MNSpykbn/ SwEpX671Sqf Zgr HEWNb P
VI 9A+c SAAT1bWkuywx2uEo+9g1w/ | FzdOcJ3aGCeAl 84XuPRf ChHe/ Aj 7q61 6ugB
VBKt +kMJ9j 8Al yQD58Svf pC7bGh26j E/ +MrmLPeh+Hyj | F/ zv/ FQPwPf +TRpc MB/

QCyhl Rk3mx+8alYLqK+hOM WABDEHX2nmvbdKi ckK/ j hwRAR/ WAFQALg51phgt ZI z
Zedl 5UbPgq\WahJsj 009N5pp7Ug5i VO/ xg4M +/ xQ Yo2d r gyat 4AdB2B6K8K3xd
Pi p/ @/ tt dKLYEDP3U 6r su74zo3b/ i Xe2MZWI'Tf zH5zgne UM wnuBAbGT30MsQ

OKXnhenmJGu8XVLEf Ul Pl TvGzKr 06012/ hHIt zX@BeNPDJbvcD/ okRRKZpnj H+i j p
FPD/ WQ vmOOHICWABT | hqceqf Hf f 8Cl CIYFLxsgZp4MBG+W QTky4J8+6uTn/ nj

yyZ5J3Czdl t 42haSNgU/ yni oG h5XY4nBWWZs QJBNPj KZi UX/ vgVec+/ nodl 7VRZy
ELk=

pkcsi12file.pfx is aPKCS12 file that needs to be unpackaged.
In this example, three separate files are created:

One for the Identity Certificate. You can tell this is the identity certificate due to the
subject=/0O=Cisco Systems/OU=TAC/CN=ftd3.example.com.

subj ect =/ O=Ci sco Syst ens/ OU=TAC CN=ft d3. exanpl e. com

i ssuer=/ O=Ci sco Systens TAC/ CN=VPN Root CA

----- BEG N CERTI FI CATE- - - - -

M | Er TCCApWJAW BAgl | a5PrhHEI RQUWDQYJKoZI hv c NAQEL BQAwWM EaMBgGALUE
ChMRQ2I zY28gU3I zdGvt cy BUQUMK FDASBgNVBAMIC1ZQTi BSh2901 ENBVB4XDTI w
VDQx Mz E2NDQMVFOXDTI x MDQx Mz E2 NDQMVFowQT EWWBQGALUEChMNQ2I z2Y28gU3I z
dGVt ¢z EMVIA0 GA1 UECX MDVEFDIVRk w-wYDVQQDEX Bnd GQz Lniv4A YWLwb GUu Y29t M | B
I j ANBgkqghki GOWOBAQEFAACCABAM | BCgKCAQEANGpz M uf +Ht RGEZYf 80V6EV1s
SyF7XhRxj Rl 80wUi h5wBz6gNnt Qkd0JPog+CFgEXswTpel 7i bPM aTEVUEzcBpCGb
nyNz+A6j gNgAk TvaFMZV/ Rr WiCNkt O8ULEbI X+f 67 TMvBht f Z2dpapEP2w@DVgN
Bgot 0z3/ 8Cr ZA cpzVqL6hCzi JFBgdi W EYBoFUElj msj | 3qd39i b9+t 6LhkS50
QQOTgv! i D1bYpPi WKpS0g1PZDnX8b740s0pVKVXTsuj QSqH1va9BB6hK1JCoZa
Hr POYOXx 9+MpVMH33ROVRI 3SCEF6kpZ6VEdG 4s6/ | RvaMLzl BcK1ON N2+nj wi D
AQAB04G3M G0 MAk GAL Ud EwQCMAAWHQYDVROOBBYEFMevj LOXi STzZNADJ/ pt Nb/ cd
zB8WVBSGAL Ud | wQYMBaAFHekzDnhi 40727nj LXuwCRVFgy guMAs GALUdDWQEAW F
oDAdBgNVHSUEF] AUBggr BgEFBQ: DAQY! KwYBBQUHAW wGAWYDVRORBBQWED! QZnRk
My51 eGFt cGxl Ln\vbTAeBgl ghkgBhvhCAQOEERYPeGNhI GNI cnRpZmi j YXRI MAOG
CSqGSI b3DQEBOWUAA4I CAQT j r M r uGH5f pc FND8gf uVUOhksz Cwg201oMyM v Xn
gENKc Xxx T27z6AHNQXeX3vhDcY3zs+FzFSoP5t RRPny/ 413HAN+QEP2L9MQVDIPH
f 50O @ Ke5c16hMJ108daR7wiNzvFkcbi c KCLRHOEVEoI 0SPKsLy GSSx Grh6QXf ZcM
GX3j XPKr gl ugp2UEqOUg9HPTpgsbuNcHWM8x XgFp61 Al OLr yt wr LeM h5V+Vh5pl |

yTl 9wo5VADO YKgNACBD21TeJ | j 6KB7YnYFBSWVGPGR5h5wWx 1qNg/ MFi xwf MXMATI

Rk3EQISTENgzq2ZwngJ4HCoqgar 7ASI @Zub5NY4+CQf Ept 8UHf Yszp/ e1BA+Tvi UC
DXGBU badl nEf i 531 8G+/ vZI 6ykcnXe9hokKYxY8cg/ U7170n/ FbAnmd YWRYgMAE4
RW BpOvoNzn97cGtqzogo7j / OkTf Yu3®9DzdU3uy+R8JJkBr er kt r ZR7w7Cf P610
I As86N5Zb18U14G c9nmDeXHoN+/ OB31JNnhvWey Zf Abt gUlgst zvb2bc2GBoJJ1XC
YRQLf t 1IFxHpn4zMj | 2Px0yam bROnOFoMCesHvvt cgcG FIgZduZyBIJ9QulEZ2H5
uwNEJFO VOGV+UBRI gpj XEaUf Jj 4yMwaMYer ZcZQVJIf Z75+8SS5r f Gf pMWTi T47I

ng==

----- END CERTI FI CATE- - - - -

One for the Issuing CA Certificate. You can tell this is the identity certificate due to the
subject=/0O=Cisco Systems TAC/CN=VPN Root CA. This is the same value as the issuer in the



Identity Certificate that is seen previously:

subj ect =/ O=Ci sco Systens TAC/ CN=VPN Root CA

i ssuer=/ O=Ci sco Systens TAC/ CN=VPN Root CA

----- BEG N CERTI FI CATE- - - - -

M | FQz CCAyugAwW BAgl | @RS/ woJDi gwDQYJKoZI hvc NAQELBQAWM EaVBgGALUE
ChMRQ2I zY28gU3I zdGVt cy BUQUMK FDASBgNVBAMICL1ZQTi BSh2901 ENBVB4AXDTI w
MDQMNTI z MTYWiVFOXDTMMVDQANTI z MTYwiVFowl] EaVBg GALUEChMRQ2I zY28gU3I z

dGVt cy BUQUMk FDASBgNVBAMICL1ZQTi BSh2901 ENBM | Cl j ANBgkghki GOwWOBAQEF
AACCAg8AM | CCgKCAgEAXhTBKi B1xzLg2Jr 48h/ 2u84RcWAhOTnPYCNGYZgOPv Sf

JOpKVvAuUSt 242625Yx1nBt j SSEgzF+gETpSpl Ehj VNI ¢l XuNi r fr nBJQF | wo1y T
PaFv7u+Vhgy YbYs SxGAB/ nb RWApi Nbg8SDoUACU7R/ bvplRb8WSt Xk/ rsTljc7L2

¢/ GGMeDLNne/ i / MLzuM hj 0t CphsJPhvNI | 71 ¢cNj 6KOpvg2yB/ Mi7PXQOZnLaz 9pf

Ggpj pHOzzKhdl MV KI | 641 Rpo8KVhpE5X2sFohj zot 4u8/t 20P846z/ CXm HQcgp

g5BgZM3gr o0l 5r cqOPj t K9Tqg7q013Vf OkM sof Mp+BulCi FDpawr/ j 8uSPuswEs

r zvJ+8GhOY1IWEHt ohgNG PO0g8wnKQUOCA7Ft 1UMpd SwUs Mz e0X43dyp/ WZt LW
4v/ Pn/ Ni bE3aoPCavhl 04CdwSBHZOgVag4! NgqVsuFX1uPKD25Whr | 09LQ@3P/ sN3

FhoAh98HKOcuQ64Ua3AasShdzor nD+G2J2pd1Nf 1Dahl zI skl M | URSWILj sHLKf t

JqSQoLl s2st UsHut UZ4h6Lv2+da554zVj pRTQ Yh/ | yNexDsd1nbPH7mQ +i L8/ 9

c2qgDbhui ch3cx! 1j | NOLdB+/ j Qqkf zmx9zi B1PXnl shNRbf | LLr Nf dDO9agqsvsC
AWEAAaNd MFs wDAYDVRO TBAUWAWEB/ z AdBgNVHQUAEFgQUA6 TMOeGLg7vbuaM e7AJ

FUNDKCAWHWYDVROj BBgwF0AUd6 TMOeGLg7vbuaM e7 AJ FUNDKCAWCWYDVROPBAQD
AgEGVAOGCSqGSI b3DQEBCOWUAAAI CAQCEB+Y3obat EZqvORQz 1MS60QunmCgNWG 8d

kcRDxkY2F+zw3pBFa54Si n10f RPJvZvLNIV50dXmvH51 uh6KIDWr LMANI Sgl 7Tn

0i pgKr aokS2000STwWQ7 QW 1x Cr wx M TuDJ FMe80qabFAU557 O PDXPt FEut n0Oxz

Qu8VML.BRy +gDc+0WARSsj Fj +0gU0c2W 3g@B1d yoPYguf WRnzt N5r Qx\W FLSs CNN
j nl esj QvOVF3nY7SH5Qas PN25Ay ds GEODFgp7r ZLN2BH7&9r hi 5hEn3Bv9ALZCQ6

p702FZl y5I xuzuA/ wPnR89H | kSF13OMIpnA | 3d6d07s3bwyN a8Ji KYTCf I | e5
2CSsz4Cn/ Bl wf WACLN3HxUj GAEv2818f WAk Ymuxuj pKDFFz FOsk pKAK53t NKPf

pn4+ws5FyLo1800Aydt PoKj YkDgbvG SRPbt 92nmd Tl F7TE6J+08J60V3YL+! yr Z+u0
MYqPd450i 4cgHdMFI CANdN3PYScr r GYHawf Vxp+R+GAdTIWIM/t hh3f t SOnki KJ8
MLNH7WYST1kYcThcokZi O cZa+VW5UOLI t / hDOVG7xqZ0l pMXKKkYUBzg5LbG Nm
8ypf hQLf al 5f QRxpxTIl snDv9r QzxBj uCyKn+23FkkUhFJt 0D989UUy p08HIVDoJr

yznBJOpM g==

----- END CERTI FI CATE- - - - -

And one for the private key:

----- BEG N ENCRYPTED PRI VATE KEY--- - -

M | FOj BABgkghki GOw0BBQOwWVE AbBgk ghki GBwOBBQmWDgQ ScA8TOogup4CAggA
VMBQGCCqGSIl b3DQVHBAgKqoTuZzoXs ASCBMyOTEL24EN]| 4/ gh3GpsE2C20CnJei d
pt DDI Fdy OV4A+su30QIW | nHr Cul hj R8+/ p/ NOW A73x47RAT6+udwd/ ct HkvEbQ

gZJZzFWred9Hqi dhcKxxOoM w6/ uDv/ opc6/ rl | Zi aKp6FOOhG bgl G 9kj xkWQC
EQR8cMLU2yi OvagL8pOYdeuj Cr zBt or Rp9BMIel CP1MWOt OEbACAmMmuedzs+86r 1
xadK7gHBUWUJ c BBSLXLCX5y LSG eWeoaPZnl KOOUhLxpUSITkW.Hr 2Vt ELACVRc
Rl PBXMLb70nM PTqct | 58+Q axt QCWUs8caHs3LvVf OnRG+War 49/ F81 i 8ngnNnb
MBZTWTQZ1snOf 40hVePr W kkdl QavJbPa+0dzj Zvs88C EXAJ/ Xl egf SW f JAXgP
3d37VonXX7YRocJ4kzhkuE/ SUDsulsMCOhbMB1luZcW BbDAT2j j | Kgf oxubt nuFq
un4EJD73KORWeA+7| VEce RTBMy f D+ZwWZHOBUFI s+wWZEne Ygw+cuc+l 8XEFVOM 8
P3ah28Nno0j XMk4NMpf FJI YMCnV 66X 5gZt ¢ VZx OG00s WwOCKUOJi FFQTEmmMVF 9/ C
65a96np7YCl 8s6UnUW 5Zp/ Nr bN31HKPOW 7+1DFGFi t 1pTTGvOFcht LYWeB3Kj 0
h/ C R7ci q6ZNCzwBr bzt Gv8j GLI 5NSs| wKbTG i wCYWON8c09TXQb04r MonFDAv8
aef 1laBsj MjEUkzQZKOU2ZgTxM i ne8pgNs/ BhA(WBCYGSNMMWDJ 7 Undk d qCpKI ubp0
gt nF=X/ Dt Su9J2yevf V+3/ YOwnSRkr 020TGs 1j JKEMRwz TaAeEQF ShQMCHQPHE c40
wo4f QH DI/ | KsmSVWWBLQLEKRI / nl Dz36kmA27+1nVt X42PbEal aFguc U4xHKx3zN
ngSdbz7i kgi ggNm+Dxq9GYs+Fuogai i Ndt vgNI HGq+LaQDw PBBXnmaj XPhHVaq8
f NI 7vEB+ar et +PngC QYl Hqge5TXcv6j 7+VFARTVpt 5au9i X74sZ1qUROTuBHChRK
3XpHf GXpe/ Q0OGIWBLei f NLvrr Qwl CoVOh7MNSpykbn/ SwEpX671Sqf Zgr HOWNb P
VI 9A+c SAAT1bWkuywx 2uEo+9gl1w | FzdOcJ3aGCeAl 84XuPRf ChHe/ Aj 7961 6ugB
VBKt +kMJ9j 8AI yQD58Svf pC7bGh26j E/ +MrLPeh+Hnyj | F/ zv/ FQPWPf +TRpc MB/

QCyhl Rk3mx+8alYLgK+hOM WABDEHX2nmvbdKi ckK/ j hwRAR/ WiFQALg51phgt ZI z



Zedl 5UbPgq\WahJsj 009N5pp7Ug5i VO/ xg4M +/ xQ Yo2d r gyat 4AdB2B6K8K3xd
Pi p/ @/ tt dKLYEDP3U 6r su74zo3b/ i Xe2MZWI'Tf zH5zgne UM wnuBAbGT30oMsQY
OKXnhenmJGu8XVLEf Ul Pl TvGzKr 06012/ hHIt zX@BeNPDJbvcD/ okRRKZpnj Ht+i j p
FPD/ WQ vmOOHICWABT | hqceqf Hf f 8Cl CIYFLxsgZp4MBG+W QTky4J8+6uTn/ nj
yyZ5J3Czdl t 42haSNgU/ yni oG h5XY4nBWWZs QJBNPj KZi UX/ vgVcc+/ nodl 7VRZy
ELk=

Note: The private key is encrypted and FDM does not accept encrypted private keys.

In order to unencrypt the private key, copy the encrypted private key into a file then run this
openssl command:

openssl rsa -in encrypted. key -out unencrypted. key
Enter pass phrase for encrypted. key: [private-key passphrase]
witing RSA key

.- encrypted.key is the name of the file that holds the encrypted private key.
- unencrypted.key is the name of the file that has the unencrypted key.

The unencrypted private key can show ----- BEGIN RSA PRIVATE KEY----- rather than ----- BEGIN
ENCRYPTED PRIVATE KEY----- as seen in this example:

----- BEG N RSA PRI VATE KEY-----

M | EpAl BAAKCAQEANGpzM uf +Ht RGEZYf 80V6V1sSyF7XhRxj R 80wUi h5wBz6gN
nt kd0JPog+CFqEXswTpel 7i bPM aTEVUEzcBpGonmy Nz +A6j gNgAkTvaFMZV/ Rr W
gCNkt OBULEbI X+f 67 TMVBht f Z2dpapEP2wW2DVgNBqot 0z3/ 8Cr ZA cpzVgL6hCz
i JFBgdi WEYBoFUE1lj msj | 3qd39i b9+t 6LhkS50QoQDTgvI i D1bYpPi WKpSO0g1P
ZDnX8b740s0pVKVXTsuj QuSqH1va9BB6hK1JCoZaHr P9YOX O+MyVMH33RIOVRI 3S
OEF6kpZ6VEdG 4s6/ | RvaMLz]l BcK1ON N2+nj wi DAQABAOI BAEQz Cd1KMBr osdrrk
eRvoMPi aenBbze2c Xl JWKZ2or | CSXhvMDok BGI FDOQXN4A7ZCuVqYAqOecj WORz gE
NoXYf UsD6+P91k+/ G 1R CNLBHBwdgewzwlquTxP54zSpAVI | XyQ+Fol Tzj HLyf W
7i HhuSuj YSAYLWPY4Yg3Np U2l dzeQoK5Vi uSTTNX8LHYBKwWLQF 7HVaQrf ns WOAy g
/vj Zqj RkukgKMalsr gkQ' H PnEBDUUW/TehzMCkletij ENc7tt| SzYl EMNPt he60
Npi dXAHoJ 11 JIM6HB9Zr aBH5f u7MZJZ00Nn6 YVKQUCIWOW nKi NQCDs Xq7X5EWSaj 3
cgyj W kCgYEAy33k1wxp7WEqglz EwgOVa7At oL6i 4V9QCen MIrhQAHWMNAAUGGEOSI F
JhpKyApm BUogSI Ozl Pse+NgAA66 TRn4qf kbpv Tl 98CeCUxi UPcbRmZnYx COf p
Pzosv5OnBLI t ol Opr | G2S5a261w6JGNAf D95t G CYYr BBOwW HbZOLPUCg YEAXMhZ
KVWyosBxaAl FQ nHaf f 3f VSTSEQZFpLCBbLybgLcP8LsLdahBsj 6HK/ hAf f KXCdvM
35CAM7ZL/ WCI 1Jb+dx4YcD9qg8l bVMU4HTVSI 2deTZoZr B&Qi FX60Ssn2r LKAH+cH
ULSHCNAj 9cj 9syl dZEr GLZt BQpJPt pLRd6i yOvMCgYBP/ zoLYJHOBBLWY3Q oLO
CABABTG/L+Ej Rl pQL4QEr R50X/ 41 T9t +Uy+63HwWHIbI qgqpyye6e359j UzUJbk4KT
| DULVOT2WSETYnvK7qgal LUXT6f r 12Ft Vw+T7n2wsazwxshDuBQYRRbq7ZBInY61i
Kwl JVUy 1U/ t SE9LsN1MeUQKBgQC! c4ykeoRbj 3sdcZ2Gyr Qr u4pMz P6WNU3 Xy 5EH
HI 6j a0i 741 nCIDcY5/ o/ vj x7gb39qBJa5+Tj | i POp5x| | 5BSF7v0OpV4AGsXvdl sYO
XSYWRGKT i BnzXzspV3/ MMoPGWAJgve7Fg90GY4i 2xx1yBH+geCf +CqnDt 53ZHs7
YVz6gQKBgQDGA2t ZZ1kNANOx/ k1l Ul Zr EeF8i qdsyVcRf 4f AvgsPbY3+kdae+80r
+cQPVoeW OQLUkA6eMsi TLmcWYb62gMydpl uyKoOci PG+2AGNTVQ/ i g34pF2F/
90GuUVYI Alp7nmkP8Vb1Mb1ugV0z UqAl j HKi GUz BW/sxOZs Ga+SY47uw==

----- END RSA PRI VATE KEY-----

Once the private key has been unencrypted, the identity and private key file can be uploaded, or
copied and pasted into FDM with Step 3 in the Manual Enrollment section mentioned previously.
The Issuing CA can be installed with the use of the Trusted CA Certificate Installation steps
mentioned previously.

Verify



Use this section to confirm that your configuration works properly.

View Installed Certificates in FDM

1. Navigate to Objects > Certificates. Hover over the certificate you want to verify, and click the
view button as shown in the image.
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2. The pop-up window provides additional details about the certificate as shown in the image.



View Internal Certificate

Mame

FTD=3=Manual

REPLACE CERTIFICATE

Tk
sLUOPECT s

ftd3 example.com

Subject

Cisco Systems

VPN Root CA

|ssuer Organiz
Cisco Systems TAC

Apr 13 164400 2020 GMT - Ape 13 16:448.00 2021 GMT

View Installed Certificates in CLI

You can either use the CLI Console in FDM or SSH into the FTD and run the command show
crypto ca certificates in order to verify that a certificate is applied to the device as shown in the
image.
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Example output:

> show crypto ca certificates

Certificate
Status: Avail able
Certificate Serial Nunmber: 6b93e68471084505
Certificate Usage: Ceneral Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm SHA256 with RSA Encryption
| ssuer Name:
cn=VPN Root CA
0=Ci sco Systens TAC
Subj ect Nane:



cn=ft d3. exanpl e. com
ou=TAC
0=Ci sco Systens
Validity Date:
start date: 16:44:00 UTC Apr 13 2020
end date: 16:44:00 UTC Apr 13 2021
Storage: config
Associ ated Trustpoints: FTD 3- Manua

Note: Identity Certificates only show in the CLI when they are used with a service such as
AnyConnect. Trusted CA certificates appear once they have been deployed.

Troubleshoot

This section provides information you can use to troubleshoot your configuration.

Debug Commands

Debugs can be run from the diagnostic CLI after you connect the FTD via SSH in the case of an
SSL Certificate Installation failure: debug crypto ca 14

In older versions of FTD, these debugs are available and recommended for troubleshooting:
debug crypto ca 255
debug crypto ca message 255

debug crypto catransaction 255
Common Issues
Import ASA Exported PKCS12

When you attempt to extract the identity certificate and private key from an exported ASA PKCS12
in OpenSSL, you can receive an error similar to this:

openssl pkcsl12 -info -in asaexportedpkcsl2. pl2

6870300: error: 0DO680A8: asnl encodi ng routi nes: ASN1_CHECK TLEN: wong tag:tasn_dec. c: 1220:
6870300: error: 0DO7803A: asnl encodi ng routi nes: ASNL_| TEM EX D2l : nested asnl
error:tasn_dec. c: 386: Type=PKCS12

In order to work around this, the pkcs12 file must first be converted to DER format:

openssl enc -base64 -d -in asaexportedpkcsl2. pl2 -out converted. pfx
Once that is done, the steps from the section Extracting ldentity certificate and private key from

PKCS12 file earlier in this document can be followed in order to import the identity certificate and
private key.
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