TIr
CISCO

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Data Sheet

Cisco Web Security Appliance Application and
Visibility Control Data Sheet

Cisco® Application and Visibility Control (WSA) on Web Security Appliance (AVC)
allows you to monitor and control what is happening on your network by creating and
enforcing granular policies for web 2.0 and mobile applications.

Product overview

Enterprise networks are carrying a growing volume of both business and recreational web traffic. Often business
applications, including cloud applications such as Cisco Webex® solutions, use the same HTTP and HTTPS
protocols used by recreational web traffic. This complicates the task of optimizing network performance.

To optimize network performance and define policy for each of the applications utilizing the network, administrators
need detailed visibility into the different types of applications running on the network.

The Cisco AVC solution offers truly innovative and powerful capabilities of application awareness in enterprise
networks. AVC incorporates into the routing devices application recognition and performance-monitoring
capabilities traditionally available as dedicated appliances. This integrated approach simplifies network operations,
maximizes the return on network investments, and reduces the total cost of ownership.

With application awareness built into the network infrastructure, plus visibility into the performance of applications
running on the network, AVC enables per-application policy for granular control of application bandwidth use,
resulting in a better end-user experience.

AVC category description

The following table gives a detailed description of the application types and their granular control available
with AVC.

Application type Application Granular control

Media 1x.com v Block file upload block like/tag, block posting text, block sharing

Media 500px v Block file upload, block like/tag, block posting text

Media 56.com v Block file upload, block posting text, bandwidth limit

Media ASF v Bandwidth limit

Media AcFun v Block file upload, block like/tag, bandwidth limit

Media Adnstream 4 Bandwidth limit

Media BaoFeng v

Media BaoMiHua v Block file upload, block posting text, bandwidth limit

Media Break v Block file upload, block like/tag, block posting text, bandwidth limit

Media ChaoXing Video v Block posting text, bandwidth limit

Media Dailymotion v Block file upload, block posting text, block unsafe content, bandwidth limit
Media Deezer 4

Media DeviantArt v Block download documents, block file upload, block like/tag, block posting text, block sharing

Page 1 of 11



Application type Application Granular control

Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media

Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media
Media

Earthcam

Flash Video
Flickr

Fotki

FotoThing
FreeeTV
Funshion
Google Play Movie
Google Play Music
Gyao

Hulu

IMDb
ImageShack
Jango

Joost

KanKan

Ku6

Last.fm

Letv

Livestream
MPEG
MangoTV
Metacafe

Netflix

Nico Nico Douga
PPS.tv

PPTV

Pandora
Pandora TV

Phanfare

Photobucket
QQMusic
QQvideo
QuickTime
RealMedia
Shutterfly
Silverlight
SmugMug
Sohu Video
SoundCloud
StageVu
TinyPic
Tudou
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Block file upload, block posting text, block sharing, bandwidth limit

Bandwidth limit

Block file upload, block posting text, block unsafe content, block unsafe content (no rewrite)

Block file upload, block posting text

Block file upload, block posting text, bandwidth limit
Bandwidth limit

Bandwidth limit

Block posting text, bandwidth limit

Bandwidth limit

Block export files, block file upload, block posting text, block sharing, bandwidth limit

Block download documents, block file upload, block like/tag, block posting text, block sharing

Bandwidth limit
Bandwidth limit
Block file upload, block like/tag, block posting text, bandwidth limit
Block file upload, block like/tag, block posting text, bandwidth limit
Bandwidth limit

Block file upload, block like/tag, block posting text, bandwidth limit

Bandwidth limit

Block posting text, bandwidth limit

Bandwidth limit

Bandwidth limit

Bandwidth limit

Block file upload, block posting text, bandwidth limit

Block file upload, block posting text, bandwidth limit

Block like/tag, block posting text, block sharing, bandwidth limit
Bandwidth limit

Block download documents, block file upload, block like/tag, block posting text, block

sharing, bandwidth limit

Block download documents, block file upload, block sharing, bandwidth limit
Bandwidth limit

Block file upload, block sharing, bandwidth limit

Bandwidth limit

Bandwidth limit

Bandwidth limit

Bandwidth limit

Block file upload, block like, block posting text, block sharing
Block file upload, block like/tag, block posting text, bandwidth limit
Block download documents, block file upload, block posting text
Block file upload, block like/tag, block posting text, bandwidth limit
Block file upload

Block file upload, block like/tag, block posting text, bandwidth limit
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Application type Application Granular control

Media TwitchTV v
Media Ustream v
Media Vicn v
Media Veoh v
Media Viddler v Bandwidth limit
Media Vimeo 4
limit
Media Vube v
Media Winamp Remote v
Media Windows Media v Bandwidth limit
Media Xiami v
limit
Media YouTube v
Media Youku 4
Media iFeng Video v
Media iHeartRadio v Bandwidth limit
Media iQiyi v
Media m1905.com v
Instant AOL Instant v
messaging Messenger
Instant AirAIM v
messaging
Instant Baiduhi v
messaging
Instant CGIIRC v Block posting text
messaging
Instant Chatroulette v
messaging
Instant Google Talk v
messaging
Instant ILovelM v
messaging
Instant Icq2go v
messaging
Instant KoollM v
messaging
Instant Mail.Ru Agent v
messaging
Instant MessengerFX v
messaging
Instant Mibbit v
messaging
Instant Sinawebuc v
messaging
Instant WebQQ v Block video chat
messaging
Instant Webfetion v Block file transfer
messaging
Instant Webwangwang v
messaging
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Block file upload, block posting text, bandwidth limit
Block file upload, block posting text, block sharing, bandwidth limit

Block file upload, block like, block posting text, bandwidth limit

Block file upload, block like, block posting text, bandwidth limit

Block file upload, block like/tag, block posting text, bandwidth limit

Block file upload, block posting text, bandwidth limit

Block file upload, block like/tag, block posting text, bandwidth limit

Block file upload, block posting text, block sending invitation, bandwidth limit

Block file upload, block posting text, block sending invitation, block sharing, bandwidth limit

Block download documents, block file upload, block posting text, block sharing, bandwidth

Block download documents, block file upload, block like/tag, block posting text, bandwidth

Block file upload, block high definition, block posting text, block unsafe content, block unsafe
content (no rewrite), bandwidth limit
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Application type Application

Instant
messaging

Instant
messaging

Search engine

Presentation/
conferencing

Presentation/
conferencing

Presentation/
conferencing

Presentation/
conferencing

Presentation/
conferencing

Presentation/
conferencing

Presentation/
conferencing

File sharing
File sharing
File sharing

File sharing

File sharing
File sharing
File sharing

File sharing

File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing

File sharing

Wechat_web

Yahoo Messenger

GMX

JoinMe

TeamViewer

Techinline

Twiddla

Vyew.com

WebEx

eRoom.net

115.com
4shared
ADrive

Amazon Cloud
Drive

AxiFile
Baiduyun
BitTorrent

Box.net

DBank
Datei.to
DepositFiles
DocStoc
Docin
Dropbox
File Rio
FileDropper
FileFactory
FileHost.ro
FileServe
FileSnack
Filemail
Filer.cx
Fluxiom
HighTail/YouSendit
ImageBam
Imgur

Issuu

Kuaipan
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Block file transfer

Block download documents, block file upload, block like/tag, block posting text, block sharing

Block download documents, block file upload, block sharing

Block download documents, block file upload

Block download documents, block file upload, block like/tag, block posting text, block sharing

Block download documents, block editing, block file upload, block like/tag, block posting text,
block sharing

Block download documents, block file upload, block sharing

Block download documents, block file upload

Block download documents, block file upload
Block download documents, block file upload, block like/tag, block posting text
Block download documents, block dropbox folder sharing, block file upload

Block download documents, block file upload, block posting text

Block download documents, block file upload, block sharing

Block file upload

Block download documents, block file upload

Block download documents, block file upload, block sharing

Block download documents, block file upload

Block download documents, block file upload, block like/tag, block sharing
Block download documents, block file upload

Block download documents, block file upload, block sharing
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Application type Application Granular control

File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing

File sharing

File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing
File sharing

File sharing

File sharing

File sharing

Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking

Social networking

LeapFile
MediaFire
Megashares
Nakido
Okurin
PhotoSnack
PutLocker
RayFile
ShareFile
Slideshare

Station8

TYDisk
TransferBigFiles
WeTransfer
Weiyun
Yahoo Box
Yunpan
Zbigz
ZippyShare
cloud.mail.ru
dl free
files.mail.ru

iCloud

netload
sendspace
51.com
58.com
Ameba
AmebaPigg
Ask.fm
Badoo
BaiSheHui
Baidu Tieba
BaiduZhidao
Baixing
Chan4
Classmates
DazhiHui
Delicious
Dianping
Digg
Douban
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Block download documents, block file upload
Block download documents, block file upload

Block download documents, block file upload

Block download documents
Block download documents, block file upload, block sharing
Block download documents, block file upload, block like/tag, block sharing

Block download documents, block file upload, block import files, block sending invitation,
block sharing

Block download documents, block file upload, block sharing

Block download documents, block file upload

Block download documents, block file upload, block sharing

Block download documents, block file upload, block sharing

Block download documents, block file upload
Block download documents, block file upload, block posting text, block sharing
Block download documents, block file upload
Block download documents, block file upload

Block iCloud bookmarks, block iCloud calendar, block iCloud contacts, block iCloud mail,
block iCloud photos

Block download documents, block file upload

Block download documents, block file upload, block posting text
Block file upload, block posting text

Block file upload, block like/tag, block posting text

Block file upload, block posting text

Block file upload, block posting text

Block file upload, block import files, block like/tag, block posting text, block sending invitation
Block file upload, block posting text, block sharing

Block file upload, block posting text

Block file upload, block posting text

Block file upload, block posting text

Block file upload, block posting text, block sending email

Block file upload, block posting text

Block file upload, block posting text, block sharing
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Application type Application Granular control

Social networking

Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking

Social networking

Social networking

Social networking

Social networking
Social networking
Social networking
Social networking
Social networking
Social networking

Social networking

Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking

Social networking

Social networking
Social networking
Social networking
Social networking
Social networking

Social networking

Foursquare

Ganji

Gewara
Google Groups
Gree
HatenaSpace
Howardforums
Instagram

Kaixin001

LivedoorGourmet

Lokalisten

Meetup

Meinvz

Mixi

Mop.com

Mtime

Netlog
Odnoklassniki.Ru

Pinterest
Pixiv

Plaxo

Plurk
PocoCN
QQzone
Quora
Reddit
RenRen
Scribd
Seesaa
Slashdot
Snapchat
Sohu Weibo
Stack Overflow

StayFriends

StumbleUpon
Tencent Weibo
Tianya
Tonghuashun
Toutiao.com

Twitter
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Block download documents, block file upload, block like, block posting text, block sending
invitation, block sharing

Block file upload, block posting text
Block file upload, block like/tag, block posting text, block sending invitation

Block posting text

Block file upload, block posting text
Block file upload, block posting text
Block file upload, block like, block posting text

Block download documents, block file upload, block like/tag, block posting text, block
sending email

Block file upload, block posting text

Block download documents, block events, block file upload, block groups, block installation
of third-party applications, block posting text

Block export files, block file upload, block posting text, block sending invitation

Block file upload, block installation of third-party applications, block posting text

Block file upload, block posting text
Block file upload, block like/tag, block posting text
Block file upload, block posting text

Block file upload, block installation of third-party applications, block like/tag, block posting
text

Block file upload, block like, block posting text

Block file upload, block posting text

Block download documents, block file upload, block posting text, block sharing
Block file upload, block like/tag, block posting text

Block file upload, block posting text, block sharing

Block download documents, block file upload, block like/tag, block posting text

Block file upload, block like/tag, block posting text, block sharing

Block file upload, block like/tag, block posting text

Block download documents, block file upload, block posting text

Block posting text
Block file upload, block posting text
Block file upload, block like/tag, block posting text

Block events, block file upload, block installation of third-party applications, block like/tag,
block posting text

Block file upload, block like/tag, block posting text
Block file upload, block like/tag, block posting text
Block file upload, block posting text

Block file upload, block like/tag, block posting text

Block posting to twitter, block posts using third-party clients, block unsupported third-party
applications
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Application type Application Granular control

Social networking

Social networking

Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking
Social networking

Social networking

Proxies
Proxies
Proxies
Proxies
Proxies
Proxies
Proxies
Proxies
Proxies
Proxies
Proxies
Proxies
Proxies
Proxies
Proxies
Proxies
Proxies
Proxies

Facebook

Facebook

Facebook

Facebook

Facebook

Facebook

Two Channel

VK

Viadeo
Weheartit
Weibo
Wetpaint
Wikia
XING
Yahoo Mobage
Yelp

Yik Yak
Zhihu
iFeng

my.mail.ru

ASProxy
Avoidr
CGIProxy
CamoProxy
CoralCDN
FlyProxy
Glype
Guardster
KProxy
Megaproxy
Other Web Proxy
PHPProxy
Proxono
Socks2HTTP
Suresome
Surrogafier
Vtunnel
Zelune

Facebook
Applications:
Entertainment

Facebook
Applications:
Games

Facebook
Applications: Other

Facebook
Applications:
Sports

Facebook
Applications:
Utilities

Facebook Events

AN
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Block posting text

Block download documents, block file upload, block installation of third-party applications,
block like/tag, block posting text, block video chat

Block download documents, block file upload, block like/tag, block posting text
Block file upload, block like/tag, block posting text, block sharing

Block file upload, block posting text

Block posting text

Block file upload, block posting text, block sharing

Block file upload, block like/tag, block posting text, block sending invitation, block sharing
Block like/tag, block posting text

Block file upload, block like/tag, block posting text, block sharing

Block file upload, block posting text

Block file upload, block installation of third-party applications, block like/tag, block posting
text

Bandwidth limit

Bandwidth limit

Bandwidth limit

Bandwidth limit

Bandwidth limit

Bandwidth limit
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Application type Application Granular control

Block installation of third-party applications, block like/tag, block posting text, bandwidth limit

Facebook

Facebook

Facebook

Facebook

LinkedIn
LinkedIn

LinkedIn
LinkedIn
LinkedIn
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Blogging
Webmail
Webmail
Webmail
Webmail

Webmail
Webmail
Webmail
Webmail
Webmail

Facebook General

Facebook
Messages and
Chat

Facebook Notes

Facebook Photos
and Videos

LinkedIn Contacts

LinkedIn General

LinkedIn Inbox
LinkedIn Jobs
LinkedIn Profile
BlogChina
Blogbus
Blogcom
Blogger
Blogster
Bokee
CNBlogs
DianDian
Disqus
Edublogs

FC2 Blog
HatenaBlog
LeiPhone
LiveJournal
LivedoorBlog
Lofter

Medium
Pen.io
SeesaaBlog
Tackk

Tumblr
Wordpress
Youdaonote
189Mail

AOL Mail
Comcast Webmail

Eclipso.de
Freemail

ExciteMailJapan
Eyejot

Fastmail
Freenet.de Email

GMX E-Mail

v
v
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Block file attachment download, block file attachment upload, block video chat, bandwidth

limit

Bandwidth limit

Block file upload, bandwidth limit

Block posting text

Block events, block groups, block installation of third-party applications, block posting text,

block recommendations, block status updates
Block posting text
Block job posting, block job search

Block posting text

Block file upload, block import files, block posting text
Block export files, block file upload, block import files, block posting text

Block posting text

Block file upload, block like/tag, block posting text, block sending invitation, block sharing

Block file upload, block posting text

Block file upload, block like/tag, block posting text

Block export files, block file upload, block import files, block posting text
Block like, block posting text

Block download documents, block file upload, block posting text

Block file upload, block posting text

Block file upload, block posting text

Block file upload, block like/tag, block posting text

Block posting text

Block file upload, block posting text

Block export files, block file upload, block import files, block like/tag, block posting text

Block export files, block file upload, block like/tag, block posting text, block sharing
Block file upload, block posting text

Block file upload, block posting text

Block file upload, block like/tag, block posting text, block sending invitation, block sharing

Block posting text

Block posting text

Block download documents, block file upload, block posting text

Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email

Block file attachment download, block file attachment upload, block sending email

Block file attachment download, block file attachment upload, block sending email

Block file attachment download, block file attachment upload, block sending email

Block file attachment download, block file attachment upload, block sending email

Block file attachment download, block file attachment upload, block sending email
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Application type Application Granular control

Webmail
Webmail
Webmail
Webmail
Webmail
Webmail
Webmail
Webmail
Webmail
Webmail
Webmail
Webmail
Webmail
Webmail
Webmail
Webmail
Webmail
Internet utilities
Internet utilities

Internet utilities

Internet utilities
Internet utilities
Internet utilities
Internet utilities
Internet utilities
Internet utilities
Internet utilities
Internet utilities
Internet utilities

Enterprise
applications

Enterprise
applications

Enterprise
applications

Enterprise
applications

Enterprise
applications

Enterprise
applications

Games
Games
Games
Games

Games

Gmail

Hushmail
Mail.Ru
Mail.com
Mail21cn
NeteaseMail
Outlook.com
QQMail
Rambler-Mail
SinaMail
SohuMail
T-Online.de Email
Tommail

Web.de Freemail
Yahoo Mail
Yandex Mail
ZOHO Mail
Evernote

Google Analytics

Google App
Engine

Google Maps

Google Play Books

Google Translate
PlayStore

Yahoo Toolbar
eBay

iOS Maps

iOS Stock

iOS Weather

Amazon S3

Concur

Microsoft
Dynamics CRM

Salesforce

SharePoint

SugarCRM

Evony

Game Center
Hangame.co.jp
Pogo

Wi
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Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email
Block file attachment download, block file attachment upload, block sending email

Block file upload, block posting text

Block unsafe content (no rewrite)

Block file upload

Block download documents, block file upload, block posting text

Block admin operations, block blog posting, block download documents, block editing

calendar, block file upload
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Application type Application

Games
Google+

Google+

Google+
Google+
iTunes

iTunes

iTunes

iTunes

Collaboration
Collaboration

Collaboration

Collaboration
Collaboration
Collaboration
Collaboration
Collaboration
Myspace
Myspace
Myspace
Myspace

Software updates

Software updates

Software updates

Software updates

Software updates
Office suites
Office suites

Office suites

Office suites

Note:
without notice.

games.mail.ru
Google+ General

Google+
Hangouts/Chat

Google+ Photos
Google+ Videos
iTunes Desktop

iTunes iPad

iTunes iPhone

iTunes iPod

Answers.com
Baike
PBWorks

Pastebin
SogouBaike
Wikihow
Wikipedia

eHow

Myspace General
Myspace Music
Myspace Photos
Myspace Videos

McAfee
AutoUpdate

Sophos Update

Symantec
Liveupdate

Trendmicro
Antivirus Update

Windows Update
Google Calendar
Google Drive

Office
365/0OneDrive

ZOHO Docs

lock | Granular control
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Block posting text

Block +1/tag, block file upload
Block file upload
Block iTunes app install, block iTunes iBook, block iTunes music, Block iTunes video

Block iTunes app install, block iTunes iBook, block iTunes music, block iTunes podcast,
block iTunes video

Block iTunes app install, block iTunes iBook, block iTunes music, block iTunes podcast,
block iTunes video

Block iTunes app install, block iTunes iBook, block iTunes music, block iTunes podcast,
block iTunes video

Block posting text
Block file upload, block posting text, block sharing

Block download documents, block export files, block file upload, block import files, block
posting text, block sending invitation, block sharing

Block download documents, block posting text

Block file upload, block posting text

Block file upload, block like/tag, block posting text, block sharing
Block file upload, block posting text

Block like/tag, block posting text

Block like/tag, block posting text

Block file upload, block like/tag
Block file upload, block like/tag

Block export files, block import files, block posting text, block sending invitation
Block download documents, block editing, block file upload, block sharing

Block download documents, block editing, block file upload

Block download documents, block editing, block file upload, block sharing

Support for application type, application, and specific granular controls in AVC are subject to change

Page 10 of 11



Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business transformation
and help you stay competitive. We can help you reduce the total cost of ownership, conserve capital, and
accelerate growth. In more than 100 countries, our flexible payment solutions can help you acquire hardware,
software, services and complementary third-party equipment in easy, predictable payments. Learn more.

For more information

Cisco sales representatives, channel partners, and system engineers are ready to help you evaluate how Cisco
products can make your corporate network infrastructure more secure, more reliable, and easier to manage. If you
believe that your organization could benefit from these industry-leading products, please call 1 866 428 9596 in the
United States or Canada or visit us on the web at https://www.cisco.com/go/websecurity.
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