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1'%@ Title:  CVE-2015-7501 (4 Vulnerability Notes

Reported Severity: . Critical Dummy note (m)
Description: Red Hat JBoss A-MQ 6.x; BPM Suite (BPMS) 6.x; BRMS 6.x and 5.x; Data Grid
—_ O S — (JDG) 6.x; Data Virtualization (JDV) 6.x and 5.x; Enterprise Application Platform
Y T 7 D /r H# j:s J: U 7 :/ 9 /r 6., 5.x, and 4.3.x; Fuse 6.x; Fuse Service Works (FSW) 6.x; Operations Network
(JBoss ON) 3.x; Portal 6.x; SOA Platform (SOA-P) 5.x; Web Server (JWS) 3.x; Red
! ' - H:ll é 1/[' 6 Hat OpenShift/xPAAS 3.x; and Red Hat Subscription Asset Manager 1.3 allow
~ remote attackers to execute arbitrary commands via a crafted serialized Java

object, related to the Apache Commons Collections (ACC) library.
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Attack Details
XY / \ ID:  hungry_gates /
n$ %H ] ' *' i Source: External
Outcome: . Exploited
Attack Types (Count): LFI(100), RCE (3)
\Y —
° /r&:/ I\ 0) 9 /r l \ 7 /r :/ Application: T3 AD-DevOps-Offers
. I ﬂ = Affected Services/Tiers (Nodes): AvailabilityService (3), OfferService (1) © An attacked node in this
=JC Lifespan: 36 Days (05/10/2020 05:01:02 PDT — now)? ¢ has crtcal severity
tus: Open ~
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= Tye Outcome Affected Service / Tier Risk Timestamp
¢ Affected Node 13 Avail_node_3
v/| LFI Exploited AvailabilityService /10/: :01:
%) M oo T3 Availabilty 13 05/10/2020 05:01:02 EDT ity Point. {3 fportaliegisierSeros
0o uw I Exploited BV AvailabilityService 13 05/10/2020 05:03:03 EOT Class/Method (line):  registerService.scrublnput (123)
O w M exoied {3 AvailabiltyService 13 05/10/2020 05:03:03 EDT .1 Jetclpkifpri.key
g " Exception in thread "main” java.lang.RuntimeException: Something has gone
[] LA . Exploited 13 AvailabilityService 13 05/10/2020 05:03:04 EDT wrong,lab;rting! In"J g I pu g g
: at com.myproject.module.MyProject.badMethod(MyProject.java:22)
O w Blocked 11 OfferService ©) 28 05/10/2020 05:04:23 EDT at com.myproject.module.MyProject.oneMoreMethod(MyProject.java:18)
at com.myproject.module.MyProject.anotherMethod(MyProject.java: 14)
LFI Blocked OfferService 28 05/10/2020 05:04:54 EDT at com.myproject.module.MyProject.someMethod(MyProject.java:10)
- u © at com.myproject.module.MyProject. main(MyProject.java:6)
O Rree Bl Expioted M 5 0511072020 051247 EOT Vulnerat postgresql-9.0.1.jar, commons-1.2.3 jar, HTTP-X-XSS
[] Ree M ©oiotes {1 AvailabiitySenvice 5 05/10/2020 05:54:43 EOT ClientIP: 19.32.33.22 (X-Forwarded-For)
[] RCE B Expioited 13 OfferService -44 EDT Network Flow  10.43.44.31 34567/tcp —» 10.43.44.32 443/tcp
\lb This node has high and
medium vulnerabilities. Policy »
0 w B expoited 13 AvailabilityService um ineraoiies .01 EDT Policy:  Detect #

\) APPDYNAMICS

el
cisco

AppDynamics is part of Cisco.

Showing: 1-100f 198




IWEDORK & P

T7I)r—a VIRED

e 134 5 AMBCl (Byte-Code-Instrumentation) [ZX&k Y 7 .
JYOEEEARIEL, 22 =)L .
BIZIE, a3—NWTST. F7ALTHIORR, JE—MERK. KT .

d—JL. DB, TS5—E, JOLwXDER

e é%Utt$1U%4t%¢éﬂﬁ€%tt»—wé .

s FTVDINTA—I U REEELTHEBEIN-TFHLT .
778—F

APMI U7X ) T4 TP TIZK S HEREIERET

=ERALEBROET) A4 .

TR

‘) APPDYNAMICS alialn AppDynamics is part of Cisco. © 2021 Cisco and/or its affiliates. All rights reserve

cisco

~NDNEJL LV*E s

Remote code execution

Path traversal

Local file include

Untrusted deserialization

Insufficient logging / uncaught exceptions
Non-parameterized SQL query

SSRF

Expression language injection

Logging of sensitive information
Malicious IP access

HTTP security headers

Detect exploit of vulnerable dependencies
Vulnerability virtual patching
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