i
CISCO

S 230 Firewall [& ASA 7=[FC 7700
~Cisco Firewall Threat Defense — #2391~

202243H25H

VRAAVATLRXEREH

tXaTABE TIZHWLY)a—3 XA T7—FTIk
INFAR ZE B (tatskoba@cisco.com)



ToIN

- Firewall Threat Defense D&

- Firewall 72vkh—LA

c FEDHESEEH

- (Appendix) ¥ fiT& [l [T Firewall Threat Defense D 7 —FT I F ¥



Firewall Threat Defense D&



c

T—ILEISAD —EE0®HD MESNT:
t¥aTqarba—iL RO —ERIRE X2 )TAR—TA A

5 _: Secure Firewall Threat Defense —+— Secure Firewall Management Center ?-?g Secure Access by Duo
aEne
::::_—; Secure Firewall ASA i@_.' Secure Firewall Device Manager b@ Secure Endpoint
Tawos  Talos @ Cisco Defense Orchestrator u TrustSec
( SecureX threat response @ Cisco ldentity Services Engine
lo-\_
\(ﬁi Secure Network Analytics ' Rapid Threat Containment

Application Centric Infrastructure

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



. — s L | Ak NS

INTED Firewall IZTEKDEBTRDEEE
0 BH QBRI CEMOHEEFN A AERRTAELND DB
0 RHER Firewall [EALTNBA. BEHELL CORECEEERREHS
O 1PS BHURARYIREEDERMEOEA L. BAAREAES

. 01000111 0100 111001
T\‘f CITRIX, 0100 1110101001 1101 0011 —
d-l Gail l@) 011101 1000110100111
\.4 —> ""WV& 011110011 0110011 1010 T(
X g =
1’ 00111 0100 1110101001 R

Z D A1




ey

Firewall Threat Defense (FTD) DMVt 9 5 EZ B Xt 5

| EOFEHLINTLVSIPS kD —HERZ R
IOy D E[R1E

SELGTILOIT
;k-lﬁf% Firewall o~ Q = s4 )
_ = B
o , 4 |
CiTRIX,, \ It -
Gmail l@) < A—ToY—Rps T | < RVRO—DERRMEE
; ’ v & ©
| ERGEEE BRI ()L 5— :
\ AN MR = A 1 v U RFYLRTILDITIREN
v TIN5 —a gl v RILIITRSYEFRLT
v aA—HHIE A\ N v 59K ya—)
v URLZI4IL%A At —'a @ v RLYRG)YRHURRYI R
v Geo Location 7 /LZ J - _V_'~ b )
v BEBFai—=Y . AR5k v Cisco IRABBUIFRTE A
BT, 1T MBS v 3 NR—TAEDERIERERE
v ImKFREEAEEE (SE &) ) . )
—
T |

L L




B 75—t FELIZHRAR

RANZTOT7AILDA DOEHERR LI

2020-07-30 15:38:32  medium 2 192.168.10.101  192.168.20.102 8 (Echo Reg

o Code) [ icmp Unknown (Unknown) 0 PROTOCOL-ICMP Unuy

2020-07-30 15:38:19  low 3 146.112.41.2 =NLD T 192.168.20.102 https) / tcp 49850 [ tcp Unknown (Unknown) 0 HI_SERVER_MNO_CON
2020-07-30 15:37:51  high 2 192.168.10.101 19 36735 [ tcp 80 (http) / tcp Unknown (Unknown) 0 SERVER-OTHER Nove
hr—irgq s
P7KLA 192.168.20.102 7707y a TRl
NetBIOS% ] DNS over HTTPS [C]DNS over HTTPS EW
7/U4 A (Hop) FTDv66-1 (0) [ ssL ] sSL client Q Ad Nexus BEW
MACTF I L-A(TTL) 00:0C:29:1D:47:5E (VMware, Inc.) (128) CHTTPS [ ssL client Q, Ad Nexus EW
MARTC7 Host [ ssL ] ssL client Q, Adobe Analytics EW
RROZR  2020-08-03 17:0157 CIHTTPS ] ssL client Q Adobe Analytics BW
BEQ1—H -
= AurEIhTHIT s s = - User Histo Ew
=R AVFFARIVATIO-F | #EEANVE | BAANYE | TrA ry
Malware-f ~ 2 b Users 020-08-03 09:05:39 B v
=l Discovered Identities\setsuko.overton (LDAP)
RADIRH
v EADEL (1) e JLiREEERET 2 g 9| armando zuniga (dcloud.cisco.com\azuniga, LDAP)
v fis551E (1022) / BEEEEET S
hFdU | ARYEFAT &g BHORR BREORER P
Impact 2 Impact 2 Intrusion Event - The host was attacked and is o 2020-07-30 o 2020-07-30 =
Attack attempted-user potentially vulnerable 15:37:51 15:37:51
A buffer overflow vulnerability exists \;Tnhe Microsoft JET DatabaseﬁEngine that could Windows 7
o - - —_ . _ . - . allow remote code execution on an affected system, aka "Microsoft JET Database .
¥ 71—/\ I-J — T Y 9’ A T—L\ RL—Fr VAT LERET D Engine Remote Code Execution Vulnerablllty."yThis affects Windows 7, Windows Server Eﬁ:)‘:fer ;2,050%
2012 -
oA a TN P
had - S=ay BIET A buffer overflow vulnerability exists in the Microsoft JET Database Engine that could Windows 7
. ) . allow remote code execution on an affected system, aka "Microsoft JET Database 5 2008,
Microsoft Windows 7, Server 2008, Phone 7.5, 8 Firepower Engine Remote Code Execution Vulnerability.” This affects Windows 7, Windows Server Pﬁ:)‘fer 75 fj’
2012 -
AIAN (1 5) A DCOM object in Helppane.exe in Microsoft Windows 7 SP1; Windows Server 2008 Wind 7
R2; Windows 8.1; Windows Server 2012 Gold and R2; Windows RT 8.1; Windows 10 Se“r‘vecrmzrsooé
Zakan Gold, 1511, and 1607; and Windows Server 2016 allows local users to gain privileges pover200%
tep [onn i == ’ P

tcp 1

P



Fa—=4

« MERERYNT—ODREICDHDELR TR FELIVT I AV (ARNVRER., KOYD)
c HRSTFOERBLIVERIEZ. A TIURFERIFIRT D a—o T2/t IE

v I —ODEIZHEL., HEEZEEEH

FMC rvhT—o2vT

S B R 2R -
IP7ELA b7 RL 2

a2
0S { Vulnerability - }Eﬁ_yjb

Application { B Y ZFrE BNl

FMC DataBase

vV BBGIITIAFYEDHEEMELT DI EIZKY, BREIZ KIRHE




A INDNTFH
c ETDIPSARUNE  B— YR RAMDMESS T IEERERED (T THEMW

. BREOBVARULOHI BV DISTERTTT S5k
L AU RONTST 1 - BB AL E f

¥ DS (/\MrybkROyTiEL) D5E ~ S —
o —_— = 2020-08-03 09:22:00 medium 3 E10.1.120.17 62.51.0.36
- AVINDRNDSU2-ERE -
. o . r_ o f 2020-08-03 09:17:52 high 1 - g 10.1.108.15 144.76.133.38
/\ — X[t I\ Y
* /r/ 7 I~777 3 -;(q-'l- 'L‘O)Z g &L 2020-08-03 09:17:32  high 2 - g 10.7.114.34 g 10.100.9.4
2020-08-03 09:11:25 high 1 - E 10.1.104.115 188.120.225.17

FMC [Z&YA2—4 vy bRy FMC [2&YB—FYRRRF | HMEBAE—SYEDER—., WERI—FyrDED

1ORIST | o nEREh TS ANERSh TS FI LA |k MBS (o
™1 Yes Yes Yes Yes
E Yes Yes Yes No
, Yes Yes No No
"4 Yes No Unknown Unknown
"0 No No Unknown Unknown




B Fa

—ARBOT IR A RRENBE RS (IPS) DD
EREMNBZDMERE

RIEICEOE TEREEZHAE
Li=LvAS, BREMNKE:---

RILOOT A HSA, R
XA NOY Y oy ATV A ALEE

—T (#EER

}'I..

Firepower)L— )L QiR EE

THIVFALAL (B XRERTDICE, FAILEIVVILET)

I | 1L 1
L—ILEENC T BEEEEICAET S

Higher Efficiency - Keeps existing rules that match potential vulnerabilities on
discovered hosts and disables rules for vulnerabilities not found on the network.

RER Y T7—2

-

e |

TE)EA7 \7 ~EE AT

BEFa1—=2 5 (HRETE)
ORI RE EE BEIERK

HEZIL—IL
FirepowerTid, RORBEEE 183 N—ILICT R ERHERLTVWET, 2

FEFAN CEH S WEE ¥ Discard

fow k7 —7 @ %A 2022-03-04 19:07:36

Q CVE. SID. 8B5S, Fl@dl—XvE—JiLLaBE
9,183{ED KA FUey bT4LF: 2 75— bk | 5544702 2)b—0b | 3,408f L 7+ f
» Intrusion Events - %
» Impact 1 Events by Application Protocol - X
Last 180 days Total

Application ¥ Impact 1 Events

v 141 =l 77
0 o Cows =
[mial 7

1 110 O 4

o O B

AN MEHT BB RISHERTL. AL ICEBREOE DY EH

» Dropped Intrusion Events =X
Classification ¥ Count
Net 0ja a5 Do 119
q 13
6
3

» Impact 2 Events by Application Protocol - %

Application

ooo




Snort2 TMDJL—ILE

Snort IPS JL—)L

B HME5E T R E (T —
JOtEXRIZRAS=2FE

HRREIIL—IL

v SEREZIT TRKRERREN LB EE T

Exploit-Kit / Malware-Backdoor / MS Rz 551415 #h7:

EHTT)—&1Z Snort IPS JL— LR iﬁ

Snort SEEEIERKRIFICKYNBHEEERIEE
v £I)L— OOy IR A RE

WE)IL—I)L, BB Foa—=2T

v' Cisco Talos #

FZIL—ILFA., LLLIEARRNTOT74)L

MoFELEMEHEMERICENTFai—=2)

GRuNtll

EDWE

WannaCry

Ransomware Target

[SID 42340]

i .o >
Anonymous Connect success
. P
[SID 41978]
Eundl Blue N s >
O re .5.‘,’.0.‘.‘.5..9. .......
... Tesponse
D Xesponse.

verify Eternal Blue success

[SID 42916] [SID 42917]
\(J‘hA[j ........................ ‘ r\‘[L
Echo Request -

[SID 42329]

. Double Pulsar
Ping Response

[SID 42332]
‘ Double Pulsar Sy SessasseReasnaneII

[SID 42331]
[SID 42330]

USSR ..o
‘ Double Pulsar BB e
Process Injection HIRRR PR 11 0 R o o ‘ Double Pulsar

rule

alert udp SHOME_MET any -> any 53 (msg:"APP-DETECT 12P DNS request attempt”:

drop, service dns; reference:url, getiZp.net; classtype:misc-activity; sid:37062; rev:2; gid:1; )

flow:to_server; byte_test:1,1&,0xF8,2; content:"|03|b32|03]i2p|00|"; fast_pattern:only; metadata:policy max-detect-ips




IPSTR) S —DERTE

A=Y S — (RUH— A
« Security Over Connectivity
« Balanced Security and Connectivity
« Connectivity Over Security

- BEFo—=25DOFAE
- FMC DN HESREREEERK
« R=ZR)O—%LES

)2 —) DFEIR
s

BISESE

BARY >—0iR%E o

R
[ INTRUSION-1 \

AR

AVARI Y3 VE—NR

#wH @ Bk

N—ZRU T —

Balanced Security and Connectivity ‘

Firepower/L—)L QREE o X
EHIVFALARIL (B ZEBRTZICE. FALEIYYILET) *yr>EIL ®’E
HEIL—I v EHAR CEF ##E W Discard
Firepower Tld, ROREEEEI 18I IL—IICTHILEHBLTWET. 2 £y ~7—7 @ £AL: 2022-03-04 19:07:36
V=74 B v |Q CVE, SID, E#iE#H, £ —ILAvE—JIc L30T
9,183 DR TURYRTALS 217 T —l—Ib | 5544709 20—/l | 34088EbE =)l | 0 —/(—F+ Kahill—l | HL L EEER

« WARLFa1—=25

« R=ZRYI—ErVHEEESEET LESE




Snort 2 vs. Snort 3
IN—232 7.0 &Y Snort 3 T U EHR—E

RILVFALY R T7—F%TUF v

BEHOD snort T Ot RiZ4E v
R—FBEMLHRILE-TORILDSA VARG Y

IPSTDT7 V5 L—3/INAIN—RF v EHYR—+

EDa—)LE-TALOS B 5L DIFHRERZICI Y AH

ART—ZTIIEAEYEIYHT

R TALOS L— L - BRI / IL—ILxBEIE/ NV T 7

FLLVHTTP f VAR B —HTTP/2 EHHR— k

NN NA A N1 SE NE SL SRS

TALOS Mo D7 v 77— k& /NEE

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public *ﬁﬂ) 9>j)b':mIEh§—%—5$1tén.tL\é:th“ﬁ%f;} IJ ‘\J l\



Security Intelligence

EZBRIRHRI(ILZ

Cisco Collective Security Intelligence IREDIOv RN IPTRL
A, URL, FALUIZEDLHIE (ie. LEAT—23Y)

BHMDITOYYYRMET or MoDIARIavE E=4—HLL

x7ovy

HFa—

« CnC

+ Malware

« Phishing

« Bots

+ Attackers
HE

© 2022 Cisco and/or its affiliates. All rig

F\repower Management Center‘

i Y e e 2 I—— AP
ASCO US| FHCARE | Fiowdl Policy Edror e A 7 -
ACP-1
BEEAD
L=l kFAUFAYFUSIVA HTTPLAKYR  OFwY  BETL7<LFKY ¥—: Default Prefilter Policy

Intelligence =]

9

EvbkAaATZvE

©® adminv

Frotel

BRI | Ry v —

SSLAY &—: &L

@EAR LA T DN/ & — ‘ Default DNS Policy

- |

d  xyhT—roBn mIARURR (2)
2y kT—s ssain-zone Hy NI

FSw o UAR (46)

FvkT—2 B

FPATFvTFT1mY .

san OUL- i
out-zone &/ Global Whitelist (Any Zone)

URL URL

W = Attackers (Any Zone)
=/ Banking_fraud (Any Zone)

@ IPVO-IO-IPVA-Reldy - AnyCcast
(@ net-192.168.20.0
&g Global-Blacklist
= Global-Whitelist
= Attackers

=/ Banking_fraud

=/ Bogon

=/ Bots

& CnC

& Cryptomining

=/ Dga

= Exploitkit

& High_risk

& loc

@l Link sharina

i Global Whitelist for URL (Any Zonely

=/ Bogon (Any Zone)

=/ Bots (Any Zone)

=/ CnC (Any Zone)

& Cryptomining (Any Zo
=/ Dga (Any Zone)

=) Exploitkit (Any Zone)

=/ High_risk (Any Zone)
= loc (Any Zone)

=/ Link_sharing (Any Zone)
=/ Malicious (Any Zone)
=/ Malware (Any Zone)

=/ Newly_seen (Any Zone)
=/ Open_proxy (Any Zone)
=/ Open_relay (Any Zone)

000
Tt

oW
oF
oF
oW
oF
oF
oF
oW




Threat Intelligence Director
H—RA—T 4 DBEIERIZEY . FID BEIESRISEE R

H—K/—F1: LiR—k4:
« SIEM

e Crowdstrike

* Flashpoint s AUV TURNIR—T AL
*Soltra Edge Threat Intelligence U=
* EclecticlQ

* Lookingglass etc..

N /{~ D ~
A3 FID AR kO%

*TALOS

* Threat GRIDY"
‘/F‘?ﬁ\ygx |

X Block

IPv4 bt test ©: Monitor

Jul 24, 2018 6:18 AM EDT Completed
_____________ i SR |5 oo § 2, @ complete

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



oAnr—iay

o~

-V
Z

- IP 7RLREEOHIZEFRDIT

ARr—i3 T —3R—X

- IPS. 7TV r—2av i, I7 AR —FEDREEDFRELEAEHLE THAT

JL—ILDiEM °
| Manitoring from some countries | ® A | L—ILoTF N | | 2
Fovay R P 6
| o5& " [ %=L =k
V= vy bI—2 VLANZ 4 A a—+ FF U= =k URL SGT/ISEREE i i Oy AR
FIFAsERFy h7—2 C EETFY F7—7 (3) #EEfRy RT7—2 (0)
[Q zmzrEerE | BEX  AUYFLOISATUR 8
Ry k7= HEEEE China v
5 Africa United States ]
> Antarctica 3nm EEFEN Russian Federation u
v Asia 5018
@ Afghanistan
Armenia
Azerbaijan
© 2022 Cisco and/or its affiliates. A = Bahrain
B Bangladesh IPF L DAL |[em | | P RLZDAT |[&m ]




TS BEEHiE7otoL—3y

o TLS CHEBIESN-BIEZEBSLTAVARILIAVEITD
HEEE

Internal
Server

¢ inboundinline

* outboundinline Encrypted

e
e N—RYITRBENTESETILERAELETILAH S ([I\T) @’

=8, INITA—TRARBELYITEERE

FTD Devi
o TLS 1.3 RATAT TR E(REA—Sav IS THIATF ﬁ e\gce )
FdY). TLS 1.2 IZF LT L—RLTOAV ARSI 3V @ ecrypte

A HE
([I\—V)© Encrypted
#S1...

jdient

© 2022 Cisco and/or if]




Malware Defense ¥ /)L 7 DRIfRIL&HlE., bSvF P

Malware Summary

REOHIRNS D A (REEEE)

Malware Summary Malwaref <> b D3RE 12—

RAEE..

L EiE 7rAIE

v EICAR eicar.com

2020-07-27 17:57:00 - 2020-08-03 18:52:24
ERLTWET

D I7AINENYLETHEE
(IHARTHRAL=<IILOz 7T OV alEE

@ iR DFFE

7 7 ILSHA256 B 4 + hovhk
275a021b.. f651fdOfD %y R T—=2 771 )L T2z 7 KU
7 7 1 JbSHA256 2752021b...1651fd0t First Seen 2020-08-03 18:51:51 > | 192.168.10.101 %i7#: B No Authentication Required
IrANE eicar.com Last Seen 2020-08-03 18:53:54 > | 182.168.10.101 %i7#: [ No Authentication Required
File Size (KB) BRI 2020-08-03 18:53:54 14
FFANTAT ARV NIAT EEEhicT 7 2RA
File Category Executables P7ZELZ e 01 EEEE 1 - BEEHE

Current Disposition {3 Malware /
Threat Score

Ba

Trajectory

Aug 03

18:51 18:53

e £ e & e @

192.168.10.101

7Oy o&hiR{8% g 192168

Q@ BITER(T VR Ry IR &)

P223a¥ Malware Block
F7Ys—vary7obal BHTTP
2547k By Chome

102

g e & & & & & @

192.168.20.102 O
Events €) Transfer  €) 70w 7 (2)Create (3 B (&) Execute (©) Scan (& nective (@) Quarantine
Dispositions  (_) Unknown T} Malware e AAFL 17 Unavailable
Events
Bt IRV RFAT EHEEP BiERes - e e e A ]
& &
FYrT—Y LTOHBRRZ AR
2020-08-03 18: =3 192.168.10.101 192.1 @ N J 4. R
2020-08-03 18: [ 53 192.168.10.101 192.168.20.102 No Authenticatio.. eicar.com Mal... Malware Block HTTP Chrome




Malware Defense 75 K!)a—)L

—ERBELI-I7MILERATHE. BT HTILDI TR DN =5E(CHREFIC
ZTDI7AIVERDITAHEEA

ﬂ510075+0)$ﬁ1$€ﬁ¢$ﬁ B REMDIT7AIL
] = N R J)—2T7A)L
- B Q)97

HBAZ/BERIZIILOITER NS

SHEIRMDI7AIL T

BEIZEDF5NLELTE
BICH->TTILYIT7 A
Boh-of=15E5I1C

BEHIL TSNS




H59KR)a—)LIZ&BEATAIL YT T4

Al Firepower Management Center a

HE i
CISCO 47 | F7AIL | Fy hT—2 T 7RSIz kY

4b061e78...4d18e0b0D F v b T—5 7 7 AL b ZT 27 RV

7 7 1ILSHA256 4b061e78...4d18e0b0 B
FrAIE malware.exe

File Size (KB) 136.2607

FFANTAT MSEXE

File Category Executables

Current Disposition {3 Malware

Threat Score None

Trajectory

Aug 04
17:56 17.57

192.168.10.101

9 @
o @

192.168.20.102

MY =— FIA A EEE AMP Intelligence

First Seen
Last Seen
ANV b
Seen On

Seen On Breakdown

2020-08-04 17:56:37 7

2020-08-04 17:57:38 7 > gl 192.168.20.102 RiT#:

2
3IRA b (21F%T)
REEH: 2 - BEHM 20 — 18EFR)

192.168.10.101 R{TH:

E‘ No Authentication Required

E‘ No Authentication Required

=3

© # @ adminv

D —ATIIHRVOEATIIEREEEX L) T2 T YIRITT
LESTILDIT7H., 157RI12)a—I)LTRELTLNVS

Events €)) Transter (+) Create [CF: 1] (&) Execute (5) Scan (%) Retrospective Quarantine
Disposiions () Unknown T} Maiware () #U—> () AAFL 7 Unavailable
Events
Ff ARY 517 #Efafp 2{zfIP a—% Z7ALE
2020-08-04 17:56:37 X 192.168.10.101 192.168.20.102 No Authentication Required malware.exe

2020-08-04 17:57:38 [EIEHR A~ b

firm FIay
Malware Cloud Look...

Unknown

Malware

Zokan

HTTP

7347V h

Chrame

DxIFFT

e

Retrospective Event {L...

Malware Detected by ...

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public




Application Visibility Control 774 — 3> @ aIR4E & il

FIRAINTLNS Web 7TV r—23a>  DFATUNT TV r—ay  B—n\7J ) r—ay  FIRE.
YRORE DD, BREREHIREICIRA ., 7TV 7r—2a iIREEREL . YR IVZERT H & ATHE

3,500 L EDQT7T)r—arhin, FIRRKR
=FIvy

il Firepower Management Center & #E 5% muy— SR AFT bk AMP Intelligence B © £ @ adminv]

Summary Dashboard
Provites  summany of csty

actty o the applsnce

Network x  Threats  Intrusion Events Stas  Geolocation QoS t wemm [ 28 <

— | mEosnzTIUT—ar, FMALTL S
[ (e e——— | REBYHL, MAOHBEEHLNET 2

a0 Application ¥ Total Bytes (KB) Application ¥ Total Bytes (KB) | X =t
S i [m] 22.79957 ] 2264224 ) X )
50 [ ars 22,642.24 (m] 4,885.78,
- [m] H 11,248.90 () 175048
: = 7.667.53 a IL—=IL®iEm
Qs 48578 ]
,837. (]
E " =l ] A
] Ow AVC-RULE-1 I EE] N=LDT -] [2
a )
O omcx a FPouay SRS
] a e .
g Uty hLTIOS Y v Gl
a )
a )
] a
. = = EyhF—7 VLANS Y A a4 PFUT—av m—h URL SGT/ISEM{E L] oF» Axvk
a
I Ur—ayv (3572 C BREANEFFUT—2 3 E 71 L% (0)
s Q 8
~ 338 » Top Server Applications Seen - » Top Operating Systems Seen : 050plus L
Vendor ¥ Count s Name o 181 Intermet o
T 1 "
e et 1-B00-Flowers L
v ST S 1000mercis L
rance » nFLY EER 100830
e _ o
Business Relevance 7 Total Bytes (KB) [eepe » FFTTRARERR 12308.en |
w0 FIFR5HA0S °
B 123Movies
e 126.c0m L
2043551 How To
1< < 1-100/35726 FRE D 3|

gmes reserved. Cisco Public

7 )5 —321) A https://appid.cisco.com/



https://appid.cisco.com/

ustom Report L7k—hFH%5E
FZEHIGELIR—MEBE : LIR—hTH A FHEETIIL AR BT A X T e
EBLI-LIR—FEFEEDA—ILTRLANBHERE
PDF. HTML, CSVR. K Z#HR—bk

FykJ—HLAR—k IOz T7LR—k

sasnon ERTL A RET RS e AWIATLA— ) mmon AR AY 2 TIRS b= b
albaln A
s aisco
1 BEE 1 B | B
U2, SRIBAPAL : o B YR IDIBS S EHSLFL R, €OHEG. SAIBYRAIY AP L § o U AT ORBEBDEMELELR, EOTEE, W FR R Pt ya i1 A4 S s
K@ﬁ;\gﬁ?gﬂ_:gﬂ;«g;v:::&tgf‘llﬁghwghﬁé BWKAR ML RN E v b 0= 2 LTRBSA L OTT. U AT ERET S8 Protecton (AMPIFBASHELI, TOLN- 2. COMBCHy BT -9 TRIShT
FEELED. 7‘\-’71‘75&3\41!’) FEEERRUE 0T STEABD £T, £, ChEORREAR FESECART S2BHB LT, EREFFLOTT.
PPN ; Sot Apr 29 2017 04:23:53~Man May 20 2017 042353
YA OBEFT YL OBEI— ERRAT 7YY AR BT SRR WREEIRMA o = FERE OCERLT WM BR7ORIL
Ur—vay k4 —vay [y
.
9 5 18 E‘ 28,675 IZ' 36 19 - 2 e
5 0 0o [a 2, =2 5
WELF 7Y~ %2 U7 (ER ARIZ W T3 enct — IR NG xFORM N x POUR
vay BRENOFTY 3 BRAELE RPN enct— IR ATWEMRA b
R >k ATWSKA b
s Sl 2 56
@ wg o =@ |
Fyb9-97a77 14 TADPOIOT A0 E
BEORECLDBESTND YRS
10 8 83 5 1
Al | T W07 RS 77 = e 27 |77 P ot
EREEN G-vay ANEAT oy b - P ’; 3 : 7’
Aottt 10
sy s 927775 | o
HOMR | ALY HOFIAR
. e sy 2 unyova—
ey 1o
LA, VAIVATAL : ouBP YT 3V UHE WD 0 Y YTERR, 1
K7 75 AR AL T 53 S ROLET, YA, FAAYATLX : St g T 347 SA WAL THEHT 3T
Fav B RLPER, BAUPIETSTINI-AMU Y-k 129 k- THBDUR IKNT SRANETASERITS PRI, Asvanced Malware Protecton EBAL TRE 3 LEEMOLET.
E . e z LRI T x P ORBIG TR ERTT 5
© 2022 Cisco and/or i 5 BT kP B0 0y 22D HT—HBUASE BRER TR 2 E0UATORGERATSLBRARIZNLRREREY S 220U R0 RENT SLHCHFOUBERILT &
s




FTD O T35 ETA

20204E @) Forrester Wave T, I A3—7
FAX ITFATIA—INGHD—5—
(2O RaNGEH

FILKIUTDREEESE
https://gblogs.cisco.com/|p/2020/08/cisco-
named-a-leader-in-the-2020-forrester-
wave-for-enterprise-firewalls/

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

dudl Cisco Japan Blog

Cisco JapanBlog > E¥a U7«

£*2UFq
FORRESTER I —TS5AX T7AT I

#—ILEFD Forrester Wave

2020 kTR AN —%
—|CEH

I EEE
; 20204 8H 250

Z DicE(E. Network, Cloud and Workload Security @
Senior Director Product Management 1824 T#%
% Chandrodaya Prasad |\c &% 7' 0% "Cisco Named a
Leader in the 2020 Forrester Wave for Enterprise
Firewalls)y (2020/8/11) O#RTT,

IThe Forrester Wave™: Enterprise Firewalls, Q3 2020z1 Z4 2 vO—RKULTZELE
1A

HEBoeF 1 U FHORERE, RETZ7AFPUA—IBRATEE U, LML, B—0FX v b7 —ZHfR-r
YRTHBTZEWSIHEOZLAE, bRPBALGLG>TVWEY, PFUr—2av 77— 50 RICBiT
U, YD B 50 DIGMTEBETBLSICB T, HEE, SEONRFISAF v AERBFTZA47
VAEBMTHIET, ERT 7470 —ILOBEEEDTNET, CholRy M- ICEMATNEEED
BhE, Y—EAEULTRHUENBEELHDET, MAM—ADBEELHNE, /NTVy o757 ROREICHIEH
Bt LTEEEECIhEZEBET5HDET.



https://gblogs.cisco.com/jp/2020/08/cisco-named-a-leader-in-the-2020-forrester-wave-for-enterprise-firewalls/

BEAEH

BlE L KEHETD Cisco Secure Firewall B A ZE4

https://www.cisco.com/c/ja_jp/about/case-studies-customer-success-stories/2042-doshisha.html

VA3 €¥207 ¢ VU322V BARH

S NIl It awae=2 S o e e s warnn
- Lol

s FREAEER

armEaTL

RN RIDKEHT7 AT

77,7 RESROD. LUEmAEZY FT—oEBEL Cisco Firepower NGFW & NGIPS Xt 774773 —1b & RABBZ7L ElFASE L SROARE SRORBC T, KOS
= El u- ; 4, e P R 4B M 5, TSR
FlEEm EEBERRL. tFa) Tt ERR ;y womw o7 ”’";’,’,};ff;":”,’f:i',,,“,’f‘,‘,'fj;‘?:
Amvanohic SR BLUTR DS, WETEN L
L e LR WIS/ BRI NATSS. ARohwanthn ] was CILIRROAIATY, IR, MEER L UL RS ERS TR
AR e A o TR LTSRN TS, BEWIS
W s DY IR——
TRlbERe TaLos iyt SRR

Cisco Taios

AL, B \7:-:11&4!&&.&&0—”1« LSS 19
UALESE, 327 MDA RIS =
USR5, Wb BIEIHDY1~7 Cradenial SRS STTIEG EEEB021X
£ PS. TUF VLT, URL ALY

—hoz
I7IK, SanS WRELT /8- NABIARIC TR TEF2YF AR ERA R

o nars iR

VISION 2025

i e i 5 cucor S s BRI T Chco s Mraaec o V) SARFSELT. 31~7RAEE
oty Aiendt Mhwars. I & roagsniondes ABBLLRC WRLRELTLEY. MRRATREN ll.:ll.mnv GIARCEST, RS SHITISMN TOM b, 7TV —aY, 05 MG EF—S~-2. TOF—IN-2D
Prtacien AP o Netwars | srmecssmmza. aresTesrELopYERIL s CERIA, MROHO-TRRCRNLEL ST P A PR T AR AT . s AR T

- auts P

-
1PS BMFI—-=YIEAVIOF T35 R s i desoha sl
SPETINT PS DRRDSEARNEXI DT, BIREXOLIBLEY,

RRARLTHOLERIEDLC, FHEOOYELAL, 05 DREEETALLEYR
HLF-e, REORR/ 7y EERE 7Ty RE TSRS, ER00S 73T
AW L2, SMRRET ) EBUET, B, WL S~ VR
URRSERTSEROBEIITIL. BALACYYFY M ORBEIS:
BPTRARERRI SO IS TRES. TRLECIETERIADT

e e kT, KUBEERY I~ BRADRANRBEEALEL

o _

i EEHAP THE OB SISLT [ROE FRIARTSARDNA ERMAL
APERECOWLS. B
KT EITAREEN 4521
5 URFLUTL-A0E.

1pS AR5 Bl sazizonmAn mERKPIL. 1875
Can I £oT. AR e e CR
« it

 Cisco Fraponer iP5, 7% 70
P UL ks

BT AMP for Networks (£ B2

vET,

PRSI THYBAT RO ERL N SRR
L IMEDS ERIHLLRETT,

JDBAGE. 557

~FEASHS Web 11,
I-YOUBEGEC. AT, REDAZ—HT7Y 7T

anss R, ORI R ETToRR, o Tl
ORHCARLCEELAH, EhEToRARE . i ——;
EET o 53 12 ol ) EORRICE), AR SNTSANN (7131, 7747535 05 e i
- A ACABEINT, £ ST rORARS

RET. TEGRY

T, eV P ERODIARE
4702 BE BELL 2ORD

e
CISCO. T

W AADRABL. FLTEERREL W

fe. £0HT S (nrusion Prevention System

1, TAKIKFRGSR) LEBENRLRN MH2 21T~ T 9 F~h 174X W
=

SIRSIML. F7AT 11, PS OAMELT~ DB
ARURIADEEBRCERORLCRP LR
PR A, . S

e
-«,uaamnu ro-re
e

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



https://www.cisco.com/c/ja_jp/about/case-studies-customer-success-stories/2042-doshisha.html

Firewall 75 vkik—L



Cisco Secure Firewall 75 > FRr—LZEHE

e D e
Firepower Management Cisco Secure Firewall Management
Center (FMC) }>> Center (FMC)

\ J \ J

4 ) ( )
Firepower Threat Defense >>> Cisco Secure Firewall
(FTD) Threat Defense (FTD)

\ J G J

e D e D
Adaptive Security >>> Cisco Secure Firewall

Appliance (ASA) ASA

J \ J

) ( )
Firepower Threat Defense >>> Cisco Secure Firewall

Virtual / NGFWv ) . Threat Defense Virtual (FTDv) )




Firewall Management Center (FMC) &
« FID TINAREFLEDHTEE
. Access Control Policy Z. & Policy 3 & 1[5t

SF Tunnel
B YD Management Interface f8(ZT
TCP/8305 TS

RE. BB, ARNVNAFENRTHONS

*H FP Sensor

\ | Flrepower Management Center

) Q HE fox i R - FIA R B
FIAZ ) TINA RER

RRHE

B v ]
TRT(2) ®I>—(0) ® EE(0) A7 (0) ®EE (2 HARET (0)
Collapse Al FP211D-t_:1__ FTD on Firepower 6.4
. 10.71.153.56 - Routed 2110
£ 7N A SEVA
ERg
~ Ungrouped (2)
FTDwGE-1
FP2110-1 o ) 10.71.132.199 - Routed FTD for WVMWare 6.6.0
10.71.153.56 - Routed - kY \ W f o n o o LELE L
T’_"Iﬁ?'l 199 - Routed FTD for VMWare 6.6.0 N/A g‘;ezj@ﬁ @ - e | )

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Firewall Management Center
To9biR—L—&

FMC1600
RAXSEDE Y —EE
RRARND ML 3,000 4
900GB MANUKARL—
BANSARAN 5AI—HD
ryRT—o2vT

HAXE It

FT

© 2022 Cisco and/or its affiliates. All rights reser:

FMC2600 FMC4600

=KX 300Dt H—EE RR 750D —EE
BRAA K 6,00075 4 BRRANU 3EH

1.8TB DARNURARL— 3.2TB DARUKRNL—D
5K 15AKRRM 1551—H0 &K 60HHRAL 6051—HD
FrykI—oTvT SNy Ry )

HAST IS HAXS itx

D DR

ved 1

xR ARIC5ISHTEEY—/N

Virtual FMC

=KX 2ED L —EE
RARARU MY 1,0005 4
250GB MANRUKARL—
RANSARAN 5AI—HD
TR T—oyT

300fE Dt —EEX I
ETILHEY (FMCv300)
HAXT IS (VMware 0 )



Firewall Device Manager (FDM) fif 2
1) —TRHEEIN S OnBox D FTD A—AILEEY—)L

e Web JTUHTFID TN\ARIZEETIEALTFID DHETE-EEE{TOIEN TR

afnaln i) &) )
Firepow ce Manager L N
cisco frepc has BiR RUv— ATV 7131 Z: FTDV66-2

~ ETI YIhkozF

BAL—IL OER
for VMWa... 2020-07-13-001-vrt

ISP/WAN/ 7"~ k%7 |

T mERY k-7 2 o3 o ors =)
I (&) () () () (] () () ) ()

AvFT—=T AR W=7+ =k
EDRAY T 1w 7I—h~ AEEH. JL—/L. VDB, ¥AFLF VT

9DhDINHH YL—K, gFaUF fuFUTryR

DT q4—K
FRTOA VI —TF 4 ROER > BEDET >

BEOER
AN—h ZA4EVA Ny o7y T eERT KTy a—FaY
BEORR > HEORT > LRI —
oA ~EIVPN JE—h PUEAVPN FHERE

RA VPN V2 K% & FlexConfig, 23— ~CLI

Oeeod :: &m-

vvvvvvvvvvvvvvvv

& vH—F.
hreat Defense for VMWare @ DN A%

(@ NTPH—JT

VAT ILFEE

DHCP#—/t
DNS#—/X
53 BT
RAME

ZIIRY—ER

FEERET 3

FTINA AEE
By b FTOAERE REOY Y
»O—FK

FMCZEALTFID D&HEEEFESKY
H IMCEZEBAETIZOVTILIZFID &
STV, ELVDSA—R5—X (RS

<FMC 28> T FDM R %t it 0D E 7 RE>

« FYRT—O3VT

« IPSI—ILEEF1—=2T

« IPSAUINGNTSY

« Malware Defense Threat Grid Z{&>
=B AT

o MIUVARTFZLURNIFZFATI)A—IL

« DSRRIY



FIDDERE - HET—F TV F v

FID T/N\AADHRTE - EHEIC liu‘Fo)t NHALBBE, aVY—ILCU R ERS LV I IV a—Ta0 T

BFICLAMEHZRLY
FMC 18
BHOFDIIXL,. 8ELGEX1)T48
R EEERTEXEN

FTD ZIWJS

H YD Management Interface
fE112T TCP/8305 TS
RE.EE, Event H A%

© 20 Cis nd it eS|l rights re ed. Cisco Public

FOM B CDO BIE

EARMGEX1) T4 RYS—% .22 FID 21+ THEK ASA X5 Meraki MX 4

TILIZ1DD FTD I3 L TEHe SO TERTINARERBIZIS™Y
K EIE

FTD A{K
E PO Y e L

https
ISV TEE ]

FDM
= Firewall Device Manager

[E8] T

*SDC = Secure Device Connector, &
Bt D VM, FTD B T7RL AN T

EE) Ccbo 75\19 FMCO) IEI:,tTﬁE T—T—L, HEEEFKRELESND FAR—FDIGEITHE

CDOD) |

Cisco Defense
Orchestrg

Internet

https
TZ59%T
EH-RTE

®
N\
0



https://docs.defenseorchestrator.com/#!g-firepower-management-center-and-cdo.html

Firepower 7 754 7 2 A7

(- R

!A
e —

FPR 1010 FPR 1120/40/50 FPR 2110/20/30/40

650 Mbps AVC
650 Mbps AVC+IPS

650 Mbps AVC
650 Mbps AVC+IPS

1.5-3 Gbps AVC
1.5-3 Gbps AVC+IPS

2-8.5 Gbps AVC
2-8.5 Gbps AVC+IPS

SOHO/ Branch
SMB Office

Mid-Size Large
Enterprise Enterprise

— e |
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Stand-alone device:

12-53 Gbps AVC

10-47 Gbps AVC+IPS 6
Six node cluster:

Up to 254 Gbps AVC

Up to 226 Gbps AVC+IPS

Data
Center

FPR 9300 Series
FPR 4112/15/25/45

SM-40
SM-48
SM-56

One Module:
30-70 Gbps AVC
24-64 Gbps AVC+IPS
Six node (2 chassis) cluster:
Up to 336 Gbps AVC
Up to 307 Gbps AVC+IPS

Service
Provider
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Private Cloud

 FMCv & FTDv
© ESXi 7.0 HiR— FFH

* Cisco HyperFlex, Nutanix Enterprise Cloud,

OpenStack (& FTD / FMC 7.0 THHR— k
* ASAc Docker containers

s
PR ~KVM
e
] ]

NUTANIC openstack.

Public Cloud

« FTIDMD A b 1) w2 BIfR(Z Azure Application
Insights F| FA Al g8
* FMCv/FTDy, ASAv (. BEFFD AWS, Azure [Z/0

A T. Google Could Platform & Oracle Cloud
Infrastructure T3 H7R— ~BAA
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FTDv TO#FH A X (FTID7.0 & VY)

« FTD7.0 &Y FTDV DALEBEREIZIGLF-24 2V RIZER
e FID7.0 LBIDKAR—RASA U AITYHITRHIYTL a2 ETILIZFEST

FTDvV5 4 cores/8 GB 100Mbps

FTDv10 4 cores/8 GB 1Gbps 250
FTDv20 4 cores/8 GB 3Gbps 250
FTDv30 8 cores/16 GB 5Gbps 250
FTDv50 12 cores/24 GB 10Gbps 750

FTDv100 16 cores/32 GB 16Gbps 10,000
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Software Download Ao O0—KRH5 A, THOXRI—IIZFH

Downloads Home / Security / Firewalls / Next-Generation Firewalls (NGFW) / FirepoweTNGFW Virtual / Firepower Threat Defense (FTD) Software- 7.0.1

( seaeh.. irepower NGFW Virtual
( Expana 4 fﬁnﬂama Al Release 7.0.1 Related Links and Documentation

A My Notifications 7.0.1 Documentation

Firepower Hotfix Release Notes

Suggested Release hd
Release Notes for 7.0.1
7.01 O
Latest Release v
File Information Release Date Size
7.1.0.1
Firepower Threat Defense 7.0.1 Hotfix S 21-Dec-2021 258.73 MB RIS
6.4.0.14 Do not untar
6.7.0.3 Cisco_FTD_Hotfix_S-7.0.1.1-10.sh.REL tar
Advisories []
7.0.1.1
Firepower Threat Defense upgrade 07-Oct-2021 970.54 MB v .
All Release ~ Do not untar
71 > Cisco_FTD_Upgrade-7.0.1-84.sh.REL.tar

Advisories ]
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Basic (L4 ZE T) Firewall, Routing / Switching, NAT © o
RA VPN #2 i © o
Site-to-Site VPN o o
IPS / IDS X ©
AVC, URL Filter X ©
Malware %} 2R X ©

o sSL/TIS R X ©
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W 4,
Firepower4100 1) — X =y
« JIL-FEE (no RAID)

e
¢ FPO300ELRBUN—KIT7EVINIITT7—FTIF v + Slot 1: Malware AkL—THIA
« 4ADDETIVOEERRL (4112, 4115, 4125, 4145) + Slot 2: ;BA1MA00GB Malware AL —U G
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* NGIPS A5 AUBDIN—FDTTINAINR
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YIRS T T IE FTD & ASA D EIRH Tl HE

Chassis & I/0 1RU 1RU 1RU 1RU,
12 Fixed RJ-45 (1G) 12 Fixed RJ-45 (1G) 12 Fixed RJ-45 (1G) 12 Fixed RJ-45 (1G)
4 x SFP (1G) 4 x SFP (1G) 4 x SFP+ (10G) 4 x SFP+ (10G)
1 x NM Slot 1 x NM Slot
CPU x86 4-Core 6-Core 8-Core 16-Core
CPU DDR4 DRAM 16GB 16GB 32GB 64GB
NPU Octeon 6-Core 8-Core 12-Core 16-Core
NPU DDR4 DRAM 8 GB 8 GB 16 GB 16 GB

SSD

1 x 100GB Default
2nd Optional SSD for MSP 800GB

1 x 200GB Default
2"d Optional SSD for MSP 800GB

PSU — Default/Options

1x 250W Fixed AC PSU

1x 250W Fixed AC PSU

1x 400W AC default
2x AC, 1x or 2x DC
options

2x 400W AC default
2x 350W DC options




Firepower1000 /!)—X
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INRIBIREE & RAE— LEDRRIZERBLETITS5ATR
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Firepower1010

« NAINTF—I D RIET AV TEINGFW
« PoE, 8 x 10/100/1000 Base-T RJ45 switching ports

. [FTD] RT—kZJL Firewall, AVC, NGIPS,
Malware, URL Filtering & TIZXt i

- [FTD] 650Mbps 0 NGFW X JL—F vk

Firepower1120/1140/1150

« NAINTH—VRIETYII I MEINGFW
- 8 x 10/100/1000 Base-T RJ45 switching ports,. 4 x

1000Base-X SFP switching ports (FP1150 [£55 27—
HY 10GbE i)

. [FTD] AT—kZJL Firewall, AVC, NGIPS, Malware,
URL Filtering & TIZXt i

- [FTD] #MF 41 1.5/ 2.2 /3.0 Gbps M NGFW R JL—
Tk
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The Cisco Security Advantage

1

Partner Help v

Today, businesses rely on a mixture of physical and virtual solutions to meet their network security needs.
They need the flexibility to deploy different physical and virtual firewalls across a wide range of environments

while still policy

branch offices, corporate datacenters, and all entry points

between. From data center to office or seasonal peaks in

mergers and
demand on your applications, Cisco’s virtual firewall portfolio helps businesses simplify security management
with the convenience of unified policy and the flexibility to deploy everywhere.

Clsco” Next-Generation Firewall Virtual (NGFWv) appliance combines Cisco’s proven network firewall with advanced next-gen IPS, URL

fitering, and mahware detection. Identify and eliminate threats automaticaly, freeing up security and network operations teams. NGFWA aiso
simplifies protecting vintualized environments by enabling consistent security policies 1o follow your workioads across physical, private, and

public cloud environments. Get deep visibility Into your network to quickly detect threat origin and activity, then stop attacks before they
impact your business. Cisco virtual frewall offerings mitigate any significant shiftin demand on your IT department so you can protect your
workioads against Increasingly complex threats with worid-clas:

curity controls.

Product overview
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FXOS D(ON FXOS

X)) TAED 21— ILER—ININAFIZHTE
Sk s = FXOS Firepower Extensible Operating System (FXOS)
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© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

TIPS) FP4100 & FP9300 M EF4HEW XK., EXa)T4ED a—ILEBE#ER LAY T—IFED 2—)L



FP4100/9300 & FXOS ($i=)
- FP4100/9300 [T 5YRI74—LER T, I v—RNIZIEE 0S A ENE AT AE
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- IR /iREB A 2—T A AL VLAN [ Supervisor TEJifs
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- Firewall Threat Defense (FTD) M EGIL AV DEBR KZITD NGFW &
IPS B BELTHREDIToN, MG TERHAINTILNS

- L4 FTO Basic Firewall Tdh5 ASA & L7 Security D FTD Z@E# @ T
FELNDIT5

c REBITHEZD BEXIERELTFID [EEBN-HEECEEREZRED
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« Cisco Secure Firewall ~® cisco.comT®D I a—kAvk
http://cisco.com/go/ngfw
« DRatFxa)Tq I\—+F—HAF

https://www.cisco.com/c/m/ja jp/partners/documents/security-guide.html
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ASA FW, Firepower IPS, FTD O B8 {% 14

ASA Firewall

IPsec/SSL VPN
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(L3-L4 FW)
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