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Identity Services Engine

Authentication ~ Authorization ~ Profiling  Posture  Client Provisioning v Policy Elements

Home » Context Visibility » Operations

Dictionaries v Conditions

» Results
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» Administration » Work Centers

» Authentication

File Conditions

Description

 Authorization PView et deAdd GyDupicate | 3¢ Delete
Profiling s 0
| Ms17-010
v Posture
[J pc_Vistab4_KB4012598_MS17-010
L\ Cond o [J pc_Vista KB4012598 MS17-010
[J pc_W10_64_KB4019474_MS17-05-03_Ms17-010
Anti-Spyware Condition
[J pc_W10_KB4019474_MS17-05-03 Ms17-010
Anti-Virus Condition [ pc_W81_KB4019215_MS17-05-03_Ms17-010
Application Condition [J pc_W81_64_KB4019215_MS17-05-03_Ms17-010
e i [ pc_W8_KB4012598_MS17-010
[ pc_W8_64 KB4012598 MS17-010
DN ton Connen [ pc W7 _64 KB4019264 MS17-05-03_Ms17-010
File Condition [J pc_W7_KB4019264 MS17-05-03_Ms17-010

Firewall Condition

LI Wannacry TiS * B#
X ¥EEEEEAEEE

UARBTREER » FJRIE AR E5R Sl TAERAR A -

Cisco Predefined Check: Microsoft Security Bulletin M...
Cisco Predefined Check: Microsoft Security Bulletin M...
Cisco Predefined Check: Microsoft Security Bulletin M...
Cisco Predefined Check: Microsoft Security Bulletin M...
Cisco Predefined Check: Microsoft Security Bulletin M...
Cisco Predefined Check: Microsoft Security Bulletin M...
Cisco Predefined Check: Microsoft Security Bulletin M...
Cisco Predefined Check: Microsoft Security Bulletin M...
Cisco Predefined Check: Microsoft Security Bulletin M...
Cisco Predefined Check: Microsoft Security Bulletin M...
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~ Context Visibility » Operations » Policy » Administration » Work Centers
Endpoints = Users  Network Devices
Endpoints >~ 00:50:B6:70:5B:5B
00:50:B6:70:5B:5B Oz B
MAC Address: 00:50:B6:70:5B:5B
Username: yen
| Endpoint Profile: Windows7-Workstation
_Q Current IP Address: 10.40.132.131
Location: SJC =» SJC19
Applications Attributes Authentication Threats Vulnerabilities
L |
i
Title: Microsoft SMB Server Remote Code Execution Vulnerability (MS17-010) and Shadow Brokers
CVSS score: 9.3
CVEIDS: CVE-2017-0143, CVE-2017-0144, CVE-2017-0145, CVE-2017-0146, CVE-2017-0148

Reported by: s
Reported at:  Mon May 08 14:42:11 PDT 2017

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

{ First Matched Rule Applies v

w Exceptions (2)

Status  Rule Name Conditions (identity groups and other conditions) Permissions

Threat:Qualys-CVSS_Base_Score GREATER 5 Threat:Rapid7
Nexpose-CVSS_Base_Score GREATER 5 Threat:Tenable Security
Center-CVSS_Base_Score GREATER 5

Vulnerable Assets Policy Quarantined_Systems

RemediationAccess
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deny tcp src dst eq 3389
deny tcp src dst eq 445
SRR L E R T ME Sasis
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n deny tcp src dst eq 139
EX o o deny udp src dst eq shmp
deny tcp src dst eq telnet
deny tcp src dst eq www
deny tcp src dst eq 443
deny tcp src dst eq 22
deny tcp src dst eq pop3
deny tcp src dst eq 123 (& Contractors
deny tcp matchal -ack +fin -psh -rst -syn -urg | /05
permit tcp match-any +ack +syn
permit ip
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