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(4 Cisco Security Manager - Configuration Manager - admin Connected to '172.16.1.10" |-
File Edit View Policy Map Manage Tools Launch Help i
] | = { ?
& Device | @Map [Gleolcy [Epolcybnde [@) o B B (<3 @ 0 4 BB e O & 2 S
Cexices () (@) | Device: ny-asa Policy: Access Rules
- Policy Assigned: Global FW Policy Assigned To: 3 Devices
Fiter: [--none — - Policy Bundle Assigned: ASA Global FW-INS-BTF ...
{9 Department
2 Location [+ Filter: (- none ~)
Sl No. Permit  Source User Destination Service Interface [
g :‘q“: 5[] Giobal FW Pokcy - Mandatory (23 Rules) A
F h
- 1 e sBay THREATDLABS\\Wktg a8} DataCenter-1 2r 48 cioval
- = -
=] 2 ® EBay THREATDLABS\\Mktg 88 DataCenter-2 2r 45 ciobal
@ ny-asassm 3 © @By THREATOLABS\Wklg 5B DataCenter-3 or B Global
SHsfuasa
4 ®  gBany THREATDLABS\Wktg B CSM-Server er 45 Gicbal
5 ® ey THREATOLABS\\Br... 88} DataCenter-1 2r 68 Giobal
Policies & ® 8 any THREATDLABS\\Br... [} DataCenter-2 2r £} Global =
- Firewal 7 ® B any THREATDLABS\\Br... &8 DataCenter-3 err 45 ciobal
g AAA Rules s ® By THREATDLABS\gr... [ Csh-Server Sr 48 cicbal
'5 G oceas lias 9 (] g any THREATDLABS\\Engg ;y DataCenter-1 2r S Global =
2 inspection Rules 10 ® ey THREATDLABS\\Engg 88} DataCenter-2 2r &8 Giobal =
£ Botnet Traffic Fiter Rules 1n ®  @Bany THREATDLABS\\Engg A DataCenter-3 er 45 Giobal =
) Settings T
7 Web Fiter Rues 12 L] s any THREATDLABS\Engg [l CsM-server Pr 45 Global =
@ NAT 13 © gy o user - 7.2.2.7 er 8 Giobal =
[ site tosite VPN ® 14 v By THREATOLABS\\Sa...  8.8.8.8 21r 4B ciobal B
5} Remote Access VPN |
155 Intesfaces @ 15 v 3% Engineering_Net THREATDLABS\{Engg 38 DataCenter-1 2r 4B Global
5] tdentity Options & 16 v 8 Engineering_Net THREATDLABS\\Engg 38 DataCenter-2 2r 42 Global
#)-Platform - 7 v &P Encineering Net THREATDLABS\\Enca /Al DataCenter-3 (=3 & Global -2
D FlexConfigs < T 3
[7] Enable Auto Confiict Detection [ Generate Report | SNioos~) (@ (@ @&
&€ ASA 8.3 onwards the device uses Real IP(pre-natted IP) in firewall rules.Use Real IP addresses.
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: |
224 NAT Events 6/21/123:2... ¢ Informa... 302014  Tearcown TCP &2 ny-asa 172.16.1.10 tp/51178 172.16.... p/443 1wt -
(| Botnet Events 6/21/12 3:2... 1. Informa.. 202014 Teardown TCP G2 ny-asa 172.16.1.10 py51175 172.16.... top/443 1t
£B] 1Psec VPN Events 6/21/123:2... & Informa.,. 02013 #BuitTCP D ny-asa 172.16,1.10 %p/51178 172,16.... tepfaa3 B inbound 1%t
@55& VPN Events 6/21/123:2.. & Informa... 302014 Teardown TCP &2 ny-asa 172.16.1.10 10/51173 17216, /443 1w tp
o :::':5“"'5 6/21/123:2... & Informs... 302013 BT Dnyasa 172.16.1.10 tp/51175 1726 tep/443 B ibound 1 tp
f‘d PSP’:‘:”:QB 621/123:2.. & Informa... 202013 TeardownTCP (2 ny-asa 172.16.1.10 tepf51171 172.16.... tep/443 1wt
41 1S Alert Events 6/21123:2.. L Informa... 302013 ButTR Poysa 172.16.1.10 /51173 172,16.... tep/443 B inbound 1 top
:Tiwssgmgemu 6/21/123:2... ¢ Informa.,, 302015 Teardonn TCP S2 ny-ssa 17216, 1.10 tepf51170 17216, tep/443 ot
&3l 1PS Error Events. 6/21/12 3120, & Informa.,. 302013 ShBultTcr S ny-asa 172.16.1.10 wpf51171 172.16.... /443 B inbound 1 tep
[ My Views 6/21/123:2... & Informa... 302014 Teardown TCP §2 ny-asa 172.16.1.10 10/51168 172.16.... pf443 1t
[77] AN Device Events 2 6/21/12 3:2... i, Informa., 0013 #BuTCP P ny-asa 172.16.1.10 1ep/51170 172.16.... tep/443 B irbound 1t
621/123:2.. & Informa... 302013 #BuitTcr P nyasa 172.16.1.10 1cp/51168 172.16.... tepf443 B inbound 10 tep
6/21/12 3:%.. & Informa... 106015 DenedbyS... § ny-asa 172.16.1.10 /51163 172.16...0 wp/443 1t
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FIBRIHE, LUREKR Cisco IPS BRI R LR EF MM (SDEE) B2
o XHERLMBHIRNLEH
o X XHEEE AR BMNAN IPS 454, AIIRESMEIRKRE
o FEIRSBRY—4AYLE, STHFBAAE. IPS 0 VPN M5
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Type res C@ | Top Sources | Top Services | Top Attackers ~ Top Signatures X i b m
= Reports = —
£= System Reports Top Signatures - Settings i CreateSchedde [ Edt [swvens [ swve Mresert =
— i
= summary Botnat
4§ Top Infected Hosts o 1 10:01PM - 2 3:10:
28 Top Matware Pors Duration : Jun 21, 2012 2:10:01 PH - Jun 21, 2012 2:10:01PM
1t Top Mahnare Sites
i1 Top Destnatons
11 Top Services
11 Top Sources
S B s
4 Inspecton/Global Correlation

[ GenerateReport | - Print 0 Bxport = (ChartType: Pie v
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00.0
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S VPN
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11 Top Duration Users (Ful Client)
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=15 Cisco VPN Chent (IPsec) Remote Access VRN
11 Top Bandwidth Users (IPSec RA)

11 Top Duration Users (IPSec RA)
11 Top Throughput Users (PSec RA)
5 5 Chentless SSLVPH
44 Top Bandnidth Users (Clentiess) |
4 Ton Ouralion Usars (Chentiass) Rank Sgnature ID Sgnature Name Count Percentage |
11 Top Throughput Users (Clentiess) 4M3.0 MSSQU Resokution Service Stack... 732 3195
11 User Report
5596.0 Windows SMB/RPC NoOp Sled 644 %11

S577.0 SMB NULL login attempt 313 13.65 ‘

1 VPN Device Usage Report
{5 My Reports
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58 VPN Summary
5 Priority Devices
& ws Devices

o
) vonitoring | /B Alerts | |
Views Monitoring 2
=S Views ~ All Devices x | 4r@
= £ System Views
i Remote AccessUs || Summary LJ
41 Site-to-Site Tunne ||[T- Last Update Time : Jan 29, 2012 1:15:38 PM|

Ins; [0

8.4(2)8 172.16.1.80 « Normal 0% 25%

7.0(9)E4 172.16.1.81 © Critical 10% —64%
7.0(9)E4 172.16.1.12 € Critical 1% — 1%
3|
T
" Health | Device Information | Traffic | Interfaces |
Health : <« Normal (i) Used Memory(MB):  211.0
Alerts = o7 Normal Free Memory(MB) : 301.1
CPU Usage Memory Usage
6% Normal Last 1hour = A41%  critical Last 1hour ¥
75 75
50 4 50
25 25
12:59 12:29 12:44 12:59 12:14 12:29 12:44 12:59
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%E) S5 S E ST A T BRI,

%mllﬂw&s ) Image v | Type v | version v | Location ~ | sie ~ | Description
P PR [@ asa70148.bin ASA System Software 7.0.LED0 @ Cisco.com 48M8 [ Cisco Adaptive Seay
e e @  asa70248.bin ASA System Software 7.0.2ED @) Cisco.com 28M8 [ Cisco Adaptive Seay
= {Eh ASA 8.3 Golden Image - Lat 253704-K8.bin ASA System Software 7.0.48D @ Cisco.com S.1MB [ Cisco Adaptive Sec
Devices 2 [@ asa70548.bin ASA System Software 70560 @ Cisco.com 5.2M8 [ Cisco Adaptive Secy
= D;"’;:;mt @ asa706k8.bin ASA System Software 7.06ED @ Cisco.com 5.2M8 [0} Cisco Adaptive Secy
{59 Location [@  asa70748.bin ASA System Software 7.0.7.6D @ Cisco.com 5.2M8 [0 Cisco Adaptive Secd
=894 [@ asa708-1248.bin ASA System Software 7.0.8 Interim @Y Cisco.com 5.2M8 [} Cisco Adaptive Secy
;%:::: [@ 2s2708-1348.bin ASA System Software 7.0.8 Interim @} Cisco.com 5.2mM8 [ Cisco Adaptive Sead
Jobs 252708-848.bin ASA System Software 7.0.8 Interim @ Cisco.com 5.2M8 [} Cisco Adaptive Secy
i3 Install Jobs [@ asa7084B.bin ASA System Software 70860 @ Cisco.com 5.2M8 [ Cisco Adaptive Seay
@ asa71148.bin ASA System Software 7.1.1.ED ﬁcsct:‘m 6.4MB [ Cisco Adaptive Seay
35a712+8.bin ASA System Software 7.1.2ED W Cisco.com 6.4M8 [} Cisco Adaptive Sea
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EF AP M EAEER LS EBETUR S SR EANSERS WMANENSRRENTES £ZES,
MTEHERSIETNERM. FERRRERESER, SMNIRAIES R RGBSR HEH Cisco R &
REWHEAR DG E IR,

R AR
MEREERLZEEIERE 4.4 B MEHREIGENSR, 1HE: http//www.cisco.com/go/csmanager .

WS

RIDETERNLLEER 44 THNREFRAT. AXEREHMEEREMARIEHETIR, FS
“Supported Devices and OS Versions for Cisco Security Manager 4.4” (BRZE£EIEE 44 ﬁﬁﬁl’]lﬁ%iﬂ} 2E
RGHRA) , FHEA: http://www.cisco.com/en/US/products/ps6498/products device support tables list.html.

#3. BRREEERIFNTRLREEE

TR

Cisco PIX MEL £ &

Cisco ASA 5500 F1 ASA 5500-X R HiEM L& &
BRIEKRSIKEE (BE 800. 1800, 2800 F1 3800 A5
BREMRSKBE G2 (£1F 1900, 2900 #3900 F#F

Cisco ASR 1000 A% B2 BR 55 BE RS

Cisco 7600 Z 5183

Cisco 7500 R 7K

Cisco 7300 R %25

Cisco 7200 R FIFEH2E

Cisco 7100 %R

Cisco 3200 R %K

Cisco 2600 R 525

Cisco Catalyst 6500 Z 5I|Fj X 1% AR 5545 (FWSM)

Cisco Catalyst 6500 %%!] VPN BR$5##k (VPN SM)

Cisco 7600 % 7%l/Catalyst 6500 %% IPSec VPN =i [1iEE 28 (VPN SPA)
Cisco Catalyst 6500 ZFIN RN R SRS 2 (IDSM-2)

Cisco IPS 4200 Z%IIf4 2

Cisco ASA 5500 Z%ll#Y Cisco AIP-SSM

Cisco ASA 5500 &%y Cisco AIP-SSC

SRR SRR EERY Cisco IPS AIM

FENBEH B EIER - BRINEEN RS (NM-CIDS) # Cisco IPS iR
Cisco Catalyst 3550 3560. 3560E. 3750. 3750 #iifi &%, 4500. 4948 #4948 10 FJkLLA M 32 Al
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TER

BRle e B RS AENBTIFETAITMERE. A&E&HAE: hitp://www.cisco.com/go/csmanager .
BR R EERITER

BRlesEEEt iR

BRI SS
BRXAEGRRAZRMEES, FE5EERFLARREMEESNRERFES, B, ®IATLLET. K.
EEFMMI TSR X SR Z B BIHFMIR . RIPISFAF IR FI S M= RN E T &

BRREEMTRIPEAEMSE ERRE, MUNEIET, FAUAFNEASEMREMNSE, LURSMEE s, 1
B ZRESN . AXBERRESIIEMES, 1BiFE: http://www.cisco.com/en/US/products/sves/ps2961/ps2952/

serv_group home.html,

o BRILLEREEH D (SIO) AEMFRHRIERE 2. Cisco IPS $FEFIT R AR R HATRE R M 0L
B. 1F&d http://www.cisco.com/security ifia] Cisco SIO FIGEMABE.

« Cisco Security IntelliShield X2 HEEREMFRETAEN . T web BEMAREELERS,
WRTUR iR, RETHAE X FRENMESERBEER. TEESR.

o BRMBMAXE (SAS) RF BT ERFRERALHFMREEHN, EEMNRLEERRIBFERIET.

o BRZREMAURSAHEIMALKRERERENSSTRES. MERMEESBIENMRELSHEM. BRlRs
MUBRZEEZHAMERNRERE, EMMNFITAEES. &it. HRAZRERNAFTEREREIFIES,
BERS N 3 AT LB R £ B .

BRlL TR 0GR T RRERN A (SAS) REMMHAZIHFRESEE, 8FUTAHE:

o FEMREIHEBRHEARRE Pl (TAC), RIB—RMIIZH. HAZFHHZ BRI = SENAEHN A BRI
BERIEMH. 2E 365X, §F 7 X, X 24 /K, BRESKEENIRHESXIELE.

o EMEAIE Cisco.com, XEBEUE RN A TR A AT SIS MER L0, THRIEAFRHN
BIFTHEERFIEETIEE. AT R, ARE. EARITHER. EEXHNE4EEIAFN T RENKE
RARBE

o BN AR RIS ERNLEIA LR R B ERR A .

BEZi¥E
BXBRL2EHEE 44 WELIEE, 1EH http://www.cisco.com/en/US/products/ps6498/index.html, &5
BE P LB BRHEIEEARIREHEBR. BX AT LA X4 ZE ask-csmanager @cisco.com.
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