NI
CISCO = EFM

ERREMEET RS T FFZ T mh

MREWETHES G, THBENSRMREENOMBES . KL T WTERBMIE R SRR £
EFROMBEHRS “BHOERMESRS (CRES) " RESKMMEL.

BRER

MRAREIKSEGEY, BRIBEHRSBLEITENBITOELE. 8T, BATREEELRAEECAMEH
IS, RITTHERBEMES (BELHAR. FadeBOmEE) , L2 aATRRMNES.

BLE M AR B AIE R A THAES:

B BUARR TR ARS .

(7 BB
I From ceo@acmeinc.com
Tos Ceo@cugome‘ oM | Personal Securty Phrase
Subject RE: encrypted email Your personsl phease is
not enabled on this
Password | computer.
Exraot password? Mare info

Remember me on this computer

Enable my Personal Security Phrase

Hal)

calec
if you expenence problems opening thes message, try to |

HENE| =& P b8 BAR S

=il
\
/I
(o]
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B 2. FEEMER AR SS T B E AR EAR.

™
De
| reom ceo@acmeinc.com
To ceo@customer.com Porssnal Sucurity Mhws
Subpect RE: encrypted email

R, TRLLEE XBEEMHE & SRR3R .

ol
cisco

BXMEREHKBINTE., 1 FMAE, iE5%E “Cisco Registered Envelope Recipient Guide” (BREEMH ST
AJEFE) B “Components of a Registered Envelope” GEMMEE MBS ) —F5, ZIGR T ML T HEEIR 2 :

https://res.cisco.com/websafe/docs/Cisco Registered Envelo,

pe Recipient Guide.pdf,

AR EAXH, BREGR2REMIBNaMGRLHRA
HIRAENL,

PR &

“ERFREIRE” B “ESA” o AIEINXFE PR

FHEZ T, BHHRINEREBTTEX LSRR SRR -

o BRLEMEEHREIRSSF[AIBEFIBLBIIGEIR: http:

/Ires.cisco.com/admin

o KNEH/MERIEM (K 60x160 5=, NTFEHT 100 KB, E§AE K GIF. JPG. BMP 5 PNG) HIEHRC

o i7j[8] ESARRR A REVE TR

FE: MREEBEMEHRS PRAEHENEERRA IERIR, FEE—BEAFRAMARFICDNIR. REE

BRI EMNRGE, BEATUEZEMEBENAF. E2F

REL R

B{IF: htips:/res.cisco.com/admin/CRES Admin_ Guide.pdf.

REQIZBEXEHNSRRER, BREA T RXLLETLLETITIERIENG, NMEEEECIZFNE., XLLRELE:

o ERRIIMEEARS PRI E R ES
B R EMEEHRNEERNEMATREXAER
£ ESA HECE N S

£ ESA HiEEC 02 s
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LEBA1R 4y 255 5T A1 032 B 2 S MR NP 55
255 1: SlEmAEGREE
TEVBRR S A2 o PR S AT AR A E RO B AR D R 2 R 8 R MO EAME R O BT -

1. EBRBNBRSFEMSERS, MikA: https://res.cisco.com/admin,.
2. gtk (Accounts) &I+, RESLTEIEWS (Manage Accounts) FiEIiF.

XIFFTFH “Accounts” T, HFERTEEEERIHRMIRAFEKS,.

3. AEBREEAT A “Account Number” , BUTH “Account Management” T1iH .

3. BRUEMEHRSKPERE

Home | Users Reports Y0183
I Manage Accounts Manage Registered Envelopes |

Account Management

Search Accounts
Account Number

Account Name

Status All -

rofile  All » Profile Value
Search
Search Results

Account Number Account Name Status Actions

—b Cisco Lab Demo Active

Showing 1 - 1 of 1 accounts.

4. 7£ “Account Management” THEYF, =i “Images” ‘K. CGEE: BEEIHLI < 100 KB, SCHFZRAITATLL
A GIF. JPEG. BMP 5 PNG, ARG HE®RZA customer-logo.gif. )
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https://res.cisco.com/admin�

B 4. fFH “Account Management” Ff) “Images” EINF4% B E X HARA MBI BREEMEHR S+
Home | Users | Reports [EFe e
Manage Accounts Manage Registered Envelopes |

Account Management

Details || Groups | Tokens | BCE Config |Im.aga-s| Features

Flease load a file of size less than 100kb.
Image Name®

customer-logo.gif

Envelope Profie

Acme_|nc
Image File® Browse
Add Image
Delete [mages
Image Name Envelope Prolile Image Actions

Back to Accounts List

5. HINEEEH (Envelope Profile) &R, ABITEMN LXERIE R (Browse to the Image File) HiZiFE.

TRE, BRENREREOTEIXUT TERRHASR:

5. 7 “Account Management” HEEIAEAR

Home | Users | Reports Y- TTHTES
l Manage Accounts Manage Registered Envelopes |

Account Management

Details | Groups || Tokens | BCE Config | Images || Features

Please load a file of size less than 100kb
Image Name®

Envelope Profile

Image File® Beowse.
Add Image
Delete Images
Image Name Envelope Profile Actions
customer-logo.gif Acme_Inc

e 1
4

Showing 1 image(s).

Back to Accounts List

EER: FHEEBRMIEREE, ©5 ESA FHNE S BIRLE. ESA MBRLEMMEH RS BT X L2 FREYAIM—
MR TEERERED . MREHESE ESA PRECENER, BIASWER. =REHEEBMENNS; £
MIERT, 1R ESA PMEBEEBRIMEHRS PRACENEHE-ER, BRAEAZBEHEHER.
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BiiE: customer-logo.gif XX & FA M. REMRMMBIEH B BIAIREIE, RBERLHBIGZERIERAMELRS
RENMEEY, NOAEMBEEHT.
15 2: BIEBENLARR

BIEMBZE AT MEANARER : ATMEES HTML BAMMEEE XA ENNNAEZER. RARERRES
BMEZEE BB A AT SO :

6. RIELLHFTWA A BN BRAHE FFKA A

You have received a secure message

Read your secure message by opening the attachment,
securedoc.html. You will be prompted to open (view) the file or save
(download) it to your computer. For best results, save the file first, then
open it in a Web browser, To access from a mobile device, forward this
message to rmobile@res.cisco.com to receive a mobile login URL.

If you have concerns about the validity of this message, contact the
sender directly.

First time users - will need to reqgister after opening the attachment. For
rmore information, click the following Help link.

Help - https://res.cisco.com/websafe/help?topic=ReqEnvelope

About Cisco Registered Email Service -
https://res.cisco.com/websafe/about

AUMERXAUBEREREATNES . SIHHKRAARXNELFE. MRAGHANBNAIEZ, TURIAIS.

1. FTHAFHEERE (Mail Policies) -> 7278 (Text Resources) , #5728 iz ig#1#2#% (Encryption Notification
Template [HTML]) #FX £/ (Add Text Resource) .

ARG AATE AR EBCAN KA FIZER, FTUREFENHEAITRENER. RIRETT RS HTML (K13, R HE
BEATIIE. BIEER HTML RIERHITHEE, REH HTML KBRHIBIER S,

2. RERE®E, HREFEREXSE.

SER: ARAEA TR U ERAMMNE AN RBTOBAIRIL. SAtachmentName B BIS A £ 9 —1
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3. & “Preview Text” iEMERFEMARGFENTEMBHRIR. LUTE—NHRMAEBFRAE BIEBURG]:

7. REHITEE AR TR B E XA

You have received a secure message from Acme, Inc

Read your secure message by opening the attachment,
securedoc.html. You will be prompted to open (view) the file or save
(download) it to your computer. For best results, save the file first, then
open it in a Web browser, To access from a mobile device, forward this
message to mobile@res.cisco.com to receive a mobile login URL.

If you have concerns about the validity of this message, contact the
sender directly,

First time users - will need to reqister after opening the attachment.
For more information, click the following Help link.

Help - https://res.cisco.com/websafe/help?topic=RegEnvelope

About Cisco Registered Email Service -
https:/fres.cisco.com/websafe/about

4. ItREHERE, #3Z (Submit) , AEREIA (Commit) BEER.

ES LRSR, HETCAREHQZMBRBERIR (XX .
AR BIEEFIRAFATUAEINE BNNAREETRERELRERERA, WMEERSMEREFITHAMER.

£55 3: QIEmEEE

ESA FERAMZEMEEFAMBEEHARWEZELERN. AXHKRERABITRIER, MEESN B AT RGNS
ETH. HXXEETAEETE (AsyncOS for Email Configuration Guide) %74 EBNSc 4% E .

1. TR ZELME (Security Services) -> BEFBF1EMEZ (Cisco Email Encryption) FFEIIMEZE# (Add Encryption

Profile)
2. AEHEHE. EXNREH, FHAEA Acme_inc. kBRI ESBRLEMEI RS T & TR HRNEHEEN BT
ItEL,
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8. MZHEIEEEE

Monitor Mail Policies Security Services Network Systemn Administration

Add Encryption Envelope Profile

Encryption Profile Settings

Profile Name: |

Used by (Roles): f No roles selected

Key Service Type:  Cisco Registered Envelope Service El

Proxy: | ™ yse Proxy Server (proxy-sjc-1.cisco.com)

Cisco Registered Envelope Service URL: | [https://res.cisco.com

¥ Advanced | Advanced key server settings

Envelope Settings
Example Envelopes &

Envelope Message Security: <  High Security
Recipient must enter 8 password to open the encrypted message, even Iif credentials are cached
("Remember Me” seiected).

3. MBTETImE, £H “Custom Link URL” # X\ “Logo Link” .

It #AR URL REEE D AR RARREBEE, WA STRREITTHEAML . EXERURTEMBN, flamiEEss)
SR A BBERH A RN .

9. FEHREAFABIREKAEN URL

Envelope Settings
Example Envelope =
Envelope Message Security: | o Wigh Security

Recipient must enter a password to open the encrypted message, even if credentials are cached
("Remember Me” selected).

¢ Medium Security
No password entry required if recipient credentials are cached ("Remember Me” selected).

" No Password Required
The recipient does not need & password to open the encripted message.
Logo Link: | ~  Ng link

& Custorn link URL:
hitp/fwwnw acmeine com

By defining & URL, the logo in the upper left corner of the recipient envelope will becorne
& link (exampls: hetp:/fwww.rnycornpany comy).

Read Receipts: | [ Enable Read Recsipts

b Advanced | Advanced envelope seltings

4. WMRECETMEEE HTML IXABIER, BTRANTEZE “Notification Settings” , FMATHSEAFIE
BIBEER (AR .

AR MRARGTREMEBEE HTML IXABHNAER, BAHITHE,

5. RARMEBEEFHUA (Commit) EiL.

©2013 BRAVEKEMBAR . WRFE. AXEAEATHBRRIALBHES. BT



25 4: BECIMEREE
BB AL ESA 5BREMHEH RS BEHTMABOED, MUE ESA QIRMBEHIERN L& EBREMEHR
SREHBHEARE. XTESRES, REAE—MEADTTM.

1. THZLHRE (Security Services) -> EREFHMEZ (Cisco Email Encryption) , SRESHEEENREMZEH ST
1387 (Provision) ¥&$H.

10.  ERPHINER BEEOEECIATS

Email Encryption Profiles

Add Encryption Profils... |

Profile Key Service Provision Status Delete

Acme_Ino Cisco Registered Envelope Service Mot l'ruulslonedl W

ER: WRE ESA PARBIAMEREN, RETEASERATIRENIZE.

5T Ak AR RN

WE, BEETFEHEEMIRNMESE, FEHITTAR. EFNEALRRERENR, EEXLPRE: EERTR
FEGRESEEEY, RTENMESSE, REHITARE.

REFELETMEMMERSE, S ESA hFENKZERH R HufEp T X, UERBNAME-E. FX
WARIE L AMRAE . AR, LDAP HEFE XX ERKNER, BHEE =R,

g ot

Iet=]

MEZRAEWRFET SRR ERE RIPEUREE BRI FA S MR M T A HMRRTS £

CE4Ea

BREpER4 . www.cisco.com/go/emailsecurity

BERERENES: http://www.cisco.com/en/US/prod/vpndevc/ps10128/ps10154/pxe _encryption.html

SR ol 25 B 4 48E 5T -
http://www.cisco.com/en/US/prod/collateral/vpndevc/ps10128/ps10154/aaq c45-720175.pdf

N
CISCO.
EMEE TF A X 2EB B S EB
Cisco Systems, Inc. Cisco Systems (USA) Pte.Ltd. Cisco Systems International BV
S 2 foT 7 Franig for == Bl 4B AT 71

TBRFESIRIEE 200 £ hSh4h. tir. BIESBIEAESIBHZITERE ML www.cisco.com/go/offices .

ERADAREERf/EENELA BT EEFEME RS X AT M EtE. AXBRERTIE, EAEL URL: wwweiscocom/go/trademarks » 4L
RENE=AERABEEENEE. EH SHENE —AH AR RERITAMELMLARFEESINEE. (1110R)

EEENRI C78-726116-00 01/13
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