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Threat Score: 100
Severity: 100 Confidence: 100 §
Severity: 95 Confidence: 95 |l

© Process Maodified an Executable File
© A Document File Established Network Communications Severity: 90 Confidence: 90 |

Behavioral Indicators
© Artifact Flagged as Known Trojan by Antivirus

© PDF Contains Embedded JavaScript Stream Severity: 80 Confidence: 80 |
Severity: 80 Confidence: 60

& Process Maodified Shell Program Autorun Registry Key Value

Autorun registry keys can be used to load applications when Windows is started. Malware often uses Categories persistence
these key locations to maintain persistence on the host. The values to examine are located in subkeys Tags process, autorun, registry

Run or load. The key value will indicate where the program that will load on startup is located.

RegKey Value Name RegKey Data Type RegKey Data

Process ID Process Name RegKey Name
USER\S-1-5-21-1202660629-583907252-
1801674531~ CADOCUME~1\JOEMAL ~ 14 OCGALS~1\Temp\spoolsv.
1312 (spoolsv.exs) SPOOISV.8XE | 4053\ SOFTWAREMIGROSOFTWINDOWS Loca SZ exesih0

NTWCURRENTVERSIONWINDOWS
© Artifact Flagged by Antivirus has Assigned CVE Number Severity: TO Confidence: 50 |l

© Process Maodified Flle in a User Directory

Severity: TO Confidence: 80
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‘ Samp|e Ana'ysis My Organization's Samples Last Week + ‘
Submissions View Al Submit a Sample.
Sample Submitted User
citatiel exe 09/17/13 13:09.99 dean (o] Upload File URL
Samples 1t0250f63results |<< | << | 1 | 2 | 3 | 2> | >3 | Viewal (Choose File | No file chosen
Sample. Analysis Type Analysis Started Threat Score Tags User Tags: (zeus, spy-eye, etc..)
+ uobjvgfg.exe axe 08/17/13 09:08: ehulse v
+ Rep336045.pdf pdf 08/17/13 08:08: len v (] Enable Privacy
+| benign.xls cdf 08/16/13 16:09:00 dean s
+ ?7xls cdf 08/16/13 16:03:00 dean v [-] Advanced Options
+ 77xs cdf 08/16/13 16:08:00 dean v s
+ 3bdcd75949bc028311649557395aad17.exe exe 08/16/13 12:08:00 dean s Callback URL
+ f1f48360f95e1b43edfbalfecSazafbl. exe exe 08/16/13 12:08:00 dean s
+| scholarship.campusoranges.url url 08/16/13 08:09:00 sam ' 5 *  Sample Run Time
+ 2457074 pdf pdf 08/16/13 00:08:00 len v ) Send Emall Notification
- | movie.exe exe A dean v
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