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VTPNEAL T T 497 TV r— g NZBWTHR SN ZEETREAS O —

& (RSSD) 1%, B/ =y T -67dBm DIRETI,

* [QoS Level] : [Platinum] IZFXET H E, 7 T4 7T 2 MIkb @\ WMM EBIEE CEZ(F T
£,

Real-Time Traffic over WirelessLAN V1) 1 —> 3> Y77 LV R 2y FIT—9 %5 HA K
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Real-Time Traffic over WLAN () QoS I
B s57 rEmnsT

E28: WANIY FO—509 547 > FORMER—S 12
Clients > Detail

General AVC Statistics

Client Properties AP Properties
MAC Address 24:77:03:bc:08:98 AP Address 04:fe:7f:49:fe:40
IPv4 Address 10.30.9.228 AP Name my-bench-ff61
1Pv6 Address fe80::6dbe:b248:2902:ef66, AP Type 802.11bn
WLAN Profile idumi1
Status Associated
Association ID - 3

802.11 Authentication Open System

Reason Code 1

Status Code 1]

CF Pollable Not Implemented

CF Peoll Request Not Implemented

Short Preamble Implemented
Cliant Type Regular PBCC Not Implemented
User Name Channel Agility Not Implemented
Port Number 13 Timeout 1800
Interface managemant WEP State WEP Disable
VLAN ID o

NAITN Dennastiae

Real-Time Traffic over WirelessLAN /') 2 —> 3> Y77 LYV R 32y hT—HO REFHA K
0L-29731-01-J |




I Real-Time Traffic over WLAN @ QoS

9547 riE0217 I

29: WIAN2 > FA—5DI 54T bOFER—2 22
Clients > Detail

General [ . hvc_suus_ucs .
Protection Clients > Detail
UpTime (Sec) 1426

Power Save

oN General | AVC Statistics

milS5
9.0,12.0,18.0,24.0,26.0,48.0,54.0 | Clients > Detail

Current
TxRataSat

Data RateSat

KTS CAC e General | AVC Statistics Client Rate Limiting Statistics
ili r 1 '
Sapabiey Quality of Service Properties 3
802.11u Not Supported Data Packets Recieved Q
WMM State Enabled Data Rx Packets Dropped 0
LLARS DL S nm ot Cucabled Data Byt R . d o
. . ata bytes Keceve
Clients > Detail ] or
QoS Leve Platinum Data Rx Bytes Dropped. i}
General | AVC Statistics | Dty i e Realtime Packets Recieved 0
g R A Data Rat disabled Realtime Rx Packets
Client Statistics Mt bl b D::p;:ed x 0
Average Real-Time Rate disabled - 2
Bytes Received 30386 P Realtime Bytes Recieved 0
Burst Data Rate isable: :
Bytes Sent 14887 s PR Realtirne Rx Bytes Dropped 0
Burst Real-Time Rate isable:
Packets Received 893 DateHaekate 2ot 0
Patlats Sant 185 Data Tx Packets Dropped 0
Balice Sacase = Data Bytes Sent 0
RSSI -39 Data Tx Bytes Dropped 0
i e Reeltfms Packets Sent ]
Realtime Tx Packets 0
T T e Tan Zs 22ut 2013 Dropped
Excessive Retries 0 Realtime Bytes Sent 0
Retries 0 Realtime Tx Bytes Dropped 0

L— MEIRFIOEIL, 207 T4 T bR L— MR 7 7 A LD —F TRV &EZR LT
F7,

WO, 72534 T v MZT Vm—hk L7- AP OATHHERAZ R L £ 7,

E30: WIAND Y rO—S5OF ¥ RILFERAE

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEC
Monitor Load Statistics
Rx Utilization 1] Tx Utilization 0 Channel Utilization 46 Attached Client Count 1
Summary

w Access Points

- .
£ Rad"fnsz o ;osg}:ent Count vs % Client Count vs SNR
802.11b/a/n 100
Dual-Band Radios 100

» Cisco CleanAir ] 60
) Statistics v 40
) CDP 20 0

» Rogues

-100 -92 -84 -76 -68 -60 -52

Clients

AP 41T 802.11b/g/m T, AP B LY 74 T > hOF ¥ FIUEHRIT 46 % T, HWIZEL D
7y MEIEELTWRVWOT, 7747 e AP OBARIIE T EH 0% T, LirL, £

| 0L-29731-01-J
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Real-Time Traffic over WLAN () QoS I

D347 MERDR AT

DD AP, FDMD I FA T~ TEHENGDNT T 4w 712K, 774 T7 2 e AP MEH
T 5T ¢ VTN E D —IRBEIZ 2> TWET,

46% DT ¥ FNMFEHRIZ, FX xNVEHROU A4 ¥ L 23y M &7~ ALOHA E#E% LA -
TWET, FrrUFHEN33%ICEET S L. ALOHA 7'u b 2L T v RV 3 Il BRIC 2
L7ZEERLET, DFVD, T XN, Xy MIfBEEnhs2ETH—7 0 24
LAy NERETOILERHD £T, ZOF ¥ RAEHEO L~ULiL, Wi-Fi2.4 GHz 7 ¥ X
ANTEHELLDY EFHEA, ZOVT IV A TET v FUHBRIEOEHIZ QoS #iFHALET, h
X, Wi-Fia— 7 R v a UHIE (CAC) OFELHICEH 72D £9, CAC IE 802.11e AR D —
<7,
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I Real-Time Traffic over WLAN @ QoS

| oL-29731-01-J

9547 rEmns17 I

KDIZ, WLC CAC DERER—HRLET,

N WILCa—IL 7RIy a blEnERE
802.11a(5 GHz) > Media aApply |

voice | Video | Media

Call Admission Control (CAC)

Admission Control (ACH) V| Enabled
CAC Method Load Based «
Max RF Bandwidth (5-85)(%) 75

Reserved Roaming Bandwidth (0-25)(%) 6
Expedited bandwidth

SIP CAC Support V! Enabled

Per-Call SIP Bandwidth

SIP Codec G.711 -
SIP Bandwidth (kbps) 64
SIP Voice Sample Interval {(msecs) 20 w-

Traffic Stream Metrics

Metrics Collection

FIE 7R 2 — VB HERE U TR 2 MR T D123, YA P L RAEREEMOT A ADT RI v a
VHEZZE (ACM) AfifN—Z CAC B3EXTY, AffN—R CAC X, HED AP [H] T L ~UL
OF ¥ FVEFAN RSN D mEEEACBW T, il Wi-Fi A2 llELE4, 22Tk
SIPCAC $ 7 R— R L TWEJ, SIPCAC Tik, WLAN TAT 47 By gy AX—E 7N
AT o TODRERH D £3, CAC HFANAFMAN—ZADEA ., SIPCACITT ¥ /AL b
HALET, FEAED Y7 T3t A~v— 73 da— 857 ba L c SIP A L E
T, D7D, SIPCAC NEEIZ/Z2Y 9, HLWEFEGECET Al ah 3l 3 2 wihE 23 R

Real-Time Traffic over WirelessLAN ) ) 2 —3 3> JI7 LY R 2y bT—V 851 F )
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Real-Time Traffic over WLAN () QoS I

WLAN 1 > T35 R b5 %9 F v D QoS PRIRHERE

143723 F U AT, SIPCAC ZHANZ L TTCP X—ADSIP 7 AT > hZEATSH L, WLAN
XY RU—INSIP 7L —LT v 7T AN —LABIOF T VAN —LDlRkEEIELET, 7
FAT Y b a—RFOBEIZELY, MHEIZRDAEEMERH Y £9, UDPX—ADSIPZ 747 K
@ SIP CAC TH 5 HA 1%, WLAN 3~ b U —7 /3 486 Network Busy # v & — & %(E LE7,
74T h a— ROBEIZESNT, 77470 MO APIZe— 73 h5ha—
Ty 7HBETLET, SHFFT 74 v 7D CACHTEICMZ T, EFFTBLOAT 4T 7
T4y IO TRHESNTOET, DI, CACEETARAT « TITHERET 2% EA
TrarBEENTVET, INUbDXTEEHTLE, VT AEA LOERBLIRET AT
Vor—2ar b AT 47 77V r—3a T Wi-Fi 7% RVOHRHEIEZ &0 X 9125500 5 D)
RETDHZENTE, IBRICT =% 77U r—3 a3 N2 EOREORRIE 2% 0O nikiE+ 5 2
ENRTEFET,

SIP ~N— 2D Cisco WLAN =2 RiRA » FEENRAN 7 T4 T2 FZ2BATHEAIL. TCP X—
A D SIP & UDP _X—AD SIP i 4 57-. SIPCAC DY HR— b E T 5Z L 2B L
3

BMEIEYY
ALOHA /XA )V %y hU—7 7o ka3 /VESE
WLC E5 /W H-3< CACFRED Cisco VA Y LA LAN =1 b — T &iE

WLAN 1 > T 5 R k59 F % D QoS HLak##E

i Real-Time Traffic over WirelessLAN ) 2 —2 3> Y7LV R Ry bI—URFAAF

Cisco Centralized WLAN 7 —%7 7 F ¥ (21X, WMM OV KR — MIMZ T, #5D QoS HEHEN &
W E9, CiscoWLAN =2 h2—F 0D QoS 711 7 7 A /LiZ, QoS LiEHERE D F2LEIC I 5 187
AH=ZALTT, ROIDDQST R T 7 ANE, ZIHIGT D NT 7 4 v XA TR HR—
FERET,

*Platinum : 577U —>ay T T4 w7
*Gold: ¥4 77V r—vary v T T 47
*Silver : XA KT 73—k FTFT7 47

*Bronze : Ny 7 VT K NTFTT 40

0L-29731-01-J |
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I Real-Time Traffic over WLAN @ QoS

WIAN A > 752 k59 F v D oS fiEie: [

WDIIZ, Cisco WLAN =2 ha—F CEHA[EE72 4 DD QoS v 7 7 A V&R LET,

X32: WIAND> bO—50D QoS 70774 )L

CISCO MONITOR WLANs CONTROLLER WIRELESS SEC

Wireless QoS Profiles

¥ Access Points

» Advanced Profile Name Description
e bronze For Background
: gold For Video Applications
RF Profiles -~ ' pricatt
platinum For Voice Applications
FlexConnect
Groups silver For Best Effort
FlexConnect ACLs
b 802.11a/n

¥ 802.11b/g/n

b Media Stream
Application

» Visibility and
Control
Country
Timers

» Netflow

* QoS
Profiles
Raoles

Real-Time Traffic over WirelessLAN V1) 1 —> 3> Y77 LV R 2y FIT—9 %5 HA K
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i Real-Time Traffic over WirelessLAN ) 2 —2 3> Y7LV R Ry bI—URFAAF

WLAN 1 > T35 R b5 %9 F v D QoS PRIRHERE

Real-Time Traffic over WLAN () QoS I

HINE DA, RFE S, B8 X OFR &7 KD IEEE 802.1P /3 3H% 7 v 7 7 A /L T L IT#%
ETEET,

H33: WIANI> +FO—5D QS 7O 74 ILDIRE

Wireless Edit QoS Profile
» Access Points
platinum
¥ Adwasicad QoS Profile Name
Mesh Description For Voice Applications
RF Profiles

-

-

v

Cisco

FlexConnect Groups

FlexConnect ACLs DownStream UpStream
g802.11a/n Average Data Rate 0 0
802.11b/a/n Burst Data Rate 0 1]
Media Stream Averzge Real-Time Rate 0 o

Burst Real-Time Rate 0 0

Application Visibility

MONITOR  WIANs CONTROLLER WIRELESS

Per-User Bandwidth Contracts (kbps) *

And Control
Per-SSID Bandwidth Contracts (kbps) *
Country
a DownStream UpStream
Timers
Average Data Rate 0 0
Netflow
Burst Data Rate 0 a
Qos :
Befies Average Real-Time Rate 0 o
Roles Burst Real-Time Rate 0 a
WLAN QoS Parameters
Maximum Priority voice -
Unicast Default Priority voice -
Multicast Default Priority voice -
Wired QoS Protocol
Protocol Type Mone -

* The value zero (0} ndicates the feature is disabled

[Per-User Bandwidth Contracts] iX 127 7 4 /L MaZFEHL T, T4 77 Lo vz=—7 v R—FE
Z{Z IEEE 802.11 ® WMM B§REZ 32 Z & 2B L £,

BEDTa 7 7 A NVEHEHT D WLAN 2R L Tld, #0717 7 A /L@ IEEE 802.1P 43481 L -
T2 OOEELREENGHI S ET,

*WLC 2bhkfEesh o7y MIEMT 52— X 7T 2 (CoS) EEZRELET,

T Ty A IVIRESHIZ CoS X, D77 7 A LZMHHT 2D WLAN DF_TD
CAPWAP /X7 > h® CoS v —F  ZIMEH SN ET, D7, Platinum QoS 7’1 7 7 A
NVEEHT D WLAN O34, IEEE802.1P ~— 278 6725, a2 ha—7 D AP v 1 —V v
AH—T 2 A ANBHIEEFEIILD CAPWAP X7 v R TCoS MBS E~v—F 7 ENET,
CoS 1% Cisco QoS N—Z T A UHEFEHFIFIZHER T H Loz he—F Tl ET,
WLC ~D 3 v b U — 27 $#5i T DSCP TiX72< CoS ZEHHT H L HIZF v hU—7 PEES
NHEETE, CoSEIZ L - T AP 3% {53 % CAPWAP /347~ k@ DSCP N RE S, &5
{2, ZODSCPIZE>TWLAN h 77 4 v 7 OWMMBHEE F o —A V7 NIRESNET,
ZhiE, 7 L—2A0D WLAN WMM O8N, 2D 7 L— A Z{5iET 5 CAPWAP 347 » D
DSCP EN LRI D72 TT,

0L-29731-01-J |



I Real-Time Traffic over WLAN @ QoS
WIAN A > 752 55 F v 0 aosfiikis: [l

*FD WLAN Tt LTz AT v bBMEHTE 25K CoSEAEIRE L ET,

IEEE802 IPFEICE T, 20707 7 A VEFEHT S WLAN THFA &5 fc K CoS fEH
F‘ Eéhij‘o

WMM &7 b7 7 4 v 713 CoS6 TAPIZHEIFEL, AP X CoS6IZH3&, D T 747 LT
E@JB’J CoS 775 DSCP ~D~ »v B 7 H#FITLE T, WLCED CoSEMN 6 LV /NI WMEIC

WESNTVWAEAIT., ZOEESNEI AP O WLAN QoS 711 7 7 A L TR &, AT
éCOSV—ﬁe/ﬁ@ﬂzjﬂﬁ& WMM AC 23i%E SN E 7,

FE 72 A%, Unified Wireless Network Cl3# (2 IEEE 802.11e /0¥ %2 &84 5 M E 35 0 | 1IEEE 4y
¥ & Cisco QoS ~— R T A DA Hi% Unified Wireless Network /' U =—3 3 » CEITTE B &
2T HZETT,

[Per-User Bandwidth Contracts]. [Per-SSID Bandwidth Contracts]. 35 d&X T8 [WLAN QoS] /X7 A —& D
FEMIZOWTIE, WLC 2 — RO U U —R L ETUIHHEG L7 WLC R EH A RESHRL TS
AN

WOKNIREND L OIC, SEIERT 74V E QoS 77 7 A VEMALTWLAN 2% E T
TET,

M34: WIANS> rO—S5SO WIAN T+ bk QoS 7O T 74 ILDHRE

General | Security | Qos | Advanced

Quality of Service (QoS) Platinum (voice) - Override Per-SSID Bandwidth Contracts (kbps) 18
Application Visibility Enabled DownStream  UpStream
AVC Profile none v Average Data Rate 0 0
Netflow Monitor none w Burst Data Rate 0 1]

Average Real-Time Rate 0 0

Override Per-User Bandwidth Contracts (kbps) 18
Burst Real-Time Rate 0 0
DownStream UpStream
Clear
Average Data Rate 0 0 3
WMM

Burst Data Rate 0 0

WMM Policy Required «
Average Real-Time Rate 0 0

7920 AP CAC Enabled
Burst Real-Time Rate 0 0

7920 Client CAC Enabled

Clear

%7177 A/ (Platinum, Gold. Silver. Bronze) (Zi%. —#Ra7f# H 1%t L’C&%ﬁﬁﬁ‘ﬁ 5>
£, BT, Wik PRl BEOT AT 47 (AAA) EZFEH LT, IDIZHES5E QoS 7
Q77 ANEITTAT U NIEIYV Y THIENTEET, *ﬂxé’]iﬁm%@iﬂ/\ I, 2—HP LD
HE DAL Over-the-Air QoS 72 & D WLAN AR T A — R ZT7 7 4V MEEZFEH LET, £
7. 77472 MZiEi#E: QoS AT 121X, WMM A #E QoS @ X 9 72 #E D QoS ¥V —/b
EEATLILERH Y T,

FEORIRENTND LT, QoS 7'r 7 7 A MM ATWLAN Z & D WMM R Y 2 —H RO
F7 = /Tﬁ%ﬂﬁﬂf%i%

* [Disabled] : WLAN |X WMM #&GE%A 7 RANZ A AL EH A, 72X, WMM 3 xT— 3
CERFFAILEY A,

Real-Time Traffic over WirelessLAN V') 2 —> 3> Y7 LYV R ®y hI—OHREHHA K
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Real-Time Traffic over WLAN () QoS I
B WAN > T5X 55 F v 0 QoS HhiRHEE

* [Allowed] : WLAN [XWMM 27 74 7 & WMM BSAD 7 F A4 7 > M &EFFRT LET,
* [Required] : WMM %fitn2 7 A 7> b D F% WLAN IZT Vv =— R LET,

QoS Basic Service Set

DI Cisco AP THELE X115 QoS Basic Service Set (QBSS) 5#%E# (IE) 25~ LF9, Af
74—V RIX AP CTHIET — X Hat I &S TV B ATREZR IR DBV Y TE2R L £,

35: OBSSIEHRER

LTy 152k 4 104

£E D X -1 =
i ! 7 5
i g

A @ QBSS IX, WLAN EO WMM &7 74 7 v FOBREICEAFINE T, Bk SE,
RD 3 DD QBSSIE DX A THHAR—FINET,

* UV QBSS (KT 7 b 6 [FeATHENE])
*#H L\ QBSS (KZ 7 b 13 1EEE 802.11e [£Z#E])

*H LW CAC ARTD IE (22 d IE)

34 : WLAN =2 b2 —F D WLAN T 7 4 /L k QoS 710 7 7 A VDR E, (775—37) 127920
APB LY 547 F CAC, AP At —=a (T2 QBSS EE A& 5 L 91275 WLAN =

v he—F (WLC) ® WLANRED 2 R—3 v b &R LFE T, Cisco Unified Wireless IP Phone
DEI72 QoS B D IH D WLAN 7 A4 7 > Midk, THNHOHELE QoS /8T A—H#ZHHL T, 7
VI T— g NI AP A E LE T,

74T hDa—7 K yvya U (CAC) OFIRE7-IZAPCACHIR A H L <. WLC
1L 7920 CAC ' AR— hERAL L EF, ZNOOMEEITRO LB TT,

* 54T MCACHIR : 7920 7 747 > F CACIEHWQBSS FRc~v vy B 7 EnET,
Z ®J53IZ Clear Channel Assessment (CCA) ~— A T7a< |, FFED AP |[ZBIT 5 802.11 ~ 7
T4 I EIRHESNET, 7TA4 72 MIEE SNz CACHIRZFE L T, £ Ol[R
T DHEREa—NEHS I ENTEET,

* AP CAC %I : 7920 AP CAC 1% CCA _X— 2D H L\ QBSS Fhlc~ v B v 7 &, Fofh
D AP ERIEEIZ, B—H/LV AP D 802.11 b T 7 4 v 7 & T RF F ¥ XD T X THT )L
F—it EanEd, £/, 80211 LN DT /A 2 (EF L >V, Bluetooth 72 £) nHOx
FNF—bitESnET, 7747 MIBEE Iz CACHIRAZRE LT, ZOHIRIZE
THEREI—NEHSZENTEET,

WMM., 7 747> b CACHillE, AP CACfllRD & FXFRlfbEicky, ROLHIICEL
% QBSSIE Bk s nE 7,

* WMM 72 A #h 7285 E41%, IE &5 2 (IEEE 802.11e #E#E) ¢ QBSS Aff [E S — = U HE
LT —TIRETCEEIRET,

Real-Time Traffic over WirelessLAN /') 2 —> 3> Y77 LV R 32y hT—O REFHA K
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I Real-Time Traffic over WLAN @ QoS

WIAN A > 752 k59 F v D oS fiEie: [

*7920 7 7 A 7> h CACHIIRZ AR — N 2MERHH541E, IEES 1 GEITEEHED QBSS
IE) RNbg MO —a V&L 7 —TIRETEESNET,

* 7920 AP CAC Hill[R%& ¥R — b9 2 LN H H8H1%, %53 O QBSSIE 28 bg RO £ —=
VIRE L T u—TINETCEEENET,

)

G¥) SIFEIFEZRQBSSIENF U ID ZEHT 5720, Zhh 320 QBSS ITFH AL
PR T, 72 b 2, B—avibE e e — IR EICIZ QBSSIE & 1 72
TEDDHIENTEET,

TRy a UHlENS A —2DEE
WO, 22 e —F BT EFR/RT A —XREOHKEBEDOFIZ R LET,
K36: EF/NTA—F2DERE

Save Configuration Pin Logout
N < v PR

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT C

Wireless = 802.11a(5 GHz) > Media Apy

v Access Points Voice | Video | Media |

All APs
« Radios
802.11a/n
802.11b/g/n Call Admission Control (CAC)
Dual-Band Radios
Global Cenfiguration Admission Control (ACM) [¥] Enabled
» Advanced CAC Method 2 Load Based ~
Mesh Max RF Bandwidth (5-85)(%) 75
RF Profiles Reserved Roaming Bandwidth (0-25)(%) 6
FlexConnect ] .
Groups Expedited bandwidth O]
FlexConnect ACLs
v 802.11a/n E SIP CAC Support 2 Enabled
Network
v RRM Per-Call SIP Bandwidth 2
RF Grouping
TPC SIP Codec G.711 v
DCA
Coverage SIP Bandwidth (kbps)
Genel SIP Voice Sample Interval (msecs) 20
Client Roaming
Media

SIP _X— A ® Cisco WLAN T2 RBA > hEENSRAIL 7 54T FABATHEAIT. TCP ~—
2D SIP & UDP X— A D SIP #fi 9 257-%. SIPCAC DY R— FZEHCT L L2 BEIO L
F7,

| 0L-29731-01-J
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Real-Time Traffic over WLAN () QoS I

WLAN 1 > T35 R b5 %9 F v D QoS PRIRHERE

7RI v a VIR T A —Z 38RO RF #I0E TR SAIVE T, Z Of R CIE R A 65
T&, H#H O ADDTS Z3RIZE Y WLAN 297 LI B A laERE 7 AliE A I 2 2 LT
F9, TRr—I U ZEEIET. APICr— 7T 5MEEET O a3 —L703 % RTOWLAN 27 7 A
T MIXLT, 7YYo=y arFqRImT Yoo —y a3 U ORFIZ ADDTS BRA~SET 5
=OICTRTEF v 80T 4 T,

INHDIRTA—=ZIZEEDSNTT R v g Vil Z AT 5%, [Admission Control (ACM)]
Fxv IRy 7 AFNCLET, ZHUTEYD, APDOF ¥ XU T A IZESNWTT FIvivay
FIEAANC2 0 328, =V THOMOD AP (BT 5 F v FVAR OREBO AHEHIZEE S
FHA, ZOF ¥ RVAMEF ¥/ 3T A IZHEAT HIIE, [CACMethod] K& v 74 7 > T [Load
Based] Z#4R L, [Admission Control (ACM)] = v 7 Ry 7 A% A A LET,

WORIZ, WCS THEATEXA2EFHHLA—FOBZRLET, ZOLAR—MIE 12D AP D
TS SN a— e, APICu—I U 7 &N a— A BIVRENTVET, ZOLR—
MM DFFHFERE AT 22—V L1200, TREYIZFITLEVTAZENTEET, £,
INBIET T T 4w I FREND, T—H TrANELTETAENET,
B 37 : WCS » 5 DE=HEtER

AP AP b Soc2 h B2 Ham A 2 F— P A A H TS ST EE G
] /
H /

4 Fa
4 P

2 J‘
1 7z
=
; / 2
AT £ [UERE L] 07 s 07 S
P da0 Pid 840 Phi 854 Phd Ak
FFE}

! — EH—EY — &5Ho-30d a-—- |L;-;II

G¥)

a—/L 7 Ry va i, EFEBLUPET T QoS 7u 7 7 A D=l EITEINE
7

TSPEC 7 KX v 3 VElHDEE

TSPECT R v a VHlEO B, BREOESW) Y — A% E# T 52 LT, LENn-T,
TSPEC7 FX vy a VHlllEZEHA L TWRWNWI IAT U IR, DO T 74 vl &7yl Sh
HZ e, M T4 I OEGEERADE, FONT T 4 v IIESEEINET, VT4
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| oL-29731-01-J

WIAN A > 752 k59 F v D oS fiEie: [

VRPMEESNT AC TWMMIZHEILL7- F T 7 4 v 7 ZRE L TWAEE., ZHIEINEHY £

A,

RORXTIEZ, P77 497 ARV —LPHSLINTNDEINE I NS LTz, 7 FX v g Uil

BRI LTS E DA~

HREEHHLET,

KR8 TFVTRMN)—L FS5T49D

FST4 99 A MY—LHHE
hva

FST49v9 AMY—LTGEL

T RI v UL

B;EIZEbIT 2, Ny ME
Fy NU—Z 2 ESINET,
UP IE max=WLAN QoS & EIZ
IR AV E T,

BRI bIT/2 <, Ny ME
Fy NU—Z 2 ESINET,
UP IE max=WLAN QoS & /E|Z
IR AV E T,

7RI v ia Uil

E;EIZEbIT 72 <, Ny BT
Xy NT—Z I EESNET,
UP 1Z max=WLAN QoS % &I
HIR S ET,

N7y MIWMM 7 947
rDOFRy N =R EEND
ANZ (CoS# L UNDSCP i J5 &
%) BEIZX L CH~—27 &h
¥4, WMM LSO Z47
¥ M TiE, N7 > T WLAN
QoS &M A L CTkfEahEd,

RY: FOVRMNI—L +S5TavD

FST499 R MY —LHHE
kv

FS5T49v9 AMY—LTGEL

7RIy va s

kL

kL

7R vy U

Zib7s L

N7y MIWMM 27 A 7
FOFy NU—ZIZEEEND
ATZ (CoS 3 L UNDSCP i )5 &
%) BEIZH L TH~—27 &h
¥4, WMM LSO 7 147

¥ FTIE, N7y ML WLAN
QoS &AL CEfE s E,
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Real-Time Traffic over WLAN () QoS I
. IEEE 802.11e. IEEE802.1P, &KX UDSCP Y v ELY

IEEE 802.11e. IEEE802.1P. 5 K U'DSCP Y v E> S

Unified Wireless Network PN WLAN 5 — # (X CAPWAP (IPUDP X% > k) Z N L Chr RV v
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Proactive Key Caching (PKC) [Z&E&EO0—3 V4

PKC IZ IEEE 802.11i ¥53ETH W . WPA/WPA2PMK OFEFRiF v v o (F 947 hua—3
T AR FOFNT) FHTEET, ZOPMKIZAPIZBITSZ 54 7 b IEEE 802.1 X/EAP 32
SERICIRAEESNET, ROMESRLTLLEEY,

X 53: PKCO—= 2%

I

[

PTK mx

TYvE—hrLED kfﬁfﬁ FAT Y MAPMK ZiXET 5 L &IC, fRESNTC WLAN 7 747
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PKC i3, IEEE 802.11i #EiE T 272 WPA TIIH R — b S EH AL, WPA2 TIHAR— |
ShET,

Cisco Unified Wireless 3 A Tid, AP 1T D% ¥ v ¥ =% PMK OEAGIFfERILENET,
PMKIZWLCIZCHx ¥ v v T &N, 294 T Fa—3u0 7 A4 FORFNT, %0 WLC IZH68
FTAHATRTDAP & WLCOEE ) F 4 I A—FICBT 5., £ WLC B cxE4,

802.11r Fast Transition A — 3 > %'

802.1lr DEF =27 v —I 37 74T h, AP, WLCOF ¥ v =2k, Lhh7uwx
7y RO TEBRINET, 7747 ME, FRICe—I 7 k4Picn— U 73 SRS,
0— 3 U AP ICERTRA A TVE T, T, APV IAT v MNETRBENE v b
DIV DRly, BEOR—I U IEHICETINET, 7747 "B e—3 7 AP
W7V — R L TWEI B3y b EINET, LER-T, 2947 e —3 v
TR AP \ZHRIESIND T2, T—H X7y FOKTHHIIBNWTHA L a A IRELERA,
WIZ, 802.1lr DR — U THED 2 DDA T2 a IOV THBILET,

* Over-the-Air D Z® Fast Transition (FT) @ —=3 > 7

A VTTANT I F v DGy ML D FTu—3 7

802.11r Fast Transition 3&EZ 3R I L OUSE L. RORNIREIND X 92 Wi-Fi v /v _ECTUET
E7,
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DB, HWIPT L AZB & TEX 200 Z W+ 2 0ERNHY £9, 7 IF7A4T7 b
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*DHCP " LHEBNRIP 7 R L A& B
CIPEBET RL AR OA ML
* Mobile IP Signaling DAL (LEE2BE)

CNR=F X VT TAR=F Ry FT—2 (VPN) A ¥ —xy b F—%H (IKE) ¥ 7))
7 (WEIRBGE)

CiscoWLC DEAIZBNWT, RLEEY T 4 I N—FTa—3I v 73588, 27947 NPT
RLRIEFTEINETA, FLERITIRR2ZY 72y hORILEE VT 4 I A—712H D 1 DL
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T, By alrBNT I T 4T THLRY, By vaidzoEERs, WLC D hrrxv
WZEoT, 7947 MEFUDHCPEI D Y TELIZIZ TA T MEIV Y TOIPT KL A%Z5| X
BXEHTELD, Zon—3I 07137 747 Mad@EamicirbnE 4,

Real-Time Traffic over WirelessLAN V') 21— 3> Y D7 LYV R 2y hT—HREFHA K
0L-29731-01-J |


http://www.cisco.com/web/partners/pr46/pr147/partners_pgm_concept_home.html
http://www.cisco.com/en/US/docs/solutions/Enterprise/Mobility/emob73dg/emob73.html

Real-Time Traffic over WLAN D O— = >4

&€

| oL-29731-01-J

9547 bn—325042752+55Fv~0EE I

VAADEEREX 2T v—I 7 e bz (CCKM 7213 PKC) ZfAEdice—I 74
57747 ME, BUEOIP 7 KLU A% ER$ % DHCP R %145 L £9, Cisco WLC EREEIC
BWT, WLCA VT TARANTI I T XIEZ I TA T MRREICY TRy MIBEED, HWIPT FL
ALB| EREEHTELLOICLET, RIS, 2747 MIBHEDIP 7 R L AT ping & ET
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9547 O—IVTDOEZSYUY

Cisco Compatible Extensions /3— 3 > 4 OF ¥ R/ A ¥ UHEREIZHNZ T, Cisco Compatible
Extensions /N\— 3 4 7 747 ME, FiLWAPIZe—I V 7HBZRde—I 78R L
R—FbEELET, Flo, Xy NV —2BHHEZIe—I VTR (ERB L UOE=2T& 5 &

I F£9,

WORIREN TS Cisco VA VL ALAN 2 b —F a~v U RV f v F—T = ZAD
o< K& LT, Cisco Compatible Extensions L' Y2 7 7 A 7> k v—3 7 OIEHRE MR

L/\i‘a_(]

% 15 : Cisco Compatible Extensions LA X 29 547> b O—2 245

E:g)

ABavok

RGN DHI1ER

802.11a £ 7213 802.11b/g % v k
D=0 D7 74Tk r—=3
VTSR E SN BED
RF NT A —F &2 FKRT 5

show {802.11a | 802.11bg} 12roam
rf-params

802.11a £ 7213 802.11b/g % v b
D=0 D7 74T r—=3
VTSR E SN BED
RF /XT A —X%

FEE D AP @ Cisco Compatible
Extensions V' A ¥ 27 47
b r— I T REHE A RN
1%

show {802.11a | 802.11bg} 12roam
statistics ap_mac

RONGHRERET HITF, 20

avy REMHALET,
*ZfF Ll — v VB
LiR— O
*ZFE LI AN— U R b
ZR O
CEFLIeRAN— U R b
LiR— F O
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BaY AHhavwU K WG S 51EH
KeE D7 A4 7> h m—=3 | show client roam-history WONERETET HI21E,. 0
B A Fo T % client_mac oy REFEHLET,

¢ LIR— b &%AE L)

CHIET FAT v MInT Y
vZ—hLTWBH AP D
MAC 7T RV A&

CLHIZ TA TV " T Y
v — LTV AP D
MAC 7 RL X

CLIHIZ FAT > I T Y
v— KL TWEZ AP D
F ¥ TV

CLIHIZ FA TV I T Y
vo—hKhLTWEZ AP D
SSID

*LUBRTIDAPIS T T A4 T
3T Vv m— MRS

U7 R
CUIAT Y R —I
7 LT-#H
Cisco Compatible Extensions L-{ | debug 12roam {detail | error | | Cisco Compatible Extensions -
Y227 547  u—=3 ./ |packet|all} enable YOIUFGAT L N Er—3IL S
DTNy ZIERE BTS2 DTNy 7 LR= b

8021k EE D L— LK

WODKNZ, WildPackets A=7 7 kL —ATHx¥ 7 F ¥ LIZEZLHEAD 802.11k KA 73— U A |k
Ny heRLET, 2O/ ME AppleiPhone 5 /37 Y v — h L7 AP O EEEanE L
7. iPhone [L AP IR A N—HR 7 L— A% EFE L, APIIBUERET 2 APO U X FE2HEH LT
ISELE LTz, BET D320 APDOMACT RLALZND AP D% Wi-Fi F v F/L2%, 802.11k
FAN—= YA RNEET V=LA ENET, ZOMHAREREHRICE Y . 802.11k E/3A /L
AT ME, TRXTOSGHz T ¥ fNVEAF Y U LTRr— VT RERFHO AP ZRBET D4
TIH EH-AL, —BTHI7LTovyvR’HY, 7I7A4T OB NL Y U TN AP IZ
KLT80R2IKkZIFAT L DY 7 " =T dn—I 0 V2 EFEXET, 2O 7 TIEAY T
U Fmaa b L, Wi-Fi T v RO RLERERNED L, 2— VI E (7325 Wi-Fi F v 3L
OFERGIIME D @A =A R (MOS) EOEME R a— L E#ERFFLET, ROKIZ,
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FENAIN T TFTAT Y M Lo TEREN-TRTOEZFREZFLUET, 802.11k AT, &
N OFRER L ISR 55 LET,

12: 80211k %A "—1) R FCEEILEShiz/ 7y b

Packet Info
Packet Humber: 10
Flags: 0x00000000
Status: 0x00000000
Packet Length: 76
Timestamp: 11:17:30.073269600 11/06/2012
Data Rate: 18 3.0 Meps
Channel: 112 oz
Signal Level: 17%
Signal dBm: -78
Noise Level: 17%
Noise dBm: -95
802.11 MAC Header
Version: 0 [0 Hask 0x03)
Type: %00 Management [0]
Subtype: %1101 Mamagement Action [0]
Frame Control Flags: knnnnonnn ]

. Non-strict order

Non-Protected Frame

No More Data

Power Management - active mode

This is not a Re-Tramsmission

Last or Unfragmented Frame

..0. Not an Exit from tha Distribution System
i ..0 Not to the Distribution System
Duration: 52 Microsacomds [2-3]

Destination: 6:10:84:16 iPhones -1 8426 [0-5]
Source: 0:93:18:C4 Cisco:28:18:C4 [6-11]
BSSID: 00:22:90:93:18:C4 Cisco:98:18:04 [12-17]
Seq Number: 1397 [18-19 Hask OxFFF0]
Frag Humber: 0 [18 Hask OxOF]
802,11 Management - Action
Category Code: 5 Radio Measurement [20]
Action Code: § Neighbor Report Rasponse [2l]
Dialoy Token: 0x30 [22]
Neighbor Report
Element ID: 52 Neighbor Report [23]
Length: 13 [24)
BSSID: 00:21:1B:FC:41:C4 Cisco:FC:41:0d [25-30]

BSSID Information: %11110111000000100000000000000000 [31-34]

... XEXXXX.. KXXXXXXX XXXXXXXX Reserved
Immadiate Block Ack Emabled
Delayed Block Ack Disabled
Radio Measurement Enabled
.. APSD Enmabled
. QoS is Enabled
Spectrum Manmagement Enabled
Key Scope is UnSet
Security is Sat
. AP Raeachability - Reachabla

Regulatory Class: 0 [35])
Channel Humber: 157 [36]
PHY type: 731
Neighbor Report
Element ID: 52 Neighbor Report [38]
Length: 13 ([39]
BSSID: D4:FE:7F:48:DE:04 Ciscor48:DE:04 [40-45]

BSSID Information: %11110111000000100000000000000000 [ 46-49]

. mwwxx_ . exxxxwxs xxyxxxxx Reserved

Iamediate Block Ack Enabled
Delayed Block Ack Disebled
Radio Measurement Enabled

. APSD Emabled

. QoS/WMP is Emabled
Spectrum Management Enabled
Key Scopa is UnSat
Security is Sat

. AP Reachability - Reachabla

Regulatory Class: 0 [S0]
Channel Humber: 108 [S1]
PHY type: 7 [%2])
Neighbor Report
Element ID: 52 Naighbor Raport [53]
Length: 13 [54]
BSSID: 04:FE:7F: 49:8B:E4 Cisco:49:88:84 [55-60]

BSSID Information: %11110111000000100000000000000000 [61-64)

.. RNNENN.. EXXNENNN XX¥XxNu¥ Reserved
Immediate Block Ack Enabled
Delayed Block Ack Disabled
Radio Measurement Enabled
.. APSD Bnabled
. QoS/WP is Enabled
Spectrum Management Enabled
Xey Scope is UnSet
Security is Set
RP Raachability - Reachabla

Regulatory Class: 0 [65]
Channel Number: 104 [s&8]
PHY type: 7 [67]

FCS - Frame Check Sequence
ECS: 0xB2D77B10 [72-75]

347134
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© HEES, 129 ~—v

A
AAA Authentication, Authorization, and Accounting GERE, #Frl. BXOTH v
YTAT)
AC Access Categories
ACM Admission Control Mandatory
ADDTS Add Traffic Stream
AES Advanced Encryption Standard
ANonce Authenticator Nonce
AP Access Points
AVC Application Visibility and Control (7 7"V 77— a > OR[fEL L= v
fe—)
AVVID Architecture for Voice, Video and Integrated Data
B
BPSK Binary Phase Shift Keying (2 (. {2 7)
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BSS

Basic Service Set

BSSID

Basic Service Set Identifier

BT

Bluetooth

BTK

Base Transient Key

BYOD

Bring Your Own Device (fHAFTAH T /31 2D HiAZr)

c

CAC

Call Admission Control (Z—/L 7 K3 v o = i)

CAPWAP

Control and Provisioning of Wireless Access Points

CCA

Clear Channel Assessment

CCKM

Cisco Centralized Key Management

0(0):¢

Cisco Compatible Extensions

CLI

Command Line Interface

CoS

Class of Service

CSMA-CA

Carrier Sense Multiple Access-Collision Avoidance (¥ U 7HREZET 7
& A /7RI

dBm

Decibels per Milliwatt (7 >/ U 7 > k)

DCF

Distributed Coordination Function (43| #EHERE

DFS

Dynamic Frequency Selection (Bt )& i %% 35841

DHCP

Dynamic Host Configuration Protocol

DNS

Domain Name Services

DS

Distributed System (/3 #(> 27 L)

DSCP

Differentiated Services Code Point

DTIM

Delivery Traffic Indication Map
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E
EAP Extensible Authentication Protocol (JZHEFEREZ 7 ks =2/1)
EAP-FAST EAP-Flexible Authentication via Secure Tunneling
EAP-TLS EAP-Transport Layer Security
EAPOL EAP over LAN
EDCF Enhanced Distributed Coordination Function (#5543 Bl 1% 5E
EF Expedited Forwarding (EXZ2041%)
EMI Electromagnetic interference (FEREZE T-94)
EIGRP Enterprise Interior Gateway Routing Protocol
EOSP End-of-Service Period
F
FMS Fixed Mobile Substitution (/XA /Li@{EIZ £ 2 [EEREIEE O )
FT Fast Transition
G
GTC Generic Token Card (U h—72 > 71— K)
GTK Group Temporal Key
GUI Graphical User Interface
H
HA High Availability (& A F14)
HCCA Hybrid Coordinated Channel Access
H-REAP Hybrid Remote Edge Access Point
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W ==

HSRP Hot Standby Router Protocol
HT High Throughput
|
IE Information element (1% #H % %)
IKE Internet Key Exchange
M Instant Messaging (f > A%k A vE—)
P Internet Protocol (1 % —>* v k 7'u kaL)
K
KRK Key Request Key
L
LEAP Lightweight EAP
LBS Location-based Service ((Z{E{FH—E X)
M
MAC Media Access Control (A5 47 77k A a3 hua—))
MCU Media Control Unit (X7 ¢ 7= k)
MIC Message Integrity Check
MIMO Multiple Input - Multiple Output
MOS Mean Opinion Score ({44 & =4 51 5)
MRC Maximum Ratio Combining (Fx KItA k)
MSCHAPv2 Microsoft Challenge-Handshake Authentication Protocol Version 2 (Microsoft
FX LI NU Ry = 7RFET B F )L =g 2)
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N
NBAR Network Based Application Recognition
NSK Network Session Key
NTP Network Time Services
0
OFDM Orthogonal Frequency Division Multiplexing (JELAZ & i #5055 12 8 /5 20)
OKC Opportunistic Key Cache
O8I Open Systems Interconnection (4 —7">2 VAT L A VX —a X7 3
¥)
OSPF Open Shortest Path First
P
PAC Protected Access Credential
PC Personal Computer (/X—Y J /L a2 a—4#)
PEAP Protected EAP
PHB Per Hop Behavior
PIM Protocol Independent Multicast
PKC Proactive Key Caching
PKI Public Key Infrastructure (ABHF— A 7T AT 7 F )
PLCP Physical Layer Convergence Protocol
PMK Pair-wise Master Key
PSTN Public Switched Telephone Network (/A% 75 5% A2 #afd)
PTK Pair-wise Temporal Key
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Q
QAM Quadrature Amplitude Modulation (ELAZHEIEZ )
QBSS QoS Basic Service Set
QPSK Quadrature Phase Shift Keying (4 fLARREZ M)
QoE Quality of Experience
QoS Quality of Service
R
RADIUS Remote Authentication Dial-in User Service (U E— FRFEX A ¥ /LA >
i )
RF Radio Frequency (HE# &I 4%)
RMM Remote Management Module (U E— FMEHEY 2 —)1)
RRM Radio Resource Management
RSSI Received Signal Strength Indication (521515 5 TREE)
RToWLAN Real-Time Traffic over Wireless LAN
S
SIP Session Initiation Protocol
SLA Service-level Agreements (¥ — B A L)
SNR Signal-to-Noise Ratio (SN )
SNonce Supplicant Nonce (%7'U B>k F 2 X)
SSID Service Set Identifier
T
TDM Time Division Multiplexing (FF/y%1% )
TIM Traffic Indicator Map
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TKIP Temporal Key Integrity Protocol
TLS Transport Layer Security
TPC Transmitter Power Control (1515 75 /7 il 4#0)
TSPEC Traffic Specification
TSRS Traffic Stream Rate Set
TXOP Transmit Opportunity
u
U-APSD Unscheduled Automatic Power-Save Delivery
UDP User Datagram Protocol
UNII Unlicensed National Information Infrastructure
UP User Priority (= —# &)
v
VHT Very High Throughput
VoWLAN Voice over Wireless LAN
VoIP Voice over Internet Protocol
VPN Virtual Private Network (/N—F ¥ /L T4 RX— kK R fT—7)
w
WCS Wireless Control System
WEP Wired Equivalent Privacy
WLC Wireless LAN Controller (VA ¥ L' A2 LAN =2 k1 —7)
WLAN Wireless LAN (7 A ¥ LA LAN)
WMM Wi-Fi Multimedia Mode (Wi-Fi ¥/VF X7 4 7 E— K)
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WPA

Wi-Fi Protected Access

WPA2

Wi-Fi Protected Access 2
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-67 dBm 52

MF

2.4 GHz 29
5GHz 29
802.11a 26,29
802.11ac 52
802.11b 29
802.11¢ 82
802.11g 29
802.11i 106, 114
802.11k 106
802.11n 26,52
802.11r 106
802.1D 62
802.1P 82
802.1Q 82
802.1X 97

A

AAA H—/N 92

Advanced Encryption Standard (AES)

ALOHA 68

Base Transient Key (BTK) 114

c

Cisco Centralized Key Management (CCKM)
Cisco Compatible Extension (CCX)
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Cisco Desktop Collaboration Experience DX650 11
Cisco Jabber 11

Cisco Unified Communications Manager 9

Cisco Unified Wireless IP Phone 11

ClientLink 29

D

DiffServ =— K ;"A > 13

E

EAP-Flexible Authentication via Secure Tunneling
(EAP-FAST) 99
EAP-Transport Layer Security (EAP-TLS) 99

F

Fast Transition (FT) 114
FlexConnect 82

K

Key Request Key (KRK) 114

L

Lightweight EAP (LEAP) 99
Load Based CAC 68

Message Integrity Check (MIC) 114
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Microsoft F v Lo Ny Ry a7 RiE7m har x— W

Y a2 (MSCHAPv2) 99 o
Wi-Fi Protected Access 2 (WPA2) 92

Wi-Fi Protected Access (WPA) 92
N Wi-Fi ¥V F A7 47 (WMM) 62
Wired Equivalent Privacy (WEP) 92
Network Session Key (NSK) 114 WLAN 1 A 1
WLAN 2/ LI EFB LT 4 13
WMM QoS 717 7 A /L 14
P WPA Enterprise 92
WPA Personal 92

Pairwise Master Key (PMK) 114
Pairwise Transient Key (PTK) 114

Per-Hop Behavior Expedited Forwarding 13 )

Proactive Key Caching (PKC) 114

Protected Access Credentials (PAC) 99 7RIy e Ul (ACM) 68

Protected EAP (PEAP) 99 T7V = a0tk L Uar Fr—/L (AVC) 86
Q LY

QoS Basic Service Set (QBSS) 74 ArETEHRY— 2 29

Quality of Service (QoS) 13

&
R

=7 X2 T4 92
Real-Time Traffic over WLAN (RToWLAN) v EE 62
RToWLAN D4y HEE A 18

H
S

JEIER A N— U A~ 114
Service Set Identifier (SSID) 13 EAESS SOk EE (EDCF) 56
SIP CAC 68 HARL Y R FATY RN 20
T

&

Traffi ificati TSPE 62 — o — .
raffic Specification (TSPEC) Xy T 4 FImL T B

U

Unscheduled Automatic Power-Save Delivery (U-APSD) 62

a—)L 7 R v g Uil (CAC) 68
BANFTAE T 34 ADFHiIAL (BYOD) 2
'}

Voice over Wireless LAN Design Guide v
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