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Dot1X If  Wired_802.1X OR Allow Protacols : Default Network Access and Edit |+

Save Order Reset Order Wireless_802 1X
Default use All_User_ID_Stores
Default Rule (If no match) Allow Protocols : Default Network Access and use - Al User_ID_Stores Edit| v

+ Authorization Policy

T7AIWNDFRIRY V—IC RSN TS ELDIC, BE@?WE?K%Z@MNS?FbX%ﬁ? N &
BEEZHICBEMDEETDO MAC P RLZE—HEIELSELET., ChSDHREIBIY KRSV ME, [BHE
(Administration) 1> [ID & (ldentity Management) |>[Z)L—7 (Groups) | A= a1 —TCHERTEZY,

RORTy TTlE A—HFETNAREZRBALET, UTFTOEEBDT—RXTlE. IVRRAvbcET7O774) V90T

IV RRA Yk 7I)IL—7 (IoTMAB % Siemens Device 72 &) [CIEBMULTWEY, ZOAEICDOWTIFENSEHALET

M. TR TFNAZAD T TINARATHBDERESN., TVRRAVEN JIL—FICEBMEN3EEZTLZEL, R

AL=)LICAVTHFAMEFHELTEFNTVWS I LZERETEEIT., IniCo>VWTE 7/ XA 0TMAB T R

RAVK TIL—=TICEFENTVWEIHLEINEF VI ITEHIETHERBTEZTIN, ChiFRy NT—=URANBINL 2

BICEERIETT . TYRKRAIV KN TIL—TICEFTNTVWBES. ZOTN\AREHRT2EF2VTq TIL—=F 5T
(SGT) TnfEan. ENFLEFII—THOEEL LT, 16 EY hDHFEEINMERINTWET,

x.com/Users/Employee

loTMAE loTMAE PermitAccess loT_DeviceSGT Edit|
Metwork_Access_Authentication_Passed

[} Comnliant Devices Access Metwork Access Authentication Passed PermitAccess Cdit L=

HLUWIOT FINA RE. KD 2 DDOARETCHETCEET,

1. FIRAZRDOMAC P RLZZIY RRA Y N TIL—FICFEFTEMIT 2H. CSV ZFERLTA VYR—KT 2,
2. ISEQ7O7 74 )y HkEEZERT %,
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TIAREIYRRA VN TIL—=TITBMT B E. TS RO T I/INA RTRDEFT, EEEORIU—v3v b
ICRTELSIC. ThSDTNRNARICIEEF 2T JIL—T 90 %E8DYUTBENTELT., TALT/\AR(F70O
T7A4VVTTE ISETRZENSDTNARZAY A=, WXT., FUVH, BLUTZOMDT/INA ZE L THREH
TBHIENARETYT, TNAADNTHETRAICELL AT 7M1 U VT ENBRWVEEIE. EN5DOT/IKAADRY T —
9 P2 EEIRTBEANRY—FEBMTEXT, 0TMAB OFIICREINTWR LSS, 7OT 74UV IHRTT
5. TINAZDZDRENCESFRIDTET AV NMCEEMIEMNS W, BAIEIT>TENTEET,

pran

TAT77A )V DFMBICDOWTIE, KD [ISE Z7OZ7 77 V> 0854517 K] #88BLT
< 72& L, https://communities.cisco.com/docs/DOC-68156

Cisco Identity Services Engine (ISE)

MAB ZhEBE T % loT TN RICDVWTIF BEDIVRKRA VYN PA4TYT 474 JIL—TITEBME NI loT 7/
AD7 7121%3.573’%).::',\ R 9—%iﬁﬂﬂbi3'o

ATYT1:10TMAB EVWSITVYRRA VYN PATVTAT4 JI—T%ERL. BEICIELTT/INA XD
MAC 7 RLZZEBMULET, [7—2try— (Work Centers) |>[®y hT—2 72t X (Network
Access) |>[ID Z')L—7 (Id Groups) ] DIEICEIRL. BN (Add) 127Uy ULEY,

"dsah- Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ \Work Centers
I v Metwork Access l » Guest Access b TrustSec  » BYOD » Profiler  » Posture  » Device Administration » PassivelD

b Querview Identitiesl Id Groups IExtId Sources  » Metwork Resources  # Policy Elements  Policy Sets  » Troubleshoot  Reports

Identity Groups Endpoint Identity Groups
[- )
ok o

* |__| Endpoint Identity Groups

FEETTAR ™

Mame | Description

Z?‘y7”2:7‘)L—7°®%ﬁﬁé:§?tﬁﬁ%/\7]bi§' [RTE (Save) 122Uy o LET, DB (Add) ]&27 Uy
L. BIRENTWAIVRRAVEDIYZAMNDNSTFNKAZADMAC P RLZAZERLET,

‘dith Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

~Network Access | b GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD

v Overview  » |dentities  |d Groups  Extld Sources  » Network Resources b Policy Elements  Policy Sefs » Troubleshoot  Reports  » Seitings  Dictionaries

Identity Groups Endpoint |dentity Group List > ToTMAB
[ - p] Endpoint Identity Group
.

vl . Name | I0TMAB
* [ Endpoint Identity Groups Description | I0T devices using MAB P

&L 10TMAB

» M Profiled Parent Group
g Blacklist

Save | [ Reset |
|deadiiy Group Endpoints Selected 0| Total 1 G 455

__ Remove « Show | All '|| 8

Address Static Group Assignment EndPoint Profile -
[] DB:EB:97:B8:45:98 true Trendnet-Device

ot GuestEndpoints

o RegisteredDevices

]
g Unknown

» [] User Identity Groups
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COFERFITIE. MACZRLRICEDWTHLWI Y RRA Y N FIL—TZ=4ER L. ﬁuy —TZDTYV
RRAV N TIL—T2FEBLTVWET, TOIVRRAV S FIL— 7#§@mklzhﬁ vk ZO7 74
(Trendnet-Device) ICEEERITSANTWD I EA LMD ET,

ISE Tld. MAC 7 RL XD OUI [BSRZ2FERLTCTO7 7A4IL 2T NA AC—HSEET, £, Th5OD loT
FINA AN SINELEREFALTTNAZRE27A7 7A4IILIC—BRESEET, SEIODT—XTlF. TV RKRA
VN TIN=TITEDILKTNAZADKRTA MY AN EFERALTWSH., TN XAZHFELTERATEZXT,

FINA REBETZO77O-FEULTE, SEOT7OT7 745 H—EXEFERALET. BHDOT /N1 2D
7 74L&, Cisco Cloud 57 4 — MR THHGERIICEBIMENE T, COMEEZFERAT SICE. ISET
T4—RKRB—EXRZBWICTZ2ELNHDET., [7T—U 5 — (Work Centers) |>[7O7 7472
(Profiler) 1>[7 4 —KH¥—EX (Feed Service) | ICHEHLT T4 —RK T—EXZBHICLET,

TO7 747 H—ERIKRERICEDENTH DD, TNAADMAC 7 RLRA%ERTA MY XANCTERT S
WEEFIHDFETA, LDEEICEDE. SERFTNARZNEL CEYRBRI Y RRAV N 7O7 74 )LISEML
£, INSDIVRRAY S FOT7AIIE. RXRUT—PTNA R IATREICEDVWTHEI N, Fhb
ZERAUTCRRAEIRY O —% BT 5 & E(TERAIRY O —DEHFICE > TRaEIhE T,

HMcoWTIE, MNSE7O7 74Uy TE&EtH+ K1 (https://communities.cisco.com/docs/DOC-68156) %
SBLTLESIL,
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ATV T3 10T TIRA R, A=, BLUOVATADEF 2V T4 FI—T%2ERLET, [T—0 V5 —
(Work Centers) ]> [TrustSec] > [Dv/R—x >k (Components) ]>[tx*a2 YT« ZIL—7 (Security
Groups) | DIBISERLES. [EM (Add) ]&=27 Uy o LTHFLWEF2 YT JIL—T=EBMULET. #HL
WEeFall7q JIL—T0%F]. 742V, BLUFHA (ER) ZANLET. [EE (Submit) |22 v oL
x7,

" Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

+ Network Access b Guest Access I * TrustSec l » BYOD » Profiler ¢ Posture ¢ Device Administration » PassivelD

» Overview | ~ Components I ¥ TrustSec Policy  Paolicy Sets » SXF  » Troubleshoot Reports  » Settings

Security Groups List = New Security Group

: Security Groups
IP SGT Static Mapping

Security Groups

i

* Name

Security Group ACLS 1oT_Device

Network Devices " leon

Trustsec AAA Servers ®@ L &« & = o @
2 0= 2f>]a o
HoE®™m®© 4L

Example [oT Device S5GT|

N

—
Propagate to ACI
Security Group Tag (Dec/ Hex): 38/0026

Generation 1d: 0

::Illszl; Identity Services Engine Home » Context Visibility » Operations » Policy » Administration

» Network Access b Guest Access I * TrustSec l » BYOD P Profiler » Posture  » Device Administration  » PassivelD

¥ Overview l ~ Components I » TrustSec Policy  Policy Sets  » SXP » Troubleshoot  Reports  » Settings

o
Security Groups Security Groups List = New Security Group
- _ Security Groups
IP SGT Static Mapping T Name
Security Group ACLs EmployeesSGT |
Network Devices “lcon
(]
Trustsec AAA Servers @ m el ‘l‘ = o @
&0 Eje|>ad®
LS EN U 45
ni)escripmon |
Employee Security Group\ |
p

E Propagate to ACI

Security Group Tag (Dec / Hex): 4/0004
Generation Id- 0
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IOTMAB TV RRA Yk JIL—TZ—HE, #REwF2VT4 JIL—T 57 2EDHETBR
AL —ILEERLEY, [7—2 v — (Work Centers) ]>[xXv hT—2 72X (Network Access) > [R
y—t vk (Policy Sets) | DIBICEIRLE Y., £R/ICHZRUI— Yy hD [FTT7 A4/ (Default) ] %R
LEd. #rRY U —Z2RHEL. BRAIICHZKNZI Uy I UTREDTZ I T47 IL—ILOTICEHLWIL—)L%
BALET,

2Ty T4

Identity Services Engine Home » Context Visibility » Operations » Policy

» Administration  Work Centers
~Network Access | » GuestAccess » TrustSec  » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD
» Overview  » Identities  |d Groups  Extld Sources  » Network Resources » Policy Elements | Policy Seis » Troubleshoot  Reports b Seftings  Dictionaries

Policy Sets

Dot1X o If Wired_802 1X OR Allow Protocols : Default Network Access and Edit |+
f Search policy names & descriptions. p] Wireless_802.1X
. Gy- ‘ 4 ‘ x | @ Default use All_User_ID_Stores
= s
|~ Summary of Policies Default Rule (If nomatch)  :  Allow Protocols : Default Network Access and use : All_User_|D_Stores Edit | =
Alist of all your policies
[ Global Exceptions
. FoET=en - uthorization Policy
) » Exceptions (1)
Default Policy Set
il Standard
Save Order Reset Order
Status  Rule Name Conditions (identity groups and other condifions) Permissions
Wireless Black List Default Blacklist Wireless_Access Blackhole_Wireless_Access Edit| v
Profiled Cisco IP Phones Cisco-IP-Phone Cisco_IP_Phones Edit| *
Profiled Non Cisco IP Phon Non_Cisco_Profiled_Phones Non_Cisco_IP_Phones
es
Employee AD1:ExternalGroups EQUALS cisco- EmployeesSGT PermitAcce Edit Ly
x.comiUsersiEmployee Insert New Rule Above
% # @ Compliant_Devices_Accass Network_Access_Authentication_Passed PermitAccess [Insert tew Rule Belovy, |
= Compliant_Devices Duplicate Above
# @ Emplojes EAP-TLS Wireless_802.1X 41D BYOD_is_Registerad PermitAccess A0 BYOD Duplicate Below
EAP-TLS MAC_in_SAN
ra @ Employee_Onboarding Wirgless_802.1X EAP-MSCHAPVZ NSP_Onboard BYOD

ATV T 5 L—ILICERIENTTIVRRA YN PATYT 4 T4 JIL—TZ&ERLET,

Employee AD1ExternalGroups EQUALS cisco- EmployeesSGT PermitAccess Edit] =
% com/Users/Employee
# B | 0mas Any = |40 ] Condition(s) <0 |ihen| AvnZ Pr.. <5 | Done
£ # @ —Compliant_Devices_Access 1I° [N Edit| =
i | Any = db
ra @ Employee_EAP-TLS Wir Identity Groups Endpoint Identity Groups
# @  Employee_Onboarding Wi
# @  Wi-Fi_Guest_Access Gu
s O w Wirg —
Fi_Redirect_io_Guest_Logi LA LA
n | Endpoint Identity Groups » GuastEndpoints
r @ AD Users Al crrermeroronps tworro tete———— RegisteredDevices

x.com/Users/Domain Users

SBHRICRS
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ATV T 6 T4 751 LD Compound Conditions @ S 5 Network_Access_Authentication
ia_o

_Passed #iERL

Employee T AD1:ExternalGroups EQUALS cisco- then  EmployeesSGT AND PermitAccess
x.comiUsers/iEmployee

Edit | =

Done

[ 1oTMAB | #[loTMAB <F |and [ Select Condition ﬂe‘ AuthZ Pr.. <

Compliant_Devices_Access 5 Add all Conditions Below to Library

Employee_EAP-TLS Caondition Name Description
Select Condition |0 &.
Employee_Onboarding . o .
Authorization Conditions Ccompound Conditions
Wi-Fi_Guest_Access
s Ll p)
- =
Fi_Redirect_to_Guest_Logi v ‘M v
n .
4 Q AD Users 5] Network_Access_Aumenlicatio@. e
W Catalyst_Switch_Local_Web_AL ) =
@  Basic_Authenticated_Acces  © Network_Access_Auth e Etwork_Access_Authentication_Passed
< -
R & Compliant_Devices
Default f no matches, then De
B Guest_Flow
Reset | B EAP-MSCHAPYZ

ATy 77 BRENBEREZE DL T TV ERZFALET,

Fa Employee T AD1:ExternalGroups EQUALS cisco- then  EmployeesSGT AND PermitAccess Edit | =
. % com/Users/Employes
o B - | otMAB | [ loTmaB <P [and | Network_Acc.. <@ [ihen| AuthZ Pr.. Done
## @ Compliant_De Edit]
) [Select an item @ =7
i @ Employee_EAR rofile BYOD Edit|
nda
[ p] Standard
i Employee_Onk = - Edit
is@ @~ = . | | 5) "
Wi-Fi_Guest_# — n it
i @ - - Security Group 3 ar=E- ok Ea
P, @ W ; Edit | ~
i Fi_Redirect to] [ Standard » @ Blackhole_Wireless Access:
n 3 Cisco_1P_Phones
i # @ ADUsers DT TeTTE (&) Cisco_WebAuth Edit| =
x.comfUsers/C {3 DenyAccess
@ Basic_Authenticated_Acces T Metwork_Acce @ NSP_Onboard Edit| =
3
Default f no matches, thel Edit| +

Reset |
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ATy 7 8:[+]&v v oL, 2 DBDERELTEF2VT 4 JIL—T 5 T72EIDETEY. HmEZKRTT

%IClE. [T (Done) ] & [fR¥E (Save) |20 Uy o LET,
& Employee AD1:ExternalGroups EQUALS cisco- EmployeesSGT PermitAccess Edit |~
«.com/Users/Employee
# 4 » | 1oTMAB | i|1oTmaB <> [and| Metwork_Acc.. < |hen| AuthZPr.. =
# @  Compliant_De Edit|
|Pern'|itAcce55 A | and uE
4 Employee_EAH ; BYOD it |«
- @ plovee- |Select an item Iﬁ ! = qF Eat
# @ Employee_Ony Profile RN Edit] ~
Security Group
# @ WiFi_Guest A ( o) ( ) Edit |
_ v =~ pa)
FQ W —— ® = Edit |~
El_Redlrecl_lo_ | ] Security Group » <|': = kA
|| anaara »
# @ ADUsers ~OreTrTaT Edit |+
x.com/UsersiC
@ Basic_Authenticated_Acces Metwork_Acce Edit| =
s
Default @ 1oT_Health_Interactive_Sys Edit |+

@ =

ATy T 4~ 8%EHED
ZIC&EN S dot1x :m..\nEj- HORARY U—xBMULET,
ANEB LN T A TV T4 T4 ANT

WY SCT &7V R RYY—ZEIDHETET,

Employee AD1:ExternalGroups EQUALS cisco-
% comiUsers/Employee
IoTMABE loTMAB
Metwork_Access_Authentication_Passed
JE:

ICLBI1—HY DM x Y R—
ZU)V}"JO) dot1x sREF1—Y 4 )L—7l&. Active Directory THREESNTWET, 71 TVT 1T« %15

(4 1oT_Health_Mon_sys
2 10T _Health_Recording_Sys

U. 0T TINA ZNDF7 VR 2 BET D, RJEDI—Y FATVT4T4 JIL—

ISE [&. Active Directory. LDAP, ODBC x& D
FLTWET,

EL

EmployeesSGT PermitAccess Edit| «

PermitAccess loT_DeviceSGT

Edit| =

NETATYTAT4 AT
UTZESBLTLEESL,

BANL TRREE/ZERIRY & —TERT 2 AEDFFMIC DT,

https://www.cisco.com/c/en/us/td/docs/security/ise/2 -
2/ise active directory_integration/b ISE_AD _integration 2x.html
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AT T TNAREDA—YZFEITZAAYF. 7747 04—, BLPIL—%% ISE[CEMULET.
[D—2t>v%— (Work Centers) 1> [y bT7—272tX (Network Access) |>[RYy bhT—2 Y —2X

(Network Resources) ]>[®&Y k77— F /X4 X (Network Devices) ] DJEICIEIRL £3, [BiN (Add) 1 &2
w2 ULET, [&81 (Name) ]. [IP 7 KL X (IP Address) ]. [E#BH (Description) ] (A7 3ayv) #AHLE
9., RADIUS HEMWERE (Xv hT—2 TIA ADRETHEAT /X T—R) #RELET.

Identity Services Engine O

Visibility ~ » Operations

+Network Ac » GuestAccess b TrustSec » BYOD b Profiler » Posture b Device Administration b PassivelD

» Overview b Identities  Id Groups  Ext d Sources » Policy Elements ~ Policy Sets  » Troubleshoot  Reporis  » Seftings  Dictionaries

Network Devices List > TE4K-CAMP-2
Network Devices

Device Groups
< TEAK-CAMP-2
Default Device
Description | 1T cell
1P Adaress: [ 10.9.255.17 b

External RADIUS Servers

RADIUS Server Sequences

&

External MDM Servers

* Device Profile i Cisco =

Software Version :'

* Network Device Group

Device Type [All Device Types [ Set To Default |
s (ST et |
Location [All Locations | Set To Default |

~ RADIUS Authentication Settings

RADIUS UDP Settings.

Protacol

RADIUS

“Shared Secret [ show |

SR | (setTo Defaul: |

RADIUS DTLS Settings i
DTLS Required [J

Shared Secret |radiusidtis 7

27y 10: 270=)L 0> LT TrustSec T/N X ID TTF/\NA RE%&FERTSLDICEHELET, FFELIC
FRTHNAT—RZRELET, [*F (Save) |27 Uy I LET,

Identity Services Engine Home  } Context Visib b Operaions ~ + Policy  » Administration RGP

~Network Access b GuestAccess b TrusiSec b BYOD b Profiler b Posture  » Device Administration  » PassivelD
» Overview  » Identiies  1d Groups ~ Extld Sources  + Network Resources b Policy Elements  Policy Sets  » Troubleshoot  Reports  » Seitings  Dictionaries

@ U |+ snup setings
Netuork Devices ~ Advanced TrustSec Seftings
Device Groups

Default Device ~ Device Authentication Settings

External RADIUS Servers
Use Device ID for TrustSec Identific:
RADIUS Server Sequences

Device 1d__Teaic CAMP-2

External MDM Servers
T ST

v Trustsec Notifications and Updates

* Download environment data every _ v
* Download peer authorization policy every _ ~
*Reauthentcationsver [1 | <]
* Download SGACL lists every _ v

Other TrustSec devices to trust this device

g2 [F] |8
| &) [&] [&

Send configuration changes to device using ® coA O cLI(SSH)

Ssh Key

+ Device Configuration Deployment

Include this device wnen deploying Security )
Group Tag Mapping Updates

Device Interface Credentials

* EXEC Mode Usemame
* EXEC Mode Password Show

Enable Mode Password Show

~ Out Of Band (00B) TrustSec PAC

lssue Date | 15 jul 2017 00:40:03 GMT
Expiration Date |43 oct 2017 00:40:03 GMT
Issued By | Network Device

| Generate PAC |
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AAA R A Y FDERTE

B2AYFIE. 0T FAA R, 1—Y, BLUTZOMOY XFTAEEAIT 2 ISEAM H—/NEBETE LS ICRET 20
EAHNET, SHMICTYKY—TYKTIOREETL. Ry hT— CERL TV 2ER2GENICBETE 3 &
SCTZDONRIKN FS55F 4 XA T,

BTORETIE. RAULSBLEBRTNA A CHAIC—BLAEAECUENAITZIELD. AXYR SAY A V5—T1
142 (CLI) =#ERALXT,

RADIUS 82:E. 3R], BLUT7HO VT4 VT DRE

A7y 71 AV T74FaLl—ray E—RZMABLET. RETORIEXICFERINS IP 7KL XN ISE
ICERESNTWBA VY —T AR 0—/VULICIEELE T, AAAZAX—TILICLE T,

ip radius source-interface LoopbackO

aaa new-model

aaa authentication login default local
aaa authorization exec default local
aaa session-id common

AFYv T 28D RADIUS —N\EMEZBR(ELE T,

radius-server attribute 6 on-for-login-auth
radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server dead-criteria time 5 tries 3

27y 7 3:RADIUS H—/X, IP 7 RL R, ISEICAHSh-HEAEWEH#HERELET,

radius server ISEOQI
address ipv4 10.9.10.51 auth-port 1812 acct-port 1813
pac key Ciscol234

27w 7 4 :RADIUS @ AAA T )L —T 2%/ EL. ATy 7T 3 TR LY —/N\EEELET.

aaa group server radius ISE
server name ISEQI

AT T 5 ATV T A TRV I —T%2EBT5T 74 MDBEE. 3BA]. LT HhI VT4 VT %%
ELET,

aaa authentication dotlx default group ISE

aaa authorization network default group ISE

aaa accounting update periodic 2880

aaa accounting dotlx default start-stop group ISE
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2TV 76 BAIZE (CoA) WEALLEZICISEN RS Y FICHIFMICRY V—BHERETETELDICHE
EFLZE9., [2ER TrustSec BE (Advanced TrustSec Settings) ] @ ISE F/NA ABETIEE LI/ XT— K%
ABDLEYT, ChiTEh, A4y F R=—bD/I\T VR, BFEEE. ENEHAREICKRD T,

aaa server radius dynamic-author
client 10.9.10.51 server-key CiscolZ34

ATY T 7 R=MR=ZADRBEEZ 7 O—/VLICBICLET,

dotlx system-auth-control

2TV T8 FINARMTZYyFVTHEITO—)NILIZEMICLET, IhICTELD. RADIUS OERICT/INA XD IP
FRLZ&EEHT TrustSec D IP-to-SGT Iy EV S E=HE ML UL E T,

ip device tracking

ATV T8 FHLWRAYF VI o7 IN\—I 3> Tld ip device tracking VXY RAEIES h, HEEH
device-tracking ICEZEMAS5NTWET, bTIVvFVIZEBHMICL. BTRAVF A V-T2 4 ATHEAS
naRYY—%=ERLET,

device-tracking tracking
!

device-tracking policy IPDT
tracking enable

St

IPDT DRZAN 29T 4RET—=0T7Z 0 ROFMICOVTIE. UTESBLTLZE0,
https://www.cisco.com/c/ja jp/support/docs/ip/address-resolution-protocol-arp/118630-
technote-ipdt-00.html

ATV T8 BBEVATATHERINZ A Yy FOBE., NV VABLUCEMNLITY RiE. UTORHREIC
SO TLEEEZRLVEERITDZENTEET,

authentication command bounce-port ignore
authentication command disable-port ignore

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec usr aaa/configuration/15-sy/sec-
usr-aaa-15-sy-book/sec-rad-coa.html [525E]
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R—br ZEDR— NREDOFRE

24V FTIE. UTDREICL > TR=MR=XDFRFEE IP TINA ZDEBMEBEMELTELET, TVRRA VN F/A
ADEHREINZDBA VI —T A RERELEY, dotIx (&, YTV AV N VYT ND 7% FERITZI—FETE/NAI
TINART—=VRAT— 3 VDR ZREICITADAETY, OV IR T7E. TIHKAZIDS ISEANDEF 171
BEtyYavEBIBLET. MAB [, BifEroav bO—3, AAS, FUVy, BLUZEDMDOLHY— loT FIX
A 2EWVNSTe, BTV AYVRZERRELTWRWT NS XATERAEINET. BALLKELTEZDEE, RIEDLHICT /N
A R LD., REEPRYT—DIVRATAZERLUIEDTEZDONEZLVWEEZFTT., COMEZTR—KT 3
B4, MAB & dotix DA ZENT BT ENTEET, MAB AV v RE dotix XYy REHBFIBTHFES D (ITHE
BESEBICIE. UTOT7 TV r—ray /—MNIEESINWTWEELDIC, IBFREEBEIBLIZIELIEET Z2NEHLHD
9,

MAB DE%E : http://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/identity-based-networking-
service/application _note c27-573287.html

2TV T BTN R AVI—T 4 RTRDBEEEBMULET,

interface range GigabitEthernetl/0/1-24
device-tracking attach-policy IPDT

authentication event fail retry 0 action next-method
authentication host-mode multi-auth

authentication order mab dotlx

authentication priority dotlx mab

authentication port-control auto

mab

dotlx pae authenticator

pran

port-control auto [FEAZ7 VT4 7T BINYY RT, HRIETITEMT 5 & BEIRY
52EHTEFY, £l EZY E—REZBMITT % authentication open Z{FHL T,
BEPOEEZHMIT DI LR RREEZT AT B ENARETY,
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Cisco TrustSec

TrustSec Z2HRIICRET BT, BRORXT Y TZ2RITT2RENHDET, Y. MOEELDOBEEZFHFAITHEE
ZRET BRI Y—ZEELEY. CNhODEER. T—% bIT74 v I DXETEIRKETY . BEF. NMEAAICED
WTTN—THE—DIVTATAICRDEY., INOSDEEICIE. AT TVICHET ZHD SCT M52 hET.

heptxalsq JI—T0oAT7TIVEFERTZRII—E ISEETF7FAT7IA—IL RYUY—IR—=I v

(Firepower Management Center, ASA Security Device Manager, Cisco Security Manager 72 &) Oli /5 TERIIC/ER
LEd, BtILRY v—%2F&LUI#%. Security Exchange Protocol (SXP) ZEARAL T SGT-to-IP 7RL X I v EVY
IEREH-ETDLDICRVATAZRELE T, —HDBEE (BEERA YRy b XAy FEERTIEELRE) T
[E. SXP ADEMICMZ T, NIy DAY ZAY FFXFVITERBIIRDET, AVIFAY IFVITTEINTY MHE
B, @Y SGT MMEMENET. ROEHRT/I\A ANRITB o1y 7 E /Ty hEFELULTWSERED., ZOF N
A ZATEIRY Y —ZRET BLDICCDERMEAINET, RAYvFELTT7A 74— A VI —T A XT
Trustsec IC& B 77 REHEBMCLET.

EBHORBETOEF 21U T A IFRIEESINZ D, TEFa1VT4 F-LRBREONIIZABEITI> LB &
RICHEZBRATZET., BEMMERHEINS L, FAETHPAIZINTOTY /OI—HEEL CREICEHRZEH UIAS
FY, ISEICIE. FEIEHFTRELLIVRRA VM ZHUADDLSEBERIHEINET. COLIBFFLIAHTIE.
TINA ZADERDIHICH Y KRRy I RICBEIS D, BEDOHITEER XA VICBEIShED., EL2ICHIBRS
DNITBENHNDET, ISEFZDE. TVRKRAIVMOTZ IR R V—%2BEFMICLDFIROEL WL DICEH
L. RYNT—UDSHBROICTVRRSA VN EZRBBELET. CNTT/NA RZEBET 2N, TNAZANSRY NT—7
ANDT7 YR ETLICTOY I TEET,
Cisco Platform Exchange Grid (pxGrid) (&, Y2AB LTV AAUNDEZTISEAS IV THF R MEREWEL. ISE
ICEFMRIETR (TS ADBEHIRE) ZERDENTEDLRERTF v RIZRHBELET, BEZFUIADHSBITIE. ISE
T pxGrid Y—EZXEHMIT L. ISE & Firepower B, S LV ISE & Stealthwatch B TEEZITZA 5L DICT BT EHT
AIRTY,
pxGrid DA VY A M —=)LFIBICDOWTIE. UTDOHA RZEBLTLES L,

e Rapid Threat Containment 25t/ K : https://communities.cisco.com/docs/DOC-68293

e pxGrid T Firepower & ISE ##E89 %47% : hitps://communities.cisco.com/docs/DOC-70354

B#HD TrustSec 75w M7 A —ADMERET MU v I XICDWNTIE. UTEZSBL TS,

https://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/solution-overview-listing.html

Identity Services Engine (ISE) : Cisco TrustSec RU Y — I MU w o X

SERUY— MUy RTELo>THIFES N, AV FICL>TERITESNZBEIE. —ARDRAT—MZ7ILTIERVNE
ET9, LA > T, @EYIRGEIELEIFEINSMEEEKIRT H/-HIC. BEXREREORAEZER T Z2UELNHD XY,
FIEA ZAYFDR—=MIEET/I\NA ADEHRINTVBIGEP. R—=MNItEFa2VUT4 JIL—THEDYETENT
WBIEEIC, Ty MEEBICTZ 7 REEAERRSNE T,

ISE & TrustSec (. EURA v FE. TILA., FEEILEO 0T T4 ZADOBTRAA Y F LRXILOEF2 T4 %2E
EILOICEENLRTY /OY—ThhH., BEEYV—VEREICEVIREIAYT—yavaERLET,
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TrustSec RUY— I MU w o R ([7—Ut>v%— (Work Centers) ] > [TrustSec] > [TrustSec 7/RY &— (TrustSec
Policy) 1> [ b U v o X (Matrix) ) &, &ETXTELVTEEEF2V T« JIL—T 2T TRIRT 2RENICERET
E27—7IWTY., I —THOBELZERIEFFIRTZICE. RUY— wILzmELET. 774/ NTRHBER
FalEghzxd,

— —~

"ol Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Cenfers
» Network Access b Guest Access » BYOD b Profiler  » Posture  » Device Administration  » PassivelD
b Qverview b Components | «TrustSec Policy [ Policy Sets » SXP  » Troubleshoot Reports b Settings
~ Egress Policy Production Matrix - Populated cells: 34 Filter &
Y J Edt o=Add | M Clear v () Deploy | @ Monitor All - Off  @aImport @uExport |[EE Viewlg | Show| oT-Testing v
a8 : :
S : 5
5] = = = s
= ] = % 3
FLIEE e Destination » | = 5 H = 9 s &
z «z & £ = & 3 E o ' =
Destination Tree £ e} = = =5 o = I = =z =
£ z = = = Fd B 5
5 5 B & = R 2 = & A
Network Device Authorization -
Source = ? L] a2 = @ @
‘? Unknown

&3 OTHER_UNTAGGED
37/0025

M3 EmployeesSET
40004

o 10T_DeviceSGT
20/0014

(@D Network_Service...
3/0003

@ Quarantined_Sys...
255/00FF

4 »

Default Enabled SGACLs : Permit IP Description : Default egress rule

CDFITIE, ERBHDOEREEF 10T T/XA REBETEETA. loT TN RBBEICBETE LA,

pran

VEICIGLUTI M) v 22745V L. ERTZUENHZTIN—TLEITERT
TEEY,
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A7y 71 10T TINA AFDBEZFAT B LDICRY V—%RFELET. Lz VvI L. BILOHELD
MET7AIvEI Yy LTEFaAVTa -7 702X a2 hO—)L UR L (SGACL) %#EIRT %H.
[Ex#2A97% catch-all )L—)L (Final Catch AllRule) ] #ZELEY. X2 U7+« YIL—FACLICED. BED
R=h&7ORNEZHHNKFENEZDTOY I LIZDTEEIHN,. ZOHITIE [HRIELAIA catch-all )L—)L

(Final Catch All Rule) ] % [IP #&Fa] (PermitIP) ICZEELTIANRTD P BEEXHFALET. [IR%F (Save) ]
7Yy o LET,

Edit Permissions...

Source Security Group  IoT_DeviceSGT (20/0014)
Destination Security Group  IoT_DeviceSGT (20/0014)

Status

Enabled -

Description

Assigned Security Group ACLs

Select an S

inal Catch All Rule | pepy Ip| =
Deny IP
MNone

Permit IP
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27y 72 RYUY—DEBEATT LS. [BF (Deploy) | RS VES UYL, RICEMBED [Ty a
(Push) J/RZ &I Uv I LET, [OK|ZT7 Uy T LT, CoAl@BH%Z TEALET,

Fi=. TrustSec RYV— I hYUw o ATl BRIPIC—EDT/INA RCHREZRT—I VI L. EREBEDT
NARAICEBHT 2RIICEEDOFEZERT S EELTEET,

“Hich Identity Services Engine Home } Context Visibility » Operations } Policy » Administration ~ Work Centers

» Network Access b GuestAccess | wTrustSec | » BYOD  » Profiler  » Posture  » Device Administration ¥ PassivelD

Completed sending 7 TrustSec CoA
» Overview » Components  =TrusiSec Policy  Policy Sets  » SXP » Troubleshoot  Reports  » Seftings notifications to 7 relevant network
——
o devices. m

~ Egress Policy Production Matrix - Populated cells: 34 ‘ @
Matrices List fedit dhadd | ¥ Cear @ Monitor All - OFf | @almport  @aExport | B There are TrustSec configuration
a changes that has net been nofified to
Matri § _ network devices. To notify the relevant
= 2 network devices about these changes
Source Tree Destination » | < E i = S u
z o 4 g = - £ . ® S
Destination Tree 2 [T = = 9 2 H 8 -
z £ = g = B i = s -
. 5 o & o F 2 & 2 @ e &
Network Device Authorization -
Source ? 2 a . @ @
7 Unknovin

&3 OTHER_UNTAGGED
37/0025

A1 EmployeesSGT
4/0004

- -
e [0T_DeviceSGT

20/0014

PICEI T 3,28 :

TrustSec BAMBICHE > TWRWRA Y FICTET/NA ADEHRINTWVWRIHE, BEE7O0vI95LDIC
RUI—HDRESNTVTH, NARNDOMD XA v FIRTIC TrustSec BEREMRESNTWNTH, BEEFT

OvoanEthA. TrustSec AEMICHE > TVWBHAZRA Y F R—b (F/A ZADEHREINTVWB A v F)
EUTHERAIEITENET, RUI—TIBESNTWREE. REXT/NNARICRENZ U TZM4 cZT7497
E70OvoTEZET,
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Security Group Tag Exchange Protocol

3DODEVRAFERFICH I B LI AYT—Ya VDREDEHENTIE. BBTZERY NT—0 FTINA 2&E0 70—
ZHREITDOICHBRBREZEELET. ZOBHRIE. 77 (SGT) ThhrbtFaVTa JIL—T& ISE ANDFEEEIC
FRENEZT7ATYTATAICAVTFAMIE DTV I EINETFNNAADIP 7PRLATEBRRESNET,

Security Group Tag (SGT) Exchange Protocol (SXP) (&. Th5D xRy hT—%2 F/)\A RIZ SGT %{GiET 5 7/=H(fE
FAEnNE 9, SXP F. SCT ZRHAIRELR R Y hT—7 TINA RETOIY RRA v |~o> SGT & IP 7 R L X DEREICHE
HEhxd., SXPHERET %7 —%(d. IP-SGTIXYEVIEMENET, TV RKRA Y MIET S SGT (£, ISET
ToESICEHNIEEFMICEIDETON, XYy ET—0 RUI—TFEAINET.

SXPlE. IV RR—=F 7OMIJLELTTCP ZEAL T, 280ERZXY N T—2 T/X41 XE D SXP &% ML
LET., EXPEHTIE. —ADETZHSXP RAE—H—ELTEEEN., H5—ADETFIESXP URF+—ELTEE
INFEIT., INSDETE. FNFIDHARE—HT—BLVOIVRFT—OmAE L THET BZ2WNABETE—RICHERETEE
9, BRI EESOETICE > THHIBTELZ TN, Yy EVIBERIIBICAE—D—DS5VRF—ICEEINTT,

—FTIFrDEIvavTHALLLDIC, SXPRNT 7Y RAR=IAXTRES N, INTORXY ~T—=0 T
INA XD SXP DIcHICISEY—NEET VY TSNTVET, AA v FELISEV—/BICT 714774 -Ih'H 255
I FIDB LT ASAT 74470 4—)LlATZ &L T SXP ZFFAI T 5 7/cHICHRIBRREZEMT 2LENHD LT,

SXP #ERA] 9 B 1= D Cisco ASA [ZHBIFTBRY o —DHEIVEEE
SXP #EfwlE. ROBITRT LS. ASAICL>THEERSI N 2 DD SXP E7HETHIELIREED T £ LD T,
(SXPEZ7 A) ---- (ASA) - -- (SXP EZ B)

L7eh' > T, Cisco TrustSec E#ET 5L DIC ASA ZRET 5EIE. SXP EHRZRET 57/HIC. ASA T no-
NAT. no-SEQ-RAND, & & U* MD5-AUTHENTICATION TCP A 7Y 3 v a2 EBMICT Z2MENH N FI, SXP EFRID
SXP7/R— K TCP 64999 B TCD T 7 4 w7 T L T TCPYREENA KR R v —ZERLET, ZL T, BYIRA YV
H—T 1A RRY—%BAHULET,

KDIARYV K £y M. CLI ZFEB L7z TCPIREE/NA /XX /R & —dD ASA OB EAEERLTWE T,

access-list SXP-MD5-ACL extended permit tcp host peerA host peerB eq 64999
access-list SXP-MD5-ACL extended permit tcp host peerB host peerA eq 64999

tcp-map SXP-MD5-OPTION-ALLOW
tcp-options md5 allow OR tcp-options range 19 19 allow

class-map SXP-MD5-CLASSMAP
match access-list SXP-MD5-ACL

policy-map type inspect dns preset dns map

parameters

message-length maximum 512

policy-map global policy

class SXP-MD5-CLASSMAP

set connection random-sequence-number disable

set connection advanced-options SXP-MD5-OPTION-ALLOW
set connection advanced-options tcp-state-bypass
service-policy global policy global
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SHICOWTIE. XRoYA hESBLTLESZL,
http://www.cisco.com/c/en/us/td/docs/security/asa/asa96/configuration/firewall/asa-96-firewall-
config/access-trustsec.html [ZEEE]

SXP %#EFR]9 572600 FTD [CH T BRY —DFHINERE
FID TlE. UTOKRENBFIBETT 74 774 —)LICKH T % FlexConfig DIEIEEMERL T SXP 7O M )L A2FAIT 24
EEESREUET,

1. Ry M7= A7z b (xy D=2 &7OMOIL) OER
2. #i3R ACL DYEEY

3. Flex-config A7~ =¥ b DERY

4. FTD FINA AAD Flex config A 7Y =7 kD&

UTICERU=FIEOFEMZRUET., £9. IXNTOBEYRIA Yy FODIP HLUISE [T/R— 64999 %#EFA] 9 ¥
R7ZIVTLZAVRANDAT I MZEBMULEYS, COFITE. ZARIPT7AYIEADRY NT—9 AT M%EER
LEUL,

ATV T 1. FMC T[A7Y o b (Objects) |>[AT7T v FEE (Object Management) |>[Ry hT—7

(Network) JICBEILET. LD [Ry bT—2%ZEM (Add Network) | D [A7 T = DB (Add
Object) |/RZ &I Vv LEXT, [&F] (Name) |, [FiBA (Description) ] [Xv bT7—% (Network) ] Z A
HAUET, IRTE (Save) |22 UV I LET,

New Network Objects

. ipaddr or ipaddr/len or
range (ipaddr-ipaddr)
a

Allow Overrides:

SBRICES
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ATV T2 [A7T Uk (Objects) |>[ATT v NEE (Object Management) | > [/R— Kk (Port) ]IC#
BLET., ALDO R—bDEM (AddPort) ] D [AT7 v hDEM (Add Object) |RYVZI Uy I LE
3. [&B1 (Name) ](C TSXP1 & ASAULTITCP] #ERL. [/R—b (Port) ]IC 1649991 &£AALET.
[fR7F (Save) 12U Vv I LET,

New Port Objects

Name: [sxp
protocol: @ TCP |0 ubp () tcMp () 1Pv6-ICMP () Other -
Port: 64999

Allow Overrides: [

ATy T3 [ATT o~ (Objects) |> ATz NEHE (Object Management) |>[7 7 tAX Y Xk
(Access List) ] > [#5& (Extended) ] ICFB8ILE 9. A LD HR7Z 7 XU X DB (Add Extended
Access List) | ARy V&7 Uv o ULET,

Overview Analysis Policies Devices

Objects AMP Deploy , System Helpv bmcgloth v

Object Management Intrusion Rules

&Network -

#port

a Interface

. Tunnel Zone

QApplicatiun Filters
% VLAN Tag
(@ URL
Geolocation
4 Variable Set
4 .gﬂ Security Intelligence
gﬁ Network Lists and Feeds
.Q DNS Lists and Feeds
@ URL Lists and Feeds
@sinknole
.. |File List
¢ Cipher Suite List
4 £] pistinguished Name
Individual Objects
%Object Groups
b L2 PKL
u'ESLA Monitor
4 | Prefix List
|5 1Pv4 Prefix List
[ 1Pv6 Prefix List
¢ff Route Map
4 LiAccess List
it Standard
AG P3

ﬁ Community List
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27y 7 4 [%F] (Name) |ZANULET, B (Add) 122 Uwo L. ZZEZXA UZRN TV NYDER%E
ML £,

MNew Extended Access List Object

Name: SXP-MD5-ACL

~ Entries

No records to display

Allow Overrides: (]

[ Save J t Caneel J

ATV 75 HIDRTY TTERUCBEYIRRY NT—0 A7 20 FZBIRL., BEVOREICETIEETT
BLUBERYNT—VICZOATI 2 b ZBMULET, R—k (Port) 19720 Uvy o LET,

Add Extended Access List Entry

Action: |J Allow ‘ - |

Logging: | Default v |

Log Level: | Informational v |

Log Interval: 300 Sec.

Available Networks ¢ @ Source Networks (1)

Destination Networks (1)
|-_¢ Search by name or value ‘ é LabIP E‘ @ LabIP
E—— .
58 IPv4-Private-10.0.0.0-8 -
@ IPv4-Private-172.16.0.0-12
@ IPv4-Private-192.168.0.0-16
% IPv4-Private-All-RFC1518
58 1PvE-IPv4-Mapped
@ IPv6-Link-Local

@ IPvE-Private-Unique-Local-Addresses

@

Add to |
Source

Add to |
Destination

Enter an IP address

| [ Add J |EnteranIP address | [ Add J

l Add J l Cancel J
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ATw 76 ERAAEERR—RDY X MM S [SXP] ZFIR L. [3E5LITIEM (Add to Destination) | &2 YU v L
9, B (Add) 22Uy o L. 7R UYURAMIVRMUERETUET,

Add Extended Access List Entry ? %
Action: o Allow -
Logging: Default A
Log Level: Infermational A
Log Interval: Sec.
Network m
Available Ports & @ Selected Source Ports (0) Selected Destination Ports (1)
4 Search by name or value | o sxe ]
& SMTP .
& sMTPS
[ I
47 sump =
B oo ! Source
,j) TCP_high_ports
& TELNET
FTFTE
& Yahoo_Messenger_Messages < Protocol v | port| || add | Pprotocol ~ | port| || Ade |
( Add E ) Cancel |

ATy T 7 [ATIxzU bk (Objects) |>[AT7T o MEE (Object Management) ] > [FlexConfig] >
[FlexConfig # 7> =¥ b (FlexConfig Object) ] ICEBEL 9., H_LD [FlexConfig A7 =¥ hDiEM (Add
FlexConfig Object) |R& >z Uy LET, [&F] (Name) | ZANLET, BEEIC tcp-map. tcp-
options. H & U class-map ZEEDFIF T,

tcp—-map SXP-MD5-OPTION-ALLOW
tcp-options md5 allow multiple

class-map SXP-MD5-CLASSMAP
match access-list Sacl

[fBA (nsert) 120Uy LT, ATy 74 THERUIIRETZ X VXM EZE#H Sacl E LTEIDYTET,
global policy-map &#FRIIRIERA 7> a v EDFIT £,

policy-map global policy
class SXP-MD5-CLASSMAP
set connection random-sequence-number disable
set connection advanced-options SXP-MD5-OPTION-ALLOW
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[{R7E (Save) 122Uy o LZET,

Edit FlexConfig Object ?7 X%

MD35-TCP-MAP-SXP

Description: Allow the MDS5 TCP option for multiple instances Disable TCP Sequence Randomization which breaks the MD5 checksum

@ Insert = I El | Show Password: v Deployment: | Everytime v | Type: |Append v

tcp-map SX D5-0OPTION-ALLOW
tcp-options 5 2llow multiple

class-map SXP-M CLASSMAP
match accessflist

policy-map global_ peclicy
class SXP-MD5-CLASSMAP

set connection random-sequence-number disable
get connection advanced-options SXP-MD5-OPTION-ALLOW

Variables

SINGLE SXP-MD5-ACL EXD_ACL:SXP-... false

Cancel

2TFv T8 Xy NT—URADTINA ZRICE L L\ FlexConfig R ¥ —&4ERELE T, [T/81 X (Devices) |>
[FlexConfig] ICT2B1LE 3. ALD [FFLWLWKRYU T — (New Policy) |/R¥VE I Uv o LET,

Overview Analysis Policies mobjects AMP
Device Management NAT VPN QoS Platform Settings FlexConfig ‘ Certificates

System Help ¥ bmcgloth v
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ATy 7 9:[4r1 (Name) ] & [5#B8 (Description) ] (E&) Z#ANLET. FEHAIEERT/\A A 55%Y
DTFINA ZAEEIRL, /R T—I(2EM (Addto Policy) | R > &2 Uy ULET, (£7F (Save) | &0 Uy

A3
New Policy ? X

MName SXP
Descrip Allow SXP through FTD
Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

2, Search by name or value é FTD-CAMP-HA ]
== FTD-CAMP-HA
L | Add to Policy |
Save | l Cancel

SBRICR?
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ZHERLEI.

Overview Analysis Policies alaWle=ts

Device Management NAT VPN

SXP

Allow SXP through FTD

Available FlexConfig &

T User Defined

| Default_Inspection_Protocal_Disable
[£] Default_Inspection_Protocol_Enable
[Z1 Eigro_Configure

[ Eigrp_Interface_Configure

™) Eigrp_unConfigure

™) Eigre_Uncenfigure_all

[[1 1515_Configure

Qos

(&) FlexConfig Object

loT Threat Defense for Manufacturing 3%t 44 K | A

Objects | AMP

Platform Settings Certificates

FlexConfig

™| Selected Prepend FlexConfigs

= # Name

O Selected Append FlexConfigs
# Name

1 MDS-TCP-MAR-SXP

2018 £5 B
Cisco TrustSec

ZATv 710 EIOAZ 2 =D SFICEER S N FlexConfig ZFERL. KHZY U v o LTRY 2 —(TEM
LEd. ALD[RE (Save) 20Uy o L. RIC[

MEDTL Ea1— (Preview Config) 122U v o LTHR

Deploy System Help v bmcgloth v

Preview Config | | & cancel |

[ Policy Assignments (1)

A7y 711 &R (Deploy) 122Uy oL, 7747 04— LICHLLWEREZA VYA M—ILLET,

INTI7AT7 74— )LZBIBT D SXP M EYICIEHR SN THEET DL DICHRDET, T TICETHINRESINTINSS
BlE. ISEICT SXPHEHIT—TILETF v I T 5 ETHEGAERTEZET,

FlexConfig @E¥AICD W\ TIE, UTESBL TS,

http://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/quide/fpmc-config-guide-

vbB2/flexconfig policies.html
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Identity Services Engine (ISE) T®D SXP 7/X\14 X EF7 DRE

E SXPEHETIE. —ADEFH SXP AE—=HA—EULTEESIN. £E5—ADETIESXP URF—ELTEESINE
¥, TNFNOETHRE—HT—BLPVRFT—OHAE U THETEDIWART—RICERET DOLARIN 55
TAATY, EEEEESDETICE>THHBTEERIN., Iy EVIIBFBREABICAE—HD—DS5URF—ICEHEEN
ia_o

DERETTIE, ISEPSN EBRA Y FIT7A T I A—IEEINT 7Y RAR—VBIT SXP 2FKEITEZRIXN FFU
T4x%7w&ﬁmbi¢ TINA B D SXP OBR%EFRET DA ETIE. BRARICEREI ANEELPTL.
IW—THEZZAEMENHDET,

Cisco ISE [CIBIEH D SXP E7 FINA4 A&ZKRRT BICIE. [T—7 45— (Work Centers) ] > [TrustSec] >
[SXP] > [SXP 7 /X4 X (SXP Devices) | DIBICEIRLET., SXP 2#FERAL TEEIT DRy N T—2 F/\/4 X% ISE
[CEMUET.

27y T 1 ISET[T7—o >4 — (Work Centers) | > [TrustSec] > [SXP] > [SXP /N4 X (SXP Devices) ]
[CEBHLET,

"deeh Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access » Guest Access | * TrustSec l » BYOD » Profiler » Posture » Device Administration » PassivelD

» Overview  » Components » TrustSec Policy  Palicy Setsb Troubleshoot  Reports  » Settings

I SXP Devices SXP Devices

. 0 Selected Row
All SXP Mappings

2 Refresf I Trashv & Edit  Assign SXP Domain

Name ) IP Address Status Peer Role Passw... Nego

S-CAMP-4 10.9.255.20 PENDING_ON  BOTH DEFAULT

IE4K-CAMP-1 10.9.255.16 ON BOTH DEFAULT V4
ISASK-CAMP-1  10.9.96.115 ON LISTENER DEFAULT V3
S-CAMP-8 10925519 ON BOTH DEFAULT V4
IESK-CAMP-1 10925518 ON BOTH DEFAULT V4
S-CAMP-2 10.9.96.105 ON BOTH DEFAULT V4
ASAV-VPN 10.9.30.10 ON LISTENER DEFAULT V3
IE4K-CAMP-2 10925517 ON BOTH DEFAULT V4
S-CAMP-5 10.9.255:21 ON BOTH DEFAULT V4
R-CAMP-2 10.9.255.33 ON LISTENER DEFAULT V4
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pran

WHIST 2Ry NT—0 FINA R SXP BENXLRESNTLRWNEE., RT7—% (&
PENDING_ON ERTRENEY, BOTHEZHR—MLTWEWRA Yy FOET7 O—)LIF,
LISTENER (CERET BZWMELAH D E T,

A7y 7 2: UXbDOLEERICHS BEM (Add) | RY>vZ=2s )y I LETY.

ATy 7T 3:SXP ZfEAUTISE [CERIZB2ERAA Y F I T 747 I4—)LD [£F] (name) |. [P 7KL

Z (IP Address) ]. [EBO—JL (PeerRole) . [#&#t PSN (Connected PSNs) . 8KV [/{XAT—Fk
(Password) | Z# AN ULZEY . [{RF (Save) 120Uy LET,

SXFP Devices = SXP Connection

» Upload from a CSV file

~ Add Single Device

Input fields marked with an asterisk (*) are required.

name IE4K-CAMP-1

IP Address * 10.9.255.16

Peer Role * BOTH

Connected PSNs ™ [ «15E20 |

SXP Domain* | default -
Status * Enabled -

Password Type * DEFAULT M

Paszsword

Version * V4

» Advanced Settings
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pran

TINA RS EICERB/NRAT—RZFRATZR00DIC. SXP7O—/L T4 KRT—FR
ZIEETEET., /O0—/NL NRT—REZRET B2 [7—27 5 — (Work Centers) | >
[TrustSec] > [B8E (Settings) ]>[SXP s8E (SXP Settings) ] ICFE&IL £

FINA AN [EF7ZO—)L (PeerRole) ] ® [BOTH] ZHR— bk L TWARWMESE, ISE TT/NA R
D [E7O—)JL (PeerRole) ] % [LISTENER] [CEREL 9.

XY RT=UDESXP RAYTF. =59, BLVT 74704l TINSDFIEZEDELET,

2y kT—2 FINA4 ZTD Cisco TrustSec & SXP DRFE

BUTIC, SXP ZBRICU. ISEPSN (RE—H—) ERAMYFEIFEASA (VRF—) BD SXP E7 R ZH/ET 5/
EDFERLET,

ATw 71 ISE TRELEIT>CPAC 7 71 ILEERNS B & EIERT S, DX A v Fd Cisco TrustSec 7
INAZADBLVNRRT—REIEELEFT, TONRT—KEDIFE, BIORTY T TIEELLISEXY NT—2
FNAABREE—RIDIVELAHDET, THNAADIAIYVRKR SAVT., ROLDICAALET,

switch# cts credentials id {switch ID} password Ciscol23

JE:

X1 yvFDID /X T—KRIE, ISE TrustSec THREL/ZELDOERIUICHRD LSICLTLE
IR

ATV T2 ET7OEGEREITHEIIC. AV T74F¥alL—3y E—RT Cisco TrustSec SXP =HRIC
Lxd,

cts sxp enable

ATFYT 3 RANTZ9F4RELT, FETP7ZRLREEEL. TIAILE XRRXAT—RKEZRELET,

cts sxp default source-ip {loopback or interface IP}
cts sxp default password Ciscol23

JE:

T7AILEDSXPEETIP 7RLADNRESINTEST ., M DEHRD SXPEETF KL R
MIEESh TWRLZH. Cisco TrustSec V7 bz 7 IFBEFEOO—AILIP 7KL ZH 5
SXPEETTIP 7RLAZHMEBLET. SXPEETT7ZRL AL, R4 v FHhSHAINS
TCP T LICERBIZENHDET,
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ATFY T 4 ISEPSNAD SXP E7#EHGAZRELE T, T/NA ANET7 E—RD BOTH #HAR—rL TR
BEF. UTICRTLDICET % SPEAKER ICERELEX Y. Thid. NT 7Y RZAR—F/EHEFNRD ISE Al

HB13% SXP DRETEIC—HMLET.

cts sxp connection peer ISEPSN password default mode peer both or
cts sxp connection peer ISEPSN password default mode peer speaker

ATV 75 SXP I IS NI EEER LT,

show cts sxp connections

INICED, SXP DRT—% R EEHDFMIEHRIRRSINE T,

IE4K-CAMP-2#sh cts sxp connections

SXP : Enabled

Highest Version Supported: 4

Default Password : Set

Default Source IP: 10.9.255.17
Connection retry open period: 120 secs
Reconcile period: 120 secs
Retry open timer is not running

Peer-Sequence traverse limit for export: Not Set

Peer-Sequence traverse limit for import: Not Set ---——---------———————
Peer IP : 10.9.10.51

Source IP : 10.9.255.17

Conn status : On (Speaker) :: On (Listener)

Conn version : 4

Conn capability : IPv4-IPv6-Subnet Speaker Conn hold time : 120 seconds
Listener Conn hold time : 120 seconds

Local mode : Both

Connection inst# : 1

TCP conn fd : 1 (Speaker) 2 (Listener)

TCP conn password: default SXP password

Keepalive timer is running

Duration since last state change: 19:03:19:52 (dd:hr:mm:sec) :: 19:03:19:28

(dd:hr:mm:sec)

Total num of SXP Connections = 1

TrustSec ®F XA b OV K

SHEXKI

&l

il

show cts environment-data
show cts pac
show cts sxp sgt-map brief

%
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Cisco TrustSec [T & %7 7 R FfHOBML

THBARTIE., Purdue EFILDLAY 1 LV 2 0EIILRECILEICHS 0T VAT AZRET DIHICEIT AV FT—
23 vIC TrustSec ZFEAT B &N, BRI VLAN DAYy RICRDZOZX MIEREREICEBN-FEREBD XS, &
EZIE IRTOTFT/INAZAHNEUL VLAN £IZHD. BUH TRy NTEMP 7RLy Y VI 2ERAT2E—DEILDT
Fy bk Xy bNT—=TF, TrustSec DEFaVFT4 FI—T HT7ER 15 [TRT ISE TRES W ZRU V—%&FEHL T
STERICETAVNMETEET,

15: 7o Z2&#D =D TrustSec 7R > —

eLITUF V-

Production Matrix [= Popusied ool € f@,
Sednt opadd Moo = Q) Depioy | @ Montor Al-Off @oimport Gobwort B view v Show| 1aT Segmentation -
Destination » E E o g‘ -

¥ z z
i 8 5 & 5

Source » @ & &

() ContractorsSGT

HO005

i JT_Control_Mig

50019

e 1OT_Monitor_Mfg

Z6/001A

UTOREICED. A v FICT7 I R FHOKEZEBML 9,

ATFYT1:IRTODRY NT—IBEDY—EREKR(IC RADIUS SRA] 2 AT DL DICAA vy FERTELET
(ISETI—T1E. CDHA RDEPRDEY & 3 Y TEREHTTY) .

aaa authorization network cts-list group ISE

ATy 7 2 cts BAJIC TrustSec AAA H— /N T IL—T%2IEEL T,

cts authorization list cts-1list

ATYT 3 AAYFNNT T4 v U IfERT S SCGT #B8ELE T,

cts sgt 2
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Z2Fy T4 TO—)ULB LU VLAN ST EICO—IR—RDOF7 7 R&EHEBHICLET,

cts role-based enforcement
cts role-based enforcement vlan-list 115-117

EERA—TRY M XA Y FODIEAK B KU IESK D TrustSec ([CL 277 & AFIEIE, BEIEEHGET /N4 X EZERICE
FEIN STGBEHREZEL /NI Y MIHUTOIHEREL XTI, ZDEHIE. SXP TEBULAEIYYEY T ZIhsDT oY
N7A—ATOT7 7 AFIEICERTERWHTY., TIBOTIINSLUOEILBOBEEZ T AV MET BICFH. 1V
TAV XV TEYR—FNTBLIICAA Y FZREL. BEESDICTVCAGEZ#ESEZ2VENHD FT,
PYTAN)I—=AFRETDVAN)—LADBEBERA Y FRP T 7AT7 I A—ILISINEDRA v FITEESIND/NT Y
NCHTEMIFTZEICED,. BIENBRT7 7 RFHERIBTEEI, A1V IAY XV ITZFNTTBICE. £TIP
IW—T A4 VT =BT 2REIHD XY,

ATFYvT5~10TlE, BEERA—HYXY M XA vF& CiscoCatalyst ALY FTAVTIAY XV ITHHMITBH
EEFBALED,

ATV T 5 24y FTr/AO—=/NLICI—TFT 4 728 LET (LANBase BStD Y 7 ko 7 HNE)

IE4K-CAMP-2 (config) #ip routing

ATYT 6 RAYVFAVI—T A ATAVIAY IFVTZ2BMICT BHIIC. SDM E— K% [lrouting]
ZTEITHZNELHNDET, showsdm prefer AVY REFEALUTIREDE—REERLET,

IE4K-CAMP-2#sh sdm prefer

The current template is "default" template.

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 16K
number of IPv4 IGMP groups + multicast routes: 1K
number of IPv4 unicast routes: 18K
number of directly-connected IPv4 hosts: 16K
number of indirect IPv4 routes:
number of IPv6 multicast groups:
number of IPv6 unicast routes:
number of directly-connected IPv6 addresses:
number of indirect IPv6 unicast routes:
number of IPv4 policy based routing aces:
number of IPv4/MAC gos aces:
number of IPv4/MAC security aces:
number of IPv6 policy based routing aces:
number of IPv6 gos aces:
number of IPv6 security aces:

o N
=

.125k
.875k
.875k

ool N eoloNoNe]

AT 7 :SDM E—RAH Trouting] [CERESNTVWRWNMGEEOIY 74 FaLl—Y3y E=RICAD, XD
J0O—/0L AV REANLET,

sdm prefer routing
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Cisco TrustSec

CHOARY REANTDE, ROBHNEZELET,

Changes to the running SDM preferences have been stored, but cannot take
effect until the next reload.
Use 'show sdm prefer' to see what SDM preference is currently active.

ATV T8 A4V FDEREEZREL. A/ vy FZ2UO—-KULZET,

#Copy running-config startup-config
#reload

2T T 9 R4 yFM)O—REhiE, 7T IVVINDFEOD TrustSec ¥ ¥V 7 2#BHICLET, FH
L7z SGT O=EEBMICL (F7AIN)  RBBRNZ T4 v I ICEEREZLFD SGT Z#FFTY I HIFLTEE
Uiy IftZ=n/)ry &2 EBLET,

interface GigabitEthernetl/16
cts manual

propagate sgt

policy static sgt 37 trusted

DT —RD Ttrusted] F, A VY5 —T A XA LEDAN S T4 v o T T2 EEEZLTEVWIRVWI EZRL
9.

JE:
ISE Tld. VAT ARZBENT ZRIEEENH B Y TRUNT T4 v I ZHBANT Bz D SGT
HERN S BB HD XTI,

A4V XV T %{THBEIE. OTHER_UNTAGGED b5 74 v 7D SGT #1ELET. Cflnsy S
37 &, ISE 7— LA SEMICEID Y TS5NE LT, ISE T[T7—2 1% — (Work Centers) ]> [TrustSec] > [3
VR—x Yk (Components) |>[tF2UF 42 I)L—7 (Security Groups) ] ICBBEIL. FiLWLWEF2 VT4
TJI—T%ZEMULET,

AT w 710 : TrustSec IC & 277 A&EIZ. 10T TNA ADEHRSNZXA v FOHEAR— N TIThhs7:
H., A4 VFEELOCT YTV IDRNT VT R=—bDA VI =T 24 ATET7 7 L XFEEENICT ZHEH
HHFI, TEEIC. O=ILR=—RDT7 7 XHlHE=EMNCT BHERUET,

interface GigabitEthernetl/16

switchport trunk allowed vlan 115-117
switchport mode trunk

ip flow monitor StealthWatch Monitor input
cts manual

propagate sgt

policy static sgt 37 trusted

no cts role-based enforcement
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TrustSec DM Z 7NV a—F7q« v A VKR

show cts interface brief

show cts sxp sgt-map brief

show cts role-based counters

show cts role-based permissions

show cts role-based sgt-map all

cts refresh policy

cts refresh environment-data

show authentication interface gigabitEthernet 2/1
show mab interface gigabitEthernet 2/1 details

FOMDOANILFITDNTIE, TrustSec NS TN a—FT4 VT H4 RESBLTLLIES W,

https://communities.cisco.com/docs/DOC-69479
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Cisco TrustSec Cisco Firepower Next-Generation Firewall (NGFW) R & —

Firepower M7R 1) & —[&. Industrial DMZ AD 7 O—¢& Industrial DMZ 5D 70—, LTI/ ZVT V—=VED 7T
O—%#EL £ 9, Purdue LXJL 3 U E (2% Y —> & Industrial DMZ) Tld. Firepower 2100 $ &£ 4100 ¥ —X
DNEIRXRZRDINRTOFRNICOI-2LBHEZRHEL I T, DL BBEBEERIE T ISA 3000 > ASA 5506H 2 &
DT N4 2% FRAT 2HEE. Purdue LRIV 3T (BILDEREF2UT4) ARETY,

Firepower Management Center (&, Rapid Threat Containment £33t H 4 RICE>TA VA M—ILEBREEZTVET, &
DHARICIEFE. A1 YVAM=ILA S ISE ITRS pxGrid #IE#EGDENL EFTOFEHEEH I N TWES, SRDAI VYA M=ILE
TANMNCELUTIE. BEELIHEORDLDICRRIFAZA VAN —=ILLUTERLUE L.

Rapid Threat Containment M 474 K[Z 2\ T4 http://cisco.com/go/rtc Z. ZFDhd Firepower & ISE DA KIZTD LN
T IF https://communities.cisco.com/docs/DOC-68292 #EBB L TL 2E L,

COYYTILDORY U—TlF, EEERFEER) Y —TT7OvIIhTWSATIY (Fvyv7)l. EZY—E7. <)L
DT, I\vFVYT) BERE IRTOAVI—FXY M URLICTZIVERATEET, YATANREE S NIZREEICKR S
& BEYR—N Y4~ Tcleanme.cisco-x.com] ND#EHEZRS., INXTDT7 T MNTY R Web #EENAT7Ov I SN
iﬂ_o

pxCGrid (C&D. T T4 v I DEEFETELTSGT Z2FAL. XY MT—UPTNAADIP 7 RLAZIEES 20 EZ
B ULTRYY—ZKIBICRERILTEET,

ZIT. 10T FIA RIS HTTP £/E HTTPS ZNLTY SV RADERET—% LA JICTL AN DXEZFAT S
I—ILEEmLE.

Firepower Management Center Tl&. [/RU ¥ — (Policies) 1> [72tXJ¥ tO—JL (Access Control) 1> [7Zt X
Jv kO—JLRY ¥ — (Access Control Policy) 1> [F7 #JL b (Default) ] #ZIRL TRHR T 74 7 oA=L E LV
R IPS ORY O—%RELET,

ATy 71 BGAIOMETA IV E )y LTEREDORY V—%iRET S, HiLLWRY V—ZERLET,

Overview Analysis m Devices Objects Deploy . System Helpv bmcgloth v

Access Control pJAccess Control Network Discovery Application Detectors Correlation Actions ¥

Object Management Intrusion Network Analysis Policy DNS Import/Export
) New Policy

Access Control Policy Status Last Modified

Default Targeting 1 devices. 2017-11-01 07:08:54 I ]
Default Up-to-date on all targeted devices Modified by "Firepower System" gt
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ATV T2 RUY— IIL—ILDLEERICH S [J)L—ILDENM (AddRule) Ry >z Uy I LET,

Overview Analysis IiJI{EEN Devices Objects AMP yeploy ) n Help v bmcgloth v
Access Control » Access Control | Network Discovery  Application Detectors ~ Correlation  Actions ¥
Default [S] L€ cancal |
Default
Prefilter Policy: Default Prefilter Poli SSL Policy: None Identity Policy: ISE

Tz Inheritance Settings | [ Policy Assignments (1)

m Security Intelligence  HTTP Responses  Advanced —

#h Filter by Device () Add Categ @ Add Rule | Searfh Rules ®

w Mandatory - Default (1-4)

1 Weniter_for_unqurantine any vy any any any any any any T e e e @l Quarantined_Syst. o Allow AEEo S8
2 Quarantine_Block Any Any Any Any Any Any Any Any ﬁ:ggs Any @ Quarantined_Syst ¥ Block REEHo L&
® Gambling (Any Reputation) a
® Peer to Peer (Any Reputation @ EmployeesSGT -
3 BlockURLs: Any Any Any Any Any Any Any Any Any ® Malware Sites (Any Reputati .;I Contractors ¥ Block Bk & @
™ Hacking (Any Reputation) gl Developers
(2 more...)

P @ EmployeesSGT sl
4 HTTP Checks Any Any Any Any Any Any Any Any % brTes Any @' Contractors o Allow O ataRBoe L8
@' Developers

w Default - Default (5-8)

% inside % inside =) . o ) 5

s Allow Internal % outside 8 outside & Labip & Lab1p Any Any Any Any Any Any Any  Allow A 0o &8

3 pingtest Any Any Any Any Any Any Any Any & ICMP (1) Any Any + Allow fHEEBoe L6
& TCP (8):25

7 eMAIL In Any Any Any 5 10.9.102.31 Any Any Any Any & TCP (6):465 Any Any o Allow CR ] o &L
 TCP (6):993

. . : . ; ) ) £ TCP (625, i =

. 5 7 7 7 > 7 i 7 > 2
&  eMAILOut Any Any S10.9.102.3 Any Any Any Any Any B TCh (oyraes A Any  Allow Aty Jo &£ 8

Default Action Access Control: Block All Traffic v u

ATV T3 oD PITNERIZANL. L—ILZ2BAT 25 EsEAR— b Z2iBELE T,

? %
Enabled Insert _:beluw rule v |
Zones  MNetworks  VLAN Tags Users  Applications m URLs  SGT/ISE Attributes Inspection Logging Comments
Available Ports & @ Selected Source Ports (0] Selected Destination Ports (2)
| 2, Search by name or value | any (}3’ HTTP @
&7 noL - & HTTPS ]

@‘P Bittorrent
&7 DNS_over_TCP

#° NFSD-TCP v Protocal | TCP (6] ¥ Pu-r't Add ] Praotocol | v | Port | Enter a port|| Add

Add || cancel |
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ATy 7 4 URLZAAL, Ry I XDHEICHS EM (Add) |22 Vv I LETY.

Add Rule ? X

Name | IoT Telemetry Enabled Insert | below rule hd 4
Action |« Allow v IR |
Zones  MNetworks  WLAN Tags Users  Applications  Ports SGT/ISE Attributes Inspection Logging  Comments
Categories and URLs & (@] Selected URLs (1)
| | () datalake.cisco-x.com ]

Category URLs

# Any (Except Uncategorized) ad

= Uncategorized

® Abortion

® Abused Drugs

® adult and Pornography
® Alcohol and Tobacco

® Auctions

® Bot Nets

w datalake.cisco-x.com

[_ Add || Cancel |

B Business and Economy

ATYT 5 TLAMN)EEETZRENHDT/NA XD SCGT 7 IL—TZERLET,

Add Rule ? %

Name | IoT Telemetry Enabled Insert |below rule v 4
Action |+* Allow v 1 48 T3
Zones Networks VLAN Tags Users Applications Ports URLs e 3 Naiglilli (=13 Inspection Logging  Comments
Available Attributes & Available Metadata & Selected Source Metadata (1)
-, Search by name or value | | -4, Search by name or value | @ IoT_DeviceSGT @

@ [oT_Building_Lightning_Sys -

& Device tvpe -
B Location IP

gl Slding Sec Camera

'. g._S ys
IoT_Health_Interactive_Sys
IoT_Health_Mon_Svys
1oT_Health_Recording_Svys
IoT_Manufacturing_Contorl_Sys
IoT_Manufacturing_Monitor_Sys

loT_Transportation_Control_Sys v Add a Location IP Address | | Add J

Add | | Cancel |

rEEOTEXF2 VT JIL—T 57 VXN CHZDERARERAY T—5E, pxGrid ZBL T ISE MSES SN E
9, pxGrid DA VYA M—ILFIBICDWNTIE. UTDOHA RESBLTLLZE,

e Rapid Threat Containment §%5+774 K : https://communities.cisco.com/docs/DOC-68293
e pxGrid T Firepower & ISE Z#i&9 % 47% : https://communities.cisco.com/docs/DOC-70354
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A7y 76 AF v ITEBMICL. REMNTT LIS BEM (Add) 127Uy o LET.

anl

Add Rule X

MName |IUT Telemetry | Enabled Insert | below rule R4 4
Action |« Allow > 1 28 T3 J;f
Zones  Metworks  VLAN Tags Users  Applications Ports URLs  SGT/ISE Attributes Inspection WELGTTE  Comments

og at Beginning of Connection

og at End of Connection

T snMP Trap -

Add Cancel |

ATFY T 7 ITRTDIL—ILMEME N5, [{RTFE (Save) | & BB (Deploy) 122U v LTIL—IL&EEE
LY,

System Help v bmcgloth

Cancel |

A7V 78 INTRAIFTET TY.

Overview Analysis [LEIISERl Devices Objects | AMP

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

Default
Default Policy Pre-Deployment.
Pre-deploy Global Configuration Generation.
prefilter Policy: Default Prefilter Polic, SSL Policy: None Identity Policy: ISE = n
Policy Pre-Deployment
B2 seouity inteligence HTTP Responses _ Advanced Configuration for FTD-CAMP-H.
# Filter by Device © Add Category.
Source | Dest  Source  Dest
*  Name Zones  zomes  Networks Networks  VIANTags  Users  Applications Source Ports DestPorts  URLs 15€/5GT ~
w Mandatory - Default (1-5)
# TR © wanw.cisco.com . - )
1 Moniter_for_Unqurantine S s & oo com & Quarantined_syst « Allo, A Do &8
p HTTe ~ :
2 Quarantine_Block % s @ Quarantined_syst 3¢ Block Az Bo LB
* Gambling (Any Reputation)
2 Peer to Peer (Any Reputatior @ EmployeesSGT -
3 Blockurls * Halware Sites (Any Reputati &' Contractors X Block AamBo LB
('Hackmg)(Arw Reputation) gl Developers
2 more..

D & Employecssar i
4 HTTP Checks s & Contractors o Allow I DA Bo S8
@ Developers

#HTTR
5 IoTTelemetry % imes

~ Default - Default (6-9)

© datalake.cisco-x.com @ 107 _DeviceseT o Allow e Eo L8

% inside % inside @ ow 2 -
6 Allow Internal % oureide % oureide B LabIP 2 Labip Al 3ty o &8
7 pingtest i 1cMP (2) o Allow inBo 28
& TCP (6):25 N
8  emalLIn 2 105.102.31 £ TCP (6):465 o Allow BAaljo FH
P (5):383
s emarou 21051023 LleEn o Allow a0 £ 8

Default Action Access Control: Block All Traffic 3]
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AR{E & i

W OF B W @ @& @

#FAHR 70— SH,»F Yoz EREH DNS D
S j i

L s S TFalFqa

Siemens

Cisco Stealthwatch

Cisco Stealthwatch [dx v b7 —2o %2t >t — (NaaS) I[CEZZ. XA v F LD NetFlow & sFlow, JL—%., LV T 7
A7 4= LD IPFIX #ERAT B EICED. XY NT—U TENOBHEZIRMHELUE I, pxGrid % ISE [THET S
ZEICED., WBEZREEL THRIER 0T T/\1 A %ZRETEZET,

NetFlow (. B 16 ICRI LDICRY b T—0 LD TBE] ICDOVWTHHATZAYT—F THMINET. T
Xy hT7—UBE. BENMITONIYAIVTICHET ZEHR. BEOMERE. BLMERAIN/7OMIIICETSE
BRTLAMNYDEHEINEENTWNET, NetFlow [, Ry N T7—0Zz@E8T 2 70—%2R[R{ILTDEEHIC. BER
XY RNT—OBREELIUEF 212U T REBEZIRELET,

16 : NetFlow L O—RK
TNA REESENHAVY R

EETT

NetFlow L J— K

RIETLIP 7 KL R /////
FHERIPFRLZR

EfETAR—k

FESEAR— b

L14v¥3Z7aOkral

i Stealthwatch Stealthwatch
(FofthofsiH...) aLo# Management Center

Stealthwatch (&, XY b T—=J(CHBF2ET /N1 ADEME. IRXTORY N T—U#FfHR. 1 V5 —7 x4 ADFEAE,
BLUOENRBRRY N T—0 RTA—IVRAICEATDUTZILIA LDFTRERMELE T, /o 0T DET7Y—ET7 T
Wox7%FUDHETEH. SERITFRIANILOYY VEBEZARIELTEET., BEOHD P2P FZ 74y IlE. OV
YR ZYR ayhO—)L Y—/NICEERMITOSNEHD P 7 RLZAERA MDY X MIKET ZERODT7 7O—F T
BRELTT7AOv Y3200 RETT., ZEHHEOCF 2V TAHNVRETIN, SEIEREHRRA Y MEBFERRI MNLE
HAEDLEDIETREINZBEHREANMUTCERTCENIE. ERICETZ2EBRREZITOLHOMICIERNAEREDLES
nxdg,
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fcl Z2IiE, DOSKBEFTNAZADYY —Z&2FWRKZES5ELET, ThoDENERBEYY—XE. Ry NT—0%F
BIEROBELHNIE, WEBEAPARL—FT 4 VT YATADT—9EEDIEELH N ET, DDoS B %EHIAT BI(C
Hich., BEEOHDIWBELIEYT. 1 —HFICHIT 2 —ERIEETD-HUNEREDN T T4 v I EEMTERY NT—2
HBELEY,

WBEHX, IOUEKEBXY NT—U%BEITZHICRY NT—0 LOMEER 0T T4 ZERBDIFHUET. fFEH
RANIEBE., VAIILAGRKRY 7RI 72RITLTVRBRVA, WY TR 7ERITLTWSD, BYIC/Cy FHE
FAEnhTWEEA. 2D, FEERI ML EEEZFALTENRSDRAMITZ IV ERT2HEEICEAINTL
FOWEYT, KDRTFTYTELT, BABIKEXY NT—VDREEZFARAMIKEY—ILEZA VA M—=ILULET,
CDESBHBY I EEITLTVWERAMNIVVEEHETh, HKBEOFIEHT TCHODLINEEIHNIZ LN TEE
9. <DV VEF., —KEBLOTVWOWDBERZAAL X, WAN OFEHEEF. R MIDOEM. $L U UDP X
Ty hoEMINIThE, BEZZFHEBICEEL TRS5h 248 TY,

Stealthwatch (&, DNS H—/\P 77U T — 3y H—N\%ZERE L. DNS [TIREFET 2D R T ATEEZREIETCE
HEEADITIWEN S T4 v I ERHEUET, Stealthwatch TIEZRITE IV TFFA S LU T7O—BHRICED <
94 ZBZ A7 TV XAZFERLUTCEBEZRHL., BEITHIENTRETT., D7 LTV XAFEERHICE
AEInhZxzd., AIXVNETZI—AATTVICTA—REINERTEEYT, —OLEFa2 V710 AXVNE ZhBHERTY
T—ATERTBENARETYT, 7 T7—AICED. PT7—A T—TILTOEHY SIEM [C T B syslog Xy tz—I DA
BEWSTBET 20N ZITO I ENTEET,

Cisco Stealthwatch (& Network as a Sensor @& X MREEZEH T4 > (CVD) H4 RZEFERAL THE SN, pxGrid (&
CAR—ZADIIAZE#FEAL T ISE L BETESLDICHRESNFE L.

Cisco Network as a Sensor MF&EtH1 RICDWTIE, UTESBLTLLESE LY,

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Feb2017/CVD-NaaS-Stealthwatch-SILN-Threat-Visibility-
Defense-Dep-Feb17.pdf

Stealthwatch D4 Y X b —JL H4 RICDWTIE, UTESBLTLEE L,

https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/management console/virtual/installation/quide/SVV
6 9 0 SMC VE and Flow Collector VE Installation and Configuration DV 1 4.pdf

SBHRICRS
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https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/management_console/virtual/installation/guide/SW_6_9_0_SMC_VE_and_Flow_Collector_VE_Installation_and_Configuration_DV_1_4.pdf
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Xy ~T—=2 TINA ZIZET S NetFlow TV Z/R— b~ DFML

ZDHA RTIE, CPWE FH A V4 RTHIFAENS loT *v b T—2 72Ut X 7/\4 X & Cisco Catalyst 3650/3850 T
NetFlow ZBMICT 7%, H &£ U Industrial Ethernet 4000/5000 X v F T NetFlow Lite ZBXICT B EICD LN TERRA
LE9. ISA3000 (ASA &) —X) Tld. NetFlow TlE# < Network Secure Event Logging (NSEL) Z={FRUL X9,

DT INA AT NetFlow ZB®ICT 2AHEICDLTIE. NetFlow DFREICEE T % Stealthwatch @ Wiki R—
(https://www.cisco.com/c/ja_jp/products/security/stealthwatch/index.html) ZZB L TL 723 LY,

XYy NT—2 X4 v FD NetFlow

24 Y FPI)IL—% T NetFlow ZBICT BICIE. 7O— LOA—K, 70— I AR—4%,. LU0 70— EZF WD
3DODBENVETYT, 3DIRTODIAVR—RY MNDREHNT T LIS, L2/L3 /R—Kk. VLAN, WLAN (SSID) % &
DEBREIZIIERA VI —T A RCT70— T4 2EBALET,

70— L3—K

70— L3d—RlE 70—RONTy M T7O—CEICWNESNDZ AT VIDT A TRE, NetFlow O 7Ot X TYNE
THEREEELET., hRAYA 70— LO—K(E, FHE NetFlow LA—RICEDHD T4 —)LRKEY XD FINA RIC
T2 5—ED match 8LV collect ARV REIEELE T,

match 74 —JLRIE., 7O0—D—BUZRET Z-HICHFERAINEEZEKXKTSF— 74 —I)LRTY, collect 74—
IWRIEE, LAR=MESDIHICOAL VYRR T DL - RICEETNZEMEHRTI., 70— LI—R
T BEEF. TNARICAD (AA) « FETNAZANSHTIT (BA) sXTO7O0—-F—% b5 T4V
JHERTELOITINA RICHRLUET,

AvI74Fal—yay E—RTE., BYRA Yy —7 24 XA Y REFRALTARA 70— La—REERL
F 9., "match interface output" & "match interface output" (. A7 0— L IO— KR TRETEFEEFA, £/, ALY
O— LI—RTEE AVI—T A RADANEA VI =T 24 AOBNOMAIFFR—rSIhFHA, 12070— L
Od—RTIE. match LU collect BERICHLT 1 2D1 vy —7 4 XAAM (input/output) 7213 %8 ELE T,

CDFRFEICIE. Stealthwatch TWEL7O— LO—K 74 —JILREFTHL, A7Yyayor70—-Ld—K 74—)L
REEFENTWET,

IRTDTINAAD, INSDATYaVIRTORELEEFEEHR—MLTWVWSDIFTESLD TEA.

27w 71 ANALO—RE2ERLET,

flow record StealthWatch-Record-IN

description NetFlow record to StealthWatch

match datalink mac source address input

match datalink mac destination address input

match ipv4 tos

match ipv4 ttl

match ipv4 protocol

match ipv4 source address

match ipvé4 destination address

match transport source-port

match transport destination-port

match interface input

match flow direction

match flow cts source group-tag

match flow cts destination group-tag
SHXICR%
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collect transport tcp flags
collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

ATy 72 AL I—REERLET,

flow record StealthWatch-Record-OUT
description NetFlow record to StealthWatch
match datalink mac source address output
match datalink mac destination address output
match ipv4 tos

match ipv4d ttl

match ipv4 protocol

match ipv4 source address

match ipv4 destination address

match transport source-port

match transport destination-port

match interface output

match flow direction

match flow cts source group-tag

match flow cts destination group-tag
collect transport tcp flags

collect counter bytes long

collect counter packets long

collect timestamp absolute first

collect timestamp absolute last

ZRTRE I3 Cisco Industrial Ethernet 24w Fld, XDOL I—RKREBERXEZ=HR—MLEHA.

match ipv4 ttl

match flow direction

match flow cts source group-tag
match flow cts destination group-tag

SEIC. IMARIVYT AT 3yTlE. ROLHRBROEIHIEREINET,

collect timestamp sys-uptime first
collect timestamp sys-uptime last

XYy RT—0 PRLAZHAERTI ST/ RICEALTIE, ROOYY RZEMULTENSDEBEREBIFLE T,

ip nat log translations flow-export v9 udp destination 10.9.10.32 2055

VLAN [EEREWNET 27=HIC. /VIL—FTIRAVI—T A XD LI—RITEET match A7— XAV %
BMTEEY,

match datalink vlan input/output

SBRICR%
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70— I AKR—%

70— IV ZAR=%FE, NetFlow (70— LO—FK) OXEHEMEEREAEEZEELITT., ERICIE. 70— U X
AR—FF70— AL IYDIP7RLAER—MEBHRELTEELET, DT —RXTIE, Stealthwatch 7O— L
I WEHEICHE>TWET,

ATy 7 3: 70— TV RAR—Y=EMLET,

flow exporter StealthWatch-Exporter
description StealthWatch Flow Exporter
source Loopback0

destination 10.9.10.32

transport udp 2055

option application-table

JO0— E=4

70— FZF &, NetFlow Fv v a2 F@FFvr v aIR®REINTVWSRBERICOVWTHALET., /. 70— =
., 70— LOA—RETJO—IVRR=FZV VoI EFET., 70— FZHICE IVAR=MDITAII—, F¥ v
adHA X, BLUOBEICIHLT, XTIy OBy TUVT L—k (7T EnT NetFlow ¥ sFlow) 7RED
SEIFERBFvYIVAFENETINET., XY NT—T NI T4 v AV A TINA AZ@ERT 5EE. 7 O—(FHkR
BIICER S NBIFE NE T, 7O—HHIRYINICAR S &, NetFlow F+ v ¥ 2 h 5 Stealthwatch 7O— AL 2% ICT s
AR—=REINFET., 7JO-DIREDOREICHOIE>TIHET I T4 T DIFE (LEAE F:ILWTy MAT7O—-TRESN
TWRWEGS) . £EE7O-DEREEGRLTED (FIVTA4TRIKET) . 79747 94—ELDERERL
TWBEHE (&zxE BREOFTP 47y O—RMYThhTWAIEE) . 7O0—EI T AR—FDOEFEHITETNE
9, JO0-—NDFET70 T4 THEBEERLTVWEINEINEIBETDIAII—DHDET,

AT 7T 4. LO—RETVAR—FZFERBLULTARN7O0— EZ5ZERRLET,

flow monitor StealthWatch-Monitor-IN
description StealthWatch Ingress Flow Monitor
exporter StealthWatch-Exporter

cache timeout active 30

cache timeout inactive 30

record StealthWatch-Record-IN

flow monitor StealthWatch-Monitor-OUT
description StealthWatch Egress Flow Monitor
exporter StealthWatch-Exporter

cache timeout active 30

cache timeout inactive 30

record StealthWatch-Record-OUT

70— B9 &ERMRLES, SESTERBRTNARADAVI—T A RTEATEEY, xRy NT7—270D ROV EERH
LizhwoO—BHRICED, AHWETEZY. BAEZY, FHLERAOEZ Y2 BRTEEY,
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ATV T 5 YT BIAVIY—T A RICT70— EZ4=EBAHALET,

interface range GigabitEthernetl/1-16
ip flow monitor StealthWatch-Monitor-IN input
ip flow monitor StealthWatch-Monitor-OUT output

NN a—FT4v7 OAXRVR

24 YFHSE NetFlow T—F DR T TN a—T4 VT %iT>1=D. NetFlow T—7 2R RULED T B/=HD show H
LU clear AR Y RAWNWKDARHESNRTWE YT, UTORIEIAT Y RIE, A (IN) 7O0—=(CFERALET. chsod
TV RIEHA (OUT) S 74 v I TEDIRT ZEDAIEETT,

NetFlow ¥ —# &R RI 5 ITY K :

show flow record StealthWatch-Record-IN

show flow monitor StealthWatch-Monitor-IN statistics
show flow monitor StealthWatch-Monitor-IN cache

show flow exporter StealthWatch-Exporter statistics

NetFlow 7 —%# Uty hg 5TV K :

clear flow record StealthWatch-Record-IN

clear flow monitor StealthWatch-Monitor-IN statistics
clear flow monitor StealthWatch-Monitor-IN cache
clear flow exporter StealthWatch-Exporter statistics

XY NT—2 FI)INA 2D SNMP

3 5(C. Stealthwatch THRHERESICEFNICA VI —T 11 ARG EWNETESLSICSNMP 258E€ T 5 EAAEETT,
RAN TZ2097422E0LT, £ESHOOAY 247V AEFHICHIGT 572512, SNMP vl © v2 TlEh<, v3 X%
IENENHDET,

27w 7 1 Stealthwatch TERELEI—YH LTV v ILIC—MTELDICSNMP 2—H %[/ ELET (&
BODTNAABETIEZOI—HIEERREINELTA) .

snmp-server user V3User V3Group v3 auth sha Ciscol234 priv aes 128 Ciscoll234
ATV T2 A—YHEDETENTVWET I —TOERZHRELET.
snmp-server group V3Group v3 auth read V3Read write V3Write

ATy T 3 GHBD/EERAA TV EADBEYREL—ZERELET.

snmp-server view V3Read iso included
snmp-server view V3Write iso included
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ATV T4 FORRFERATHZEEIVYY—IILEALIYDIP 7RLRAEEELET,

snmp-server host 10.9.10.19 version 3 auth V3User
snmp-server host 10.9.10.31 version 3 auth V3User
snmp-server host 10.9.10.32 version 3 auth V3User

XYNT—=0 T747 04— 70—
ASA TlE. KRDERTE T Network Secure Event Logging (NSEL) ZERLT7O0—AITI7 AR—rEhET,

ATy 7 1:70=-/NLR7O0—-DITY AR—bEETYTL—bZRELET,

flow-export destination management 10.9.10.32 2055
flow-export template timeout-rate 5
flow-export delay flow-create 5

ATYVT 2 WEDNZ T4y JO—%2FEIT 277X VANEERLET,
access-list StealthWatch extended permit ip any any
25y 7 3:class-map ZERLT7Z A U AN EBELET.

class-map StealthWatch Map
match access-list StealthWatch

ATFw 74 70—)LRY Y— (FEWEBICISCTRHOBREOR) V—) VA Iy T2 EAHALET,

policy-map global policy
class StealthWatch Map
flow-export event-type all destination 10.9.10.32

Cisco Stealthwatch @7 O —UVE

Stealthwatch I L2 #|C NetFlow ZEET 5 LD ICT /N1 A %R E LS. Stealthwatch [CZFNh 507 O0—%4FEL T
L. RUY—%ERT 2R EEZSSICEBIMNTEET,

Cisco Stealthwatch T4 ZR—%
Stealthwatch (C7 O—%XEFT 5L DITHRELEETNA ARG, TVRAR—F AVI—T AR AT—9XT—T)L

[CERRESNFET, TVAR—=F URARMNIRY NT—2 TI\4 ZZBRRMITEMLUE T,

27w 7 1 Stealthwatch @ Java 7 24 7 hxEgiLcOsy 4> L £,

il Stealthwateh a1

Dashboards Monitor Analyze Jobs Configure Deploy
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ATy T2 &NCHLWI I ZR—% 707 71 )LICERY % SNMP T ZR—45 ZEMLET,

Stealthwatch 7O — L ZEIRLTH S, AV AZ21—7T[’RE

(Configuration) ]> [T ZR—% D

SNMP &% (Exporter SNMP Configuration) ] DIEISIEIRL 9., Ry 77w AZa2—7T &M (Add) | &2

Dy ULET,

k= StealthWatch Management Console (bmicgloth - sme.cisco-x.com)

File Edit View Top Status Security Hosts

Traffic Reports Flows| C |-<e|p

Froperties
Delete...

% Enterprise
5 sme
UDP Directors
£ Pa dscox.com
A Host Groups
- %P Inside Hosts

- %P Catch Al
[ %) By Function
i+ %P By Location
4P Campus Devices Mgmt
4P Campus Servers
P Cell Zone 1
P Cell Zone 2
4P DC Devices Mgmt
%P DC Servers
P employees
G %P Industrial Zone
- s
- @, Outside Hosts
- @, &, Bogon
€, .. Command & Control Servers
@, L. Tor
&L Network Devices
% Interface Groups
= [E4K-CAMP-1
= [E4K-CAMP-2
5 [ESK-CAMP-1
& RCAMP-1
- & R-CAMP-1 Inspect
- s R-CAMP-2
~ g R-DC-1
Lo ifindex-43
= SDC-1
 Maps
& Functional Map
& Internet Usage
& Internet World Map
IoT Devices
FlowCollectors
SWC32

- & RDC-1

ATw T 3Ry NT—2 FINA ZBITHER S /= SNMP

SBRICES

(5 Host Policy Manager...
Services...
[@ Applications..
| PP :
Alarm Configuration...
Host Locking Configuration...

Exporter SNMP Configuration...

Ctrl+!
Delete

2| ad Botnet |

-1

I Exporter SNMP Cenfiguration for Domain "cisco-x.com” X

D5CP Configuration...
Event Parsers Configuration
Response Management...

Mitigation Configuration..

FlowSenser Management Channel
Add Domain.

Edit Host Groups...

Add Host Group.

Add FlowCollector..

Add StealthWatch ID Appliance...
Add Cisco ISE

Edit Cisco ISE...

Add External Device..

Add Exporter.

m

User Management...

Change Password...
SMC Failover...
SLIC Threat Feed Configuration

FlowCollector Management Channel...

Ctrl+E

N

Options
Timeout (ms): 5000
Retries: 3
Defauit: DMZ-SNMPy3 v

@

Default SNMP RO

add | ) Remove Edit

Help oK

Possible Victims - Today

Touched Host Groups % Touched Host

High CI{

CI% A Alerts s
|

BREEZEAIBLOICHLLWIVRAR—Y ZREL
F9. [OK]zo2 Vv o LTINS [EILS (Close) |22 Uv o LET,

l= Add Exporter SNMP Configuration

SMMP Options

|DMZ-SNMPY3

Version:
Port:

Use if{Table columns:

Use CatOs MIB: O
Use PanOs MIB: O

Polling: every

SErname:

thentication

151

60 | minutes

v3lser

Password:

Protocol:

acy (Encryption)

HMAC_SHA - |

Password: .........

Protocol:

Help

'I. Cancel
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AT w7 4 Stealthwatch 7O— ALV 5D 7 AT Z2EBRAL T[TV AR—% (Exporters) | 7AILT&=HY
Uy UL, RyT7v T AZa1—7T[5&E (Configuration) ]> [T ZA/R—% D&M (Add Exporter) | DJEIZE
RUFET,

A I

I_:_r i FlowCallectors

El- % SWC32 10.9.255.18
B )
..... = R-DO Status > {lg'scjﬂll}
..... ¢_ S0 Flows 5 e
----- = R-CA T . -
_____ & R-CA ontiguration Add Exporter...
----- o R-CA Expand All Ctrl+5Shift+E (10.9.10%1)
""" LEK collapse Al Cirl+ShiftsC 10.9.255.4
..... &= IF4K
..... &= IE4K- Refresh Tree 10,9,255,21
] = P~ Y —

ATw T 5 FINA AT NetFlow ODEEICHERHTZIP 7RLAEZH/EL. T/NA 2EZ2EMLET,

= Add Exporter to FlowCellector for MetFlow "SWC32" (10.9.10.32) x

= Exporter ==

Exporter

e

Interfaces

e

SMMFP Configuration

e

Advanced

e

Import & Export

IP Address: |10.9.255.17 |

Mame: E4K-CAMP-2 |

Help ok | | Cancel
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27 v 7 6 [SNMP :%E (SNMP Configuration) 1 74 AV &ERL. Y X MHA S SNMP 5REZEIRL T [OK]

=7 Uv I ULET,
& Add Exporter to FlowCollector for MetFlow "SWC32" (10.9.10.32) =
SNMP Configuration —
&=
Exparter SMNMP Configuration
(C) Mone
Interfaces
= () Default
SNMP Configuration (@ Fromlist: DMZ-SMMPv3 -~
N Default SNMP RO
e O Custom  rvryryewn N
Ad d
Vance SNMP Options
Mame: DMZ-SMMPw 3
Import & Export
Version: 3
e Conce

Stealthwatch [Z NetFlow ZX{ET DI RXRTDTNA ATATY T 4 ~6 ##EDIRLET, ChEDRATYy IHATT U
5. UTRORT Y FITHE> T Stealthwatch EXy N T—29 TINA RADOBEF v I 5=RTLET,

2TV T 7 [KRAA V% (Domain Name) |> /KRR M JL—7 (Host Groups) ]> [RY b T—0F K4 R
(Network Devices) ] IC#EL. NetFlow #BHICLIZITRTDRY N T—0 ZI LR FINA ABNKRRSINT
Wb EaMERLET,

A7y 7 8: 70— LV %ZRHEL. NetFlow ZBRICUIEITRTODRY NT—0 PO ER T/I\A4 ANLER
INTWBZEEERLET,

AT7Tv 79 NetFlow DF—7NEZKRIELEI, 7O0— ALy zREELTZO0— ALYy Z2HI Vv Y
L. [AT—% X (Status) ]>[NetFlow AL 273> XF7—4% X (NetFlow Collection Status) ] [CFEEL X T,
IRED NetFlow k> 74 w4 (bps) (Current NetFlow Traffic (bps)) | THO VY DIEN=HERLE T,

AFw 7 10:[7O—aL 23 v XFT—4% X (Flow Collection Status) | T—7ILDAY ST —2HI Y v I L,
[BbHEWEGERFEI DT~ Z/R— K~ (Longest Duration Export) ] &4 Y w2 U THIC 7 O—#keRERI O BIER
EHMLET,

SBRICES
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Cisco Stealthwatch RA b T I)IL—7

IRAN TI—TF, BHERYY—FEHBEITEZRANELEIPZRLAD 1OV FH] TS, RA ZIL—T T,
SFEIFRUSVMEZRELZD., BEDOEMEICETZ 77— E/NA /KR LD TEEY, Stealthwatch ¥ AT AT
IRZAN JI—=TZIEULLERAITNIE. AXYNIEBTZESHELLThNh. LDEEEOESVERIREEIND LD
CRBRDFET, — MR IL—TILESNZEHEICIE. UTOLSBEDONHD XY,

o MEEEHBET D,
BLULSBEEZRT,
1207V MELTEETES,
1 DDRY Y —EBAHATE S,

AAE] LTWBTNA AEHEETS %,

0T ¥ AT AT, TrustSec SGT TERHT ST IL—TRITDLDIC, 2xIFREIL V—rUPZEDMOTIHEY—ER%E
TI—TDFUET, 10T T/INA ZADEHENR—R T4 VOEIMEP L ELMED S9N 5 & Stealthwatch T7Z 7 — MAY4E
BREnEzdgh., RAM FI—T%=ERHITNIEL. ZOMO /A XEZERITHESIT ENTEET,

Stealthwatch (CI&. FRTAEELR VW DD DKRA N TIL—THEFAENTWEYT, /o, WBEOKRAN JIL—T52EE
95 EBHARETT,

® CatchAl: IXRTDRFC 1918 7RL R, T7ZA4X—K ZRLZR, BLUNTUY T IPFZRLAFEEFA TN
9., BIORZIN FIL—FIEBMULZ P 7KL Z(E, [Catch All AV FFhSEIREhEzd, 754 X—KIP
T RLZADZELEBIDKRA S FIL—FICEID LB TENTOWRIWMNEEDREFERERDZRAN FIL—TTY,
e ByFunction: CORI KN ZIL—TCIF, BRIEEZFADO—IL RYI—DHZ2NDIDYTITIL—THEE
nNTWEY, Y7JIL—TICE UTOLESBEDHIHDET,
o 7OFY
o NAT ' —hkoxA
o U547k IPEHE (DHCP #H)
m TR I1I—HY FNAR
B TANEBERIRYNT—Y
m UE—KVPNIP 7—)L
m EETZZERE
o DMZ
XYNT—=UXFvF
o ZF0fth
m JO—RFv+ b
m UyoO—AliE
m O—HAJILRA S
B JIILFETZbE

o

B UAILAKRY =N

m Ny o7y 7 =N
m BigFix

B BTN

B T—INRN—Z Y=\
m DHCP 5 —/X

m DNS H—N

SBRICES
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KA/ OvbO—5
774 =X
A—)L =X

EL T2

NTP H—/X

SMS t— X
Y—3IF)L =N
Web t—/X

o VolP
VolP TV RRA > b
m VolP¥—hkozo

e Bylocation: O — a3 VRIICT/INA AT IL—FILURIThIERSBRWNGENHD T, EOAF— 3 vI(C
lE. ZNZNICEED DNS —/\PEEDT NI R Y14 T2EHBENTEXT,

e Outside Hosts : XY h T—J D—EPTIFBRNERBRINIZINRTDORAS (BERWICIFA VI —X v N) HEZ
nx9,

e Command & Control Servers : StealthWatch Labs Intelligence Center (SLIC) DS 4 Y AN HDIBEICDMME
BTZEEd., CORIN ZIL—TICF. BEUTERBRSBUVBAMOEBEEZEDHZRAMEETNTHED., Bz
ITIBRAMDREDONZE, BEBVWGS P I —MDEREINET,

RAN TIL—TDEEEEE (T Stealthwatch D Java 7 54 7> h Ti{Thh. 1E#HIL Stealthwatch @ Web 1 >4 —
TTARTIIN—TEICRRTEEXY, RAMNIBEYTLBTIN—TICFETE DL TEZLEBNH DT, IFEDKRI S
TIIN—TICEENEBRAMNERTTSICIE. UTORTY T2ETLET,

27w 71 Stealthwatch @ Java 7 24/ 7V h=EgiLcOy /4 LEd,

ATV T2 RAN TI—=TENAZAbLTHI YUY I L. AZa—T[RX b (Hosts) |> (7074 TKRZ
b (Active Hosts) JICBEIL TR I —T D70 747 RAMERRLEY.

k= StealthWatch Management Console (bmegloth - sme.cisca-x.com)
File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help
L% Enterprise ~ Active Hosts X
g
£ SMC ¥ Fiter & Domain  :cisco-x.com ® Time : Today
i (3 UDP Directors
- ¥y cisco-x.com @, Host Group : Catch Al
& ‘%& :ﬂ“ Gr.nups Summary - 29 records summarized into 29 records
£l ¥ Inside Hosts
.M ot First Active vi Host Groups B Host
= ¥p By A @ Host Group Dashboard Oct 25, 2017 5:45:40 PM Catch Al 10.9.104.31
- %B d Top N (3 minutes 31s ago)
"
o Status y | Oct 25, 2017 5:43:31PM Catch Al 10.9.103.31
N ) (5 minutes 40s ago)
K Security * [Act o5 317 sean s om Catch Al 10.9.98.231
Y Hosts i ‘ ] Active Hosts A
!‘I:B Traffic ? . Host Information - Catch Al 10.9.115.12
-2 eports L Bl Catch Al 10.5.115.32
P g Fi H - 2118
P o | Identity and Device Table
Y Configuration >
K & Host Group Trends Catch Al 10.9.115.11
- Ctrl+Shift+E
- CtrleShift+ C | Sep 19, 2017 8:40:52 AM Catch All 10.9.117.31
i days 9 hours 8 minutes aga)
= Refresh Ti
$5 resh Tree Sep 19, 2017 8:40:52 AM Catch Al 10.9.116.31
- o Antivirus Servers {36 days 9 hours 8 minutes ago)
= ’{B Backup Servers
iy N Sep 19, 2017 8:40:47 AM Catch Al 10.9.115.31
- ,SB Confidential Servers (36 days 9 hours & minutes aga)
=P DHCP Servers
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AT T3 HULWRRAN JIL—T %3 5ICIF. BEOITIL—TE2N\A4Z14LTHZ Y YT L. [

loT Threat Defense for Manufacturing 3%t 44 K | A

Cisco Stealthwatch

(Configuration) 1> [/RRX MZ)L—7D1BIN (Add Host Group...) ] ICIBEIL £,

——

ATy T 4 gEiEEIDYTTCOK &2 Yy LET,

SBHRICRS

il Tl 19, 2017 5:45:07 FM
&4 Host Group Dashboard B days 24 minutes agao)
Top 5 Il 19, 2017 5:43:25PM
'{IEB cell Zan it , days 25 minutes aga)
u ) atus
;:B DC Devi _ Wl 19, 2017 3:32:26 PM
';:B DC Sery Security ? ly= 2 hours 29 minutes ago)
=P Employe Hosts > |l 19, 2017 3:32:24PM
= ‘5 Lndust’l: Traffic 5 [ys 2 hours 29 minutes ago)
fen Fa,_—t
wu i Reports » il 19, 2017 3:39:23 PM
- P ISE i 5 2 hours 29 minutes agao)
= % Dutside Hos Flows ¥ i g
L:_'. % CDUI‘ltI’iE . . T T T T e e PO . P T W Y
: Configuration > i
% Afic g | D Host Group Properties
w- @, Amg  Expand A Ctrl+Shift+E Delete...
o Basg | |
: cllapse All Ctrl+Shift+C
---%Eurc P D Host Policy Manager...
% Oce Refresh Tree Addl Host Group... .
COther . by
J Edit Host G
= % Trusted Internet Hosts (98 da fHost brodps
o % Business Partner Metworks Host Locking Coenfiguration...
..... (A -
. w¥a D0aon ' .

k= Add Host Group

Host Group
Id:

Fame: IQA Tracking| l_

Parent: () Top-Level Host Group

@) |Inside Hosts - Cell Zone 1

Ranges

Browse...

Advanced Policy Options
Enable baselining for Hosts in this Group:

Disable Security Events using exduded services:

Disable flood alarms and Security Events when a Host in this Group is the target:

Trap Hosts that scan unused addresses in this Group:

Help

[

0o

Import Ranges. ..

2018 %5 A1

E
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ATV T 5 RANERIDRA N TIL—TICBHMITBICTIE. [T 4 THRAL (Active Hosts) | 7—7ILD IP
ENAZA4AMLTHZ Y v U, [RE (Configuration) ]>[/RAMTIL—TDEE (Manage Host Groups...) ]

CBHLEY.

1 for Host 10.9.116.31:

1 i Host Snapshot
Top #

1 Status ]
Security >
Hosts d

11l Traffic ]
Reports ¥

10 Flows ]
Configuration ] | [£] Host Policy... B
External Lockup * | [E) Effective Policy...

esxi] @ Packet Query Manage Host Groups ... [}J
(10.9.20. 107
10.9.750.1 "z Append Host Mote... B

SBRICR?
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AT T 6 IRy TTFYTTTNAREZEDYTBIFHLWKRIN FIL—T%#FRL, [OK| 22Uy o LET, 7K
ZAME. 1 DOUEDRRAN JIL—TDAVIN—ICTBIENTEET,

k= Host Groups for Host 10.8.116.31 et

Find: . ) ) [JMatch Case

= ’.':B Inside Hosts

",'\_B Catch all

- ] P By Function

- [ *p By Location

-] ¥-B Campus Devices Mamt
-] ¥-B Campus Servers

= ¥-B Cell Zone 1

=1

= = .
- [ *p DC Devices Mamt
[ *p DC Servers
-] ¥-B Employees
&[] ¥P Industrial Zone
- ".‘\_B ISE
=-| | R, outside Hosts

- [ @, Trusted Internet Hosts

2 items selected:

Inside Hosts -= Catch All
Inside Hosts -> Cell Zone 1 -> QA Tracking

Remowve

Help Apply

TI—TITRZA M EBNICEIDH TR TRS, RAN JIL—TTIP 7 RLADERAEEZTNIE. L DERICHE
MTZET. THhISEZER 0T Y XATATEMTY, E<DEFER IoT VAT AlL. DHCP TR IP 7KL X%
FARALTEMINTWVSD., B AV T—2 3 V(2 TrustSec MEB SN TULWRWMESITIFE®D VLAN T DHCP #E %
EHT %7 TY,
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ATV T 7 RAN JI—TICEHEEZEIDHTTHS, RAN TIL—TZ2N\AZAMLTHIV YT L. AA
VAZ 21— [ERE (Configuration) > [/RAX M7 IL—7D#RE (Edit Host Group) ] ICIBEILE T, T/N1 RAD
P7RLR, ZRLRADEH. I 7xy bEEBMULET, BTTLES[OK| 22U vy o LET,

= Host Group Editor for cisco-x.com
Find: ) (@ []Match Case Host Group
Id: 64
=M i
BB ;nmde Hosts Name: |QA Tracking
a
=P Catch Al
! ;
[ ;B By Fund?on Remoes
y Location
P By Locat
’{-B Campus Devices Mgmt 10.9.116.31
- %P Campus Servers 10.9.116.30-40]
=3 ’{-B Cell Zone 1 N
- ’.'\-B Conveyors T
- ¥B Presses
------ ®»
’{-B Cell Zone 2
’{-B DC Devices Mgmt
{-B DC Servers
{-B Employees
28 ’{-B Industrial Zone
’.';B ISE Import Ranges. ..
- ﬂi‘ Outside Hosts
""" (ﬁ. 2. Bogon Advanced Policy Options
----- @, £ command & Control Servers
----- @. -S,: Tor Enable baselining for Hosts in this Group:
Disable Security Events using exduded services:
Disable flood alarms and Security Events when a Host in this Group is the target: []
Trap Hosts that scan unused addresses in this Group: O
Import... Export... Validate Revert
Help Cancel

SBHRICRS
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INTEETZRAN FIL—TDEE. BLUKRAN TIL—TADFTNAZXE IPHBEOENDYTHTET L., /KR~ R
Dy—%#BHLTHLWLWOY Y RUY—FIEETEELDICHDET, ChoDRUIY—ICTED, BRLULET/INA AP
JOMIJNVICEBEOXY N T—JICH T 2ZDMOEREERET HDICHELRARELSAELINET,

ZOBITIE., BIL V=Y 1 DPLCHAEIL V=Y 2DAURY YZRTAEPDRNTEZZEFHDEEA, ThD 2D
DRZAN ZIL—=TICEVWBESERVWARZA N Ov Y RYD—%2ER LGS, ThoDOBTEENThNS &
Stealthwatch T7 —ANERENET, TOLSICLTEF2UTAHHE LT AYT—V a3V EIELS#IESES
fcHDEBHE 7S — MRS hE T,

ATV T8 IIRAN TIL—TZNAZ4LTEI Yy U, [B&E (Configuration) ]>[/RZX bOv JE
(Host Locking Configuration) ]IC#&1L £ 9,

K
filt

= ’.';f& Cell Zone 1
’-EB Conveyors
’-EB Presses
’-'&5 QA Tracking
=8 5":5' Cell Zone 2
3"'35' DC Devices | @8 Host Group Dashboard
?;B DC Servers Top
’.';El Employees
= ’u';f& Industrial Zo
"'EB' FactoryT| Security
3&, I5E Hosts
= &; QOutside Hosts Traffic
= €, Countries
Gg' Africa Reports
fﬂl Americas Flows
% :zl::.pe | D Host Group Properties

G;' Oceania Ctrl+Shift+E Delete...

b %s?eﬂd-lel;te Ctrl+Shift+C | [F] Host Policy Manager...
G;' Business Refresh Tree Add Host Group...

- @, .£. Bogon

":P;' ::i: Command & Control Servers

% & Tor Host Locking Configuration..,

- ,'_.-5:' Metwork Devices

Status

Wl oW W oW W e

Configuration

Edit Host Groups...

& 2
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ATV T 9 RRENRY T YT D4V RUTHEM (Add) |22 vy L. BYRBRBRIEHAZADLE
¥, RAM TIL—TEFALBWNZ T4 v ZBRL, 75— bzBMICLTOK] 27Uy I LETY.

k= Host Locking: Add Rule »

“_ Conveyor to Conveyor I

Alert on inter-conveyor communication
Description:

Client Host Group: | Inside Hosts - Cell Zone 2 -> Conveyors Il

erver Host Group: | Inside Hosts -> Cell Zone 1 -> Conveyors

(®) Disallow all traffic except
ow all traffic except

[ services [] Applications
0-hop - 3com AMP3 ~
3pc 3Com TSMLX
afn ACAP
afs AccessBuilder
ah ActiveX
aolim Adobe Connect
apple-net-assistant Adobe EchoSign
appleshare W AFS w

Unidirectional UDP traffic triggers alarm

SBRICES
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[RAKMRYUY—Ix—U+ (HostPolicy Manager) 14 7047 T. XOtoavxERL. RUY—%RETEET,

[/RZX MR > — (Host Policies) |: B—DRAMDRY Y —%EBTEZET,
[O—JLRY ~— (Role Policies) |: Y XRTARTRITIZO—ILICIE>T. RAMDRY Y —%BETEET,
[T 7 4 )L RY — (Default Policies) |: NEPRA M X/ ENEPRRAMDTF 7 AL RY Y —%#EETEET,

loT Threat Defense for Manufacturing 585144 K | A
Cisco Stealthwatch

2018 %5 A1

BEDRANIBRINSGRY V—%HF]F 2. SMC EHHICT7AILE RYY—%=@RAL. RISEAREER 1D

PEoO—)L RYY—2BAL T, RFRRICKAN RUY— (H25E) ZBRALET. RAMIEHOO—)L RY 2 —
MERINSHBE. SMC FZNZFNDT7 T7—AICDWT, RAMIERHINRY O—TFERSNTWNWERY V—RTE
WL ET,

27y 710 BBEORY =0T /RA S JIL—TZEMULET, RAM FIL—TZBIRUET., X1 A
Z—a1—T[f&E (Configuration) ]>[/RRX FRY I —TR—+ (Host Policy Manager...) ] DIBEICERL 9,

ke StealthWatch Management Console (bmegloth - smc.cisco-x.com)

File Edit WView Top Status Security Hosts Traffic Reports Flows | Configuration | Help
Properties Ctrl+|
Delete... Delete | |
! EB Web Servers Host Policy Manager... N
$ VoIP - . L\}
; ) Filter @& Domain Services...
----- ’éB VoIP Endpoints L =
..... %B VoIP Gateways Applications...
w .
;B By Location . Alarm Configuration...
= Campus Devices Mgmt . ) .
%B Campus Servers Huost Locking Configuration...
’éB Cell Zone 1 Exporter SNMP Configuration...
N, -
-_CII"I‘J': ors
P — NSCP Canficuration
— . — —. ° S, ~az ? — % .
AT TN 0347 IPRYY—ZERL., [fw&E (Edit) |22V v I LET,
k2 Host Policy Manager for Domain "cisco-x.com” x
Host Policies
IP Address:
Host Policy Report. Show Effective Policy... Remove Edit...
Role Polices
Iame -1 Description ¢ Asgigned to Host Groups 3 Assigned to Ranges ¥
Antivirus & SMS Servers Suppress Scanning Activity SMS Servers
Antivirus Servers
Backup Servers Suppress High Traffic Alarms Backup Servers
D
Default server policy Servers
DHCP Server Policy for DHCP servers DHCP Servers
Firewslls, Proxies, & MAT Devices Firewall, Proxy, and MAT device  |MAT Gateway
policy settings Proxies
Guest Wireless Suppress Certain Alarms Guest Wireless Networks
Mail Server Palicy Mail servers palicy Mail Servers
Metwork Management & Scanners Policy for network scanners Metwork Scanners
Suppress Bot Alarms Add Bot Host Group or IP ranges
to suppress alarms for specific bots
Trusted Internet Hosts Suppress High Total Traffic, Trusted Internet Hosts
Suspect Data Loss, Suspect Long
Flow
Add... Duplicate. .. Remove

SBHRICRS
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ATV T 12:RUY—ICEIL V=2 1 DRA KN FI)L—7 [Conveyors] ZBMUL £ 9, [OK]. [OK]. [AL %
(Close) 1DlEICZ Y v LET,

| & Edit Role Policy - Client IP Polic |
| |
Name: Client IP Palicy
| Browse Host Graups X
Description: |Policy for end user systems
Assign to:  Hest Groups: s @ [Match case
Inside Hosts -> By Function -> Client IP Ranges (DHCP Range) -> End User Devices Browse |
Inside Hosts - By Function - Client P Ranges (DHCP Range) -> Remote VPN TP Pool £~ [ *p Client IP Ranges (DHCP Range) ~ |
Inside Hosts - By Function - Client IP Ranges (DHCP Range) - Trusted Wireless emove P End User Devices
[ P Guest wireless Networks
4 Remote VPN IP Pool
IP Address Ranges: L 2 %P Trusted Wieless
0 %o
1 ~[] P NAT Gateway
[ p Network Scanners
[ *p other
[ p Proxies |
M,
Servers
Alarm Categories D ‘:B
0 Security Events 0 % var
Type 1 Enabled % Alarm S - [] %P 8y Location Mitigation S
Data Exfiltration Tolerance: 50 [ *p Campus Devices Mgmt
Never trigger alarm nhen | [ %p Campus Servers
Always trigger alarm when T
| High Concern Index Tolerance: 50
| Never trigger alarm when | i e
Always trigger alarm when A Tradking
w,
1 High Target Index O [ %p celzone 2 v
4items selected:
Inside Hosts -> By Function -> §lient IP Ranges (DHCP Range) - End User Devices
Inside Hosts -> By Function -> @ent IP Ranges (DHCP Range) -> Remote VPN TP Pool
Inside Hosts -> By Function -> Clent IP Ranges (DHCP Range) - Trusted Wireless
Inside Hosts > Cell Zone 1 -> Conveyors
Remove
Help Cancel |
Add... Remove Edit Settings... Edit Mitigation... Enable All Categories Disable All Categories

v [Eoets | [t @ = |

MEEICELIEF L VWRY O—ZER L. R JIL—TICERLEY,

SBHRICRS
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Cisco Stealthwatch < v 7

SMC OF vy 7THBEICE D, KTy /7y R ROy THEZFERAL RIS JIL—T7T23 v 7ICEBMLTHALZENS Z1E
mU. RAN JIL—TEREERTEET., Z20%. Iy 7ICE. RAN JIL—TDRF—9 ADBERRSIN. 7IT4
TRT72—APRNTZ T4V I DEBIBREDTAT T—IDNREINET, SSICAA=I . TFIAM Ry I X%ZE
My eT. REEZREMNICERRTEET, 74N E2FRALTRANVYPIY Y TE2EETCEET, COMEEERAL
T. YVATALBOREEFFVTZILIAALATRENICE=ZY TEET,

BEOTy T2zl E. T7AINNTE2Z— E—RARREINET, Ea— F—RTE Iy TEITXRTOEERT—
FRAEFHRERRTDIENTELXYT, Yy TZBELIRICRET &, SMC [E. Stealthwatch 7O— JL Y #IZ/RA
N ON—TERIEREEELET. RYTHTITATICRD, 1 RTEICEFIBBSNET., T TloT YXTA
DFLVT Y TEEBMLET,

ATV T 1 IV =T34 XV )—D[XvT (Maps) | /—REHFIZUYY I ULET, RyTT7v T AZa2—
T [E%%F (Configuration) 1> [<w 7d&H (Add Map) | DIBEICEIRL £ 9,

I (42 dz
Configuration ¥ | @l AddMap | 3
o g
Ctrl+ Shift+E b
Aug 31
Collapse All Ctrl+Shift+C (56 days &
4 Refresh Tree Jul 15
El = EXPOrTErs (33 dz
=2= D .. -

NYTEFHUWRF2aAVMELTRERENET., INT, ATTVZRET HEBN BT L.

ATV T2 . XITRADERY VvEFERALT. BHOKRAN FIN—T%2IT V5 —TZ24 X V) —Hh5EIvTICR
Sy 7Rk kOyvyFLET,

ATV T3y TEDRIN JIL—THOBEREZERLET., chZzI{TOICE. XTADERY v ZFERL
T. 1D2DRAM TIL—THh5EHE5 1 DDORAN FIL—TICEEB|2FET., KRAN JIL—THDONT T4 v Y
HEZHTBHE. BIBLEEURIAN JIL—TICERS LDICHEEE|I =T,

SBHRICRS



SAFE &7 1 K loT Threat Defense for Manufacturing 825171 K | A 2018 £ 5 A
Cisco Stealthwatch

ATV T4 RITRADERY VT I—TRICEI WG EBIRL T/ I —TE®RICRY V—%&EBML. 57U Y
2 LT [BFRRY & — (Relationship Policy) | ZZBIRL .

= StealthWatch Management Conscole (bmcgloth - sme.cisco-xcom)

File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help

. % web Servers L] Active Hosts X | Host Group Dashboard % | Active Hosts X | Host Policy Report X Map - Untitled 1 x
B3P volP
¥ VoIP Endpoints
e ’éB VolP Gateways
’éB By Location

’éB Campus Devices Mgmt N
’éB Campus Servers
—--’éBCe\IZonel «0 > m m
:‘EBConveyors v Cell Amne 1 Cell Zmne 2

’g ;r:s:reazdng . Properties...

Ea ] Zone
fo ,EB Conveyors Relationship Policy... |

’éB DC Devices Mgmt

- %P DC servers I

’éB Employees

= ’éB Industrial Zone

P ’éB FactoryTalk Servers

L Mp IsE

- R, Outside Hosts -

i =- @, Countries

Relatienship Properties...

=

Delete

27y 75 BOR) —=BRICL, WBEICIGUTCEEEZRELET, [OK]Z2 Uy LTIy TE=BERAL
9,

l= Policy for Host Group Relationship 'Cell Zone 1 <-» Cell Zone 2 X

Alarm -1 Enabled 5 Settings
Relationship High Total Traffic

Relationship High Traffic

Relationship ICMP Flood

Tolerance: 50

Mever trigger alarm when greater than: 50k bps
Always trigger alarm when less than: 1 bps

Trigger alarm when duration greater than: 30 minute(s)

Relationship Low Traffic

Relationship Max Flows

Tolerance: 50
Mever trigger alarm when less than: 1k new flowsin 1 minute

Relationship Mew Flows

Always trigger alarm when greater than: 100k new flows in 1 minute
Trigger alarm when duration greater than: 5 minute(s)

Relationship Round Trip Time

Relationship Server Response Time

Relationship SYM Flood

Relationship TCP Retransmission
Ratio

Relationship UDP Flood

DDDDDmD By gjiojo

Restore to Defaults

| Help || Export... || Import...

EditSettngs... ||| EnableAl | Disableal |

SBRICR?



SAFE R&tH 1 K

37

loT Threat Defense for Manufacturing 585144 K | A 2018 £ 58
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ATYT 6 RYTDHAIRAZANTRT LIS, Iy 7DARLEMICH S [{RTFE (Save) | Ry v EI U YT L.
[y 7% (Mapname) ]2 AL TI[IEWL (Yes) 22Uy o LET,

[ StealthWatch Management Console (b

gloth - sme.cisco-x.com - o x
File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help
Search; 10.9.110.52 v
w
P vieb Servers ~ Active Hosts ¢ | [F) Host Policy Report 3¢ 4p @
- VoI

4P VoIP Endpaints
- %P VorP Gateways
D By Location
%P Campus Devices Mmt
*D Campus Servers
“p Cel Zone 1

%P Conveyors v

4P presses Cell 7mne 1 B ————— Cell Mne 2
Cell zone
%p conveyors Save X
B DC Devices Mgmt
*p DC Servers 1
P Employees
P Industrial Zone:
4P FactoryTalk Servers
P IsE _ [ Continue in ecit mode
B, Outside Hosts
oy E o
B, Americas

asia
- @, Europe
@

Do you want o save the map?

Map name: ToT Devices|

SMC [Ex vy 7%= REL., BIEICEMICHED XS, ALEEOoROY 70 V% ERINIL. ZOMOEREZF R
TZEXT,

I, StealthWWatch Management Console (smegloth - sme.cisco-x.com)

File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help

Search: 10911052 v

& orer ~ ciive Hosts X | [9) Host Group Dashboard ¢ | [F) Active Hosts x| [9) Host Poicy Reportx [[J] Map - ToT Devices a b @

& &, Trusted Internet Hosts e
R, Business Partner Networks

@, . so0on
@, £, command &Control Servers
B, L Tor
(&) Network Devices
% Interface Groups «® > [Round Trip Time:
o E4CCAMP-1 v Server Response Time
< EKCAMP-2
& ESCCAMP-1 +

& R-CAMP-11Inspect
& RCAMP-2 |
& RDC-1

- W findex-43
@ 5DC-1

(B Maps

Functional Map _
i
& Internet World Map
s
@ FlonCollectors
& % swuen Cell Zone 1 Cell Zone 2
& & Exporters
& RDC-1
& 581
& R-CAMP-1 Inspect
& R-CAMP-1
& RCAMP-2
@ [ESK-CAMP-1
& EH-CAMP-1
& [E4K-CAMP-2
(h Flowsensors
(£ Identity Services
(2 External Devices

8 Find:

Lastrefreshed: Oct 25, 2017 8:21:57 PM - Next refresh in 0:08
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Industrial Network Director

EERRY N T—0DBRB(IIEHLLI=7Z Y N7+ —AT#H% Cisco Industrial Network Director (&, ERF—AH BEN
£7O0CRICEALTRXY RN T—=0,EA— R A=V 3y TINA REZFBICIBETESLDICHETSNTED., YRATAD
AAMENT A=YV R Z2MEIEZ L THRAERBUWE (OEE) 2aHFEd. EERAA—URXRY N RYNT—UDE
A & 239 % Industrial Network Director Tld, PLC. 10, RTU F/NA R ED OT TV RARA vV hLIRHTEE
9, INDF. RA T4 7@ E7ONILTEEEIT>TCINSDT/INA Z%ERHBLET. IND (&, ROEZAZ7OND
I TEETSOT IV RRA Y bDBEEHZ T R—MLTWET,

e CIP (Common Industrial Protocol)

e Profinet
° BACNet
° Modbus

CiscoND [FOT TV RRA VA SBHZINEL. UTOMICRT LS54 OT BEICHT ZAREZIEHELE I, IND
Tl RXyy—, @fF. 7O, BRE. YUTILES. TINA X I47 (PLC» /0 BREDIFE) LW EE
[BERER N CEET,

17 : IND OB

alils, INDUSTRIAL
<isco’ NETWORK DIRECTOR Operste > Inventory

B 192.168.119.34

DEVICE OVERVIEW
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Cisco Industrial Network Director (IND) & Cisco Identity Services Engine (ISE) D
ma
IND & ISE (&, pxGrid (Platform Exchange Grid) Z{#ERAUTHESINE T, IND (ZX 18 (T/RT &£ ST pxGrid /X7 Y vy

Vv EUTHEET B OT BEDBMDEETTH D, ISEER 19 [CRT LS pxGrid TR ZA4NELTINED
BEEZITED £,

18 : IND pxGrid H—/\/ISE DR E

«t]rar]e. INDUSTRIAL

cisco NETWORK DIRECTOR Settings

pxGrid

Enable pxGrid- Activate

ISE Server
Server* Node Name *
ise-ind-demo.cisco.com INDServer
Certificate * Certificate Password

INDISE_Certificate_10.31.96.151

pisavle

19 : pxGrid /KT Uy v & LTEES Nz IND

“tueh Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration

» System  » Identity » Network » Device Portal Management = pxGrid Services =~ » Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions
—

JEnable @Dissble @Approve @ Group W Decline () belete + | [

Total Pending Approval(0) =

O Client Name Client Description Capabilities Status Client Group(s) Auth Method Log
O » ise-pubsub-ise-ind-demo Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal Certificate View
[0 » ise-fanout-ise-ind-demo Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal Certificate View
[ » ise-mnt-ise-ind-demo Capabilities(2 Pub, 1 Sub) Online (XMPP) Internal Certificate View
[0 » ise-bridge-ise-ind-demo Capabilities(0 Pub, 4 Sub) Online (XMPP) Internal Certificate View
O » ise-admin-ise-ind-demo Capabilities(5 Pub, 2 Sub) Online (XMPP) Internal Certificate View
O» ise-sxp-ise-ind-demo Capabilities(1 Pub, 1 Sub) Online (XMPP) Internal Certificate View
[ » sme Capabilities(0 Pub, 0 Sub) Offline (XMPP) Certificate View
e e e
mserver Capabilities(0 Pub, 0 Sub) Offline (XMPP) Certificate View
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Cisco IND (&, pxGrid (Platform Exchange Grid) ZERL T OTEEDIYTF A MEHREHLBL T, IND 15 OT
BEDOBREZITESHIC, ISE THULUW MNOTASSETI T4 7 aF+UbMEREhET., MUTD K20 (T OT BEIC
BB®D IOTASSET T4 V¥ a+ U EBHEERLET,

X 20 : IOTASSET T4 v ¥ aFVUEH

aluile Identity Services Engine

cisco Home

» Context Visibility

» Operations

~ Policy

» Administration

» Work Cenf

Policy Sets  Profiing  Posture  Client Provisioning = ~ Policy Elements
Dictionaries  » Conditions  » Results
T ————————
Dictionaries Dictionaries > IOTASSET
[ p] Dictionary
ez - L. N
» B ayee Dictionary Attributes
» EUser
p View
Name Internal Name Description
O assetDeviceType assetDeviceType assetDeviceType
[ assetHwRevision assetHwRevision assetHwRevision
[ assetld assetld assetld
[ assetlpAddress assetIpAddress assetIpAddress
[ assetMacAddress assetMacAddress assetMacAddress
|:] assetName assetName assetName
[ assetProductid assetProductld assetProductId
D assetProtocol assetProtocol assetProtocol
[0 assetSerialNumber assetSerialNumber assetSerialNumber
[ assetswRevision assetSwRevision assetSwRevision
[ assetvendor assetVendor assetVendor

IOTASSET T4 7 v aF+UENAZERINIE. (RAVYFPTI7AT7IA4—ILRBRED) RYNT—U A VTZANTY
FrICEYIDRERTIELARYY—2 Ty 1§ BBICERATES. OT TN/ RAOBEICEEO O 774UV T
RUY—%{ERL T 5 EDATRET Y,

K21: ARy NUBMH

ISE 7O 71 SiEH

iotMacAddress
iotlpAddress.
iotName

IND BEA kR

1,
"igtSustomAticibutes” ¢ [
{

“attrhame”: “deviceProfile”,

iotHwRevision
“Value:“Communications Adapter”
b IvYy iotProtocol

“attriiane”: “producthode”,
"1 242"

j ales iotConnectedLinks

IP 7RLAIEHTEL, BREDQBMEICE WL ISEDFO77AUV 7 IL—IL

ICEDIND TEBEV I —F BT 2R DIERE(RE
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22 BEDAIRM

bl Identity Services Engine ~Context Visibilty PR

Endpoints =~ Users  Network Devices  Application

Endpoints E4:90:89:9E:EF:7D

E4:90:69:9E:EF:7D Oz H

MAC Address: E4:90:69:9E:EF:7TD
Usemame: E4-80-89-9E-EF-7D
Endpoint Profile: Cell1_Profiler

Current |P Address: 192.168.119.39
Location: Manufacturing_Zone = Cell-1

Attributes

Applications Authentication Threats Vulnerabilities

General Attributes
Description

Static Assignment false
Endpoint Policy Cell1_Profiler
Static Group Assignment  false

Identity Group Assignment

23:ISE7O7 745 RV —DIER

loT Threat Defense for Manufacturing

» Administration

S EENEE-IN
Industrial Network Director

2018 %5 A1

222 IND 5= (TH -7z ISE DEEBMEERLE T,

assetConnectedLinks.assetDeviceType  Switch

assetConnectedLinks.assetld 106
» Work Centers
assetConnectedLinks.assetlpAddress 10.195.119.118

assetConnectedLinks.asseiName IE4000-119-116

assetC ks 1

assetDeviceType Controller
assetGroup Austin_Plant > Cell-1
assetld 17
assetipAddress 192.168.119.39
assetMacAddress ©4:90.69:9e:ef.7d
assetName 192.168.119.39
assetProductld 1769-L36ERM/A LOGIX5336ER
assetProtocol cP
assetSerialNumber 1614828231
assetVendor Rockwell Automation/Allen-Bradley

ip 192.168.119.39

IND T A SNz ISE DT VRRTVMNEE

23 ICRT&LOIC. IND ASZHE>EBHEICEDSWTISE THUWTNA X 7O7 74 )L EZERLE T,

~ Policy Ad stratio o

Policy Sets = Profiling =~ Posture  Client Provisioning  » Policy Elements
Profiling Profiler Policy List > New Profiler Policy
Profiler Poli
( ) “
— * Name
» [ Profiling Policies Policy Enabled
» [ Logical Profiles

* Minimum Certainty Factor
* Exception Action
* Network Scan (NMAP) Action

Create an Identity Group for the palicy

* Parent Palicy
* Associated CoA Type

System Type

Rules

Rockwell Automation PLC ] Description ‘
—
B ] edRense tosss)
NONE -

@® Yes, create matching Identity Group

O No, use existing Identity Group hierarchy

NONE -
Global Settings -

Conditions Details

If Condition [ IOTASSET_assetVendor EQUALS_Rockw...

IOTASSET:assetVendor EQUALS | -

<

Rockwell Automation/Allen Bradley

If Condition | IOTASSET _assetDeviceType_EQUALS_PLC

[ suomt. I

SBHRICRS
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X 24 [C7RT &£DIC, IOTASSET BHICEDWTISE TEFa2U T4 /RUT—%/EB L. Rockwell Automation & a3
RTDOPLCZTIL—TILET,

24 12X UT 4 V=T DR I—

ule Name Conditions Profiles Securty Groups

T I\A ZH' Rockwell Automation ¥t ®

BEL - PLC DiBE

ROCKWELL_PLCIt % 115«
TIN—T 5T7%EHU TS

OTDA VTV RX=2DEF2VT«
hA5 LB :

ISE TS NZFHLVWARY ARBKE 2 2850 ThESDOBEDER 1 DDT/NA RICHLTIND M SRXETEXT,

1. assetGroup
2. assetTag

HAY LABEMHIE. ISEDBEED OT BEBMEL L THFERATEXI., £, 7O7 71V ITHERAL. 7/\1 XDt
FaUT4 RUY—ZEDLETHILBLABETY.

FINAZADHAY ABMEDEIZ IND TAO—AILICEERESINGS., [2—F0BEM) ICEDWTEEL. ISE TR V—
DEEEZMN)H—TZZET,
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fEFB

ZZTIEIND & ISEZEEL. I-—YOBMICESWTRITTEZ 2EMAIZ 2 DRLET,
1. OTRY NT=UTOEITAYT=23Y
2. OTOAYTY R R=ZRDAYTIVE UE—h 7UER

OTRXYNIT—UTOEIAYF—YaY
EERAXYNTI—ODEITAVT—Ua Vi, X2V T4 2RI ZOZTIERBICEETY, (ISA99 ¥ IEC62443
RED) EERAXY M- 2BEBI 1T A BEIVVT NS, EFa2VUT4 7OCROHBEFICITOSEIT AV
T—=avERELET,

IND Tld, IXRTDEELZSEXSERIINL—TICAFITRY bT—0 DYIERRIGFREBERBD L SICTEET, IND DY
W=7 SEQTYRRAV S TAT77AIVICEEZEZX5H XY LAEM (assetGroup) DEE L T ISE [DEETE
ESCIN

M 25 CRTLDIC. Ry RT—2F Cell-1 &£ Cell-2 WS 2 2DEILICET AV MNMEEhET,
& 25:IND ® NROVE
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ISE Tld. assetGroup B R Y ABMEDEN IND TEELZTIL—TTT, K26 F. IND AS5ZIFE -7z 2 BDT/\A
ADIVRRAVINBEZRLTWET, INS5DTNARE, EE5HIND ED 2 DOERZIL/JZIL—TICELT
W3 78, assetGroup HRAY ABHEDRIDEZIFEET.

26 TV RRA Y ~DEMN

Profiler Policy List > New Profiler Policy

Profiler Policy

*Name l Cell-1_Endpoint_Profile Description

Policy Enabled

* Minimum Certainty Factor | 10 | (valid Range 1 to 65535)

* Exception Action | NONE -

* Network Scan (NMAP) Action [ NONE ’|

Create an Identity Group for the policy ®) Yes, create matching Identity Group

O No, use existing Identity Group hierarchy

* Parent Policy l NONE ‘|

* Associated CoA Type | Global Settings -]

System Type

Rules (

{ Conditions Details

If Condition | CUSTOMATTRIBUTE _assetGroup_CONT... ¢ Expression CUSTOMATTRIBUTE:assetGroup
l CONTAINS Cell-1

Csiomic QT .

ISEQITY RAKRA YN 7OT77A)LIF. assetGroup H XY ABMICESWTIERT ST ENFIEETT ., K 27 ICRT &
S50, BXaUTgq YIL—7 5% (SGT) . TYRKRAY N 7OT77AIDR—RERDBRARY V—DIERELT
IVRRAVNIEIDYETEIENTEZLT,

27 1 ElhYTs5hiztxaUTag JIL—7

¥ Autherization Policy (22)

Results

Status  Rule Name

EndPoints-EndPaintPolicy EQUALS Cell1_Profiles

[FINAZ a7 74D Cell-1 [C—HT 21555 .
T INA ZICTCELL1JSGT #EID¥ T2
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CNTH 28 ICRT DI, ISED SGT #FEALT. Cell-1 BT AV RDTINA A Cell-2 E T AV bDTINA X E@E
EBTERVEDICTREVN I AYT— 3V IL—ILEERT 2 ENTREICRD ET, CDLSICOT DAR
L=t AvT—oay RYUY—%EMRTIVDEEFIHDEEAN. XY NT—0DT /N1 A ET2ICHIFEIL. IND
DTFINARTN—TH2EEITBEIE2TEIAYT—=Va Yy RUI—ICHEEEEZSZENTEZT,

28 ISEQTEITAVTF—3 v RYI—DF

»Profier  » Posture  » Davice Administration  + Passivell
Click here 0 do wirsess seup Do not shaw this ogain

»SXP  » Troutleshool  Reporis  » Sefings

TS 2 Refrosh

— BCow~  © Oy @ VeilyDeploy @ MonorAl-Of  Mimgon M Ewan  Vew-  Show[Gal sogmenision v
Matrix

Destination »

Network Device Authorization

i '
Source = = =
AL
18/0012
FAC TN
19/003
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OT DA YTV R=ZADAVFIVR VE-—bF7IER
COFERBITIE. XY T—PHEBA—D—NERMENSA YT F Y RZTILENHSBHEICOT I—FHAVE—L 7
JEREBMICT BTEERLET.

CITR YE—h 7V EREAMICT BIcHICISE D TassetTagl hRY ABMZFEALTYE—b 7V EZNWE
BEEEZHEL. AAYFET7AT7 04—V EhN\=F2EF2UT4 RUY—%&T v a1 LT VPN THEiEE iz Y
E—h A-YH5DLIT v I EFALET,

K29:INDDUE—F 77X %7 DEM

Devices: 1 Selected

Move Selected Device(s) to Group

Select a group

Tag(s)

© Security
~ Regular

p 2
IRTDOVPNA VYT SANTIOF AT TICEEBESNTED., ISE (CWT 5 VPN I1—HD
AT TLTWVWDEWSHHEETTY,
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T7AIWNTIE, BEAETLTVWTHIRTOI—YNOT XY NT—=J L7V ATEE A, OTEEDAVTF
YV ANVBERIZEIINT . TBEBOARL—4H IND AT lassetTagl BlE%E TRemoteAccess] ICEBLTYE—F X
VDT R EHFAILET,

30:ISEEINDDUE—F 7R RYT—DfF|

F4:54:33:94:56:AD oz E
MAC Address: Fd:54:33:94:56:AD
Usemame: F4-54-33-94-56-AD
| Endpoint Profile: Secure_Remote_Access
_g Current IP Address: 192.168.119.34
Location: Manufacturing_Zone = Cell-1

Applications Attributes Authentication
—

General Attributes
Description

Static Assignment false

Endpoint Policy Secure_Remote_Access ]

Static Group Assignment  false

Identity Group Assignment

Custom Attributes

Altribute Name Attribute Value
Attribute Name

assetGroup Austin_Plant > Cell-1

assetTag RemoteAccess

(®  Secure Remote Access f EndPoinis EndPointPolicy EQUALS Secure_Remole_Access xPemithccess +  PECURE_REMOTE ACCESS x v|

SBRICES
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Cisco Firepower Next-Generation Firewall (NGFW)

Firepower DT T AV F—Y a3 VHEEICINZA T, TA4—T INT v b 41 VAR 3 VEELFIFATEE I, Firepower
ICIE. BEDOV VY RETANTZENTERTED DAY A IIL—FEEDIC, BHOMHEEEZRET DN DHDE
#MBE 70k 3J)L (DNP3. Modbus. IEC 60870, CIP) OHR—KrAEZENTVET,

Ty MIXW T BN AR

Supervisory Control and Data Acquisition (SCADA) Z’O k)L, &hE, £FE. KUE, BEE. T8, BXIATAR
EDEXTOLRA, AVIZANZVFv 7O0€R. BLURETOLINSOT—5 ZER. #lH, BELET.
Firepower ¥ 27 Ald. Xy N T—U0HARY ¥ —D—E8& L TERE TE % Modbus $ & U DNP3 SCADA 7’00 ~ JJLA
o7V 7Oy ERHELET,

Modbus 7’0 k 3JLIE 1979 F(C Modicon A ¥Ih THREL =, IL<FHIT N TS SCADA O k)L TY., Modbus
ZU 7Oty HiE Modbus DT T4 v IV DEBZEEHL. IL—IL TV IVICLBDEDI=8HIC Modbus 70 ~ )L
Z7Fd—RULEI, =)L TvIviE Modbus F—T7—RZFEALTHEDO7ONIIN 74 —=ILRICFIVEALET,

Modbus LAYV K 7OKNIJJLDOFMIC DN TIE, hitp://modbus.org [33E] 288 L T< 1£& L\, Modbus DA ¥

ARG aVET 7 A NTEDICHE>TVEYS, Modbus DA Y ART 3V EFHITT BICIE. Xy NT—09HR
Do—%ERLTr7Z7EZX 2y bO—)L R V—ICEBRTZ2LENGHDET. ROXTY I TlE. RUI—%ERLT
BALXY,

A7y 71 [/RYY— (Policies) 1> [7ZtXxav kO—JL (Access Control) ]>[{&A (Intrusion) ] DIEICE
RU. [RYy NT—29HR Y > — (Network Analysis Policy) 122U w2 LEY,

Overview Analysis Devices Objects | AMP Deploy

Access Control » Intrusion Metwork Discovery Application Detectors Correlation Actions v

System Help v bmcgloth »

(o network Analysis Policy

1

Impert/Export Intrusion Rules Access Con

% compare Policies | | (&) Create Policy
Intrusion Policy Drop when Inline Status Last Modified
PP - - Used by 1 access control policy 2017-10-27 07:08:53 i=| [ st
pxgrid_intrusion Yes Policy up-to-date on all 2 devices Modified by "admin” J Llj e
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ATy 7T 2. 5ED[RY—DER (Create Policy) |/RZ &I 1wy LTRY —I[CEFTIEMAIT. RUD—
DYERL & #R&E (Create and Edit Policy) | Ry Y& U v o LET,

Create Network Analysis Policy

Mame * ModBus Inspection
—Descriptmn Industrial IoT .

Inline Made v |

Base Policy Balanced Secunty and Connectivity ¥ |

* Reguired : - ;
l Create Pali Create and Edit Policy . ancel |

AT T3 FEX—Y 3y XXILT[RE (Settings) 122Uy ULET, [SCADA 7 FOt v (SCADA
Preprocessors) ] @ [Modbus M&FE (Modbus Configuration) ] NMEXICH > TWBIBEEIE. (Bt
(Enabled) 1&#2 v - L9, [Modbus MEFTE (Modbus Configuration) | DI&ICH DiRET A AV ET U Y

A% 3P

. SCADA Preprocessors
Modbus Configuration ® Enabled ! Disabled

DMNP3 Configuration () Enabled (® Disabled

AT T4 [R=k (Ports) | 74 —ILRICEZANLET, R—bB02 AT T7AINTY, EHOEZIETE
IE53EEF. hYITRYIDET,

ATYT 5  REORY Y —EEELEICIDRY V—TIToEE#RET 51T, [RUP—IEFER (Policy
Information) ]Z2 Uy LTH 5 [EEZHEE (Commit Changes) ]Z2 Vv LET,

ZTEHEEECITICRY V—EZDEFICULIEBE., BlIORY Y —%2iRFET 2L, REICEELTHSINA T
Fr Yy VaINTWBREERIEEINET,
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KRICBARY 2 — (Intrusion Policy) ] © Modbus 7V 7Ot vy HDIL—ILZBMICTZRELAHDET, 41X
VREERUL, 1V VERTIIREDHZ /Ty M ROYTI5L5Ch5DIIL—ILZBMICLET.

ATy 76 [/RYY— (Policies) ]>[7ZtXxay kO—JL (Access Control) ]>[{&A (Intrusion) ] DIEICE
RU. RUD—DHEICH S [fwE (Edit) 120Uy o ULET, JL—IL (Rules) |>[FV 7Oty

(Preprocessors) ] > [Modbus ME&E (Modbus Configuration) | DJEICEIRLET, 3 DITRXTDIL—ILD
Fryv IRy I REAVICU. [JL—)LIREE (Rule State) | AZ2—D [ROY T LTAXRY NEERT S (Drop
and Generate Events) | #&RLU X9,

Overview Analysis Devices Objects | AMP Deploy , System Help v bmcgloth v

Access Control » Intrusion | Network Discovery Application Detectors Correlation Actions v

Edit Policy: pxgrid_intrusion

Policy Information Rules <« Back

Rule Configuration Filter: |GID: 144"

Firepower Recommendations Rule Content

3 selected rules of 3

. Category —
= Advanced Settings - - = L G/ o A Policy v
A — Classifications _ | Rule State [Event Filtering Dynamic State Alerting Comments
obal Rule Thresholding . —
Microsoft Vulnerabilities Generats Events g =3 @ T W @ &
3 Policy Layers Microsoft Worms y
c Drop and Generats Events D_LENGTH
My Changes Platform Specific @ D_PROTO_ID
Mo Rules Active “—Pmpmcessors US5_RESERVED_FUNCTION

£] CE Detection
DCE/RPC Configuration
DNP3 Configuration
DNS Configuration
FTP and Telnet Configuratio
GTP Command Channel Cor
HTTP Cenfiguration
IMAP Configuration
IP Defragmentation

r Modbus Configuration ]
POP Configuration

Dacleat Darnding

ATV T 7 REOR)—EEELCEICCORY V—TIT>1EBARET S(ICIE. [RU—1B#HR (Policy
Information) | Z2 Uy o LTHS [EEZEE (Commit Changes) |27 Vv o LET,
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Modbus AN Y RDA VAR gV
XYNT—U%@BBEIHIAYYRETANUTCARERIARY RAEZER 0T YRATAICRESTZ20ETOvI T
%, WA ALARBIL—ILEERLET,

fc& ZI1E, RTU-0122 [CX49 % 50 2#BA SR CEODEEEWHILT DI —ILZ21ER L E T,

A7v 71 :Modous ARV REF v I ITBHUWIL—ILEERLET., (A7 b (Objects) |>[BA
JL—JL (Intrusion Rules) 1> [#L W IL—ILDYERL (Create New Rule) ] DIBICEIRL 9. JL—ILICERTZ AT
4. A7 3> (Detection Options) ] © Modbus DEEZIEFLET. [FiiHE LU TERE (Save as
New) | =2 Uy ULET,

Create New Rule EreaiEy Rl
- - Message Modbus Read Coils Command Detection Rule
Message Modbus Read Coils Command Detection Rule
scada Classification Zc‘adla p— T
Classification = Sl 2
Action alert ¥
alert ¥ Protocol tep v
Protocol tcp ¥ Direction Bidirectional ¥
Direction Bidirectional ¥ Source IPs any Source Port any
Source IPs .any Source Port any Destination IPs  |any Destination Port 502
Destination IPs  any IDestinatian Port 502 II DEEEE EEETS
i . modbus_unit =
Detection Options ha2 -
ack Add Option Save As New |
n o O P - S a——— modbus_func x
isdataat = i ~
itype |write_single_register "
metadata
modbus_data modbus_data x
modbus_func -
modbus_unit ~
T
byte_test x
Bytes -
Offset

MOBBUS TCR/IP ADU -+ e
ya i — S S

MBAP Header Function Code Data Endian Little Endian ¥

Relative

DCE/RPC

PDU

byte_test ¥ || Add Option
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27w T 2 [/RY— (Policies) ]>[7ZtXxayv kO—JL (Access Control) ]>[{A (Intrusion) ] DIEICE

RU. RUY—DICH 2 [FE (Edi) 122Uy LET, JL—IL (Rules) |>[94E (Classifications) ] >

[SCADA] DIBISEIRLE T, L—ILDOF v IRy I AZAVITL, [L— w%%(mm&mm]x:l—w[F
Oy 7LTARY NEERT % (Drop and Generate Events) ] #BIRLE 9.

Overview Analysis Devices Objects AMP Deploy , System Help ¥ bmcgloth v

Access Control * Intrusion Network Discovery Application Detectors Correlation Actions ¥

Edit Policy: pxgrid_intrusion

Policy Information Rules < Back

Rule Configuration Filter: |C|a55iﬂcations:"scada" %x| ?

Rule Content

Firepower Recommendations 1 selected rule of 1

A A 'C Qv ¥ Policy v
Event Dynamic

@ Advanced Settings

Alerting Comments

pge « > @YWOs

Read Coils Command
tio) Rule

@ Policy Layers
Generic ICMP Event

Generic Protocol Comma
= Drop and Generats Even

Inappropriate contant ws

Information Leak

Known client side exploit
Known malicious file or fi
Known malware commar
Large Scale Information
Misc Activity

Misc Attack

Not Suspicious Traffic
Potential Corporate Polic
Potentially Bad Traffic
Sensitive Data
Successful Administrator
Successful User Privilege
Unknown Traffic
Unsuccessful User Privile

Web Application Attack

ATV T3 REORY Y —EEELEICCORY V—TIT>1EEERET SICIE. [RU—I1EH (Policy
Information) ]Z 2 Uy o LTH S [BEEZHEE (Commit Changes) |27 Uv o LET,
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ATy T4 BFULEEBABEARY D—2FRBLT. 727X Ay bO—=IL RYI—IZTXY N T—=00H
Modbus 1 Y AR gy RU—%2E8MULET., RUT— (Policies) ]>[7727 X3y hO—J)L (Access
Control) ]> [ tX3a>v kA—)L (Access Control) ] > [77 # )Lk Di#wE (Edit Default) ] DIEIZEIRL TH
5 [FHHERE (Advanced) 19 7&20 Uy o U, [Xy b T7—2 21 (Network Analysis) | ZfR&EL £, RY

v —% [Modbus 7/RY — (Modbus Policy) JICEBEL X9, [OK]. [{R%FE (Save) |. [EB] (Deploy) ] DIEICY
Dy LET,

Network Analysis and Intrusion Policies

Intrusion Policy used before Access Control
rule is determined

|Nn Rules Active ‘V|

Intrusion Policy Variable Set |Defau|t-5et

~|&#

Network Analysis Policy List

Network Analysis Rules Mo Custom Rules

Default Network Analysis Policy Balanced Security and Connectivity “'l

--System-Provided Policies--
Maximum Detection

Connectivity Over Security
Balanced Security and Connectivity
Security Over Connectivity

--User Created Policies--

ModBus Inspection
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Cisco Umbrella (. DNS ZERA LU CHRLBEICRY M7=V OEXNBAIBREEBTZIENTEZAYYRD 1 DT
T, FEAEDTNARIE, IXRTOTAONINTERZEILT 5/20ICDONS ZFEALUTRAS VAL RXTAD IP
PRLRZBRUET, 31 ICRT £ DIC, CiscoUmbrella TlE, RH VY TILBERA TV avickh, 1—HHF
INAZNSFRZBWETAREZEHIENTEET,

RO—RIBERFAA T avELTE RD I DIHFEITFSNET,

1. DHCP 5=/ EICA Vv H—X Y hEBETBDVE—FD 0T T/\A RICKBETT,

2. DNS H—/\: AEh@EEZ WK SHAFIALDD. EICA Yy —Ry NEBET S, NED loT T/ RICKRBET
I, TYRKRA Y MNEIAIRILESNEBAD. REBRRAASUHS 0T T/INA ANRESINE T,

3. WET7TIATVRA NBYVRATAEAVT—RY N VAT LAOEALBEET S, NEBD loT T7/\1 RTHET
T, ABBICHBITBT7ATUTATABRICEDNT, O, RE BLURI = ATV a3 UMREEINET,
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31 : Umbrella DERA 73y
DHCP t—/X DNS #—/\ RET7TSAT VR
REE K A A VDR AR A VEEET S = SN WV & AIRED

WRmTDs Y TR

=@ D2y T IV

: Umbrella @ 208.67.222.222 : Umbrella @ 208.67.222.222

N7 U iR el 7R
@82.0.1I(CRY>—%EH

INZ ey s IR
@820.1 (1R v —%ER

DEBHRIC HodE

EB: Umbrella

s 4 BEE{L EDNS EHABAHD
| BARU Y~ (REsIP Al

Y
D

i N R
@ 8.2.0.1

DHCP @ DNS =
10.8.10.100

i N
@ 8.2.0.1

DHCP @ DNS =
208.67.222.222

5ME8 DNS =
208.67.222.222

=0
FINA A .9.10.110gH==S
@ 10.1.2.2 PASES

FINA A
@ 10.1.2.2

VZAOADEZER OTIRIETIE, TBEISDEFIEFINRTOBEINEEY —VAICEEZDIRIN, XRUF—EFIVTTR
P—EZAANDTLANIDLR—ME2BPICTZELOBERICERLTVNET, Z<OERIL. 10T T/N1 ANA VT —
XYM H—EREBELTVENEIAZE T I >TWEEA. TOLRNILDEHHIBRAREEFDICIE.
Xy hD—yTcoO—hAHIl 7LEVYIAHINETT,

DY Ya—3viE VMware 7zl Hyper-V TRETZ 724 7V RE U TEBINSZEEDDONS 74 T7—45 %%
HELEI., DHCP H—/\HhEEHIICEIND B THN/-DNS H—N\EFHETZILICLD. RIDRAALVICHTTBIRTD
BREFYIRET 7247V RAICEELET, RETZ TS24 7V REHER A VEITOEKRZEEFEDO—7HJL DNS
H—NICERELE T, 1 VT =Y b RAS VST ZERAD Unbrella [CERES N BRI, O—AJL IP A RFC ZEHLD
DNS sk AR ICHAAIAE NS 726D, BRITONERY hT—0 TN RAEZBETETET, choDA vy —x v MBSk
JITYDLAR—bMIE, CiscoUmbrella ®LR—bk AVY—ILTAFTZET,
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T2A47V2R
Cisco Umbrella R%87 7 Z « 77 > X%, https://docs.umbrella.com/product/umbrella/1-introduction/ [C#H %A YV XA ~—
L HA RICIE-> T, Z/RAD VMware Y AT AICA VY AN—)LTEET

VYADRAT—Y X AVY—=I)LIEH 32 DL SICRKRDFET,

AVAM=ILOFEHNTT IS E, Unbrella KRB 754

32 : Umbrella VA D X F7—4 R

~ Status

Umbrellavd

Forwarder

Mame :

Local Connectivity
20 domains

version: 2.1.0

upport Tunnel

B7 547V RA%fE

0T Y ZAF7 AlE. DNS H—/N&E U T (SaA%ZXIRT 5cHICERAES N 2 DD) Umbrella {R1E
HAT5L5CRELEX U, RE7Z T 547V XTI, NEEERAIC Microsoft Active Directory DNS #—/\Z{ERL X

L=,

SHRICRS
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REBR A VORBICEALTIE, K33 ICRTLDIC. Unbrella RIEE7Z 754 7> ZIZHREZBD DNS H— /N [CEKEEE
L. ZDOE% 0T VAT AICEELET, ChESDEXIIRET 754 7 AICIFEFI NI, RS DNS —/XTl&
RET7TZAT7YADNBROEETELTERRINET,

X 33 : NEB R A1 VY DIRE

(:) MEDNS # TV
HEERLEFP=10910.110

@DNSJL“/??‘??‘

KT22 cisco-x.com

DNS IGE @
IP=1091033
TLARY ARL—3iF

<:)#—ﬁ«mF—§mEE
. kT
KT22 cisco x.com

10.8.116.31 10.9.103.31

HERA VT —Fy b RASVORRICEBL TIE. R34 ITRT LIS, Umbrella RIE7Z 7247V RIET Z 7 RAD
Umbrella @Y VILINICERITD IP 7 KL ADBEREMMUAERZERELET., COLDBEHMRBEREERT 2R

V—lE. BERTOT/NARICWETHRIRA ATELXY, INRTORY Y—HERICEAINS L 0T Y RTAICKRE
HEEESI N, TOVATATEEEZEILITETET,

X34 : 9814 V5 —v b~ RAASVDOBRE

fHEITY
HE ftéhr EDMNA
HEENLEP=109.11631

\_______.ar
@ DNS BE

P=184.72.117.127 —:—:,—;'7 (7o

@ DNE N FFuT
DNE e @

miydata.aws .com
P=184.72117127

L J

Tt TF—FDEE

@ FLARY 2 L—

miydata aws.com
18472117127
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ELERS ., Umbrella @LR—b v Y =)L CHERETEET,
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Reporting / Core Reports

asco - Activity Search &

) LAST24 HOURS ¥

o ‘ Q, Search request activity

Identity

David

David

David

David

David

David

David

David

David

David

Advanced ¥

|'|P ADDRESS | 10.9.116.31 X |

Identity Type Destination Internal IP External IP
& ADUsers ocsp.comodoca.com 10.9.116.31 63.81.138.11
& AD Users go.microsoft.com 10.9.116.31 63.81.138.11
& AD Users gn.symcd.com 10.9.116.31 63.81.138.11
& ADUsers ocsp.verisign.com 10.9.116.31 63.81.138.11
& ADUsers www.google.com 10.9.116.31 63.81.138.11
& AD Users tpc.googlesyndication.com 109.116.31 63.81.138.11
& AD Users s1.2mdn net 10.9.116.31 63.81.138.11
& ADUsers pagead2 googlesyndication.com 10.9.116.31 63.81.138.11
& ADUsers clients1.google.com 10.9.116.31 63.81.138.11
& ADUsers www.googletagservices.com 10.9.116.31 63.81.138.11

CLEAR

Action

© Allowed

@ Allowed

© Allowed

@ Allowed

@ Allowed

@ Allowed

@ Allowed

© Allowed

© Allowed

© Allowed

Categories

Software/Technology, Business Services
Software/Technology

Business Services, Global Whitelist
Search Engines

Search Engines

Search Engines

Search Engines

B Columns

Date & Time

QOct 26, 2017 at 2:14 PM

Oct 26, 2017 at 2:14 PM

QOct 26, 2017 at 2:14 PM

Oct 26, 2017 at 2:14 PM

Oct 26, 2017 at 2:13 PM

Oct 26, 2017 at 2:13 PM

Oct 26, 2017 at 2:13 PM

Oct 26, 2017 at 2:13 PM

Oct 26, 2017 at 2:13 PM

Oct 26, 2017 at 2:13 PM

Bart McGlothin =

All Requests =

SBRICES
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Cisco AnyConnect

BE—FTFI2ERX

O s = -

_'{ﬁxﬁm D VPN ?J%: i
Y E—hotEE 7777

Cisco AnyConnect

RN DEERRHIENADIREZMHIFTHHIC. TNV T EAYTF U RAZR YT —[CHELRITNIERS B ST
BEMLAHDET, ZDEHIIRNVYYT—ICTIBOXRY N T—UANDUET—K PO EIZHFALED. RVFT—DEYHEF(C
HERGANDBEE 7V CRZHFAILED T2V FUAEEREHD T, WThDBETH, F5LET7I7ERESESE
FREBENBET2ERHDOXY NT—U 2 @BBT2UNELNHDET. TOLIBRT IV ELAEZMLEICIGL TERLITITD

DIBGTEHDFEFRA, YAOATIE, RYMNT—0¢TF 1T AT EORERRIEZIREIT D ETERFZICL
TWET,

1. 3. NPOFMEBEIT IO EZEKBEINTT/INA RCIEDBELITIE, AVY—X Yy MNTREICTIEZL.

Industrial DMZ @B L CTHBABICA>THSTHEDOX Y N T—02@BLAITNIERDEEAN,. COLOIR
7Ot RFEMTT,

2. RIC, HEOEMENIRVZICVWT, XDV Y —RICT VLRI 2RENHBIHEIE. TOCINHICRED XS,

ASAF. VPNty Y avDtFa VT4 JIL—TDII7HFZFR—bLTWET, EFaVTa JIL—TF 573,
ASA ICHBIFBTIL—7 RUY—DFAZBEHEI{ILLET. Cisco AnyConnect VPN [F. ASA 774 7o +— )L TEESh
9., UE—bDORYHF—E/X—MF—[ZL. Active Directory D1—H/T)L—T 7HT Y MIE DT ISE TRREEE h
F9. ISEF, FBARY Y—([CEDWTHEYR SCT ZEIDHTET., M35 ICRILIIC. ASADFYIEX RUY—T
. TIAREEF2YT a0 TIL—TDIP-SGTIVEVIICEDVWTHRA SNV AT ADHANDT VA% /\—
F—ICEFAILE T,
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35 : Cisco AnyConnect & SGT

UE—I A3 ELEES VT o TrustSeo
BlE Cisco anyConnect 77547V A A wTF
SGET 38
AT
SGET 241

AAA H—/)XDBMIC VPN Z—HI(CEID H TS SGT AEFNTWVRWNESR., ASA FTIL—T RY—D SGT #FEAL
F9, FJIL—T RUY—ICSCTAEBENTLRWNERIE. 97 0x0AEID LTS NET,

22547k VPN & TrustSec MEHBICDWTIE, XD URL #HBL TS0,

e https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/firewall/asa-98-firewall-
config/access-trustsec.html#D-2135-000006a9
e https://www.cisco.com/c/ja jp/support/docs/security/adaptive-security-appliance-asa-software/117694-

config-asa-00.html#anc6

SBRICR?
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Cisco AnyConnect

Cisco ldentity Services Engine (ISE) DEX7E
RDR Ty FTlE. Active Directory S /N\—h~F— T =T ISEDT7ATVT4 T4 V—RITEM. BET H/\—
NF—DtFaUT4 YI—T 9T %M. /X~ F—AFOREARY V—%8BM. ZLTASADYE—R7IEZR
DFBFEE U T ISE ZBMY 2 AEZBHRLET.

27y 71 [E¥ (Administration) ] >[ID O&E¥ (Identity Management) ] > [9+&F ID
Sources) ] DJBEICEIR L. Active Directory T—Hh5/—hF— FIIL—TZEBMLT

SBRICES

Select Directory Groups
This dialog is used to select groups from the Directory.

Domain| cisco-x.com

2018 £ 5 A

Y —X (External Identity
BRELET.

Name Filter

SID Filter]

| Type Fitter ALL

——
efrieve Grou| g’(}rcups Refrieved.
[ Name a

[ cisco-x.com/Microsoft Exchange System Objects/Exch...
[ cisco-x.com/Users/Allowed RODC Password Replicatio.
[ cisco-x com/Users/Cert Publishers

[ cisco-x com/Users/Cloneable Domain Controllers
cisco-x com/Users/Contractor

[ ciscox com/Users/Denied RODC Password Replicatio.
[ cisco-x com/Users/DnsAdming

[ cisco-x com/Users/DnsUpdateProxy
cisco-x.comyUsers/Domain Admins

[ cisco-x.com/Users/Domain Computers

[ cisco-x.com/Users/Domain Controllers

[ cisco-x com/Users/Domain Guests

cisco-x com/Users/Domain Users

cisco-x com/Users/Employee

[ cisco-x com/Users/Enterprise Admins

[ cisco-x com/Users/Enterprise Read-only Domain Contr...

Creator Owners

[ cisco-x.com/Users/RAS and IAS Servers

[ cisco-x com/Users/Read-only Domain Controllers
[ cisco-x com/Users/Schema Admins

[ cisco-x com/Users/WinRMRemoteWMIUsers__

| Group siD

§-1-5-21-2911159674-668070521-1126188963-1141
§-1-5-21-2011159674-668070521-1126188963-571
5-1-5-21-2811159674-668070521-1126188963-517
§-1-5-21-2911159674-668070521-1126188963-522
§-1-5-21-2911159674-668070521-1126188963-1110
8-1-5-21-2911159674-668070521-1126188963-572
8-1-5-21-2911159674-668070521-1126188963-1102
8-1-5-21-2911159674-668070521-1126188963-1103
5-1-5-21-2911159674-668070521-1126188963-512
§-1-5-21-2911159674-668070521-1126188963-515
5-1-5-21-2011159674-668070521-1126188963-516
§-1-5-21-2911159674-668070521-1126188963-514
5-1-5-21-2911159674-668070521-1126188563-513
8-1-5-21-2911159674-668070521-1126188963-1109
8-1-5-21-2911159674-668070521-1126188963-519
8-1-5-21-2911159674-668070521-1126188963-438
8-1-5-21-2911159674-668070521-1126188963-520
5-1-5-21-2911159674-668070521-1126188963-1161
S-1-5-21-2911159674-668070521-1126188963-525
§-1-5-21-2011159674-668070521-1126188963-553
5-1-5-21-2811159674-668070521-1126188963-521
§-1-5-21-2911159674-668070521-1126188963-518
5-1-5-21-2811159674-668070521-1126188563-1000

| Group Type

GLOBAL
DOMAIN LOCAL
DOMAIN LOCAL
GLOBAL
GLOBAL
DOMAIN LOCAL
DOMAIN LOCAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
‘GLOBAL
UNIVERSAL
UNIVERSAL
GLOBAL
GLOBAL
GLOBAL
DOMAIN LOCAL
GLOBAL
UNIVERSAL

DOMAIN LOCALA
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Cisco AnyConnect

ATy T2 [7—0Ut>v5— (Work Centers) ]> [TrustSec] > [av/R—% >k (Components) ][> [tzF 2V
T4 7 )L—7 (Security Groups) ]>[EfN (Add) ] DIEICERL., /X\—bF—0D SCT 7 IL—7ZEML TEE
LEd., Name ZA L TTZ A OV %ERL. Descripton ZANL T [{R%F (Save) |22 U v o LET,

M
cIsco

Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

b Metwork Access P Guest Access | v TrustSec » BYOD » Profiler  » Posture P Device Administration  » PassivelD

» Overview | = Components | b TrustSec Policy  Policy Sets  » SXP » Troubleshoot  Reports  » Settings

Security Groups List = PartnersSGT
Security Groups v P

Security Groups
IP SGT Static Mapping ORI
Security Group ACLs | PartnersSGI] |
Network Devices *Icon
]

Trustsec AAA Servers ® e é_ = o @

& (0 wEjep a®

—
2 E ™Y A 5L

Description

Propagate to ACI
Security Group Tag (Dec / Hex): 38/0026

Generation 1d: 0

g eset

ATV T 3 AR —ICNN—= " F—DTFATVTA4T4 ANTHEFNTNSIEZHEELET, RY
v — (Policy) 1> [/RUY—t v b (Policy Sets) |>[F7#J)L b (Default) ] ICIBEILE T,

‘ties’ Identity Services Engine Home b ConfextVisbiity b Operations » Administration ~ » Work Centers

Profiling Posture  Client Provisioning » Policy Elements

Policy Sets Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
[ Search policy names & descriptions. P] For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
Status Name Description
G [P | X[ @ ’
Default Default Policy Set
| Summary of Policies
Alist of all your policies ¥ Authentication Policy
u Global Exceptions MAB - If Wired_MAB OR Allow Protocols - Default Network Access and Edit| =
Rules across entire deployment - Wireless_MAB
Default Default use Internal Endpoints
Default Policy Set
Dot1X o If Wired_802.1X OR Allow Protocols : Default Network Access and Edit|+
Save Order Reset Order N Wireless_802.1X
Default use All_User_ID_Stores
[ Default Rule (If no match) - Allow Protocols - Default Network Access and use : All_User ID_Stores ] Edit| v

w Authorization Policy

SBRICES
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27w 7T 4 [RY— (Policy) 1>[/RUT—t vk (Policy Sets) 1> [F7 )Lk (Default) ]> [ZRAIARY ¥ —

(Authorization Policy) ] DIEICIEIRL. N—hkF—0DFRAI7O7 71 )LZEMUL TEREL £ 9. Active Directory @
TATYTAT4 JIL—TH#IBEL. PermitAccess & SGT %/ )L— 7 PartnersSGT DIEREEINDHTE T,

P Partner AD1:ExternalGroups EQUALS cisco- PartnersSGT PermitAccess
x.com/Users/Partner

A7 75 [EHE (Administration) ]>[Xv kT—2 YUY —2X (Network Resources) |>[XY kT—0F /XA

A (Network Devices) | DIEICEIRL., XYy hT—2 T4 RELTASA ZEBMUTRELE T, [RE
(Save) 1= VUwo LET,

‘il | dentity Services Engine Home

» Context Visibility ~ » Operations

+ Policy ~ Administration » Work Cenlers
» System  » Identity Management § ~ Network Resources ¥ Device Portal Management  pxGrid Services » Feed Service ¥ Threat Centric NAC

 Network Devices etwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
(]

. Network Devices List > ASAv-VPN
Network devices
Network Devices
Default Device
* Name | ASAv-VPM
Device Security Settings
ESCrIption | Remote Access
[ *IP Address: | 10,9.30.10 ! 1

* Device Profile % Cisco » &

e ane
Software Version

* Network Device Group

Device Type [all Device Types & | [ Set To Default |
IPSEC [ng © ] [ set To Default |
Location [all Locations © | [ Set ToDefault |

RADIUS Authentication Settings

RADIUS UDP Settings

Protocol  RADIUS
[ * Shared Secret

[ | show |

CoaPort [ 1700

‘ | Set To Default |

RADIUS DTLS Settings (i

DTLS Required [

Shared Secret | radius/dils

ConPort [ 2082 | [ Set To Default |

lssuer CA of ISE Cerfilicates for CoA |Select if required (optionzl)

~]

General Settings

Enable Keywrap [ 7

* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL

SBHRICRS
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Cisco ASA VPN DE&7E

RDAT Y TTE AnyConnect 7 24 7 hEERALTASADYE—b 7V X VPN ZEREL. ISE TUE—H 21—V
ZRFEEL T SCT 28D YHTTHAL, ZNESD ST ICEDWetEFa T4 RUV—%RESBHEEMHLET.

A7y 7 1:CL ZHEAL TERRR VPN FREZITWE T,
VPN 21—HDIP —)LEEELET,

ip local pool VPN POOL 10.9.31.10-10.9.31.99 mask 255.255.255.128

VPN O Z7O7 74 ILERY O —ZF/ELET,

webvpn enable outside
anyconnect image diskO:/anyconnect-win-4.5.00058-webdeploy-k9.pkg 1
anyconnect image disk0O:/anyconnect-macos-4.5.00058-webdeploy-k9.pkg 2
anyconnect enable
tunnel-group-list enable
cache
disable
error-recovery disable
!
group-policy GroupPolicy SSL VPN internal
group-policy GroupPolicy SSL VPN attributes
dns-server value 10.9.10.110 10.9.10.111
vpn-tunnel-protocol ssl-client
default-domain value cisco-x.com
vpn-tunnel-protocol ikevl ikev2 ssl-client ssl-clientless
|
tunnel-group SSL VPN type remote-access
tunnel-group SSL VPN general-attributes
address-pool VPN POOL
authentication-server-group ISE
accounting-server-group ISE
default-group-policy GroupPolicy SSL VPN
tunnel-group SSL VPN webvpn-attributes
group-alias SSL_VPN enable

Add the Remote Access VPN Pool to the enterprise routing updates.

prefix-list VPN PREFIX seq 1 permit 10.9.31.0/25
route-map VPN _RM POOL permit 1

match ip address prefix-list VPN PREFIX

|

router eigrp 101

redistribute static route-map VPN RM POOL

SBRICR%
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2T w7 2 ASA AAA & TrustSec DBREEITLNE T,

aaa-server ISE protocol radius
aaa-server ISE (inside) host 10.9.10.51
key Ciscol234

radius-common-pw Ciscol234
|

cts server—-group ISE

cts sxp enable

cts sxp default password Ciscol234

cts sxp default source-ip 10.9.30.10

cts sxp connection peer 10.9.10.51 password default mode peer speaker

TrustSec 7 577 RICEMT %ICiE. ASA % Protected Access Credential (PAC) TEREET 2WMEAH N FT ., ASA (&
B PAC 7OEY 3 Z vy aHR—MLTWRWEZH, ZDT 741 I)L% ISE TFEITERM L. ASA ITH VR—KT 2
BENAHDET,

A7y 7 3 [EE (Administration) ]>[Xv kT—%2 U Y —2X (Network Resources) |>[XY kT—2F /(A
A (Network Devices) ] > [ASAv-VPN] > [TrustSec DF¥#EZE (Advanced TrustSec Settings) ] MJIEIZEFEIR
L. ISEH—/ITPAC ZERHLET, (7T AT/ R (O0B) PAC (Out of Band (OOB) PAC) ] 7’OE Y 3
ZVTEERULTTD 7AW EERLET,

Generate PAC

The Identity field specifies the username or maching name presented as the "inner username” by the EAP-FAST protocal,
If the Identity string entered here does not match that username, authentication will fail.

* Identity | ASAV-VEN

* Encryption Key

* PAC Time to Live [ | [weeks  ~]

Expiration Date 03 Mov 2017 02:56:04 GMT

Generate PAC [ Cancel |

ATFTY T 4:PAC & ASAICAYR—KMLET,

SBHRICRS
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RSN T 7AILIE HTTP/FTP H—NICEEETEEX T, ASAFChZFERALT. 770421 YR—MLUET,

ASA-VPN# cts import-pac ftp://10.9.10.19/ASAv-VPN.pac password Ciscol234 !PAC
Imported Successfully

ASA-VPN# show cts pac

PAC-Info:

Valid until: Jan 04 2018 19:48:53

AID: £27245406549%9e7f85ace32f2bceb8abe
I-ID: ASAv-VPN

A-ID-Info: Identity Services Engine
PAC-type: Cisco TrustSec

PAC-Opaque:

000200b00003000100040010£27245406549e7£85ace32f2bceb8a5e0006009400030100da505
e29%bedc2771e9015748dd79aeb70000001359%9ee79¢c500093a80ade9899465¢c87f6a366a8bab90
56215¢c153¢c9%086e96e33e90cad9298fe0bl144cd2a08748b9dd942150£51£40002a06f34a9%9ab59
17d8a2152164cle6307ded78db2b79%9a8ee8ale0abb415e9f0661b97d9¢c2c9%9e8c3¢cb90d849d1c3
cS5bd4aabddb0f69ef913e3c26f7571c525ed40ec7c9dedadbla

Wi PAC A3 5158 F. ASA ABFMICEEBIEHROEHEETLET., hickh. IRED SGT FIL—7
[CRE9 2BEHMMN ISENSY I vO—RahEd,

ASA-VPN# show cts environment-data sg-table
Security Group Table:

Valid until: 19:50:32 PDT Oct 27 2017
Showing 40 of 40 entries

SG Name SG Tag Type

ANY 65535 unicast
ContractorsSGT 5 unicast
EmployeesSGT 4 unicast
IoT DeviceSGT 20 unicast
IoT Manufacturing Contorl Sys 25 unicast
IoT Manufacturing Monitor Sys 26 unicast
Network Services 3 unicast
OTHER UNTAGGED 37 unicast
PartnersSGT 38 unicast
Quarantined SystemsSGT 255 unicast
TrustSec DevicesSGT 2 unicast
Unknown 0 unicast

AT TS5 AVZA4VTNTy My T, 5747y b 2EELET,

interface GigabitEthernet0/1
nameif inside

cts manual

propagate sgt

UE—KN Z0ERICETBTIL—T RU Y —D access-list 7 4 L% &, security-group BHEE Y R—FLTW
FtA, FDOz6H. VPN 1—H RY ¥ —7T TrustSec SGT ZFATERLDICA VI —T A AR—ADT Y
T AERERET D2UENHDET,

SBHRICRS
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ATV T 6 AYNIYRVPN Y3 YDA V=T AR 7R YR ME/NA/NXRFTBHIHIC. VPN D
T7AINEEEENICLET,

no sysopt connection permit-vpn

ATV T 7 590 TEBLSEFa2VT4 JIL—T2%ZFERBL THEBEGER A > 5 —7 = — X T PartnersSGT Hh
5 l0T_DeviceSGT NDKNZ 7 4 v %&FA] 9% ACL ZREL XTI . &5(C. Industrial DMZ RD YU E—K X
Gy T ORI B=—NICT7VEREEBMLET,

object network RemoteAccessServer

host 10.9.103.31
!

access-list outside access in extended permit ip security-group name

PartnersSGT any security-group name IoT DeviceSGT any
!

access-list outside access in extended permit ip security-group name

PartnersSGT any object RemoteAccessServer
|

access-group outside access _in in interface outside

INTASAF VPN I—HZ08E0U. SCT [CEDW 77 ERGlHZzRITTESHLOICRDET,

Cisco TrustSec MDELfH
Cisco TrustSec #&H9 5 IT YV KlFZ. ROEED T,

® show running-config cts

e® show running-config [all] cts role-based [sgt-map] : THOANXY RiF, I—FHIEELEZ IP-SGT N1 VT4V
JT7T=TINDOIV ) ERRULET,

® show cts sxp connections : COIAX Y RiE, BEOOAVTFAM E—RAMFERINTLWBIFEIC. ASA [CHIT
HEEDI—YD SXP EHERRTLET.

® show conn security-group : XTD SXP IEGD T — 5 2R RULET,

® show cts environment-data : ASA DtF 21U T+ JIL—T T—TILICEE N S Cisco TrustSec FRIZEDEHR =
F=RULET,

® show cts sgt-map : fllfEl/XZ D IP address & security FIL—TDF—T )L Xx—Iv DIV M) ERRLULET,

® show asp table cts sgt-map : TOAX Y RlF, T—F /N THEFF S N5 IP address-security 7 )L—7 F—7 )L
Ny EVYT 7= X—=ZD IP address & security I —7T 7—TILDIYXvEVYT TN EZRRULET,

® showctspac :ISE NS ASA T4 VIR— M SN/ PAC 774 IILDIEHRERRLUET, /. PAC 77 ILHE
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Cisco SAFE [C& Bt UT 1 DEEHEIL :
https://www.cisco.com/c/ja [p/solutions/enterprise/design-zone-security/landing safe.html

Network as a Sensor :

https://www.cisco.com/c/ja jp/solutions/enterprise-networks/enterprise-network-security/net-sensor.html
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Feb2017/CVD-NaaS-Stealthwatch-SIL N-Threat-Visibility-
Defense-Dep-Feb17.pdf

Cisco Identity Services Engine & TrustSec (Network as an Enforcer)
https://www.cisco.com/c/ja [p/solutions/enterprise-networks/enterprise-network-security/net-enforcer.html

Cisco Rapid Threat Containment Y 2 — 3 :
https://www.cisco.com/c/en/us/solutions/enterprise-networks/rapid-threat-containment/index.html

Cisco StealthWatch :

https://www.cisco.com/c/ja jp/products/security/stealthwatch/index.html
http://www.network-node.com/blog/2016/5/31/stealthwatch-smc-client-part-1 [3EE]

Cisco Umbrella €2 Y7« :

https://www.cisco.com/c/m/ja jp/umbrella/index.html?dtid=0sscdc000334

DNS DR 7230574 X :
https://www.cisco.com/c/en/us/about/security-center/dns-best-practices.html
Windows Server 2012 3 & UF 2012 R2 TD DNS T # T —F 4 VT DRE
https://support.opendns.com/entries/47071344-Windows-Server-2012-and-2012-R?

T RKRA > hEAF Cisco AMP (Advanced Malware Protection)

httos.//vvvvvv.C|sco.com/c/|a ip/products/security/fireamp-endpoints/index.html
Cisco Advanced Malware Protection
https://www.cisco.com/c/ja jp/products/security/advanced-malware-protection/index.html

Cisco Talos OBEMRBRER A VT VI TV R

https://www.cisco.com/c/ja [p/products/security/talos.html
Cisco ThreatGrid :

https://www.cisco.com/c/ja jp/solutions/enterprise-networks/amp-threat-grid/index.html

FATYTAT4 Y—EZXD=8D ISE & Firepower SEEaD NS TNV 2a—FT a4 VY5

https://www.cisco.com/c/en/us/support/docs/security/identity-services-enaine/2003 19-Troubleshoot-ISE-and-
FirePOWER-Integrati.html

Cisco TrustSec XA v F AV T4 Fxal—r3y HAR
https://www.cisco.com/c/en/us/td/docs/switches/lan/trustsec/configuration/guide/trustsec.html

Cisco Firepower Management Center :
https://www.cisco.com/c/ja jp/products/security/firesight-management-center/index.html

Cisco Industrial Network Director :
https://www.cisco.com/c/ja [p/products/cloud-systems-management/industrial-network-director/index.html
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loT Threat Defense Y U 2 — 3 VDRIET AN ETOICHIED. UTOEEAEREINFE UL,

KT BIEEShEZYY1—ravIceEEnsd85H

| TIYRTA—A

Cisco Identity Services XY RNT—=VICHERT BT /N1 RAORGE | REEKIEWEY 754 | 2.4.0.357
Engine (ISE) E707 74 JLER 7R
Cisco Industrial Network EERA—YXYNAVYITITANTY VIbhoxT 1.4.0-216
Director (IND) F v DELRAIRME & HIHDEIR
Cisco Firepower Firepower Threat Defense ¥ X 7 A D REX/IYIEBET7 TZ4 |6.20
Management Center = 7R
FireSIGHT Defense Center ISA 3000 774 77 x—)L (FTD JE& | (k18 54.1.9
) OEHE
Cisco Stealthwatch NetFlow DUXEE & it REX/IYET7 TZ4 |6.90
7R
Cisco Cognitive Threat Stealthwatch » 5O 7 O—O T A AVEN BEA=1 N
Analytics
Cisco Umbrella XYRNT—U LD lTOEF2UT4% | VT TRK 2.1.0
I#{RT 5 DNSR—2DEF17 1V
=Xy b T—broxA
Cisco AnyConnect t¥a7 ®EEVTA V47V Windows 4.5.00058
Cisco Firepower Threat Firepower Threat Defense Y 7 Uz 7 | {REH LT 2100, 6.2.0
Defense A A=IHERITIBEF2UFT4 73w [ 4100, 9300
k7 x—A
Cisco ASA Tr7AT7 I A=) ISA 3000, ASA 5500-X |9.7(1)4
ASA-ASDM O—AJL FW &I ISA 3000, ASA 5500-X | 7.7(1)
ASA E® NGIPS REE &l ISA 3000, ASA 5500-X |5.4.1.8+
EERA—YRYH IPSERVICES Z&%IC LIc&MAM IE 4000, IE 5000, 15.2(6)E1
ALY F A4y F 3560-CX
Cisco Catalyst X1 v F ar 6807-XL 15.4(1)SY
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