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EoGRE Tunneling Overview

Ethernet over GRE (EoGRE) is a new aggregation solution for aggregating Wi-Fi traffic from hotspots. This solution enables customer
premises equipment (CPE) devices to bridge the Ethernet traffic coming from an end host, and encapsulate the traffic in Ethernet packets
over an IP GRE tunnel. When the IP GRE tunnels are terminated on a service provider broadband network gateway, the end host’s traffic is

terminated and subscriber sessions are initiated for the end host.

C9800 EoGRE Tunnel in Local Mode

e CAPWAP Control (AP-WLC) - encrypted
e  CAPWAP Data (AP-WLC) — optional as encrypted

e  EOGRE Data (C9800-TGW)-not encrypted

C9800 EoGRE Tunnel in FlexConnect Mode

FlexConnect Local
Switching AP

e CAPWAP Control (Flex AP-C9800)
e  EOGRE Data (Flex AP-TGW)

e Once tunnel is established — data flows from FC AP directly to the TGW



EoGRE Deployment Guide for Cisco Catalyst 9800 Series Wireless Controllers, Cisco I0S XE Amsterdam 17.1

Benefits of EOGRE Tunneling

Benefits of EOGRE Tunneling

e  Client can maintain IP address and policy across heterogeneous access networks with different technologies and/or vendors.
e Bypass MAC address scaling limitation of the L2 switch connecting to the WLC.

The EoGRE Tunneling offers the following benefits for mobile operators:

e Reduces network congestion by reducing OpEx and increasing network efficiency by offloading 3G and 4G traffic.
e  Provides access to 3G and 4G core in spite of a lack of weak cell signal, leading to subscriber retention.
e  Lowers CapEx on per user basis or bandwidth basis in dense metro environments.

The EoGRE tunneling offers the following benefits for wireline and Wi-Fi operators:

e  Provides Wi-Fi security and subscriber control.

e Delivers scalable, manageable, and secure wireless connectivity.
e  Enables new revenue-sharing business models.

e Delivers a Wi-Fi platform that offers new location-based services.

The EoGRE tunneling offers the following benefits for subscribers:

e Provides enhanced quality of experience to subscribers on Wi-Fi networks.

e  Provides unified billing across access networks.

e Provides mobility across radio access technologies—3G or 4G to Wi-Fi and Wi-Fi to Wi-Fi.
e  Provides multiple options within the Wi-Fi platform, thereby enabling location-based services.
e EOGRE Tunnels support IPv4 and IPv6 in Local and Flex Connect Modes

e EOGRE supports primary and secondary TGWs Failover and Redundancy

e Support EoGRE tunnels for 802.1x and open WLANs

e  Support IPv4 and IPv6 wireless clients

e  Support DHCP option 82 insertion on EOGRE Tunnel

e  Support AAA override for EOGRE users

e Support for Tunnel Gateway as Radius-proxy

e Support up to 10 Tunnel Gateways

e Support Accounting ad-interim updates
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e  Support definition of EOGRE Domains

e Support per-realm filters to choose target domain per user
e Support VLAN tagging in per-realm filters

e  Support VLAN override per WLAN

e Support for Wave-1 and Wave-2 APs

e  Enhanced number (4094) of EOGRE VLANs support

e  AAA-proxy Gateway configuration enhancement

Platform Support

Catalyst wireless platforms 9800-40, 9800-80, 9800-CL and C9800-L
11ac Wave 1 and Wave 2 Access Points: AP18xx, 2802, 3802, 4800, 1540, 1560, 1700, 2700, 3700, 1570
All WiFi6 or Catalyst 9100 series Access Points.

Supported releases I0S-XE -17.1 in CLI and WebUI modes.

EoGRE Tunnel Design Options

C9800 Controller EOGRE Tunnel configuration

e  CAPWAP Control Path (AP-WLC)
. CAPWAP Data Path (AP-WLC)
e  EOGRE Data Flow (WLC-TGW)

In this design model, a tunnel gets generated from WLC to the tunnel gateway such as ASR 1000. Begin with I0S-XE release 16.12,
controllers support up to10 tunnel Gateway configurations and 10 EoGRE Tunnel Domains. Each configured Tunnel profile is applied per
Domain. Each profile can also be configured with a realm. When realms are configured, it will be a username followed by “@”. Realm is a
string after @, for example, in user name@cisco.com the realm is “cisco.com”. Two or more tunnels can be configured for redundancy, so
that when the primary or active tunnel fails, the secondary or standby tunnel will take over the operation of the EOGRE tunnel. Intra-
controller and Inter-controller mobility are also supported with the EOGRE tunnel configuration.

Tunnels can be configured to be part of a single VLAN- only single VLAN tag supported in the Ethernet frame.
e Tunnel Domains are redundancy grouping of tunnels. Configuration specifies a primary and a secondary tunnel, together with

redundancy model.

e  Tunnel Rules are in charge of realm filtering, each client has a realm assigned in its username for instance, for username

mike@cisco.com, hence “cisco.com” is the realm.

e  Rules allow user to define what domain to use for each realm. Also, they allow to define the VLAN tagging for client traffic going

toward that TGW.


mailto:user_name@cisco.com
mailto:mike@cisco.com
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e  Filters cannot have wildcards (*) in the realm configuration to catch all.

Only one type of tunnel is supported per WLAN. EoGRE is supported on either Open or 802.1x based WLANs. Other authentication modes
including PSK are not supported in the present release by the tunneled clients.

When open SSID WLAN is used, either all local/simple or all tunneled clients are supported but cannot be mixed on the same WLAN.
However, 802.1x authenticated simple or tunneled EoGRE clients are supported on the same WLAN.

It is now possible to assign EOGRE Tunnel Profiles to WLANSs based on authentication if configured with AAA override; clients will be
separated into local or tunneled mode. The WLC supports two types of user’s traffic such as:

e  Remote-Tunneled and Local on the same WLAN.

e Local users’ traffic is defined as traffic that is locally bridged by the Controller. Remote-Tunneled user traffic is defined as traffic of
remote-tunnel users and is tunneled by the Controller to a TGW. AAA override for EOGRE users is supported. Tunnel gateway can
also act as Authentication/Authorization and/or Accounting proxy. AAA-proxy option allows for forwarding AAA requests to tunnel
gateways

If AAA Override is enabled on the controller for EOGRE 802.1x authenticated clients:

e AAAoverride is enabled, the above rule-filtering is overridden by AAA reply for a given client. Radius server will provide in its reply

what Domain and what VLAN to use for the client

e Controller parses Access Accept and looks for MPC-Protocol-Type, such as EOGRE

e If the Protocol-Type AV Pair exists, Controller looks for all parameters related to that tunnel-type. The static profile is ignored and

the AAA provided parameters are used to setup tunnel.

e If AVPis not present, Controller uses static profile on WLC to determine tunnel type based on the realm extracted from username.

e If some of the parameters are not present, the authentication fails. For example, if everything is present except T-GW IP, then the

client authentication fails.

e |f the MPC-Protocol-Type is None, then it will be simple IP.

6
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Some of the attributes that can be returned by the AAA server are:

e  User-Name

e  (Calling-Station-Id

e gw-domain-name

e  mn-service

e cisco-mpc-protocol-interface
e  eogre_vlan_id

e Primary or Secondary TGW

Configuring EOGRE Tunneling

Below are EoGRE Tunnel configuration steps on the C9800 controller

2. Configure EoGRE

4. fi
‘ 1. Configure Tunnel Tunnel Global 3. Configure EOGCR(I)En%Sgr:zI
Gateways as Tunnel Commands: Heartbeat, EoGRE Domain Profile with
Interfaces Max_skip count, Parameters

‘ ) \_Source VLAN different options

5. Map Tunnel profile to . 7. Map the EOGRE 8. Configure
the Wireless Policy S I(:on?gure EoGRE Policy Tag to the ‘ Cotrcm)tr;(ll}ire I\?;enr:;aies
Profile Sllne WLAN and the AP(s)

throughput

Note: In release I0S-XE 17.1 CLI and WebUI configuration options are available.

Step 1: On the C9800 EoGRE Tunnel Global Interface configure EOGRE Tunnel “heartbeat interval”, “heartbeat max-skip- Heartbeats (simple
ping packets) are the way tunnel connectivity is checked. The heartbeat timeout (interval between heartbeats)

The max-skip-count (maximum number of heartbeats that can be dropped before declaring a tunnel down and perform failover)

Cat9800 (config) #tunnel eogre heartbeat interval ?
<60-600> heartbeat interval (seconds)

Cat9800 (config) #tunnel eogre heartbeat max-skip-count?
<3-10> Tolerable dropped heartbeats count” and Source VLAN

C9800 (config) #tunnel eogre source vlan?
<1-4094> Vlan interface number

Note: Global Source interface can be overridden by specific per-tunnel source interface The client VLAN will be resolved in this order:
The one returned in AAA if there is an aaa-override and an eogre vlan parameter in AAA data. The one configured in tunnel profile

The one configured in rules

Vlan < wireless management interf>

Same configuration done from the WebUI
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B il Gisco Catalyst 9800-CL Wireless Controller Welcome admin

_ Configuration~ > Tags & Profiles ~ >|| EOGRE

. Global Config Gateways Domains Tunnel Profiles
Es2| Dashboard r—
Monitoring
r e nds)*
QEE> Heartbeat Interval(seconds) 760
X Max Heartbeat Skip Count* 3
gigAdmmﬁnmmn ]
Interface Name Vlan70 -

&9 Troubleshooting

Verify the heartbeat configuration with the show command as shown in the example below:

gﬁﬁifi-§w1c-11#sh_tunne1 eogre global-configuration

Heartbe i 60
Max Heartbeat skip count 3
Source Interface vianili

Verify the configured tunnel details with the following show command as shown in the example below:

spwifi =
spwifi-ewlc-11#sh tunnel eogre gateway detailed
Gateway * 7T

Mode : IPV4

IP : 179.0.0.50

Source : Vvlanll / 180.11.0.11

State : Up

SLA ID : 17

MTU : 1480

Up Time: 2 days 12 hours 58 minutes 35 seconds

clients

Total Number of wireless Clients : 501

Traffic

Total Number of Received Packets : 10342557

Total Number of Received Bytes : 1858775842

Total Number of Transmitted Packets : 10390636

Total Number of Transmitted Bytes : 1684960382

Keepalives

Total Number of Lost Keepalives : 0

Total Number of Received Keepalives 1 3659

Total Number of Transmitted Keepalives: 3660

windows : 1219

Transmitted Keepalives in last window : 3

Received Keepalives in last window 5 3
Event history
Timestamp #Times  Event RC Context
03/06/2019 16:15:05.135 21879 UPDATE 0 stats update
03/06/2019 16:14:30.838 3659 SLA_RX 0 rx:3 in window:1219
03/06/2019 16:14:30.836 3660 SLA_TX 0 tx:3 in window:1219
03/06/2019 15:57:11.758 84 CLIENT_COUNT_UPD 0 501 local clients
03/02/2019 02:40:28.660 1 ADD_TO_DOMAIN 0 primary Gw in:doml
03/02/2019 02:40:14.397 1 HA_RECOVER 0 Status:Up,Admin-status:up,SrcAddrchanged

,SrcIntfchanged

03/02/2019 02:39:21.140 2 SLA_RESET 0 dst, window:0
03/02/2019 02:39:21.138 1 CREATE 0

Step 2: Configure Tunnel Gateways as Tunnel Interfaces

interface Tunnell
tunnel eogre source Vlan70 no ip address
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tunnel source V1an70

tunnel mode ethernet gre ipv4 p2p tunnel destination 179.0.0.50
!

interface Tunnel2 no ip address
tunnel source V1an70
tunnel mode ethernet gre ipv4 p2p tunnel destination 179.0.0.54

Same configuration from the WebUI
_ Configuration ™ > Tags & Profiles ~ > |EoGRE Edit Gateway
Global Config @ Domains Tunnel Profiles|  Tunne!1d” 1
Esj Dashboard bl S |

Destination 179.0.0.50
address(IPv4/IPv6)

Source Interface Vlan70 v
Status v Admin Status v Gateway Name

© o Eu,men | AAA Proxy
(] o Tunnel2
o

&9 Troubleshooting 1 10 v

5—63 Administration
LV,

Encryption Type* | UNENCRYPTED v

Key Phrase*

Step 2a: AAA-proxy related Gateway specific configuration, see WebUI configuration in the screen shot example above.
When Tunnel Gateway is behaving as AAA proxy server, the only piece of configuration needed is the server key:

tunnel eogre interface Tunnel <tunnel id> aaa proxy key 0 <key>

Note: No other piece of AAA config is needed, and this simplifies configuration of the overall EOGRE features in the IOS-XE deployments.

After tunnel configuration is done verify with the show command:

spwififewlc-11#sh tunnel eogre gateway summary |

Name I—Typ!—mgrtss— Adminstate State Clients
Tunnell 1Pv4 179.0.0.50 up up 501
Tunnel2 IPv4 179.0.0.54 up up 0
Tunnel3 IPv4 179.0.0.58 up up 500
Tunnel4 IPv4 179.0.0.62 up up 0
Tunnels IPv4 179.0.0.66 up up 500
Tunnel6 IPv4 179.0.0.70 up up 0
Tunnel? IPv4 179.0.0.74 up up 501
Tunnels Ipvd 179.0.0.78 up up 0

Step 3: On the C9800 EoGRE Tunnel Global Interface configure domain Ex: tunnel eogre domain dom1

primary Tunnell secondary Tunnel2
redundancy revertive (If primary is UP, primary will be the active GW, no matter the state of

secondary)

Cat9800 (config) #tunnel eogre domain doml Cat9800 (config-eogre-domain)# Cat9800 (config-eogre-domain) #?
default Set a command to its defaults

exit Exit sub-mode

no Negate a command or set its defaults

primary primary gateway

redundancy redundancy model
secondary secondary gateway
shutdown Disable the tunnel profile

Same configuration done from the WebUI
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Global Config
Dashboard

Status

ﬁga Administration
NG

V(] = :
& Troubleshooting

Configuration ~

> Tags & Profiles * >|| EOGRE Edit Domain Configuration
Gateways Tunnel Profiles Namet gom

Primary Tunnel Gateway Tunnel1 v

Secondary Tunnel Gateway Tunnel2 v

v Domain Name v

0 v Revertive Redundancy ENABLED .

Verify the configured tunnel details with the following show command as shown in the example below:

spwifi—hw1c—11#sh tunnel eogre domain summary

Domain Name rimary Gw  Secondary Active Gw Redundancy Adminstate
doml Tunnell Tunnel2 Tunnell Revertive up

dom2 Tunnel3 Tunnel4 Tunnel3 Revertive up

dom3 Tunnel5 Tunnelé Tunnels Revertive up

domd Tunnel? Tunnels Tunnel? Revertive up

Step 4: On the C9800 EoGRE Tunnel Global Interface configure EoGRE Profile with DHCP options, Rules and Realm filters.

Cat9800 (config) #wireless profile tunnel eogre-sp-basic Cat9800 (config-tunnel-profile) #?

aaa-override

default

dhcp-opt82

exit
gateway-accounting-radius-proxy
Proxy

no

rule

shutdown

AAA Policy Override

Set a command to its defaults

Configure DHCP Option 82 for tunneled clients

Exit sub-mode

Gateway Accounting Radius Proxy gateway-radius-proxy Gateway Radius

Negate a command or set its defaults
Rule to choose domain
Disable tunnel profile

Note: Open-Authentication: only wildcard rule is acceptable.

Dot1X: NAI = <user>@<realm> (Realm e.g. = cisco.com)

Example:

wireless profile tunnel eogre-sp-basic
dhcp-opt82 circuit-id ap-ethmac,vlan

dhcp-opt82 delimiter ;
dhcp-opt82 enable

dhcp-opt82 remote-id ap-mac, ssid-nam

Same Configuration done from the WebUI interface

10
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Configuration~ > Tags & Profiles ~ > '

\|General | Rules
Global Config Gateways Domains Tunnel Profiles +

Status v DHCP Option-82 ~  Profile Name
0 e °
1 10 v |items per page

Name* ‘ eogre-sp-basic
Status enasiep ([

DHCP Option-82

Status enasieo ([
ASCII enasiep ([
Delimiter

Circuit ID Available Services

ap-group-name
flex-group-name
ap-location =]
ssid-name

ssid-type

Remote ID Available Services

flex-group-name

ap-location ‘
vian ‘ S
ssid-type :
client-mac

AAA

Radius Proxy

Accounting Proxy

Override

Circuit ID Assigned Services

ap-mac
vlan

Remote ID Assigned Services

ap-mac
ssid-name

Step 5: On the C9800 EoGRE Tunnel Global Interface configure EOGRE Profile with Rules and Realm filters.

Rule 1 realm-filter cisco.com domain doml vlan 831
rule 2 realm-filter abcd.com domain dom2 vlan 833
rule 3 realm-filter att.com domain dom3 vlan 835
rule 4 realm-filter gwerty.com domain doml vlan 831

Same configuration done from the WebUl interface

Configuration~ > Tags & Profiles ~ N| EoGRE ]

i General
Global Config Gateways Domains | Tunnel Profiles:
| —
g Y
Priority ~ Realm
Status v DHCP Option-82 v Profile Name
| | J
(] O [+] eogre-sp-basic
2 abcd
1 10 v
3 att.com
4 qwerty.com
| 0 v

Step 6: Map the earlier created Tunnel Profile to the Wireless Policy Profile wireless profile

policy eogre-sp-local-basic
aaa-override

11

4
Priority* ‘ 1
Realm* 1 cisco.com
Domain* ‘ dom1
VLAN id* ‘ 831

Edit Tunnel Profile

Edit Tunnel Profile
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no central switchin
session-timeout 86400
tunnel-profile eogre-sp-basic
vlan 135

no shutdown

Same configuration can be done on the WebUl interface

Configuration~ > Tags & Profiles ~ )‘ [y Edit Policy Profile
]

General Access Policies QOS and AVC Mobility { Advanced
WLAN Timeout Fabric Profile v

Status ~ Policy Profile Name

- Session Timeout (sec) 1800 mDNS Service default-mdns-servic v
LJ o Policy -
Clear
° default-polcy:profile idle Timeout (sec) 300
1 [ 10 User Personal Network
v
Idie Threshold (bytes) 0
Status
Client Exclusion Timeout (sec) vi| 60
Drop Unicast
Guest LAN Session Timeout
Umbrella
DHCP
Umbrelia Not Configured v

Parameter Map

IPv4 DHCP Required Clear
DHCP Server IP Address f(!fxDElgCP Opton [Ml
Show more >>> DNS Traffic B core |

Redirect e

AAA Policy WLAN Flex Policy

Allow AAA Override oA VLAN Central Switching

NAC State Split MAC ACL v

Policy Name default-aaa-policy|x| v = .
Air Time Fairmess Policies

Accounting List v = E
2.4 GHz Policy v
5 GHz Policy v
EoGRE Tunnel Profiles
Tunnel Profile eogre-sp-basic x v

Use Show command as in the example below to display the profile mapping

12



EoGRE Deployment Guide for Cisco Catalyst 9800 Series Wireless Controllers, Cisco I0S XE Amsterdam 17.1

Configuring EoGRE Tunneling

—— ——————————————

spwifi ¢w1c-ii§§h wireless profile poi{cy detai]e&iéogre—ga;local-basfcj

Policy profile Name eogre-sp;ibcéilbas{ﬁ

Preauth urlfilter Tlist
Postauth urlfilter Tist
WLAN Timeout

Not Configured
Not Configured

Description :
Status . ENABLED
VLAN S
Multicast VLAN SO
Passive Client : DISABLED
ET-Analytics : DISABLED
staticIP Mobility : DISABLED
WLAN Switchin Po]icx
Flex central switching : ENABLED
Flex Central Authentication : ENABLED
Flex Central DHCP : ENABLED
Flex NAT PAT : DISABLED
Flex Central Assoc : ENABLED
WLAN Flex pPolicy
VLAN based Central switching : DISABLED
WLAN ACL
IPv4 ACL : Not cConfigured
IPV6 ACL : Not Configured
Layer2 ACL : Not Configured

session Timeout : 86400
Idle Timeout : 300
Idle Threshold 0

WLAN Local Profiling

Subscriber Policy Name Not configured

RADIUS Profiling : DISABLED
HTTP TLV caching : DISABLED
DHCP TLV caching : DISABLED
CTS Policy
Inline Tagging : DISABLED
SGACL Enforcement : DISABLED
pefault SGT 0
WLAN Mobility
Anchor : DISABLED
AVC VISIBILITY : Enabled

IPv4 Flow Monitors
Ingress
wireless-avc-basic
Egress

Step 7: (Optional) Configure EoGRE profile with AAA override.

Configuration™ > Tags & Profiles~ > EoGRE Edit Tunnel Profile
| I |

General Rules
Global Config Gateways Domains Tunnel Prof
Name* ‘ eogre-sp-basic ‘ AAA
Status Radius Proxy
Status v DHCP Option-82 v  Profile Name . i

DHCP Option-82 Accounting Proxy

(] (4] (2] Ieogre-sp-basic I
1 ‘ 10 v |items per page Status Override —

Examples 1: On ISE Create Users NAI (Name@realm) and Identity Group:

13
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User |dentity Groups > EoGRE

Identity Group
*Name [ EoGRH
Description [ eogre users 2
=3
Member Users
Users
dFAdd v | 3 Delete v
Status Email Username First Name Last Name
[0 = Enabled ¢ eogrel@cisco.com
[J g Enabled ¢ eogre5@apple.com
[0 & Enabled ¢ eogre3@att.com
= Enabled ¢ eogre2@abcd.com
O Enabled ¢ eogre4@google.com
Example 2: Create Authorization profile with EOGRE specific attributes to be returned to Controller:
€ > C A Notsecure | hitps//180.2.0.41/admin/#policy/policy_elements/policy_elements_permissions/policy_elements_permissions_authorization/policy_elements_permissions_authorization_au

y Services Engine

Home » Context Visibiity » Operations » Administration » Work Center

Policy Sels  Profiling  Posture  Client Provisioning =~ Policy Elements
Dictionaries  » Condiions  ~Results
i e

Authonzation Profiles > EoGRE_profile

» Authentication
Authorization Profile
~ Authorization *Name | EoGRE_profile !
Authorization Profiles Description | EoGRE Profile
Downioadable ACLs * Access Type [ACCESS ACCEPT ~
A Network Device Profie | & Cisco| v| @
» Posture Service Template
» Client Provisioning Track Movement ) ;

Passive Identity Tracking

v Advanced Attributes Settings |

 [Cisco:cisco-av-pair L] = [eogre_vian_id=837 <
i | cisco:cisco-av-pair O = [primary-Tgw-IP=170.0.074 O
i [Ciscoxcisco-av-pair O] = [Secondary-Tow-1P=179.0.0.78 Q]
/ [Ciscozcisco-av-pair O] = [gw-domain-name=dom4 0|
: [Cisco:cisco-av-pair O] = [cisco-mpc-protocok-interface=5 O]

v Attributes Details
Access Type = ACCESS_ACCEPT
Cisco-av-pair = eogre_vian_id=837
Cisco-av-pair = Primary-Tgw-IP=179.0.0.74
csco-av-pair = Secondary-Tgw-IP=179.0.0.78
Cisco-av-pair = gw-domain-name=dom4
Cisco-av-pair = cisco-mpc-protocol-interface=5

Example 3: Create Authorization Policy mapping user Identity Group to EOGRE Authorization profile

14
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¥ Authentication Policy (3)
> Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions

'V Authorization Policy (48)
Results

+ Profiles Security Groups
Status Rule Name Conditions

3
l(( iciadia, - pao DA OIS Ly oy Srvee e M "

Step 8: On the C9800 create WLAN and Map Policy Tag to WLAN and AP

Cat9800 (config) #wireless tag policy eogre-sp-tag-local
Cat9800 (config-policy-tag) #?

default Set a command to its defaults

descriptionAdd a description for the policy tag

exit Exit sub-mode

no Negate a command or set its defaults

remote-lan Map a Remote-Lan profile to a policy profile
wlan Map a WLAN profile to a policy profile

Example:

wlan eogre-webauth 9 eogre-webauth

wlan eogre-sp-local-basic 8 eogre-sp-local-basic
tag policy eogre-sp-tag-local

tag site eogre-sp-local-sitel

tag policy eogre-sp-tag-local

security web-auth

security web-auth authentication-list lwa external
security web-auth parameter-map lwa_ external

no shut

Same configuration done from the WebUl interface

Configuration™ > Tags & ProfilesjiasiSAwet]

‘ General Security Advanced

Dashboard
Layer2 Layer3 AAA

| m—
L Number of WLANS selected : O
@ Monitoring | Show Advanced Settings >>>
Status  Name ‘ Web Policy 4 ‘
S Lt test26 Web Auth Parameter Map global v

o wpa3-sae

] © |l eogre-sp-iocal-basic <] Authentication List authentication_login_| v

Administration

3 Troubleshooting 7 0 5

For Local Login Method List to work, please
make sure the configuration ‘aaa authorization
network default local' exists on the device

After WLAN is created with policy profile tag the default-policy-tag or any other Policy Tag created with the WLAN and Policy Profiles as
shown in the example below.
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Edit Policy Tag X

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.

Configuration~ > Tags & Profiles~ >

=)

Policy Site RF AP

Name* default-policy-tag ‘ ‘

Policy Tag Name Description default policy-tag ‘
[] Ildefault—policy-(ag Il

1 [0 v

v WLAN-POLICY Maps: 2

ems per page

Add
WLAN Profile v Policy Profile v
] test26 default-policy-profile
“E] eogre-sp-local-basic eogre-policy H
1 » | 10 v ‘ items per page 1-2of 2items

Also verify that all appropriate tags are mapped to the all desired APs as shown in the example below under Configuration>Wireless
Setup>Advanced>Tag APs.

Configuration ™ > Wireless Setup~ > Advanced
o «
/7 \
( start )
Number of APs: 7
Tags & Profiles Selected Number of APs: 0
: AP v AP v~ Admin - Operaton v Poicy v Ste v RF ~
- 1
o I WA Broffe = AP Name . Model AP MAC v Mode Status Status Tag Tag Tag Location ~ Country
| Policy Profile = AIR- default-  default- default-  default
- APIBISTF116.4278 AP1815T- 0042.5a08.6b20 Local Enabled  Registered us
s policy-tag  site-tag rf-tag location
o | PolicyTeg & | = — 17AXI- fault- fault-  default-  defaul
APOOFCBAO1.C818 <O 00fc.ba01.d460  Local Enabled  Registered  Corauft- - default- - default- - default us
B policy-tag site-tag rf-tag location
APO4EB.40sE2004  C913OMX 040 400r.6b00  Local Enabled Registered detauh- | OSCaON:: defauk  defa us
B policy-tag site-tag rf-tag location
o I AP Join Profile =
AR-
M fault- - - 1
AP7cad.74fl.d0e6  CAP3702i- 08cc.68cc.b3cO Local Enabled  Registered  Ocfault defack- dafault- | defaok us
i) I Flex Profile = A-K9 policy-tag site-tag rf-tag location
AR default-  default- default- default
f: P FD8.| - Al Zl ] )l R
o l Site Tag e | = APA023.9FDB.EA78 ;uj:gaczl 0Oce.240f.9200 Local Enabled ogistored o tag ste-tag - location us
Al default-  default- default-  default
AP27021.890e 5580 CAP2702l- 5087.89be.8acO Local Enabled  Registered us
= policy-tag site-tag rf-tag location
o RF Profile = AK9
;e default-  default- default- ~default
P [ e Tag o= APOOZOGALOZ0A  APIBOZL-  cc167e32660  Loce Enabled  Registered Lot e g location L
Apply 1 10 v | items per page . e
[ R Tag APs »

Verify Policy Mapping with the following show Command:
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spwifi—éw]c—ll#sh wireless tag policy detailed eogre-sp-tag-local

Policy Tag Name : eogre-sp-tag-local

Description

Number of WLAN-POLICY maps: 3

WLAN Profile Name Policy Name
eogre-ave eogre-ave
eogre-webauth eogre-sp-local-basic
eogre-sp-local-basic eogre-sp-local-basic

Number of RLAN-POLICY maps: O

Step 9: (Optional Recommended Configuration) On the C9800 configure source interfaces for a better throughput

Step 9a: C9800 4 ports bundled in Ether-channel on the Controller and switch side. Enable load balancing based on source destination
IP.

conf t
port-channel load-balance src-dst-ip

Step 9b: Use different source interfaces on each tunnel as shown in the example below:

interface Tunnell

no ip address

tunnel source Vlanl443

tunnel mode ethernet gre ipv4 p2p
tunnel destination 40.253.0.2
interface Tunnel2

no ip address

tunnel source Vlanl446

tunnel mode ethernet gre ipv4 p2p
tunnel destination 40.253.0.6
interface Tunnel3

no ip address

tunnel source Vlanl447

tunnel mode ethernet gre ipv4 p2p
tunnel destination 40.253.0.10
interface Tunneld

no ip address

tunnel source Vlanl448

tunnel mode ethernet gre ipv4 p2p
tunnel destination 40.253.0.14

Step 9c: Choose IP of source interface, such that, the traffic flows will take different links for each src-dest IP pair.
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Ex: Hash result for following three flows are bucket 2, 10, 2, one member link. This will not give
max throughput, as all flows go through link 2.

Client traffic on Tunnel1 - Src IP: 40.143.0.72 Dest IP: 40.253.0.2 2 JECTE®
Client traffic on Tunnel2 - Src IP: 40.146.0.72 Dest IP: 40.253.0.6

Client traffic on Tunnel3 - Src IP: 40.147.0.72 Dest IP: 40.253.0.10

Ex: Hash result for following three flows are bucket 2, 1, 3, three member links. This will maximize
throughput achieved. Note the Source IPs are different from above

Client traffic on Tunnel1 - Src IP: 40.143.0.72 Dest IP: 40.253.0.2 APPROVE:D i >
Client traffic on Tunnel2 - Src IP: 40.146.0.94 Dest IP: 40.253.0.6

Client traffic on Tunnel3 - Src IP: 40.147.0.74 Dest IP: 40.253.0.10

Step 9d: Use CLI command to determine the link a particular flow would take. CLI is available in I0S-XE 17.1 code. CLI will plug in
arbitrary source and destination IP addresses, and the output will be the best link the traffic flow will take. This command is

applicable for Local Mode APs with EoGRE tunnel only.

sh platform software port-channel link-select interface port-channel 4 ipv4 <src_ ip>

<dest ip> "

Typical Deployment C9800 — Local Mode EoGRE Topology

Tunnel Policy Profile mapped to WLAN

_ EoGRE

Mike att.com | Vian-1 TGW1 TGW1
Jim att.com | Vian-1 TGW1
Fred | vzw.com | Vian-2 | TGW2
Vian-2 | TGW2

VLAN-1
client
subnet

Tom vZw.com

Mike@att.com ;
anels NLE

-

Jim@att.com
\ Y
251
.""l
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Typical Deployment FC-AP — FlexConnect Mode EoGRE Topology

Tunnel Policy Profile mapped to WLAN

Mike att.com | Vian-1 TGW1
Jim att.com | Vian-1 TGW1
Fred | vzw.com | Vian-2 | TGW2
Tom vzw.com | Vian-2 TGW2

Fred@vzw.com

Mike@att.com

Tom@yzw.com

Jim@att.com e, SOZ E
2
. - w

@ )

v

1 (4
a?'\

€800 1 Flex Connect Locally
| Switching AP

In case of Flex, the Access Point creates the EOGRE tunnels towards Tunnel Gateways and EoOGRE module in WLC takes care of handling the
control path for wireless clients and manageability for tunnels. When Flex Connect AP joins the controller the Tunnel Manager on the controller
will push the global EOGRE parameters and the whole set of the Domains and Tunnel configurations to the FC AP.

For Flex Connect mode, C9800 controller does the following:

e Pass Domain and TGW configuration to APs
e Allow Tunnel creation on Access Points

e Implement (or proxy) AAA functionalities for APs

EoGRE with FlexConnect sample configuration is below:

Below please see FlexConnect example configurations in both CLI and also followed by the WebUI modes.
wireless tag site eogre-vw-sitetag

flex-profile eogre-vw-flexprofile
no local-site
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Configuration~ > Tags & Profiles~ >

Flex Profile Name

[]  default-flex-profile
| Ieogre-vw-flexproﬁle I
d - 1 3 - ‘ 10 I items §

wireless profile flex eogre-vw-

local-auth radius-server-group
native-vlan-id 11

vlan-name flexvlan

vlan-id 140

General Local Authentication Policy ACL
Name* ‘ eogre-vw-flexprofile ‘
Description ‘ EoGRE Veriwave Flex P|‘
Native VLAN ID | n ‘
HTTP Proxy Port ‘ 0 ‘
HTTP-Proxy IP Address ‘ 0.0.0.0 ‘
CTS Policy
flexprofile
vw

Edit Flex Profile
EE——

VLAN Umbrella
Fallback Radio Shut O
Flex Resilient O
ARP Caching 2
Efficient Image Upgrade v
Office Extend AP O
Join Minimum Latency U

Configuration~ > Tags & Profiles ~ > |
——

Flex Profile Name
U

(] Ieogre-vw-ﬂexproﬂle ]I

default-flex-profile

« 4 1 > > Jxo y|nems;

General Policy ACL

Radius Server Group \ RADIUS_SERVER_GF v ‘

Local Accounting Radius Server

RADIUS_SERVER_GF v ‘
Group J

O

Local Client Roaming

M ‘

EAP Fast Profile

Users

+ Add

wireless tag policy eogre-vw-policytag
wlan eogre-sp-local-basic policy eogre-vw-policy

Add Policy Tag

Name* eogre-vw-policytag l
Description ‘ EOGRE Flex Policy Tag '

Vv WLAN-POLICY Maps: 0

WLAN Profile

« 4« 0 » ‘ 10 v ‘:!ems per page

Map WLAN and Policy

v

VLAN Umbrella
LEAP O
PEAP 2]
LS [z
RADIUS ™|
£ Select File
Policy Profile v

No items to display

WLAN Profile* | eogre-sp-local-basi¢ v ‘

Policy Profile*

eogre-vw-policy v
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wlan eogre-sp-local-basic 8 eogre-sp-local-basic
no security ft over-the-ds

no security ft adaptive

security dotlx authentication-list spwifi dotlx
no shutdown

Configuration = » Tags & Profiles~ > WLANs

+ Add

Number of WLANs selected : 0

Status+ Name « D ~ SSID ~  Security
Q test26 1 test26 [WPAZ][PSK]AES]
(4] wpal-sae 2 wpa3-sae [WPA3][SAE]AES]
D Il (4] eogre-sp-local-basic 8 eogre-sp-local-basic [WPAZ][B02.1x][AES] ﬂ
1 [ 10 + |iten

wireless profile policy eogre-vw-policy

no central association

no central dhcp

no central switching session-timeout 86400
tunnel-profile eogre-sp-basic

vlan 140

no shutdown

Note: Ensure that central authentication is configured

Local mode EoGRE Show Configuration Details

Tunnel Gateways

show tunnel eogre gateway summary

show tunnel eogre gateway detailed <tunnel-intf> show tunnel eogre gateway detailed
Domain

show tunnel eogre domain summary

show tunnel eogre domain detailed <domain-name> show tunnel eogre domain detailed

Flex Connect Mode EoGRE Show Configuration details Tunnel Gateways

show ap tunnel eogre gateway summary

show ap tunnel eogre gateway detailed <tunnel-intf> show ap tunnel eogre gateway detailed
show ap name <ap-name> tunnel eogre gateway summary

show ap name <ap-name> tunnel eogre gateway detailed <tunnel-intf>

Domain

show ap tunnel eogre domain summary

show ap tunnel eogre domain detailed <domain-name> show ap tunnel eogre domain detailed
show ap name <ap-name> tunnel eogre domain summary

show ap name <ap-name> tunnel eogre domain detailed <domain-name>

EoGRE Events on APs

show ap tunnel eogre events

show ap name <ap-name> tunnel eogre events

EoGRE configuration summary from running config
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interface Tunnell

tunnel eogre source Vlan70 no ip address

tunnel source Vlan70

tunnel mode ethernet gre ipv4 p2p tunnel destination 179.0.0.50

!

interface Tunnel2 no ip address

tunnel source Vlan70

tunnel mode ethernet gre ipv4 p2p tunnel destination 179.0.0.54

!

wireless profile tunnel eogre-sp-basic aaa-override

dhcp-opt82 ascii

dhcp-opt82 circuit-id ap-mac,vlan dhcp-opt82 delimiter ;

dhcp-opt82 enable

dhcp-opt82 remote-id ap-mac,ssid-name gateway-accounting-radius-proxy gateway-radius-proxy
rule 1 realm-filter cisco.com domain doml vlan 831 rule 2 realm-filter abcd domain dom2 vlan 833
rule 3 realm-filter att.com domain dom3 vlan 835 rule 4 realm-filter gwerty.com domain doml vlan 831 no
shutdown

!

vlan-name flexvlan vlan-id 11

description "EoGRE Veriwave Flex Profile"

local-accounting radius-server-group RADIUS SERVER GROUP <...> local-auth radius-server-group
RADIUS SERVER _GROUP <. >

native-vlan-id 11 vlan-name flexvlan vlan-id 140

!

wireless profile policy eogre-policy aaa-override

description "EoGRE Policy Profile" tunnel-profile eogre-sp-basic

no shutdown

wireless profile policy eogre-vw-policy

no central association

no central dhcp

no central switching

description "EoGRE policy tag FC" no shutdown

!

wireless tag site eogre-vw-sitetag description "EoGRE sitetag"

!

wlan eogre-sp-local-basic policy eogre-policy wireless tag policy eogre-vw-policytag description "EoGRE
Flex Policy Tag"

wlan eogre-sp-local-basic policy eogre-vw-policy

!

tunnel eogre domain doml primary Tunnell redundancy revertive secondary Tunnel?2

no shutdown

tunnel eogre domain dom2 primary Tunnell redundancy revertive secondary Tunnel2

no shutdown

tunnel eogre domain dom3 primary Tunnel2

redundancy revertive secondary Tunnell no shutdown

tunnel eogre source Vlan70

tunnel eogre interface Tunnell aaa proxy key 0 0 tunnel eogre interface Tunnel2 aaa proxy key 0 1
!

wlan eogre-sp-local-basic 8 eogre-sp-local-basic ccx aironet-iesupport

no security ft adaptive security pmf mandatory

security web-auth authentication-list authentication login day0 security web-auth parameter-map global
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