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Table 1 Administrator Guide Change History
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2016 errata

July Correction in MRA overview and Xconfig SIP Advanced CLI commands added. X8.8

2016 document
errata

June General corrections and updates. New features added. See What’s New in This X8.8 release

2016 Version?, page 21.
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2016 page 458. Maintenance
release
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2016 DNS zone parameters and alarm reference updated. See X8.7.1 Minor Changes, page Maintenance
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This section provides an overview of the Cisco TelePresence Video Communication Server.
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About the Cisco Expressway

Cisco Expressway is designed specifically for comprehensive collaboration services. It features established firewall-
traversal technology and helps redefine traditional enterprise collaboration boundaries, supporting our vision of any-
to-any collaboration.

As its primary features and benefits, Cisco Expressway:

= Offers proven and highly secure firewall-traversal technology to extend your organizational reach.

= Helps enable business-to-business, business-to-consumer, and business-to-cloud-service-provider
connections.

= Provides session-based access to comprehensive collaboration for remote workers, without the need for a
separate VPN client.

= Supports a wide range of devices with Cisco Jabber for smartphones, tablets, and desktops.
= Complements bring-your-own-device (BYOD) strategies and policies for remote and mobile workers.

The Expressway is often deployed as a pair: an Expressway-C with a trunk and line-side connection to Unified CM,
and an Expressway-E deployed in the DMZ and configured with a traversal zone to an Expressway-C.
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Optional packages that you can deploy include Registrations for TelePresence Rooms or Desktop systems (includes
FindMe and Device Provisioning), Microsoft Interoperability, and Advanced Networking (Expressway-E only).

The Expressway is available on a dedicated appliance (CE1100) and also runs on VMware on a range of Cisco UCS
servers. See Expressway on Virtual Machine Installation Guide on the Expressway Install Guides page for more
information.


http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-guides-list.html
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Expressway Types

Each Expressway can be configured as one of two types, which offer different capabilities.

Expressway-C

Expressway-C delivers any-to-any enterprise wide conference and session management and interworking
capabilities. It extends the reach of telepresence conferences by enabling interworking between Session Initiation
Protocol (SIP)- and H.323-compliant endpoints, interworking with third-party endpoints; it integrates with Unified CM
and supports third-party IP private branch exchange (IP PBX) solutions. Expressway-C implements the tools required
for creative session management, including definition of aspects such as routing, dial plans, and bandwidth usage,
while allowing organizations to define call-management applications, customized to their requirements.

Expressway-E

The Expressway-E deployed with the Expressway-C enables smooth video communications easily and securely
outside the enterprise. It enables business-to-business video collaboration, improves the productivity of remote and
home-based workers, and enables service providers to provide video communications to customers. The application
performs securely through standards-based and secure firewall traversal for all SIP and H.323 devices. As a result,
organizations benefit from increased employee productivity and enhanced communication with partners and
customers.

It uses an intelligent framework that allows endpoints behind firewalls to discover paths through which they can pass
media, verify peer-to-peer connectivity through each of these paths, and then select the optimum media connection
path, eliminating the need to reconfigure enterprise firewalls.

The Expressway-E is built for high reliability and scalability, supporting multivendor firewalls, and it can traverse any
number of firewalls regardless of SIP or H.323 protocol.

Cisco Expressway Base

In version X8.7, the systemiis called " Cisco Expressway Base" if you register it for Hybrid Services but do not apply a
release key. The release key is not required for a system that is being used for Hybrid Services.

In X8.8, this behavior changed with the introduction of the Service Setup Wizard. You still do not need to apply a
release key, but you must select Expressway-C when you run the service setup wizard.

About the Service Setup Wizard

The Expressway can be used in different ways, some of which do not work together. Version X8.8 improves the user
experience of configuring the Expressway for its chosen purpose in your environment.

When you first launch the user interface, you see a Service Setup Wizard instead of going straight into the menu. You
can select the system series (VCS or Expressway) and type (VCS Expressway/VCS Control or Expressway-
E/Expressway-C). These choices affect the list of services available.

Then you select from a number of popular Expressway services:

s Cisco Spark Hybrid Services

= Mobile and Remote Access

= Jabber Guest Services

= Microsoft Interoperability

= Registrar/ Proxy registrations (previously only possible on VCS, now also possible on Expressway)
= Collaboration Meeting Rooms (CMR) Cloud

= Business to Business Calling

When you have selected from the list, the wizard helps you to apply appropriate licenses for your selection, verify
your basic configuration (network settings should have been configured previously), and then restart the system.

10
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Following the restart, you'll only see the configuration pages and fields that are relevant for the service you selected.
If you don't want to use the wizard you can skip through it, or you can go back to the start at any time.

11
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Table 2 Services That Can Be Hosted Together

Cisco Spark Mobile and | Jabber Microsoft Registrar | CMR Cloud | Business
Hybrid Services Remote Guest Interoperability to
(Connectors) Access Services Business
calling
Cisco Spark Y N N N N N N
Hybrid Services
(Connectors)
Mobile and N Y N N Y \% Y
Remote Access
Jabber Guest N N Y N \% \% Y
Services
Microsoft N N N Y N N N
Interoperability
Registrar N Y Y N
CMR Cloud
Business to N Y Y N Y Y Y
Business calling

Key to Table

Y: Yes, these services can be hosted on the same system or cluster

N: No, these services may not be hosted on the same system or cluster

Rules

Hybrid Services requires a dedicated Expressway-C to host Connectors

Microsoft Interoperability requires a dedicated VCS Control or Expressway-C (called Gateway VCS or
Gateway Expressway in the help and documentation)

Jabber Guest cannot work with MRA (technical limitation)

MRA is currently not supported in IPv6 only mode. If you want IPv6 B2B calling to co-reside with IPv4 MRA on
the same Expressway traversal pair, the Expressway-E and Expressway-C must both be in dual stack mode.

Standard Features

The primary purpose of the Expressway is to provides secure firewall traversal and session-based access to Cisco
Unified Communications Manager for remote workers, without the need for a separate VPN client.

The following features are available when rich media session licenses are installed on the Expressway:

SIP Proxy

SIP Registrar (requires Room or Desktop Registration licenses)

SIP / H.323 interworking

IPv4 and IPv6 support, including IPv4 / IPv6 interworking

QoS tagging

Bandwidth management on both a per-call and a total usage basis

Automatic downspeeding option for calls that exceed the available bandwidth

12
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= URIland ENUM dialing via DNS, enabling global connectivity

= Upto 100 rich media sessions on a standard Small/Medium system and 500 rich media sessions on a Large
system

= 1000 external zones with up to 2000 matches
= Flexible zone configuration with prefix, suffix and regex support

= Can function as a standalone Expressway, or be neighbored with other systems such as other Expressways,
gatekeepers and SIP proxies

= Can be clustered with up to 6 Expressways to provide n+1 redundancy, and up to 4 x individual capacity.
= Intelligent Route Director for single number dialing and network failover facilities

= Control over which endpoints are allowed to register

= Call Policy (also known as Administrator Policy) including support for CPL

= Support for external policy servers

= Can be managed with Cisco TelePresence Management Suite (Cisco TMS) 13.2 or later

= AD authentication for administrators of the Expressway

= Embedded setup wizard using a serial port for initial configuration

= System administration using a web interface or SSH, or via CIMC port (CE1100 appliance)

= Intrusion protection

Optional Features

Some Expressway features are unlocked when you buy and install the appropriate option key. The option keys are
described in Product Identifiers and Corresponding Keys, page 355.

FindMe™

FindMe gives individual video users a single alias on which they can be contacted regardless of location. Users can
log into a web-based Cisco TMS interface to control where and how they are contacted. The FindMe feature can also
be used to enhance interoperability with Microsoft infrastructure (requires Microsoft Interoperability key).

Note: On Expressway, the FindMe feature is included in the Room/Desktop registration license keys.

FORWARD

CALL TO MOBILE
MOBILE PHONE
PHONE

INCOMING

CALL IS
CALLTO ANSWERED
FINDME OR RINGS
ADDRESS RING THIS DEVICE TO VOICEMAIL
(SET TO

OFFICE VIDEO)

FORWARD &

TO OFFICE
PHONE OFFICE
PHONE
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Device Provisioning

The Device Provisioning option key allows Expressway to provision endpoints with configuration information on
request and to supply endpoints with phone book information. All configuration and phone book information is
managed in Cisco TMS. Cisco TMS transfers the data to the Expressway, which has a Provisioning Server to
distribute the information to endpoint clients.

Note: On Expressway, the Device Provisioning feature is included in the Room/Desktop registration license keys.

See TMS provisioning and Cisco TMS Provisioning Extension Deployment Guide for more information about how to
configure provisioning.

SIP to Microsoft Interoperability

The Microsoft interoperability service on the Expressway can be used to route SIP calls between the Expressway and
a Microsoft server. It provides interworking between Microsoft ICE (used by Microsoft clients) and media for
communications with standard video endpoints.

The Microsoft Interoperability option key is required for all types of communication with Microsoft infrastructure.

Advanced Networking

The Advanced Networking option enables the LAN 2 Ethernet port on the Expressway-E, allowing you to have a
secondary IP address for your Expressway. This option also includes support for deployments where the Expressway-
E is located behind a static NAT device, allowing it to have separate public and private IP addresses.

This configuration is intended for deployments where the Expressway-E is located in a DMZ between two separate
firewalls on separate network segments.

INTERNET

External Firewall ,°

Expressway-E

Expressway-C

Appliance and Virtual Machine Options

The Expressway supports on-premises and cloud applications and is available as a dedicated appliance or as a
virtualized application on VMware, with additional support for Cisco Unified Computing System (Cisco UCS)
platforms.

Virtual Machine Options

The Expressway has 3 virtualized application deployment types:

= Small (only for Cisco Business Edition 6000)
= Medium (standard installation, can also be on BE6000)
= Large (extra performance and scalability capabilities)

See Cisco Expressway Virtual Machine Installation Guide on the Expressway installation guides page.

14
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CE Series Appliances
The Expressway is available as a dedicated CE Series appliance based on UCS hardware, as follows:

CE1100 appliance: a new platform introduced to fit the UCS M4 chassis. Based on a UCS C220 MA4L, replaces the
CE500 and CE1000. The CE1100 appliance operates as a medium capacity or large capacity Expressway, depending
on whether you install 1 Gbps or 10 Gbps NICs.

Note: The CE500 and CE1000 platforms are no longer available to order. See End-of-Sale and End-of-Life
Announcement for the Cisco TelePresence Video Communication Server (VCS) Second-Generation Platform (Cisco
UCS C220 M3 Bundle).

See Cisco Expressway CE1100 Appliance Installation Guide on the Expressway installation guides page.

Software Versions Supported by Hardware Platforms

Table 3 Expressway Software Versions Supported by Platform

Platform name Serial Numbers Scope of software version support
Small VM (OVA) (Auto-generated) X8.1 onwards

Medium VM (OVA) (Auto-generated) X8.1 onwards

Large VM (OVA) (Auto-generated) X8.1 onwards

CESOOJr (Expressway pre-installed on S52CHAHHH X8.1.1 onwards

UCS C220 M3L)

CE1 OOOJr (Expressway pre-installed on S52BHHEHHH X8.1.1 onwards

UCS C220 M3L)

CE1100 (Expressway pre-installed on S52DHHHHH X8.6.1 onwards

UCS C220 M4L)

t As of 26t February 2016, you cannot order the CE500 and CE1000 appliances from Cisco. See the End-of-sale
announcement for other important dates in the lifecycle of these platforms.

About This Guide

This guide has been divided into several sections, providing conceptual, configuration and reference information
about the various features and capabilities of the Expressway. It describes a fully equipped version of the
Expressway. Your version may not have all the described extensions installed.

Most configuration tasks on the Expressway can be performed by using either the web interface or a command line
interface (CLI). This guide mainly describes how to use the web interface. Some Expressway features are only
available through the CLI and these are described as appropriate, including the relevant CLI command.

In this guide, instructions for performing a task using the web interface are shown in the format Menu > Submenu
followed by the Name of the page that you will be taken to.

Where command line interface (CLI) commands are included, they are shown in the format:

xConfiguration <Element> <SubElement>
xCommand <Command>

Related Documentation

See Related Documentation, page 474 for a full list of documents and web sites referenced in this guide.

15


http://www.cisco.com/c/en/us/products/collateral/unified-communications/telepresence-video-communication-server-vcs/eos-eol-notice-c51-735718.html
http://www.cisco.com/c/en/us/products/collateral/unified-communications/telepresence-video-communication-server-vcs/eos-eol-notice-c51-735718.html
http://www.cisco.com/c/en/us/products/collateral/unified-communications/telepresence-video-communication-server-vcs/eos-eol-notice-c51-735718.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-guides-list.html
http://www.cisco.com/c/en/us/products/collateral/unified-communications/telepresence-video-communication-server-vcs/eos-eol-notice-c51-735718.html
http://www.cisco.com/c/en/us/products/collateral/unified-communications/telepresence-video-communication-server-vcs/eos-eol-notice-c51-735718.html

Cisco Expressway Administrator Guide

Introduction

Training

Training is available online and at our training locations. For more information on all the training we provide and
where our training offices are located, visit www.cisco.com/go/telepresencetraining.

Glossary

A glossary of TelePresence terms is available at: https://tp-tools-web01.cisco.com/start/glossary/.

Accessibility Notice
Cisco is committed to designing and delivering accessible products and technologies.
The Voluntary Product Accessibility Template (VPAT) for Cisco Expressway is available here:
http://www.cisco.com/web/about/responsibility/accessibility/legal_regulatory/vpats.html#telepresence
You can find more information about accessibility here:

www.cisco.com/web/about/responsibility/accessibility/index.html

16
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Using the Web Interface
System configuration is normally carried out through the web interface.
To use the web interface:
1. Open a browser window and in the address bar type either:
- the IP address of the system

- the FQDN of the system

2. Enter a valid administrator Username and Password and click Login (see the user accounts section for details
on setting up administrator accounts). You are presented with the Overview page.

Note that when logging in using the Expressway web interface, you may receive a warning message regarding the
Expressway's security certificate. You can ignore this until you are ready to secure the system.

A command line interface is also available.
Field Markers

= Ared star # indicates a mandatory field

= An orange dagger T indicates a field that must be configured on each peer in the cluster
Supported Browsers

The Expressway web interface is designed for and tested with Internet Explorer 8 and 9 (not in compatibility mode),
Internet Explorer 10 and 11, Firefox, and Chrome. We do not officially support using other browsers for accessing the
ul.

JavaScript and cookies must be enabled to use the Expressway web interface.

17
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Using the Command Line Interface (CLI)

The Expressway can be configured through a web interface or via a command line interface (CLI).

The CLI is available by default over SSH and through the serial port (on the appliance). These settings are controlled
on the System administration page.

To use the CLI:

P Dd P

Start an SSH session.

Enter the IP address or FQDN of the Expressway.

Log in with a username of admin and your system password.

You can now start using the CLI by typing the appropriate commands.

Command Types

Commands are divided into the following groups:

xStatus: these commands return information about the current status of the system. Information such as
current calls and registrations is available through this command group. See Command Reference — xStatus,
page 451 for a full list of xstatus commands.

xConfiguration: these commands allow you to add and edit single items of data such as IP address and zones.
See Command Reference — xConfiguration, page 376 for a full list of xConfiguration cOmmands.

xCommand: these commands allow you to add and configure items and obtain information. See Command
Reference — xCommand, page 428 for a full list of xCommand commands.

xHistory: these commands provide historical information about calls and registrations.

xFeedback: these commands provide information about events as they happen, such as calls and registrations.

Note that:

Typing an xConfiguration path into the CLI returns a list of values currently configured for that element (and
sub-elements where applicable).

Typing an xConfiguration path into the CLI followed by a ? returns information about the usage for that
element and sub-elements.

Typing an xCommand command into the CLI with or without a ? returns information about the usage of that
command.

18
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Web Page Features and Layout

This section describes the features that can be found on the Expressway web interface pages.

Figure 1 Example list page

This system has 3 alarms

Status System Configuration Applications Users Maintenance A 7/ Help os Logout
Administrator groups 1] You are here: Users » Administrator groups

LS i) Warning: These groups are nat active. To use these groups you must set the Administrator authertication source to Remote anly or Both,

8
[  Account administrators + Enabled Read-write + Yes = WiewElit
[ hetwork administrators + Enabled Read-write o Yesz o Yes WiewElit
New | | | | selectal | | P

Figure 2 Example configuration page

Configuration
. Information (=
Mame + local_admin i
The access level ofthe
Access level Read-wiite = 1 administrator account:
Pazsword # wewsmmww [Password strength ] (d Read-write: configuration can he
viewed and changed.
Confirm password % memmmmmm i _
i Read-only: configuration can only
Wieh access ez w1 he viewed.
APl Ves ; Auditor: allows access to the
foness M Event Log, Configuration Log,
Enahied Metwork Log and the Overview
State nabled - 1 page only
Default: Read-write
Save Cancel Delete
acdmin Read-write taaz2 18:12 BST o en_lUS 52819211 H5.1

The elements included in the example web pages shown here are described in the table below.

Page Description
element

Page name n Every page shows the page name and the menu path to that page. Each part of the menu

and location path is a link; clicking on any of the higher level menu items takes you to that page.
System & This icon appears on the top right corner of every page when there is a system alarmin
alarm place. Click on this icon to go to the Alarms page which gives information about the alarm

and its suggested resolution.

Help 7 This icon appears on the top right corner of every page. Clicking on this icon opens a new
browser window with help specific to the page you are viewing. It gives an overview of the
purpose of the page, and introduces any concepts configured from the page.

Log out Ot This icon appears on the top right corner of every page. Clicking on this icon ends your
administrator session.

Field level ! An information box appears on the configuration pages whenever you either click on the

information Information icon or click inside a field. This box gives you information about the particular

field, including where applicable the valid ranges and default value. To close the
information box, click on the X at its top right corner.
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and Unselect
All

Page Description

element

Information - ] The Expressway provides you with feedback in certain situations, for example when

bar s settings have been saved or when you need to take further action. This feedback is given in
a yellow information bar at the top of the page.

Sorting E Click on column headings to sort the information in ascending and descending order.

columns

Select All ﬂ Use these buttons to select and unselect all items in the list.

configuration
item

Mandatory * Indicates an input field that must be completed.

field

Peer- t When an Expressway is part of a cluster, most items of configuration are applied to all peers
specific in a cluster. However, items indicated with a T must be specified separately on each cluster

peer.

System
Information

4]

The name of the user currently logged in and their access privileges, the system name (or
LAN 1 IPv4 address if no system name is configured), local system time, currently selected
language, serial number and Expressway software version are shown at the bottom of the
page.

Note that you cannot change configuration settings if your administrator account has read-only privileges.
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What’s New in This Version?

Table 4 Feature History by Release Number

Feature / change X8.8

Registrations On Expressway Supported
Skype for Business 2016 and Skype for Business Mobile Support Supported
Broker for Microsoft SIP Traffic Supported
Multistream Support Supported
Service Setup Wizard Supported
MRA Allow List Improvement Supported
API for Remote Configuration of MRA Supported
Large VM CPU Reservation Reduced Supported
High Security Environment Supported
Software Package Signing Supported
SSL/TLS Support Restricted Supported
Changes and Minor Enhancements Supported

Registrations On Expressway

Expressway-C can now be used as a SIP registrar for telepresence room and desktop systems. We have also
introduced a new licensing model for calls that go through the Expressway, to align more closely with the Unified CM
licensing model.

When you configure the Expressway as a registrar, you must license it for concurrent systems (CUCM model), rather
than for concurrent calls (VCS model). You can do that by adding either or both of the following license types to the
Expressway-C:

= TelePresence Room System License

= Desktop System License

The following devices register as desktop systems with all other devices considered room systems:

= Cisco TelePresence EX60
= Cisco TelePresence EX90
= Cisco DX70
= Cisco DX80

Scope of the registrar feature:

= Option keys containing licenses for local registrations are installed on the Expressway-C.

These licenses are pooled in a cluster, that is, Expressway-C peers can use each others' licenses. However,
rooms cannot use desktop licenses, nor can desktop systems use room licenses.

= Registrations from outside the network are proxied to the Expressway-C by the Expressway-E. The
Expressway-E cannot accept direct registrations.
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= Device provisioning and FindMe are supported with Cisco TelePresence Management Suite.
= H.323 registrations are not currently supported.

= The Medium VM (or CE1100 with 1 GBps NIC) can support up to 2500 registrations. The Large VM (or CE1100
with 10 GBps NIC) can support up to 5000 registrations.

Local registrations, proxy registrations (via Expressway-E), and MRA registrations (proxied to CUCM), all count
towards this number.

Implications of the new licensing model:
= Rich Media Session license usage has been reduced, following the principle that if you have already paid for a
registration license you should not also pay for the Rich Media Session.

= Calls between registered systems do not use RMS licenses. Here, "registered systems" means systems
registered directly to the Expressway-C, by proxy to the Expressway-C through the Expressway-E, or by proxy
through the Expressway pair (MRA) to neighbored Unified CMs.

= Calls from registered systems (as above) to Cisco infrastructure do not use RMS licenses. Currently, this
extends only to Acano server, or to TelePresence Server when managed by TelePresence Conductor.

= Calls from registered systems (as above) to Cisco Collaboration Cloud do not use RMS licenses.

= Calls from registered systems to all other systems will use one RMS license, on the exit node, whenever those
calls require the Expressway to process the media streams. This includes, but is not limited to, the following
call types:
- Business to business calls (previously used two RMS licenses)
- Business to consumer calls (Jabber Guest)

- Interoperability gateway calls (including Microsoft Lync / Skype for Business and third-party call control
servers where interworking is required)

Skype for Business 2016 and Skype for Business Mobile Support
We have updated our support for Microsoft client and server combinations. The Gateway Expressway deployment is
now interoperable with the following Microsoft collaboration products:

Table 5 Lync and Skype for Business Support Introduced in X8.8

Clients On Lync Server 2013 On Skype for Business Server 2015
Skype for Business 2016 (Windows desktop) Supported Supported

Skype for Business 2015 (Windows desktop) Supported Supported

Skype for Business for iOS Not supported Limited support*

Skype for Business for Android Not supported Limited support*

* We do not support these clients in calls to MCU bridges. We do support them in other call scenarios, including calls
to TelePresence Server bridges.

Broker for Microsoft SIP Traffic

In some previous versions of our Cisco Expressway and Microsoft Interoperability Deployment Guide, we published
an appendix describing how to get Lync to Jabber messaging working using CPL on a " directory Expressway" .

In X8.8, we have improved that deployment by creating an independent broker to perform the task of filtering and
redirecting the messaging and presence traffic coming from the Microsoft infrastructure. This change has the
following benefits:

= Maintains the robustness of the SDP parser, by not requiring it to process the non-standard SIP from Microsoft
infrastructure

= No requirement for a directory Expressway, because the broker is hosted on the Gateway Expressway.
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= The broker is abstracted from the rest of the software so you can disable it if you don't need it.

= If you were using the CPL deployment, you can now upgrade to X8.8 and benefit from the other features and
improvements since X8.6.

= There is a new document to help you get Cisco Jabber integrated with Microsoft Skype for Business clients.
Note that this integration relies on Lync Server 2013 or 2010; Skype for Business Server 2015 is not yet fully
supported across all Cisco infrastructure in this deployment.

See Cisco Jabber and Microsoft Skype for Business Infrastructure Configuration Cheatsheet on the
Expressway configuration guides page.

See Cisco Expressway with Microsoft Infrastructure Deployment Guide on the Expressway configuration guides page.
Multistream Support

The Expressway now supports passthrough of encrypted and unencrypted multistream calls. It also supports
passthrough of the encrypted iX protocol required for the ActiveControl feature used by endpoints interacting with the
TelePresence Server.

There is a new " Multistream mode" on all zone types that can potentially handle media. The mode is enabled by
default, but it only applies when the zone passes media to or from the back to back user agent. The signaling of
multistream calls is always passed through, irrespective of the zone's multistream mode setting.

Note:

= The Expressway does not encrypt the iX protocol on behalf of other entities; iX must either be encrypted from
end to end, with the endpoints and TelePresence Server doing the encryption, or it must be unencrypted from
end to end.

Service Setup Wizard

The Expressway can be used in different ways, some of which do not work together. Version X8.8 improves the user
experience of configuring the Expressway for its chosen purpose in your environment.

When you first launch the user interface, you see a Service Setup Wizard instead of going straight into the menu. You
can select the system series (VCS or Expressway) and type (VCS Expressway/VCS Control or Expressway-
E/Expressway-C). These choices affect the list of services available.

Then you select from a number of popular Expressway services:

= Cisco Spark Hybrid Services

= Mobile and Remote Access

= Jabber Guest Services

= Microsoft Interoperability

= Registrar/ Proxy registrations (previously only possible on VCS, now also possible on Expressway)
= Collaboration Meeting Rooms (CMR) Cloud

= Business to Business Calling

When you have selected from the list, the wizard helps you to apply appropriate licenses for your selection, verify your
basic configuration (network settings should have been configured previously), and then restart the system.

Following the restart, you'll only see the configuration pages and fields that are relevant for the service you selected.
If you don't want to use the wizard you can skip through it, or you can go back to the start at any time.
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Table 6 Services That Can Be Hosted Together

Cisco Spark Mobile and | Jabber Microsoft Registrar | CMR Cloud | Business
Hybrid Services Remote Guest Interoperability to
(Connectors) Access Services Business
calling
Cisco Spark Y N N N N N N
Hybrid Services
(Connectors)
Mobile and N Y N N Y \% Y
Remote Access
Jabber Guest N N Y N \% \% Y
Services
Microsoft N N N Y N N N
Interoperability
Registrar N Y Y N
CMR Cloud
Business to N Y Y N Y Y Y
Business calling

Key to Table
Y: Yes, these services can be hosted on the same system or cluster
N: No, these services may not be hosted on the same system or cluster

Rules

= Hybrid Services requires a dedicated Expressway-C to host Connectors

= Microsoft Interoperability requires a dedicated VCS Control or Expressway-C (called Gateway VCS or
Gateway Expressway in the help and documentation)

= Jabber Guest cannot work with MRA (technical limitation)

= MRA s currently not supported in IPv6 only mode. If you want IPv6 B2B calling to co-reside with IPv4 MRA on
the same Expressway traversal pair, the Expressway-E and Expressway-C must both be in dual stack mode.

MRA Allow List Improvements

The MRA allow list feature is more specific in this release. When you add, discover, or refresh the Unified
Communications nodes on the Expressway-C, the Expressway automatically adds the nodes to the allow list. We are
now being a lot more specific by including the port and request path in the allow list rule.

We also improved the interface for manually adding rules, enabling you to accurately specify the URL and so restrict
the scope of access. For example, instead of allowing something.example.com, NOW you can add
https://something.example.com:8443/pathto/resource.htminstead.

You can also restrict which HTTP methods you allow for each of your rules.

Note: You should review your editable rules after you upgrade the Expressway-Cs in your MRA deployment. We
advise this because any servers you previously added to the allow list are upgraded to prefix matching rules. These
rules allow any path on that server, using the default ports for the originally entered protocol.

The automatically added entries are automatically upgraded to be more specific than in previous releases.
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API for Remote Configuration of MRA

The Expressway has a new API to simplify remote configuration. Third party systems, such as Cisco Prime
Collaboration Provisioning, can use the API to configure Mobile and Remote Access on the Expressway.

The APl is self-documented using REST API Markup Language (RAML).
See Cisco Expressway REST API Reference Guide on the Expressway installation guides page.
Large VM CPU Reservation Reduced

The Large Expressway VM CPU reservation requirement has been reduced from 25600 MHz to 16000 MHz. This
means that two Large Expressway VMs can now comfortably co-reside on a UCS server with two eight-core 3.2 GHz
processors, when hyperthreading is enabled. This was not previously possible because the higher reservation
requirement, added to the CPU requirement for the hypervisor, exceeded the total processing power of the host.

The new reservation does not limit the maximum Expressway CPU speed; the Expressway can use the headroom
provided by the higher specification host.

High Security Environments

With this release we have improved security in a number of Expressway components, and have implemented new
ways of testing and threat modelling, as part of an ongoing effort to improve security.

If you deploy Expressway into a high security environment, you must apply the Advanced Account Security option key,
then enable FIPS140-2 cryptographic mode and acknowledge that you consent to the associated restrictions.

Software Package Signing

Starting with this release, we are signing Expressway software packages to give you confidence in their integrity and
authenticity.

We now do an integrity check before you commit to an upgrade. This means you can't tell that the package is being
verified on this particular upgrade, because your pre-upgrade version does not have this feature. During your next
upgrade, you'll see package signing information, like this:

Upgrade confirmation

System information

Current software version X8 BAlpha3
New software version X8 8Alphak
Serial number

Release key

Signing Information Cisco

Software package hashes

SHA-1 hash

SHA-512 hash

Continue with upgrade | Abort upgrade
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TLS Support Restricted

To improve security, the Expressway now only supports specific versions of TLS. The Expressway offers and accepts
TLS versions 1.0, 1.1, and 1.2, when establishing secure connections.

Changes and Minor Enhancements

= From version X8.8 onwards, the Expressway does not create DSA host keys. It creates RSA or ECDSA keys

instead, for improved security.

If you upgrade a system that already has a DSA host key, the existing key will persist so that SSH client users
do not have to verify the fingerprint again.

From version X8.8 onwards, connections between cluster peers use TLS instead of IPSec. When you upgrade
a cluster, the cluster comes up in TLS permissive mode.

Multiple Device Messaging (a new feature in IM and Presence Service 11.5) is now supported for clients that
connect through Expressway to IM and Presence Service in the cloud.

This feature is not supported through any versions of Expressway before X8.8.

Service Setup Wizard: Choose Services

Navigating the Wizard

= As of X8.8, you'll see the service setup wizard when you first log in to the Expressway user interface.

If you previously logged in or have upgraded, you'll see the Status > Overview page (as usual). Click Run
service setup from that page to launch the wizard. You can run or rerun the wizard at any time.

While you're in the wizard, click Skip Service Setup Wizard if you want to back out completely, or Back to the
previous page.

Click Continue to save and move to the next wizard page.

At the end you must restart the Expressway. When you go back into the user interface, you'll only see menus
and pages that apply to the services you chose with the wizard.

Choose Series, Type, and Services

4,

Choose Cisco TelePresence Video Communication Server (VCS) or Cisco Expressway Series.

- If you chose VCS: Choose VCS Control or VCS Expressway

- If you chose Expressway: Choose Expressway-C or Expressway-E

The list of services changes to match what is available on your chosen Series and Type.
Check the boxes next to the services you want to host on this system.

If you want to keep all the menu options, or if you want to use the wizard for applying licenses but don't want
to choose services yet, check Proceed without selecting services.

Click Continue.

Example 1: Hybrid Services

P bd P

Click Expressway Series.
Click Expressway-C.

Check Spark Hybrid Services.
Click Continue.

The wizard asks you to review your network configuration. It skipped the licensing page because you don't
need a release key, or licenses, or option keys, to register for Hybrid Services.
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5.

6.

Review the network configuration and modify the settings if necessary (save your changes before you
continue the wizard).

Click Finish.

The wizard opens the Connector Management page where you can register the Expressway for Hybrid
Services.

Example 2: Expressway Registrar

Wb

Click Expressway Series.
Click Expressway-C.
Check Registrar.

Check any other compatible services that you have bought for this system. For this example, let's assume
Business to business calls.

(See About the Service Setup Wizard, page 10, for a matrix of compatible services)
Click Continue.

The wizard takes you to the licensing and options page.

Service Setup Wizard: Apply Options and Licenses

How do | get Option Keys and Release Keys?

When you order Expressway systems, your Cisco sales representative creates a PAK (Product Authorization Key) for
you. The PAK contains one or many Product Identifiers (PIDs) that translate into keys or licenses when you apply them
to a particular system. If you are a Cisco partner / reseller, you may prefer to order PIDs for multiple systems in one

PAK.

1.

Access your PAK at the Product License Registration Portal.

Inside the PAK, you'll see the list of PIDs that you ordered. They are not yet specific to any Expressway. The
names and purposes of the PIDs are tabulated in Product Identifiers and Corresponding Keys, page 355.

Choose what you want the system to do, and select the PIDs required for that set of features.

3. Click Assign to device and then enter the system's serial number.

5.

Click Finish.

The system sends you an email containing the option keys you need to unlock your system's features. They are
unique to the system with the serial number you used.

You can repeat this process, so you may get several emails relevant to one system.

Apply Keys

On the second page of the Service Setup Wizard:

1.

Paste the text from your release key email into the first text area.

The system reads the release key out of the pasted text and displays it next to the text area.
Paste the text from your option keys email into the second text area.

The system reads the option keys out of the pasted text and displays them next to the text area.
Add new text areas if you have more email text to paste in.
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4. Click Add Keys.
The License status table groups the keys that are possible on this system, and whether they are loaded or not
loaded. The keys are grouped as follows:
- Required: If any keys in this section are not yet loaded, you'll see status Required and will not be able to
continue through the wizard.

- Optional: Shows keys that you may or may not be useful, but that are not strictly required for the services
you chose.

- Unrelated: These keys won't harm the system if they are loaded, but will not provide any benefit for the
services you chose.

- Incompatible: These keys cannot work with the selected services. You need to remove them or choose
different services before you can continue.

5. Click Continue.
The wizard moves on to the next page so you can review the networking configuration.

Example: Expressway Registrar (continued)

Paste text containing your release key into the first text area.
Paste text containing an Expressway Series key into the second text area (eg. 116341E00-1-AAAARAAR).
Click Continue.

Review the networking configuration and click Continue.

g wDN-R

Restart the system when prompted.

This completes the service setup and licensing for the Expressway-C part of your desired outcome. However,
since we chose Business 