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CHAPTER Preface

1

This chapter introduces Cisco Unified CallConnector Server for Microsoft Windows®
(referred to as the Unified CallConnector Server or as the UCC Server) and the Cisco
Unified CallConnector Mobility for Microsoft Windows® (referred to as the Unified
CallConnector Mobility or UCC Mobility), describes the purpose of this document, and
outlines the required software. The chapter includes the following topics:

* Purpose

* Audience

* Organization

* Related Documentation

* Required Software

» Supported Windows Platforms

» Conventions

* Obtaining Documentation

» Documentation Feedback

* Cisco Product Security Overview
* Obtaining Technical Assistance

* Obtaining Additional Publications and Information



Chapter 1 Introduction

Purpose

This manual is intended for system administrators and technical support individuals who will be
setting up and configuring the Unified CallConnector Server and the Unified CallConnector
Mobility Service.

Unified CallConnector Server consists of a set of server applications that provide shared access
to control of telephones, database and services to the Unified CallConnector clients. This purpose
of this guide is to provide step-by-step instructions to install and setup these server applications..
The document also provides instructions for using the diagnostic tool to isolate problems
encountered in the operation and usage of the CallConnector solution.

This document also provides links to additional product information and the methods and options
for accessing support. The last chapter provides some troubleshooting information to allow you to
isolate problems that you might be experiencing.

Audience

This manual is intended for system administrators and technical support personnel who will be
setting up and configuring the Unified CallConnector Server and the Cisco Unified CallConnector
Mobility and supporting the Unified CallConnector end-users.

The administrative guide assumes that you know the basics of using your computer and
are familiar with Windows, using a mouse and selecting items from a dialog box.
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Organization

This guide contains nine chapters:

Preface -

Overview -

Installation-

Configuring Cisco Unified
CME-

Configuring UCC Server -
Configuring UCC Mobility -

Starting and Stopping -

Managing Data -

Using Diagnostic Tool -

This chapter provides an overview of the Administrator
Guide and describes how to use the manual.

This chapter provides an overview of the Unified
CallConnector Solution and describes the configurations
for the Unified CallConnector server.

This chapter describes how to install and register the
Unified CallConnector Server.

This chapter provides instructions for setting up the
required parameters on the Cisco Unified CME router.

This chapter describes how to setup and configure the
Unified CallConnector Server application and the users.

This chapter describes how to setup and configure the
Unified CallConnector Mobility application and the users.

This chapter describes how to start and stop the Unified
CallConnector server applications which run as Windows
services.

This chapter describes how to manage the configuration
and transaction data associated with the Unified
CallConnector server.

This chapter provides step-by-step instruction for
running the diagnostic application and the problem
isolation tests.

Troubleshooting UCC Server-This chapter describes the tools and procedures for

troubleshooting problems with your the Unified
CallConnector solution.

Troubleshooting UCC Mobility-This chapter describes the tools and procedures for

troubleshooting problems with your the Unified
CallConnector solution.
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Related Documents

For more information about the Unified CallConnector please visit the Cisco System site:

http://www.cisco.com/go/unifiedcallconnector

Required Telephone Systems

The Unified CallConnector supports the following Cisco Systems Unified
Communications managers and telephones. Please visit the Cisco Systems site for the
Unified CallConnector for the latest product compatibility list.

Cisco Unified Communications Manager Express version 4.1.

Supported Windows Platforms

The following Windows operating systems and application versions are supported by the
Unified CallConnector Server:

Windows 2000 Server, Windows 2003 Server, Windows XP SP2
Microsoft Internet Explorer version 6.0 and 7.0
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Conventions

The following conventions are used in this guide:

Convention Description

boldface font Commands and keywords are in boldface.

italic font Arguments for which you supply values are in italics.

[] Elements in square brackets are optional.

{x|y|z} Alternative keywords are grouped in braces and
separated by vertical bars.

[X]ylz] Optional alternative keywords are grouped in brackets
and separated by vertical bars.

string An unquoted set of characters. Do not use quotation

screen font

boldface screen
font
italic screen font

—

Conventions Used

marks around the string or the string will include the
quotation marks.

Terminal sessions and information that the system
displays are in screen font.

Information you must enter is in boldface screen
font

Arguments for which you supply values are in italic
screen font.

This pointer highlights an important line of text in an
example.

The symbol ” represents the key labeled Control—for
example, the key combination "D in a screen display
means hold down the Control key while you press the D
key.

Nonprinting characters, such as passwords are in angle
brackets.

The following conventions are used in this guide:

Most of the operations of the Unified CallConnector Server applications can be initiated
by using either the mouse or keyboard. The administrator guide provides the instructions
for both these methods. The body of the text describes the operation in more detail.

The names of keys appear in bold capital letters: ENTER

Information that you type appears in small, light typeface: Unified CallConnector

Menu commands appear in bold and are abbreviated in the text. For example the Print
command on the File menu is indicated by File-Print. The names of buttons in dialog

boxes also appear in bold.

Actions you take or procedures for you to follow are indicated by indented and bulleted

steps.
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Terminology

The following terms are used frequently in the manual to identify different kinds of

individuals and objects.

Term
Administrator

uccC
Group

Manager
Mobility

SNR

Database
Record or Entry

Field
Directory

Presence

Server

Users
Dialog
Window

SIP

Service

RADIUS

Port

Meaning

The person responsible for the administration of the
Unified CallController system.

Unified CallConnector for Microsoft Windows.

A collection of users. A group is also displayed as the
department in the corporate directory.
The person responsible for a group of users.

Unified CallConnector Mobility Service applications
providing the user with Single Number Reach and Dial-In
Access capabilities.

Single Number Reach applications that provides a find-
me/follow-me function.

A database is a file that contains information in a tabular
format.

Each row of the database table is called an entry or a
record.

Each column of the database table is called a field.

A directory is a database that usually contains names
and related information.

Real-time availability status of a user. Presence status
can include availability, location , telephone status and
away messages.

Unified CallConnector Server applications or the
Windows Server PC.

Individuals who are authorized to use the system.
Popup window from which options are selected.

An area of the screen where the application displays
information.

Session Initiation Protocol — a standardized set of
messages and methods for setting up communication
sessions.

An application running as a Windows Service. These
applications do not present a user interface.

Remote Authentication Dial In User Service (RADIUS) is
an AAA (authentication, authorization and accounting)
protocol for applications such as network access or IP
mobility.

Sub-address used in setting up TCP connections.
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Using the Mouse

The following terms are used in the manual when describing mouse-based operations:

Term Meaning

Point Move the mouse pointer on screen to the desired item or
location.

Select Click on the item of choice.

Click Quickly press and release the left mouse button.

Right-Click Quickly press and release the right mouse button.

Double-Click Quickly press and release the left mouse button twice in
succession.

Drag&Drop Click down on item, holding down the button, move the
mouse pointer to desired location, and then release the
button.

Obtaining Documents

Cisco documentation and additional literature are available on Cisco.com. Cisco also
provides several ways to obtain technical assistance and other technical resources.
These sections explain how to obtain technical information from Cisco Systems.

Cisco.com

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:
http://www.cisco.com/public/countries languages.shtml

Documentation DVD

Cisco documentation and additional literature are available in a Documentation DVD
package, which may have shipped with your product. The Documentation DVD is
updated regularly and may be more current than printed documentation. The
Documentation DVD package is available as a single unit.

Registered Cisco.com users (Cisco direct customers) can order a Cisco Documentation
DVD (product number DOC-DOCDVD=) from the Ordering tool or Cisco Marketplace.

Cisco Ordering tool:
http://www.cisco.com/en/US/partner/ordering/

Cisco Marketplace:
http://www.cisco.com/go/marketplace/
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Ordering Documentation

You can find instructions for ordering documentation at this URL:

http://www.cisco.com/univercd/cc/td/doc/es _inpck/pdi.htm

You can order Cisco documentation in these ways:

Registered Cisco.com users (Cisco direct customers) can order Cisco product
documentation from the Ordering tool:

http://www.cisco.com/en/US/partner/ordering/
Nonregistered Cisco.com users can order documentation through a local account

representative by calling Cisco Systems Corporate Headquarters (California, USA) at 408
526-7208 or, elsewhere in North America, by calling 1 800 553-NETS (6387).

Documentation Feedback

You can send comments about technical documentation to:
bug-doc@cisco.com

You can submit comments by using the response card (if present) behind the front cover
of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.
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Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:

http://www.cisco.com/en/US/products/products security vulnerability policy.html

From this site, you can perform these tasks:

Report security vulnerabilities in Cisco products.
Obtain assistance with security incidents that involve Cisco products.
Register to receive security information from Cisco.

A current list of security advisories and notices for Cisco products is available at this
URL:
http://www.cisco.com/go/psirt

If you prefer to see advisories and notices as they are updated in real time, you can
access a Product Security Incident Response Team Really Simple Syndication (PSIRT
RSS) feed from this URL:

http://www.cisco.com/en/US/products/products psirt_rss_feed.html

Reporting Security Problems in Cisco Products

Cisco is committed to delivering secure products. We test our products internally before
we release them, and we strive to correct all vulnerabilities quickly. If you think that you
might have identified a vulnerability in a Cisco product, contact PSIRT:

Emergencies—security-alert@cisco.com
Nonemergencies—psirt@cisco.com

Tip We encourage you to use Pretty Good Privacy (PGP) or a compatible product to
encrypt any sensitive information that you send to Cisco. PSIRT can work from encrypted
information that is compatible with PGP versions 2.x through 8.x. Never use a revoked or
an expired encryption key. The correct public key to use in your correspondence with
PSIRT is the one that has the most recent creation date in this public key server list:

http://pgp.mit.edu:11371/pks/lookup?search=psirt%40cisco.com&op=index&ex act=on

In an emergency, you can also reach PSIRT by telephone:
« 1877 228-7302
1408 525-6532
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Obtaining Technical Assistance

For all customers, partners, resellers, and distributors who hold valid Cisco service
contracts, Cisco Technical Support provides 24-hour-a-day, award-winning technical
assistance. The Cisco Technical Support Website on Cisco.com features extensive
online support resources. In addition, Cisco Technical Assistance Center (TAC)
engineers provide telephone support. If you do not hold a valid Cisco service contract,
contact your reseller.

Cisco Technical Support Website

The Cisco Technical Support Website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The
website is available 24 hours a day, 365 days a year, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support Website requires a Cisco.com user ID
and password. If you have a valid service contract but do not have a user ID or
password, you can register at this URL.:

http://tools.cisco.com/RPF/register/register.do

Note Use the Cisco Product Identification (CPI) tool to locate your product serial number
before submitting a web or phone request for service. You can access the CPI tool from
the Cisco Technical Support Website by clicking the Tools & Resources link under
Documentation & Tools. Choose Cisco Product Identification Tool from the
Alphabetical Index drop-down list, or click the Cisco Product Identification Tool link
under Alerts & RMAs. The CPI tool offers three search options: by product ID or model
name; by tree view; or for certain products, by copying and pasting show command
output. Search results show an illustration of your product with the serial number label
location highlighted. Locate the serial number label on your product and record the
information before placing a service call.
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Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service
requests. (S3 and S4 service requests are those in which your network is minimally
impaired or for which you require product information.) After you describe your situation,
the TAC Service Request Tool provides recommended solutions. If your issue is not
resolved using the recommended resources, your service request is assigned to a Cisco
TAC engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the Cisco
TAC by telephone. (S1 or S2 service requests are those in which your production
network is down or severely degraded.) Cisco TAC engineers are assigned immediately
to S1 and S2 service requests to help keep your business operations running smoothly.
To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1 800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:
http://www.cisco.com/techsupport/contacts

Definition of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has
established severity definitions.

Severity 1 (S1)—Your network is “down,” or there is a critical impact to your business operations.
You and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of
your business operation are negatively affected by inadequate performance of Cisco products.
You and Cisco will commit full-time resources during normal business hours to resolve the
situation.

Severity 3 (S3)—Operational performance of your network is impaired, but most business
operations remain functional. You and Cisco will commit resources during normal business hours
to restore service to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities,
installation, or configuration. There is little or no effect on your business operations.
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Obtaining Additional Publications Information

Information about Cisco products, technologies, and network solutions is available from
various online and printed sources.

Cisco Marketplace provides a variety of Cisco books, reference guides, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL:
http://www.cisco.com/go/marketplace/

Cisco Press publishes a wide range of general networking, training and certification titles.
Both new and experienced users will benefit from these publications. For current Cisco
Press titles and other information, go to Cisco Press at this URL:

http://www.ciscopress.com

Packet magazine is the Cisco Systems technical user magazine for maximizing Internet
and networking investments. Each quarter, Packet delivers coverage of the latest
industry trends, technology breakthroughs, and Cisco products and solutions, as well as
network deployment and troubleshooting tips, configuration examples, customer case
studies, certification and training information, and links to scores of in-depth online
resources. You can access Packet magazine at this URL:

http://www.cisco.com/packet

iQ Magazine is the quarterly publication from Cisco Systems designed to help growing
companies learn how they can use technology to increase revenue, streamline their
business, and expand services. The publication identifies the challenges facing these
companies and the technologies to help solve them, using real-world case studies and
business strategies to help readers make sound technology investment decisions. You
can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine
Internet Protocol Journal is a quarterly journal published by Cisco Systems for
engineering professionals involved in designing, developing, and operating public and

private internets and intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html
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e  Unified CallConnector
2 Server Overview

This chapter provides an overview of the Cisco Unified CallConnector solution including
the Client, Server and the Mobility components. It describes the key features, the
different modes of operations. It also provides an overview of each of the graphical user
interface components of the Unified CallConnector.

This chapter describes the following in more detail:

Key Features -
CallConnector Models -

CallConnector Toolbars -

Describes the key features of the Unified CallConnector.

The CallConnector supports a standalone, server and
mobility components. This section describes these UCC
models Personal, Server and Mobility.

Describes the components of the Unified CallConnector
Toolbars in Microsoft Explorer and Outlook.

CallConnector Sidebar/View - Describes the components of the Unified CallConnector

Popup -

QuickSearch -

Monitoring Presence Status-
Mobility Service -

Configuration Overview-

Getting Help -

Sidebars in Microsoft Explorer and View windows in
Outlook.

Describes the Popup applications and its menu.
Describes the QuickSearch user interface.

Briefly describes the Presence capabilities of the Unified
CallConnector.

Briefly describes the Mobility features and the Single
Number Reach capabilities of the Unified CallConnector.
Describes the configuration sets for of the Unified
CallConnector.

Describes how to get Unified CallConnector help
information.
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Unified CallConnector Overview

Cisco Unified CallConnector delivers a new way to handle the everyday task of
communicating with others within the business or with customers and vendors. As a fully
integrated communication management solution with presence (your current availability),
you will find greater productivity and business efficiency leveraging your PC-based data
to initiate voice, messaging or collaboration sessions. Cisco Unified CallConnector is not
just another application for the Windows, but is embedded within your line of business
application such as Microsoft Outlook and Internet Explorer.

The Cisco Unified CallConnector offers these features:

= Simple to use toolbar within Microsoft Outlook and Internet Explorer for dialing
numbers, controlling the call, and setting your availability and location status.

= Brings together all your contacts (personal, corporate, and Outlook) for QuickDialing or
for starting a new email or Instant Message to the contact.

= Quick Search feature to find a contact quickly with display of all contact numbers and
messaging methods plus location and availability for fellow employees without leaving
your current application.

= Quick Message, an Instant Messaging Client included for short communications with
fellow employees.

= Screen pop for placed and received calls with Outlook contact name allowing clickable
options to take the call, send the call to voice mail or send a quick message.

= Quick Dialing from any application, including web pages, by highlighting a number, and
selecting dial.

= Quick Presence conveniently displays availability, location and notes for contacts in
directories and search results.

= Optional Mobility Service is an add-on providing Single Number Reach call routing
services to allow your business calls to reach you at any number based on the rules
you have set.

Unified CallConnector Models

Cisco Unified CallConnector is available in three configurations:

Personal Delivering call control features for the individual user using
Cisco’s Unified Communications Manager Express (Cisco
Unified CME) TAPI TSP.

Server Server based application installed at each site giving users call
control plus Presence/lnstant Messaging and Rules-based
Automation Services based on a SIP Client Server architecture.

Mobility Add-on to the server application, the Unified CallConnector
Mobility provides single number reach to a number.
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Unified CallConnector Personal

Cisco Unified CallConnector Personal is a separate install on each Windows workstation
with a Cisco Unified IP Phone connected to Cisco Unified CME router. Each user of
Cisco Unified CallConnector Personal delivers the call control features listed in the table
below and is supported with any PC running Microsoft Windows..

Features with Cisco Unified CallConnector Personal

Unified CallConnector
Personal Feature

Description

Benefit

Call Control toolbars
within Microsoft Outlook
and Internet Explorer

Toolbars for easy access to features
without the need for any additional
desktop applications. Can be used
within Outlook or Internet Explorer

Provides easy to use features such
as finding contacts, executing
phone features, and streamlining
communications for the user

CallConnector Contacts

Within Outlook & Internet Explorer
brings together all personal, corporate
and Outlook contacts, history of calls
and speed dial lists.

Makes it easy to find contacts, view
missed calls from your everyday
applications

QuickConnect from any
Contact

Easy click-to-dial or click-to-send on
any contact with option to show all
numbers (Work, Cell, Home) and
send addresses (email, IM, SMS)
associated with the Contact

Saves time where call is placed in a
few seconds without manual dialing
a number or starting other
communication sessions.

Quick Transfer /Hold

Easily transfer, hold or setup

Ease of transferring or setting up

/Conference conferences using context menus conference calls using PC Mouse.
within Outlook or Explorer. Callback from email or conference
to a number in the web page.
QuickSearch though Use pause/break key on PC to quickly | Easy way to search though all
Contacts find contact and then quick dial contacts without opening new
number, or send email. applications or switching pages.
Speed dial Option to create Icon based speed Common numbers are easy to find

dials for frequently called numbers.

and dial quickly.

Call Popup with Outlook
Caller ID Lookup

Incoming calls will show a screen pop
with callers name lookup from Outlook
contacts. Clickable Option to answer
or send call to voice mail.

Always know who is calling with
option to answer call or ignore and
send to voice mail.

QuickDial from any
application

Highlight a phone number in any
application like Microsoft Word,
PowerPoint, Email or web page, then
double-click phone icon to place call.

Quick and easy way to place a call
without reading number and
manually dialing. Saves time, and
improves productivity

CallConnector Call Logs

Missed, Received, and Dialed calls
stored on PC in addition to the IP
Phone. Use Quick Dial to return calls
missed while out of the office

Save time returning calls missed
while away from the office. History
log of calls received and placed can
be used for billing.

Administrator Guide 2-3




Chapter 2 Overview

Cisco Unified CallConnector Server

The Cisco Unified CallConnector Server application delivers the features as described
above with the added benefit of Presence and Instant Messaging. The Cisco Unified
CallConnector Server gives your employee’s information about colleagues location,
availability, and phone status using the same CallConnector toolbars from within Outlook
and Internet Explorer. Using simple icons and colors to show location and availability,
users are able to reach colleagues quickly the first time and reduce phone tag — helping
them to be more productive.

The table below lists the additional features available with Cisco Unified CallConnector
Server.

Cisco Unified CallConnector brings together easy to use call control, presence, instant
messaging, directories and call routing rules to simplify the communication experience,
helping work teams and colleagues share information faster and communicate in real
time.

Cisco Unified CallConnector provides status of co-workers if available or busy before
trying to contact them. Similar to popular instant messaging status, the user can set his or
her status from the Cisco Unified CallConnector toolbar. This status information is
updated automatically to all users from the Cisco Unified CallConnector Server and can
be accessed from the toolbars in Internet Explorer, Outlook or Quick search results
window. By seeing who is online, offline, available, or busy or with custom message like
"on vacation” or "in a meeting" can also be shared to let users know why someone is
unavailable or busy. Knowing whether contacts are available helps to reduce
communication delays between workers, thereby enabling faster decision making and
enhanced productivity.
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Features with Cisco Unified CallConnector Server

Unified
CallConnector
Server Feature

Description

Benefit

Dynamic Presence
Information

Real Time display of users Location,
Availability, IP Phone Status, plus
optional custom message.

Reduces phone tag, and gives
employee’s information of who is in the
office or on the road.

User Selectable
Location

User can set their location shown by
Icon (Work, Home, Travel, Vacation)
or custom message displayed to
other users.

Allows others (including operator) to
see who is in office, out to lunch or
away on travel.

User Selectable
Availability

User can set their status shown by
color, Available, Busy, Away, other.

Lets fellow employee’s know who is
available to receive calls or Instant
Messages

Dynamic IP Phone
Status

All phones Connected to the Cisco
Unified CME router have status auto
updated for others to see.

Reduces phone tag providing more
efficient communications

QuickMessaging

Simple Instant Messaging for the
Small Office launched though
CallConnector Contacts Quick Dial.
Option to launch other IM clients
installed on PC though Contacts
Quick Dial.

Easy to use Instant Messaging Client
for productivity gains between
employees. Alternative to use of
external public IM Clients due to
security concerns

QuickSearch with
Presence information

Quick Search results bar shows
Location, Availability and Phone
Status for colleagues in addition to
contact numbers.

Quickly find phone numbers for
colleagues plus presence info to know
if available before calling.

User Customizable
Automation Rules

Set rules for basic call handling and
notification though email or SMS
when calls are received

Gives users option to send notification
to pager, cellular or smartphones
about important calls missed while
away from the office.

Operator or Admin
can change Location
or Availability of others

Gives key personal option to change
presence information shown to
others

Provides up to date information to
users to improve communications.

Easy Install without
configuring TAPI TSP
at each Workstation

Users receive email invite with
clickable link for easy install from
Server

Users are able to self-install for
reduced installation costs
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Cisco Unified CallConnector Mobility

Cisco Unified CallConnector Mobility brings the business calls to the workers at their
current location and to a phone of their choice. An optional part of the Cisco® Unified
CallConnector family of products, the CallConnector Mobility is an add-on server
application that integrates with Cisco Unified CME router to monitor incoming business
calls and then route or bridge them based on user-specified call handling rules. Whether
at home or from remote locations, the workers can place or receive calls through the
Cisco Unified CME router and leverage the business’s Unified Communications
infrastructure.

Cisco Unified CallConnector Rules Interface allows the workers to setup automation rules
to bring the business calls to them based on their availability and location.

A £ | about:Tabs v gl |
s - O - ol - ¥ #oial ~ @ P
M ~ >
F '{5[? | i_é'-.-'-.-'elc-:ume ko Tabbed Brows, ., | | TV?T M
*

& shortcuts Contacts /% Logs  =b Status | 0 Rules |

M
(X When T get off work
@ When I'm oot of office
@ When today's holiday

Qe XEH QO=TE

€ Internet F100% -

The Cisco Unified CallConnector Mobility is an add-on application to the Cisco Unified
CallConnector for Microsoft Office Server. The solution monitors user’s presence status
(availability and location) and calls placed to their Cisco Unified IP phone. Users can
associate rules with their presence status and location to route selected callers to a
specified number, like a cell phone. As an option, calls can be bridged to both the IP
Phone and the remote phone. When a call is bridged, it appears both at the user’'s IP
Phone and the other phone allowing the call to be taken at either device. Calls routed to a
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remote phone are announced to the user who is given a choice to accept the call or send
the caller to voice mail.

The Cisco Unified CallConnector Mobility offers the following features:

Single Number Reach

Cisco Unified CME router users can now provide a single phone number to their business
contacts and be immediately connected to their business calls at the most convenient
and available telephone. Callers can be routed to a home phone if tele-working or the
mobile phone when in transit or any other accessible phone. With the Cisco Unified
CallConnector Mobility, workers can provide more responsive service to customers
without having to distribute multiple and private mobile phone numbers. .

Single Voicemail Box

If the user is unreachable at their specified single business number, the Cisco Unified
CallConnector Mobility will forward the call to voice mail, using Cisco Unity Express or
Cisco Unity. When calls are routed, an SMS (text message) or email can automatically
send natification of the missed call to the user. The single voice mailbox allows the user
to easily manage all business voice messages saving time and money.

User Customizable Rules for Routing

The Cisco Unified CallConnector Mobility is fully integrated with the Cisco Unified
CallConnector toolbars to allow users to setup rules based on availability and location to
specify the reach numbers and routing for business calls. Rules can be easily changed
from everyday used business applications like Internet Explorer and Microsoft Outlook.
The Cisco Unified CallConnector Mobility combines the power of Single Number Reach
with user settable routing rules to provide a flexible and user controlled solution for the
mobile workers.

Integration with Presence

Call handling automation rules can be based on the presence status of the user, where
as the status changes, call routing rules are triggered automatically. The Cisco Unified
CallConnector for Microsoft Office allows users to change both availability (available,
busy, away, unavailable) and location (work, home, on-the-road, etc), which can also set
call routing rules. Using location information, the Cisco Unified CallConnector Mobility will
know if the user is at home and available, can route business calls to their home number,
but when busy the call is sent to voice mail with notification to the user.

Reach At Any Phone

The user can specify any telephone number as their single number reach telephone. This
can be the home phone, the mobile phone or the telephone at their current location. The
different reach numbers can be specified for their different presence locations settings.

Validated Delivery

The Cisco Unified CallConnector Mobility verifies the user at the reach number using a
password to ensure that the business calls are delivered only to the user. The users can
set their own access passwords.

Device Switching without Interrupting Calls

With Cisco Unified CallConnector Mobility, single number reach calls can be bridged on
the IP Phone to allow mobile workers to continue the call after they arrive at the office
and take advantage of speakerphone or other IP phone services. The call can be
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continued at either device without interruption, and users can use the best available IP
Phone or mobile device.

2-8 Cisco Unified CallConnector Server



Overview

Benefits of Cisco Unified CallConnector Mobility

Cisco Unified
CallConnector
Mobility Feature

Description

Benefit

Simultaneous

The incoming call rings on the

Call rings at both the Cisco Unified IP

Ringing Cisco Unified IP Phone and the Phone and mobile phone. The call can be
user specified number. picked up at either device.

Bridged Calls In bridged single number calls, This allows users to walk into the office
the incoming call is available on and switch the call from the mobile phone
both the Cisco Unified IP Phone to the Cisco Unified IP Phone.
and the remote telephone.

Routed Calls In routed single number calls, the User never misses important calls and

incoming call is transferred to the
remote telephone.

customers are connected instead of going
to voice mail.

Validated User

Users need to enter a password
before the call is delivered to the
remote telephone.

The business calls are always delivered
to the user. If someone else answers,
then the call is sent to voice mail.

Single Voice
Mailbox

If the user is not available then
the call is routed to the business
voice mail box.

User needs to manage only one voice
mail box for their business calls. Less
time is needed for users to check multiple
voicemail systems

User-customizable
automation rules

Users can set rules for single
number reach call handling.

User’s setup their own rules for filtering
and routing calls to their reach number.
Different reach numbers can be set based
on availability.

Integration with
Presence and
Location

Allows the automation rules to be
triggered based on the current
user availability and location.

As the user’s availability and location
changes, the calls can follow them to the
most appropriate telephone device.

Switching between
telephone devices

Allows the call to be switched
from mobile to the Cisco Unified
IP Phone and visa versa.

Based on the needs of the moment, users
can take advantage of the reliability of the
wired office phone or the convenience of
the mobile phone.

Privacy for bridged
calls

When the call is bridged, it cannot
be picked up from the associated
desktop phone.

Access to the call from the desktop is
allowed as soon as the remote connection
becomes active. This prevents the
possibility of an unauthorized person
listening in on that call.
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CallConnector Toolbar Overview

The CallConnector toolbar runs within Microsoft Internet Explorer and Outlook and
provides a unified one-click access to call handling, ability to quickly locate your contacts,
initiate messaging and collaboration sessions. The Contacts button allows you to open
information windows for viewing contacts, call logs or the presence status of your
colleagues.

CallConnector Toolbar in Outlook

~ #pial 41 Pickup Y Forward 5065 Idle - FRGrPkp v
4 5 6 7 8

1. Cisco Icon/About Menu provides access to Help and links to more information on the Unified
CallConnector and access to support and problem reporting resources.

2. Availability: Allows you to set your current availability status and publish it to your colleagues.

3. Location: Lets you change your current location and indicate whether you are at work or
away on business.

4. Search Bar: Enter number to make a call or enter text to search for a contact. The pull down
list lets you view the last numbers dialed or contacts located.

5. CallControl Buttons: You can control the call on your phone from these buttons. The buttons
are context sensitive and change with the different call states.

Idle State: The Idle toolbar allows you to dial a new call, pickup a ringing or held call and
forward your line to another number.

Ringing State: For an incoming call, you can only answer the call.

Connected State: The CallControl buttons change to provide Transfer, Conference, Hold,
Hang-up and Park options.

Held State: When a call is on hold, you can resume the conversation.

1. Line Display Menu: The line display is a pull down list showing you the state of the ‘lines’ or
extensions configured on your phone. For each line, it displays the extension number, the call
state and the calling party information.

2. Telephony Features Menu: This provides a list of all the supported telephony features.
3. Action Menu: The Action menu is a contextual menu providing access to the additional
contact numbers, collaboration and communication methods for the currently active caller.

The menu is populated with the caller’s contact details.

4. Contacts Button: The Contacts button opens a side window in Outlook and Explorer. These
provide access to directories, logs, presence and availability status of the users,

5. Note: The Internet Explorer has two additional buttons:

6. Speed Dial Menu: Pull-down arrow to the right of the dial button displays the speed dial
names.

7. Highlighter: Before the Contacts button allows you to convert telephone numbers in the Web
pages to clickable numbers.
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Handling Calls Using the Toolbar

The CallConnector Toolbar allows you to control the calls on you IP Phone from your PC
using the mouse and keyboard. You have access to most of the telephone features
available on you phone, but now they are integrated with your PC based data and

accessed from a graphical interface.

IDLE STATE:

5065 = #0ial 1 Pickup {4 Forward % Answer 5010 Idle -

INCOMING STATE:

S Dial o Pickup 8 Forward &7 Answer Ringing. .. - Mike Henandez [5048] - Line S « R GrPkup =

CONNECTED STATE:

5065 » &' Transfer €% Conference s Hold &5 Hang Up Connected... - Shahryar Talukd [S065]- L =

HELD STATE:

€ Transfer ﬁ Conference () Resume @ Hang Up ©n hold, . .- john chang [5010] - Line 5065 -

Locating Contacts from the Toolbar

You can quickly locate and setup communication sessions with your contacts using the
Toolbar QuickSearch. Communication options include making calls to work or mobile
numbers, launching Email, SMS or Instant Message or opening up collaboration
sessions.

QUICKSEARCH BAR

- @- - f v| #'isl ~ @tFickup g Forward 5 5065 1dle
o= Richard Parker Cisco Systems
4= Rick Doogle Cigzo Syztems
3 ™ Richard Maar ABC Technologies Inc.

s Call Work: 5065
L( > Call Cell: 949-555-0105

#4Call Home: 949-555-0104

[ Take Call Motes
P¥Find Colleagues: Ricky Lanson

" Send Email: rlanson@cisco.com
s 5end IM: rlanson
B2 5end SM3: rlanson@cisco.com

4 Show Contact Detail: Ricky Lanson
Search Google: 5065

Setup Reminder
2 5etup Task
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Accessing CallConnector Applications

The Unified CallConnector provides a suite of contact and presence management
applications that are available from within Internet Explorer and Outlook. The figure below
shows the CallConnector applications in Outlook. The availability and location of the UCC
users is displayed as icons on the left side of the Contacts window.

E- Cantacts - Micmso-PchOutlook o=

EEiIe Edit  View Go Actions  Help  Adobe PDF

HE R @ @ [3 Search address books - @E.:@Ead( ERNE:E A Q
e - @ - d - - @ Dial - @ PickUp {4 Forward & Answer 4208Tdle

Contacts  «

Type a question for help .

LBGLiE;

Tools

&4 callConnector - Contacts

2] A Contact L. +
My Contacts ®

|85 Contacts
84| CallConnector

Add Mew Group

@ Shortcuts @ Logs i Status b Rules

Display Name £
@3 Alex Burdi
@£ Bill Johnson
"‘I'j_ﬁ Conie Tran
@3 David Almodova
@3 David Cordova
ofl David Holguin
Ofll David Steinfield
@73 Demaree Walt
@8 Dennis Droz
@£ Dennis Michalis
@3 Diane Pringle
Ofll Dianna Wacley
Ofl Doug Wheeler

Nounlaz Anderson

Company

Cisco Systems Inc
ZONA PHARMS
Amber Contrals
Amber Contrals
Cisco Systems Inc
Cisco Systems Inc
Cisco Systems Inc
Amber Contrals
Waorld Savings
Waorld Savings
Cisco Systems Inc
Columbia Healths

Cisco Systems Inc

Department
Engineering
Default

Customer support
Engineering

Sales

Customer support
Default
Engineering
Manufacturing
Engineering

Sales
Administration
Default

Nefanlt

Work
4473
4113
4002
5095
4476
4368
4555
4119
(714) 555...
473
4965
1818
4555
7141 544...

<

1

—... ...
: ]i Persanal ﬁ[:crpcmte |85 Outlook

W..
4458
031
4183
5096
u77
4359
4556
4120
[714) 5.
474
4956
7819
4556

Cell

(408) 665-02...
949) 036-95...
(714) 856-90...
(714) 623-07...
(949) 399-09..,
(714) 548-90..,
(652) 025-08...

a1

(714) 548-90...

4475

(408) 853-86..,

1820
4557

7141555-17...

Home

(408) 853-0289 U
(949) 399-9027
(714)957-8695

(714) 258-0214

(949) 245-0698
(714)418-0421

(652) 236-9875

(714) 042-9865
(562) 258-0874
(408) 853-0687
7821
4558
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Managing Contacts

The CallConnector supports three contact databases — Corporate for shared organization
contact information, Personal available for each individual user and the Outlook contacts.
The Contacts window allows you to search, view and manage this information.

From this window users can search to locate a contact, click to dial the primary work number or
right click to access a menu, as shown below, to auto-dial alternate numbers and access other
communication services.

Contact Window in Outlook Copy To Clipboard

Refresh
Load All Contacts

X
@ Shortcuts & logs i Status ) Rules
Display Name Company Work W Cell Departm...  * i Call Worlk: 5095

@@ Alex Burdi Cisco Systems ... 4473 4458 (408) 66... Engineering D Call Cel: 9493090327

@£ Bill lohnson ZONA PHARMS 4113 2031 (949) 03.. Default 3 fal  Call Home: 9493930928

o Con.ie Tran Amber Controls 4002 4183 (714) 85... CusFome.r supl_ % Send IM: Muramasa

§ Da\r?d Almodova Amber Controls 5085 5096 (714) 62...  Engineering B Send SMS: 0493990027 @tmomail.net

@ David Cordova Cisco Systems ... 4476 4477 (©949) 39...  Sales — . .

odl David Holguin Cisco Systerns ... 4368 4360 (714)54...  Custorner sup | Send Email: Muramasa@cisco.com

eﬂ David Steinfield Cisco Systems .. 4555 4556 652) 02... Default Create Speed Dial »

@4} Demaree Walt Amber Controls 4119 4120 a1 Engineering

@5 Dennis Droz World Savings ~ (714)555-1... (714) 55.. (714)54.. Manufacturin, & HangUp

@£ Dennis Michalis World Savings 4473 4474 4475 Engineering %= Answer

9!‘.’!] Diane Pringle Cisco Systems .. 4965 4966 (408) 85...  Sales &' Transfer

Qﬂ Dianna Wooley Columbia Hea... 7818 7819 7820 Administratiol ¢ Conference

Qﬂ Doug Wheeler Cisco Systems ... 4555 4556 4557 Default & Picku

’_‘ﬂ Elizabeth Boze CallCormm Te... 4368 aag8 Administratiol g

""?‘ Elizabeth Morgan  CallComm Te.. 4369 Engineering Gl |

ofll Enrique Godreau (714) 548-9... (714) 55..  Default 4 Forward

gl Crique Gonzoles | Cisco Systems . [ 4503 4504 | 714)54.. i B Group Pickup

P C s -~

< 11 | » B Update

= &) Personzl | € Corporate | 82] Outlook qF  New
X Delete
@ Delete All
Iﬂ

Right-Click Menu
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Viewing Call Log

The Unified CallConnector Call Logs displays all a list of all calls made and received from
your UCC program. It allows you to view important information about phone calls and lets
you quickly search calls with specific attributes. It also allows you to perform telephony
actions from the right-click action menu. The Call Logs also allows you to sort your call
logs by date/time, name, number, and call type. You may also view each type of call

individually.

The Call Log window displays the history of the calls that have been made to or from your

phone.

&) Shorteuts Contacts &4 Status T3 Rules

- 2

Date/Time Mame Mumber
il 3/19/2008 5:46:30 PM  Muramasa 4354
il 3/19/2008 5:46:26 PM  Muramasa 4354
il 3/19/2008 5:46:20 PM  Hung Yang ¥i 4458
i 3/19/2008 5:46:14 PM  Unknown 5096
i 3/19/2008 5:46:09 PM  Unknown 5085

#3/19/2008 5:45:50 PM  Charlie Xavier 5093
x 3/19/2008 5:45:44 PM  Elaine Valentan 5085
i 3/19/2008 5:45:32 PM  Frank Ulmann 5096
i 3/19/2008 5:45:24 PM  Richard Tran 5031

g 3/19/2008 5:45:17 PM  David Tran 5011
i 3/19/2008 5:45:04 PM  voicemaill 716

«i13/19/2008 5:44:57 PM  Philip Rivers 4223
il 3/19/2008 5:44:50 PM Philip Rivers 4223
&i3/19/2008 5:44:33 P BH 4697
il 3/19/2008 5:44:26 PM MAITRAN 4118
«i13/19/2008 5:44:14 PM  Unknown 5090
ig 3/19/2008 4:20:53 PM  Bill Johnsen 4113
#$3/19/2008 1:27:30 PM  Conie Tran 4002
iig 3/18/2008 11:20:50 AM  Alex Burdi 4183

i 3/17/2008 10:10:52 AM  Demanree Walt 4119
i 3/16/2008 11:36:47 AM  Diane Pringle 4965
i 3/14/2008 5:33:10 PM  Muramasa 4354
i 3/14/2008 5:32:42 PM  Muramasa 4354

Duration
0:0:0
0:0:0
0:0:0
0:0:0
0:0:0
0:0:0
0:0:0
0:0:2
0:0:2
0:0:1
0:0:2
0:0:0
0:0:0
0:0:0
0:0:0
0:0:0
0:0:0
0:0:0
0:0:0
0:0:0
0:0:0
0:0:4
0:0:8

Type

Outgoing
Outgoing
Outgoing
Outgoing
Outgoing
Missed

Missed

Inceming
Incoming
Incaming
Inceming
Outgoing
Outgoing
Outgoing
Outgoing
Outgoing
Inceming
Missed

Inceming
Inceming
Inceming
Incaming

Incoming

4 UL

.

m

= A |x Missed | i Incoming | i Outgoing

-
-

Call Log Window showing history of all user’s calls

2-14 Cisco Unified CallConnector Server



Overview

Call Popup Window

The CallConnector Popup Window displays information on the calls at your phone. Each
call is represented by one window. The Popup looks up the phone number in your
contact database or Outlook and displays the name and organization information. The
Popup window provides two call control buttons and the blue arrow for the Action menu.

] Call work 5065
& Call cell 949-555-0105
43 Call home 949-555-0104
.| Take Call Notes
D Find Colleagues: Ricky Lanson
Send Email to tlanson@abctech.com
ASendIMto tlanson
= 5end SMS: tlanson@abctech.com

. Show Contact Detail: Ricky Lanson
2 Search Google: S065

15etup Reminder
< Setup Task

Action
Menu

y Ricky Lanson X
5065
ABC Technologies Inc.

‘ Hang Up | Hold

N

Call Control Buttons:

Button Description

Answer Answers a ringing call

Busy Activates the Do-Not-
Disturb phone
settings

Hang Disconnects the call

Up

Hold Places the call on
hold

Resume Re-connects the held
call
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Using QuickSearch

From within any application, you can quickly locate and setup communication sessions
with your contacts using QuickSearch. Communication options include making calls to
work or mobile numbers, launching Email, SMS or Instant Message windows or opening
up collaboration sessions. To use enter the first few letters of the first name.

‘&' Enter Name or Number,

Ok, ] [ Cancel l

-] call Work Phone 5067

& call Cell Phone 949-555-1039
4} callHome Phone 949-555-0135

& Epter, Name or, Number

8=/ randalf Smith Cisca Swstems, Inc.
82| richard Parker Cisca Swstems, Inc.
8= Rick Doogle Cisco Systems, Inc,

! Send Email to rdickers@cisco.com
Ef Send SMS to rdickers@cisco.com
& Send Instant Message to Richard Dickerson

. 8= Show Contact Detail
ﬁ R Ciscn Systems Inc,

|| Setup Task

3 Richard Martin Cisoo Syskems, Inc, ) _
2] 3 Robert McFadden Cisoa Swskems, Inc, =  setup Rerminder{Appointment
AN | Take MNote
% IC| search Google
E Skatus Busy
_-E; ]‘E| Location AL Work
ﬁ ’ Message Ak [y Desk,
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Monitoring Presence Status

The CallConnector Presence Service collects information about a user's availability and
location, including whether or not they are using their telephone at a particular time. This
information is made available to the CallConnector users from within their every day
business applications such as Internet Explorer or Outlook. The presence information is
also displayed when you use the CallConnector QuickSearch to locate contacts. Using
this real-time presence information, users can connect with colleagues more efficiently
through determining the most effective method for communicating with them at that time
thus avoiding phone or message tag.

The CallConnector Status window provides a real-time view of the entire organization
with information on the availability of users and groups, location of people and whether
they are on call. User’s can manage their own presence status, make calls and send
instant messages from this window.

E¥shortcuts B Contacks  Blogs | mlstatus © ) Rules

| [~

+-md Customer Support (Df1712)
+-md Defaulbcustomer Suppart  (0f0f1)
—-md Marketing (0741123
@ 3 Marie williams
@ [ Rob Hall {Out to lunch)
ﬁ- Linda Shasta (Busy)
L] ﬂ Leyna Ortega (At a conference)
@ 4 Paul Stringer
@ }5 Liz Leighton {Away on vacation)
':'| Ken Andrews (Stepped out)
@ 31 Barbara Lardner
] Linda Shasta {Away From my desk)
@ 7 Intercom (Busy)
@ 7 Llinda Shasta
+- @ 4 Chan Tan ()
+-md Developer (0f1713)
=L Cuialiby Contenl (00T

e @ o a s dl
CO=TEF &

+

][] [ [ [ [ [ [ [
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Updating Availability

The CallConnector maintains three components of a user’s presence information:
Availability — this is the user’s current Busy, Available, Away and Unavailable status;
Location — the place where the user is situated and the Away Message — providing
additional notes on their availability. In the server configuration, this information is
broadcast to the CallConnector subscribers.

Availability Description Location Description
Icon Icon
[ Available L At Work
Busy Currently at
ﬁ:‘ Home
g Away ‘ﬂ On the Road
C) Unavailable el Away on
. Vacation
) Don’t show 2 Location
) my status ) undefined

Sending Instant Messages

Instant messaging in the workplace can allow you to quickly resolve a question or
communicate without interrupting the work flow. With the Unified CallConnector Server,
users can send brief Instant Messages and Text (SMS) messages to their colleagues.

“&" Linda Shasta - Instant Message

[Linda Shastal: Hey Linda, how are pou today?

zhazta

Hi therel|

Stabus:

= Toxt (SMS) Message

To | 40855501 56@bluemobile. net

Meszage

Hi Lindal How are you today?

Send ] [ Cancel ]

Instant Message and Text (SMS) Message Windows
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Outlook Menu Extensions

Some of the Outlook menu have been extended to add in the user contact information
and telephony action choices. These menus are described in this section.

Qpen
Prink

il '

Mew Task For Contact
Mew Journal Enkry For Contack

Link. 3

Call Contack...

LR

Call Using MetMeeting

1

Follow Up...

Cateqories. ..

>< Delste

I,'-l Call Business: (562) 555-0109

& Hang Up
| Mare Functions r | €' | Transfer
Send » | €8 Conference

Getting Help

To get help on the operation of the Unified CallConnector client, click on the Cisco icon
on the toolbars and select Help. This will display a CallConnector Help window form
which you can browse and search to locate the topic of interest.

For more information on the Unified CallConnector you can also go to the Cisco web site
at:

http://www.cisco.com/go/unifiedcallconnector

Mobility Service

Cisco Unified CallConnector Mobility Service allows you to receive your business calls at any of
your contact numbers. If you are not available, then the caller is able to leave a message in your
voice mailbox. The Mobility Service can be personalized in some of the following ways:

¢ You can setup routing rules based on your availability (available, busy, away, and
unavailable) and/or your location (work, home, on the road or vacation).
¢ You can select which calls are forwarded to you.

¢ You can condition the routing rules to account for work days, weekend and holidays and for
work hours and non-work-hours.
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In addition to routing your incoming calls, the Cisco Unified CallConnector Mobility Service allows you
to dial-in and make calls leveraging your company telephone resources and access the following
features:

e Record the conversation or ask your called party to leave a voice message in your mailbox.
e Add additional parties (up to six) in to the conversation.
e Switch the call to your work, home or mobile number.

The Cisco Unified CallConnector Mobility Service is available as an optional component of the Cisco
Unified CallConnector Server. The call routing rules are setup from within Microsoft Internet Explorer
and Outlook using the Unified CallConnector client.

Single Number Reach

The Single Number Reach feature routes your incoming business call to your specified reach

numbers. These numbers all ring simultaneously. If you answer at one of these numbers then you will
be connected to the caller, otherwise the incoming call is sent to your Cisco Unity Express voice
mailbox. Each user can customize the Single Number Reach routing of calls. The rules can be setup to
specify when and which call is to be routed. You can also specify the numbers you are to be reached
based on your availability and location setting. The Unified CallConnector Single Number Reach
feature can be viewed as an intelligent user-controlled routing of business calls.

You can give your business contacts a single number to reach you no matter where you are. You can
then control which calls and the time periods in which to receive business calls. Your personal
numbers are not visible to the business callers.

The Single Number Reach service can ring one or more of following phone numbers simultaneously:
=  Work phone
= Home phone
=  Mobile phone
= Any other alternate phone number

There can be different call routing rules for:
= Holidays
=  Workdays or weekends
=  Working hours and after work hours

Personal Routing Rules

The Single Number Reach service requires you to setup rules specifying how to handle
your incoming business calls.

Rules are setup from the Unified CallConnector Rules window. Each rule consists of two
sections — a set of conditions and the actions to be executed when these conditions are
met. Conditions are specified values for selected parameters that are constantly
monitored by the Unified CallConnector. Actions are the tasks that are performed
automatically on your behalf when all the condition parameters are true.

You can select from some of the following rule conditions when setting up a rule:
Trigger the rule when an Incoming call rings your IP Phone. (This condition must be
selected for Single Number Reach rules).

The telephone number of the caller.

Whether the caller's number is in your personal contacts, speed dial list, corporate
directory, or in a list of telephone numbers.
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Your current availability -- Available, Away, Busy, or Unavailable.

Your current location -- Home, Work, On the Road, or On Vacation

If the day is weekend, holiday, a workday or a particular day of the week

If the current time is in working hours or after work hours

Tasks that can be performed automatically on behalf of the user

Route incoming calls to the user’s work, home, or mobile phone.

Update the user’s availability status to Available, Away, Busy or Unavailable
Update the user’s location to Home, Work, On the road, or On vacation

Update the user’s status message to Busy, Be right back, Stepped out, Away from
keyboard, On the phone, or a Custom message

Mid-Call Features

The Unified CallConnector Mid-Call feature is an option that allows you to access Cisco Unified
Communication Manager Express (Cisco CME) features such as transferring to their voice mailbox,
extending the current Single Number Reach call to a multi-party conference and more.

For example, you are on a call extended through the Single Number Reach service and you need to
add in a colleague to the call. You can enter the ‘Add Number’ access code and the colleague’s
telephone number. If available, the number is joined to your call.

You can also change your availability status and location using keypad access codes. This can not
only inform colleagues of your current status but can also be used to trigger previously setup call
routing rules. For example if you want to be reached on your mobile phone, then you can change your
location to “On the Road” to activate the “On the Road rule”. The Mid-Call features can also be used to
move the call from the current phone to another telephone instrument.

Dial-in Access

The Mobility Service Dial-In Access feature allows you to access the Cisco CME features for your
business calls when you are away from the office. To place long-distance or international calls, you
can call in and use your company’s telephones lines to place these calls. You can also access the
Cisco CME features such as setting up a multi-party conference call and more from their mobile or
home phones. With the Dial-In Access, you can establish a phone conference from your mobile phone
without access to the IP phone physically.
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UCC Server Configuration Overview

The Unified CallConnector Server requires a number of parameters to be configured on
the Cisco Unified CME and Cisco Unified CUE. These features have to be first
provisioned on the CME and CUE and then the corresponding parameters have to be
configured on the UCC system. This section provides an overview of the CME and CUE
setup requirements.

Cisco CME Setup for UCC Server

Settings on Cisco CME required to support UCC Server include:

Provisioning the user’s ephones on CME to allow ‘TAPI’ connections.
Setting up Radius accounting parameters to send messages to UCC Server.
Setting the CME Dial Plan to allow extension and PSTN Dialing

Notes for connecting multiple CME/CUE to one UCC Server

Network connection between routers and UCC Server needs to support UDP transport
and TCP connections.

Set up Radius accounting parameters with the same port and password across all
routers.

Provision ephone user names to be unique across all routers.

Steps to Configure UCC Server

After the Cisco Unified CME has been configured, the following need to be configured on
the UCC Server using the Server Administration Wizard.

Configure the UCC Server communication parameters. Select database backup options.
Configure the Radius port and password. Verify that you can receive the radius
messages.

Configure Cisco Unified CME location, features settings and dialing rules. Setup any
exception dialing translations if needed. Verify digit translations.

Download the ephone configuration from CME and select the ephones that will be
controlled by the UCC Server. Verify that the ephones can be accessed from Server.
Add the Group Names - these are the departments that the users are grouped under.
Setup the publishing and restrictions rights.

Configure the users with their contact details.

Associate the user with their ephone.
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UCC Mobility Configuration Overview

The Unified CallConnector Mobility Service makes use of additional features of the Cisco
CME and Cisco CUE. These features have to be provisioned on the Cisco CME and
Cisco CUE and then the corresponding parameters have to be configured on the UCC
system. This section provides an overview of the CME and CUE setup requirements.
Following chapters provide a step-by-step tutorial on how to setup the environment for
Cisco CallConnector Mobility Service to work.

Additional CME/CUE Setup for Mobility

Settings for CME/CUE for Single Number Reach Service

Provisioning of mobility ephones on CME for use by the Mobility Service
Setting up Hardware Conferencing including Ad-Hoc conferencing
Uploading CUE Transfer to voicemail script and setup pilot numbers

Setting on CME/CUE for Dial-In Access Service

Provision additional mobility ephones on CME for use by the Dial-In Access Service
Setup call routing — hunt group or Basic-ACD to route incoming calls to the Dial-In
mobility ephones.

Steps to Configure Single Number Reach Service

After the Cisco Unified CME has been configured with the additional parameters for the
Mobility Service, the following need to be configured on the UCC Server using the Server
Administration Wizard.

Select the mobility-ephones previously configured in the CME

Configure Single Number Reach system parameters.

Setup ephone pools for the Single Number Reach Service.

Assign ephones to the ephone pools that'll be used by the SNR Service.
Configure user contact information including the voicemail box and Tel PIN.

Steps to Configure Dial-In Service

Select the additional Mobility ephones configured in the CME for the DISA feature.
Configure Dial-In Access system parameters.

Setup ephone pools for the Dial-In Access service.

Assign ephones to the ephone pools that'll be used by the DISA Service.
Configure user contact information including the DISA password for users.
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This chapter describes the steps for downloading and installing the Unified CallConnector Server
software. The following topics are discussed:

Installation Overview - Provides an overview of the Unified CallConnector
Server installation process.

Pre-requisites for Installation -Describes the information you need to have on hand
during the installation of Unified CallConnector Server.

System Requirements - The minimum requirements for the server computer for
different user configurations.

Download Site - Site from which the Unified CallConnector software can
be downloaded.

Installing the UCC Server Describes the steps and options for installing Unified
CallConnector Server components.

Registering the Software - The Unified CallConnector software has to be registered

before it can be used. This describes the options
presented to you during this process.

Performing an Upgrading Describes the steps for upgrading an existing
Unified CallConnector with a new install program.

Removing the UCC Server This section describes the steps for removing and
un-installing the Unified CallConnector Server and
all its components.
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Unified CallConnector Server Installation

The Unified CallConnector Server software is installed on a Windows computer to
provide shared access to call control, contact data and presence status for the Unified
CallConnector users. The server installation program checks your system configuration,
copies the software to the hard disk and makes the required configuration settings for
you. This installation program can be download from the Cisco site and run as described
in the sections below.

The installation of the Unified CallConnector Server software involves the following steps:

= Collecting the information required for obtaining and configuring the Unified
CallConnector. This includes obtaining access to the download site or the
installation program and the information that you will require during the
installation process. See the Pre-requisites for Installation section below for
these parameters.

= Preparing a Windows computer system on which you will install the Unified
CallConnector server software. See Minimum System Requirements for the
Unified CallConnector Server in the sections below.

= Configuring the Cisco Unified CME IP Phone and RADIUS parameters. You
will also need to user name and password for a telnet account to the Cisco
Unified CME for downloading the phone configurations.

= Acquiring the Unified CallConnector Server installation program. This can be
downloaded from the Cisco Software Download Site or obtained from your
Cisco channel partner.

= Logging into the Windows server computer with an administrative or power
user account. This is required to register and run the server software.

= Running the Unified CallConnector Server installation on the computer, and
entering the configuration information requested by the installation wizard.

= Registering your Unified CallConnector Server with the Cisco Activation
server. This will require access to the Internet.

= Setting up the Unified CallConnector Server configuration parameters from
the Server Configuration wizard.

= Start the Unified CallConnector Server software and verifying that the
services start up and run.

= Verifying that the users are able to log in and access the Unified
CallConnector services.

This chapter describes the steps for installing and activating the Unified CallConnector
Server software. The next two chapters cover the configuration and setup of the UCC
Server and the required settings on the Cisco Unified CME.
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Pre-Requisites for Server Installation

As a part of the installation of the Unified CallConnector Server, you need to have certain
network connectivity and configuration information. These are summarized in the table
below and described in the following paragraphs.

Item Description Source
Access to Download Site or | Download or otherwise obtain the Unified Service Provider or
Installation Software CallConnector installation program Sys-Admin
UCC Server PAK-ID or Licensed version of the Unified CallConnector | Service Provider or
Serial Number Server requires a PAK-ID or serial number. Sys-Admin
You can get started with an evaluation version
if you do not have a PAK-ID.
Admin or Power User Login access to the Windows PC on which the | Sys-Admin
Name and Password UCC Server software ins to be run.
Internet Access Internet access is required for registering the Sys-Admin

UCC Server. This can be a direct access or
through a Proxy server.

Table 3.1 Pre-requisite information for installing the Unified CallConnector Server

Access to Download Site: The installation files can be downloaded from the Cisco
software download site. You can also obtain a copy of the installation files from the Cisco

solution partner.

UCC Server PAK-ID: The Unified CallConnector Server software requires a Product
Authorization Key (PAK-ID) or a serial number to operate. This PAK-ID is provided to you
when you purchase the software. There is an evaluation option for a limited time period
that can be a started by entering ‘trial’ in the serial number field during the installation

process.

Admin or Power User Account of Installation PC: The installation program requires
access to Windows registry and installation of services. These changes can only be
performed with an account with admin or power user rights to the Window’s computer.

Internet Access: The CallConnector Server software has to be registered to the Unified
CallConnector License Server via an activation process. This requires access to the
Internet. The Internet access can be through a Proxy Server. In this case the Internet
Explorer on the PC should have the proxy settings defined.

Windows Access Rights:

During the installation of the Unified CallConnector, you need to have local admin rights
to the personal computer. This is to allow various system files to be loaded and Windows
registry entries to be written.

Note: If you are not logged in to the PC with the required access rights, the installation
may fail or not run through completion.
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Minimum System Requirements

Your system must meet the minimum system requirements described in this section. We
recommend that your system exceed the minimum when possible to ensure better

performance.

Computer and Windows OS

The table specifies the minimum computer requirements for three different size systems.
The system requirements vary depending on the number of users logged on to the UCC
Server. The number of users here refers to the number of concurrently logged on Unified

CallConnector clients.

These are minimum requirements and deal with only the Unified CallConnector Server
requirements. If the computer is running other application or services, those requirements

should be added to these specifications.

25 User System

75 User System

250 User System

Processor Pentium PC 2Ghz

Pentium Dual Core
3Ghz or Greater

Pentium Quad Core
3Ghz or greater

Memory (RAM) 1 Gbyte RAM with 350
Mbyte available for UCC

2 Gbyte RAM with 1
Gbyte available for

4 Gbyte RAM with 2
Gbyte available for

Pack 2 or Microsoft
Windows 2003 Server

Server UCC Server UCC Server
Operating Microsoft Windows XP Microsoft Windows Microsoft Windows
System Professional Service 2003 Server 2003 Server

Disk Space 200 Mbyte available for
UCC Server

400 Mbyte available
for UCC Server

800 Mbyte available
for UCC Server

Table 3.2 Recommended minimum computer system for the Unified CallConnector

Server

Note: Available memory in the computer can be determined by opening the Windows
Task Manager to the performance tab and viewing the used and available before running

the UCC Server.

Application Software

Unified CallConnector Server uses the settings of the of Internet Explorer for navigating
through proxies servers. If you are using a Proxy server to access the Internet, first verify

the connection using the IE browser.

= Internet Explorer Version 6.0 with Service Pack 2
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Telephone System

Communication Systems

The UCC Server provides shared access to telephony service to the UCC clients. The
UCC Server supports the following Cisco Systems communication systems. For a more
current list, see the data sheets on http://www.go.cisco.com/unifiedcallconnector/

= Cisco Unified Communications Manager Express 4.1 or higher.
= Unified Communication 500

Connecting to multiple Communication Systems:

The Unified CallConnector Server can be connected to multiple Cisco Unified
Communications Manager systems. The number of systems that can be connected is
dependent on the network connecting the systems, the number of users in each system
and the capacity of the computer system hosting the Unified CallConnector Server.
Please consult with your Cisco System Engineering resource or channel partner for your
specific configuration needs.

IP Phones:
The Unified CallConnector Server can connect to and control the following Cisco IP
Phones:

= 7970, 7971

= 7960, 7961

= 7940, 7941

= 7920, 7921

= |P Communicator Softphone

LAN Access and Ports

The Local Area Network is used in multi-user environments to share the directory data
and to access services such as E-mail and the Telephony Service. Access to the Internet
is also required for the activation process.

The following network connections are made between the applications running on the
Unified CallConnector Server and the Unified CallConnector clients and the Unified
Communication Systems:
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Connections to: Type Server Ports (Default)
Communication Servers — SCCP TCP Available TCP ports
Communication Server — RADIUS UDP 1646
Communication Server — Telnet TCP 23
UCC Server Application UDP + TCP 5060, 39984, 5061, 5062, 5063,

5071
UCC Clients Receive Port TCP 5065
Server Wizard (to verify activation) TCP 80
Email (SMTP Server) TCP 25

Table 3.3 TCP/UDP Ports used by the Unified CallConnector Server

Download Site

The Cisco Unified CallConnector can be downloaded and installed from the Web. Go to
the link below, select the Unified CallConnector for Microsoft Office, and download the
installation files.

<http://www.cisco.com/cgi-bin/tablebuild.pl/callconnector-ms>

Note: A valid CCO User ID and Support Contract is required to access the software download
center. If you don't have access contact your Cisco reseller.

Your Installation Package

Before installing the Unified CallConnector, carefully check your package contents.

Your package should contain the following items:

= Unified CallConnector Installation Program.
=  Quick Reference Guide
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Installing the Unified CallConnector Server

During the installation process, the Unified CallConnector Server install program will check your
system’s components and determine what files need to be upgraded. It will copy program files to
a installation folder of your choice and system files to the Windows System directory.

The installation program also sets up the Unified CallController Server applications to run as
Windows Services.

Step 1: Download the Installation Program

Log in to the Cisco Software Download site for the Unified CallConnector and download
the latest Unified CallConnector client installation program. You can also obtain this from
your Cisco Channel Partner.

Step 2: Run the Unified CallConnector Installation

Login to Windows under Admin account: The installation program writes to the
Windows registry and requires access rights available under the administrative account.

Close all Windows Applications: Close all open applications. Disable the screen-saver
if the PC has one enabled. If you have un-installed a previous version of the Unified
CallConnector software then it is recommended that the PC be rebooted before the new
installation.

Verify that you have Internet Access: The license registration process at the end on
the installation requires Internet access. Open the Internet Explorer and verify that
Internet is accessible.

To Install Unified CallConnector Server: Launch the Unified CallConnector Server
install program by double-clicking on it.

InstallShield Wizard

Cizco Unified CallConnectar Server Setup iz preparing the
1 InztallShield Ywizard, which will guide you through the program
 getup process. Pleaze wait.

Configuring *indows [nstaller

Cancel
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Once the install program is loaded, it will present the Welcome dialog.

Cisco Unified CallConnector Server - InstallShield Wizard [

Welcome to the InztallShield Wizard for Cisco Unified CallConnector Server

o Unified CallConnecto el on pour computer. To

InstallShield < Back H

Cancel

Click on Next to display the Software License Agreement statement.

Please read the Software License Agreement statement and click on Yes to accept the
license and Next button for the Customer Information window.

Enter your contact information in the following fields:

User Name: The name of person under which the software will be registered.
Company Name: The name of registering person company or organization.
Email: The email address of the registering person. The email address and the

PAK-ID (or serial number) will be required if you need support related to the
license activation.

Display Language: The Server Wizard user interface can be presented in one of
several languages. You can select your preferred display language from the pull-
down list.

3-8 Cisco Unified CallConnector Server



Installation

Cisco Unified CallConnector Server - InstallShield Wizard [

Customer Information

Please enter pour information.

wour name, the name of the company for which you work, pour email addr

Uzer Marne:

Phil Thompzon

LCompany Mame:

Cizoo Spstems [nc

Email:

pthompeoni@cisea. con

Dizplay Language:

Englizh [United States) -

InstallShield < Back ] ’ Meut » Cancel

To proceed:

Enter your name, company and e-mail address and select the display language. Note the
email address is a mandatory field and will be required during the license registration
process.

The Display Languages include English, French, German, Italian and Spanish.
Click Next or press the ENTER key.

Program Files Location:

The next window allows you to specify the location to which the Unified CallConnector
program files will be copied. Click on the Browse button to select a folder other than the
default.
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Cisco Unified CallConnector Server - InstallShield Wizard [

Chooze Destination Location

Select folder where setup will install files.

Setup wil nztall Cizco Unified CalConnector Server in the following folder.,

all ta thiz falder, « Wext Tainstall to a different falder, click B e and select anather

Browse. .

InstallShield [ < Back H Newt> Cancel

To proceed with the installation:

= Choose the default program path or click on the Browse button and specify
the desired path.

= Click on Next to move to the proceed with the installation.

The installation will copy the program and system files and update the registry and XML
configuration file settings.

Once the files have been copied, you will be provided with the licensing option for the
Unified CallConnector software.
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Cisco Unified CallConnector Server - InstallShield Wizard [

Setup Type

ect the Unified CallConnector Server Licenzing O ption

W Evaluate LI er and Maobilty for a limited time period [45 days]

A0 ar Senal Mumber for automatic

Cancel

InstallGhield

Select one of the Licensing Option:

= Evaluate UCC Server and Mobility: Use this option if you have not purchased
the UCC Server or do not have the Product Authorization Key (PAK-ID) or a
Serial Number. This option will enable to the UCC Server and UCC Mobility
Service for a period of 45 days. At the end of this time, you will need to
register with a valid PAK-ID.

= Use PAK-ID or Serial Number for automatic licensing: This options is used to
register your UCC Server or Mobility license. If you have a PAK-ID or Serial
Number for the software then select this option

Click on Next to move to the proceed with the installation.
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Notes on the Licensing Options:

10.

11.

Both these licensing options require Internet connection from the Server PC.
Internet Explorer needs to be installed on the Server PC.

The registration service uses HTTP methods to send your PAK-ID and machine
information to the UCC License Server. It supports some HTTP Proxies and requires
the Internet Explorer to be configured for such proxy support. Proxies requiring
password are not supported.

You will need a PAK-ID or Serial Number associated with your purchase of the UCC
Server/Mobility software. If you do not have a PAK-ID then you will only be able to
install in the ‘Trial’ mode.

Trial mode can only be run once on one machine for a duration of 45 days. If you
have trialed the UCC Server or Mobility on this PC for previous version of the
software, then the trial request will be rejected.

During the ‘Trial’ period, Internet connection is required to allow for the daily
verification of the license.

Enable all network adapters that will be used on the Server PC during normal
operation of the UCC Server applications. You should disable the network adapters
that are not in use.

If you are installing the UCC Server with Mobility Service then the registration page
will be presented for the activation of each license separately.

The automatic registration is a two-step process. When the PAK-ID is registered, the
UCC License Server returns a trial serial number. This can be used to immediately
start using the UCC Server applications (if the previous trial has not expired). The
server applications automatically check for the PAK-ID registration to be authorized.
In this case a authorization serial number is returned by the UCC License Server.
This replaces the trial serial number.

When the Pak-ID is authorized and the UCC Server applications have a valid
authorizing Serial Number, then the daily on-line checking is turned off.

In the event the Server PC does not have Internet access, or there are some issues
are encountered with the automatic registration process, an alternate registration
method can be accessed using the Advanced Options button. This method requires a
PAK-ID and is described below.
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Cisco Unified CallConnector Server - InstallShield Wizard -— =X

Reqgizter Unified CallConnector Server

Enter ) ar zefial number and email and cli

M ame: Fhil Thompzon
Commpany: Cizco Systems Inc

Email pthompson(@cizco. com

Achivate

InstallShield [ Advanced Option ] [ < Back [ Mest > Cancel

To Proceed with Registering the UCC Server:

= Enter the PAK-ID. This Product Authorization Key is shipped to you with
your purchase of the UCC software. (In some cases, you may have a Serial
Number. This starts can be of the format UCCS-0100-xxxxxxxxxx. A valid
serial number for the UCC Server can also be entered as a part of the
registration.

= Verify your contact information. The email address is mandatory and id used
locate your license record for support purposes.

= Click on the Activate button to start the registration process. The installation
program will connect to the UCC License Server over the Internet and submit
your PAK-ID, contact information some and machine information. If the
registration was successful, then the results field with display this
information.

Click on Next to move to the proceed with the installation.
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If this installation program includes the UCC Mobility Service, then a second license
registration page is displayed to allow you to activate the Mobility Service license.

Cizco Unified CallConnector Server - InstallShiel 1Zal

Reaqizter Unified CallConnector Mobility Server

Enter PAK-ID ar zenal number and email and click

F2R0052M 20023509554

M ame: Phil Thompzon
Compary: Cizoo Systems |no
Email:

pthompzoni@icizco. com

Success

Activate

[ Advanced Option ] [ < Back [ Met = Cancel

To Proceed with Registering the UCC Mobility Service:

= Enter the PAK-ID. This Product Authorization Key is shipped to you with
your purchase of the UCC software. (In some cases, you may have a Serial
Number. This starts can be of the format UCCM-0100-xxxxxxxxxx. A valid
serial number for the UCC Mobility can also be entered as a part of the
registration. Note you will need unique serial numbers for the Server and
Mobility registrations however the same or a different PAK-ID can be used
depending on the UCC products that were purchased with that PAK-ID.

= Verify your contact information. The email address is mandatory and id used
locate your license record for support purposes.

= Click on the Activate button to start the registration process. The installation
program will connect to the UCC License Server over the Internet and submit
your PAK-ID, contact information some and machine information. If the
registration was successful, then the results field with display this
information.

Click on Next to move to the proceed with the installation.
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Advanced Options (Alternative Licensing Options)

r _—
Install5hield Wizard

=ln and redq Cel

Cizco Registration Site
]

that Mou have |:||_Jr|::|'| ed

5. Copy and paste LCEC Machine D |[TRrY S 1 .
LRUID (12345675 9abodef

e will be emailed to e it on your PC.

I .

| Cancel

InstallShield [ ¢ Back [

You will need the following information to generate a license file for the Unified
CallConnector:

= PAK ID: This is shipped to you as a part of your purchase from Cisco
Systems.

= Access to Cisco License Registration Site:
http://www.cisco.com/gol/license

= CCO Account: This is used to log in to the Cisco License site. If you do not
have an account, you can create one on-line at
http://tools.cisco.com/RPF/register/register.do

= UCC Machine ID and CPU ID: This information is needed for each client or
server upon which UCC software will be installed. The UCC installation
program identifies this information during the installation process. There is
also a standalone UCC Machine ID utility that specifically identifies this
information.
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The steps for generating the license file are given below.

= Click on the Cisco Registration Site button. This will take you to the Cisco
System license registration site: http://www.cisco.com/go/license. Login
using a valid CCO Account. If you do not have an account, you will need to
create one on-line at http://tools.cisco.com/RPF/register/reqgister.do

= Enter your PAK ID in the field labeled PAK ID and click on Submit or press
Enter.

= The License Server will retrieve the license purchase information and will
display the ordered, fulfilled and available quantities of UCC licenses.

= If you are installing the Unified CallConnector client on your desktop, then
enter QUANTITY ONE (1) ONLY for SW-UCC-CLIENT-1. If you are
installing the Unified CallConnector Server or Mobility Service then enter
QUANTITY ONE (1) ONLY for each of SW-UCC-SERVER and/or SW-
UCC-MOBILITY. Click on Continue.

=  WARNING: You can run only one license on a computer. If you select more
than one, then these licenses will not be available for use on other
computers.

= Copy and paste the UCC Machine ID and CPU ID obtained in step one,
above, and enter your contact information and email address. Click on
Accept Agreement and Continue.

= Verify the information you have entered. If there is an error or if you have
selected more than quantity one, then go back and correct this information.

= Once you have completed the online registration, your License file will be
emailed to you. Save it on the desktop then proceed with the UCC software
installation process.

= Click on the Browse button and navigate to the folder that contains the saved
license file.

Click on Next to proceed.
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Installzhield Wizard

Il 0 O N

Werify Unified CallConn

I8 C:Program FileghCizco SyztemsiCizco Unified CallConnector Sern

YWerifp LICC Server License
Yerfied Sucoess

Werified Success

InstallShiald [ < Back [ Met » | Cancel

= Click on the Verify UCC Server License button.

= The licensing status of the UCC Server and UCC Mobility is displayed in the
fields below.

Click on Next to complete the installation.

Note: You will need to restart the computer once the activation has been completed to
apply the registry updates.
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Problems with Activation

The license activation process can fail for a number of reasons. Some of these are
discussed below.

Cannot Access the Internet

The activation process cannot access the Internet. Among other reasons, this can be due
to:

» Firewall blocking the Server Wizard from accessing the Internet

= If a Proxy Server is being used, verify that the Internet can be accessed from
the Internet Explorer. Also verify that it is a supported Proxy server. The
activation process supports the Socks and HTTP proxy servers. The proxy
parameters are read from the Internet Explorer Proxy server settings.

Cannot Access the License Server

This error indicates that the Internet is accessible but the License Server cannot be
accessed.

To verify License Server availability you can browse to the License Server site:

http://www/unifiedcallconnecor.com
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Trial (Evaluation) Period has Expired

The trail period for the Unified CallConnector Server on this computer has expired. You
will to purchase a server license and run the Server Wizard to enter the new license.

Note: When the trial period expires, the Unified CallConnector Server applications will
stop operating.

License has been Activated on Another Machine

The serial number that you have entered is invalid and is being used on another
computer. You will need to purchase a valid Server serial number.

Serial Number is Invalid

The serial number that you have entered is invalid. Check the number you have entered.
You will need to purchase a valid Server serial number for the Server applications to
operate.

Activation Information has been Modified

Once the serial number has been activated, a set of information is stored in the Windows
registry. If this information is deleted or changed, then the activation checking will fail and
you will need to re-activate the software.

Trial License has been blocked
Please contact Cisco support as the trial license has been blocked.

Restart the Computer:

The installed server components are available once the computer has been restarted.

Cisco Unified CallConnector Server - Installshield Wizard

InstallShield Wizard Complete

Setup has finished inztalling Cisco Unified CallConnector Server on your computer.

Aant bo restart iy compuber niow.

® Mo, | will restart my computer later.

Remawe any disks from their dr and then clic zh to complete setup.

InstallShie d <Back || Finish —
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Performing an Upgrade

If you want to upgrade your Unified CallController to a newer version, then you can
download and run a later installation program. The installation program will ask you if you
want to upgrade the Unified CallConnector files. Click on Yes to continue with the
upgrade. Make sure that you have closed all instances of Internet Explorer and Outlook
and the Unified CallConnector Server programs. The install program will then copy the
newer versions of the files to your computer.

Removing Unified CallConnector Server

You can remove the Unified CallConnector and all its files from the Windows
Add/Remove program.

= From the Widows Start menu, select Settings and open the Control Panel.
= Double click on Add/Remove Programs
= Select Cisco Unified CallConnector Server and click on the Remove button.

Fj'g Add/Remove Programs ;Iglﬂ

& Currently installed programs: Sort by | Marne ;I
ange or Fg Ackived UNDELETE Size 2. 76ME =
e Ad-Aware SE Personal Size: 3.14MB
EE- Adobe Acrobat 6,0 Professional Size 407ME
i’ Adobe Flash Player 9
B ~dobe Photoshop 6.0 Size 104ME
7l Adobe Reader 7.0.8 Size 5&.7ME

d% AL Instant Messenger
E,-; A0L Uninstaller (Choose which Products to Remowe)

@ Araxis Merge 2001 Professional Evaluation Size Z.58ME
]! Business Legal Forms and Agreements Made E-Z Size 35.5MB
ﬁ Cisco [03 Telephony Service Provider Size 4,00KE
ﬁl Cisco Unified CallZonnector Size: 25.5ME

-linE! Cisco Unified CallConnector Server

+ support information.

sour computer, click ChangefRemove

ﬁ Command Prompt Here PowerToy
i™ CrystalRepartClient Size 29.4M6 |
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The Unified CallConnector Installation program will run. Click on the Remove button and

next.

Cisco Unified CallConnector Server - Installshield Wizard

Welcome

radify, repair, or remove the program.

Welcome to the Cizco Unified CalConnector Server Setup Maintenance program. This program

lets you modify the current inztallation. Click one of the options below.

f+ Modify

i

——
\ L2} l__\ll i Repair
1 1 . . .
\ ==l !__,-1 ﬁ Reinztall all program features installed by the previous setup.
A o .
I'/ = i\I-.J_./"
\ -
- Lff’ e ﬁ}

Remaove all installed features.

< Back | MHext > I

Select new program features to add or select currently installed features to remove.

Cancel |

The Unified CallConnector will be un-installed from your computer.

Note: The Modify and Repair functions are not supported.
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sl Cisco Unified CME
4 Router Configuration

The Cisco Unified CallConnector Servers (UCC Server) connect to the Cisco Unified
Communications Manager Express (Cisco Unified CME) routers to receive call status information,
to control the call on the user’ IP Phones. Both ends of these connections, the Cisco Unified CME
router and the Cisco Unified CallConnector Server, need to be configured to allow the Cisco UCC
Server to operate correctly.

This chapter describes the configuration required on the Cisco Unified CME routers to allow the
Unified CallConnector Server to access and control the IP Phones. The sections include:

CONFIGURATION SUMMARY

CME Configuration Summary - Describes the interfaces or inter-working
between the Cisco Unified CME router and the Unified
CallConnector Servers.

Multiple Routers for Server- Describes the configuration rules and network

requirements for multiple Cisco Unified CME routers to
connect to one Cisco UCC Server.

CME CONFIGURATION FOR UCC SERVER

Ephones Parameters - Describes the parameters that have to be configured on
the ephones to allow the CallController Server to open
communication sessions.

Radius Parameters - Describes how to configure the Radius parameters on
the Cisco Unified CME router to allow the Presence
Server to receive accounting packets.

CME Dial Plan - Notes on the CME Dial Plan assumptions made by the
Cisco UCC Server.

CME CONFIGURATION FOR MOBILITY SERVICE

Mobility Ephones - Describes the parameters that have to be configured for
the ephones that are to be used by the Mobility Server.
Hardware Conferencing - Provides an overview of the steps for setting up the CME

hardware conferencing for use by the Mobility Server.

Direct Transfer to Voicemail - Describes the steps to load and setup the CUE script to
transfer a call to a voicemail box.

Hunt Group - Describes the steps to setup a hunt group to route calls
to the Dial-In Access mobility ephones.
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UCC Server Configuration Summary

The Unified CallConnector Server requires a number of parameters to be configured on
the Cisco Unified CME and Cisco Unified CUE. These features have to be first
provisioned on the CME and CUE and then the corresponding parameters have to be
configured on the UCC system. This section provides an overview of the CME and CUE
setup requirements.

CME Setup for UCC Server

Function What needs to be setup

Radius Accounting RADIUS messages can be generated by CME for calls
Parameters that originate or terminate on the CME endpoints. The
UCC system uses these messages to obtain the call
state and calling/called numbers. The UCC Server
integrates the RADIUS server functionality and requires
the CME to be setup to send the RADIUS messages of
the required format, type and frequency to the UCC
server. The section on ‘Setting Up Radius Accounting’
provides details on the CME setup, corresponding
configuration on the UCC Server and tools for verifying
that the Radius messages are being received — are
described in the next chapter.

Ephones username and The UCC Server connects to the user’s ephones to allow
password the user to control and manage calls from the desktops.
It uses the Cisco Unified CME TAPI connection — a
SCCP connection that is parallel to the IP phone
connection to the Cisco Unified CME. The TAPI
connection requires the ephones to be configured in the
CME with user name and password.

= Each ephone that is to be controlled by the UCC Server
needs to have a unique username and password
configured.

Note: In multiple router configurations, ephone user
names must be unique across all routers.

CME Dial Plan There are no specific dial plan configuration
requirements for the UCC Server. However the
extension lengths, dial out access code need to be setup
up on the router and configured on the UCC Server.

Note: In multiple router configurations, the extensions
must be unique across all routers
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Configuration Summary for UCC Server

UCC Server What needs to be setup

Configure the UCC Server The UCC Server is comprised of a number of
communication parameters. communication applications. Each of these requires
settings for the IP Address and port on the Server PC to
use. Generally you can use the defaults, unless there is
a conflict or there are multiple network adapters

Select database backup options. Select the number of days that the call logs should be
maintained in the system. You should also backup the
data when the configuration is completed.

Configure the Radius port and Enter the Radius port and the authentication password to
password. match the configuration on the CME. You can also open
a utility to view and verify receipt of Radius messages.

Configure CME location, For each CME associated with the UCC server, the
features and dialing location, extension lengths and dial-out access codes
rules need to be configured to allow proper formatting of

numbers for dialing. Additional dialing rules can be
configured to manipulate the numbers for dialing and
lookup if required for the location.

Download the ephone Download the ephone configuration from CME using a
configuration from CME Telnet session. This requires the Telnet username and
passwords. Then select the ephones that are to be
controlled by the UCC Server. Verify that the ephones
can be connected from the Server.

Add/Modify the Group The UCC users belong to a group or department for
Names viewing in the Status window. The group names have to
be defined first. Setup the publishing rights and
restrictions for the groups.

Configure the users with their Enter the user login name, password, and contact
contact details. numbers. Select the group for the user. Specify the user
type.

Note: Users will use this login name and password to
connect to the UCC Server. (Not the ephone User

Name)
Associate the user with their Select and assign an ephone to the user. When the
ephone. users login they will be able to manage calls from this
ephone only.
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Additional Configuration for UCC Mobility

The Unified CallConnector Mobility Service makes use of additional features of the Cisco
CME and Cisco CUE. These features have to be provisioned on the Cisco CME and
Cisco CUE and then the corresponding parameters have to be configured on the UCC
system. This section provides an overview of the CME and CUE setup requirements.
Following chapters provide a step-by-step tutorial on how to setup the environment for
Cisco CallConnector Mobility Service to work.

CME/CUE Setup Summary for Mobility Service

Mobility ephones and The Mobility Service uses ephones for answering the

ephone-DN Single Number Reach calls and for making the reach out
calls. These ephones need to be configured in the CME
and then selected and associated with the Mobility
application using the Server Wizard.
The mobility-ephones have specific attributes:

a. A ‘virtual MAC-address’ is assigned to each mobility-

ephone.

b. Each ephone needs to have at-least three single-line
ephone-DN configured
c. Ephones need to have Ad-hoc conference control capability

Note: In multiple router configurations, mobility-ephones
have to be provisioned from each of the routers as the
Mobility Service uses ephones that are on the same
router as the user’s ephone.

CME Conferencing The Mobility Service uses the CME conferencing feature
Options to bridge the caller and user calls. Both hardware and
software conferencing is supported by the Mobility
Service. However hardware conferencing is required for
the Mid-call and DISA features. If hardware conferencing
is enabled on the CME, then ad-hoc conferencing has to
be configured for use by the mobility-ephones.
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Transfer to Voice Malil

When a user cannot be reached at their specified
numbers, the call is returned to the user’s voice mailbox.
A voice mail box must be configured for each user with
SNR service. Additionally the CME and CUE have to be
setup to allow the transfer of the call directly into the
user’s voice mailbox. Several methods for transferring a
call to a user’s voice mail are supported by the Mobility
Service. The most common method uses the Transfer-
to-Voicemail script. This script has to be uploaded to
CUE and configured through the CUE administration
interface. On the CME side a dial-peer has to be setup
with a ‘Transfer-Pilot Number’ to send to call to the CUE
Transfer-to-Voicemail’ script.

Note: This is the voice mail pilot number. In multiple
CME configurations, CUE needs to be configured on
each router.

Hunt Group for the
DISA numbers

The Mobility Service DISA feature use ephones to
receive authenticate and provide CME feature access to
the UCC user. Since multiple ephones are normally
configured for DISA, a hunt group pointing to the primary
ephone-DN on each of these ephones needs to be setup
in the CME to route the DISA callers to the mobility
ephones. The hunt group can be setup to sequentially
hunt for an idle ephone-DN.

Note: The hunt group list should include only the primary
ephone-DN from each of the DISA mobility ephones.

Additional Mobility
ephones and ephone-
DN for the DISA service

The Mobility DISA service can be setup to share the
ephones from a general pool with the SNR feature or it
can have a set of ephones dedicated to this service.
Sufficient numbers of mobility-ephones need to be
configured for the required traffic levels.
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Configuration for SNR Service - Summary

Select Mobility ephones
for the SNR Service

This configuration step specifies to the UCC system, the
ephones that have been configured in the CME for use
by the Mobility Service. These ephones must have the
option ‘Connect as Softphone’ checked and must be
configured with a virtual MAC-address.

Configure SNR System
parameters

o

o

The administrator can set a number of system wide
parameters for the Single Number Reach service. These
include:

Maximum number of reach out calls for each user
Maximum number of concurrent SNR sessions

Answer timeout --- the maximum wait time for a call to be
answered

Enable/Disable the Mid-call features

In addition the administrator can set the caller-id
transmission rules.

Setup holidays and
work hours

The administrator can setup a schedule for the holidays
observed and the working hours (start and end times)
and the working days for the organization.

Setup ephone pools for
SNR Service

The ephones that have been configured for the Single
Number Reach service need to be selected for the SNR
application. This is performed by creating groups or
pools of ephones and allocating them to the mobility
applications

Update user contact
information for voice
mail box and SNR PIN
number

For the Single Number Reach service, the users need to
have the voice mail box and the SNR PIN or password
configured. User’s can update this information from their
Popup application.
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Configuration for DISA Service - Summary
What needs to be setup

Dial-IN Access

Select the additional
Mobility ephones for the
DISA Service

This configuration step specifies to the UCC system, the
ephones that have been configured in the CME for use
by the Mobility Service. These ephones must have the
option ‘Connect as Softphone’ checked and must be
configured with a virtual MAC-address.

Configure DISA System
parameters

a.

o

o

The administrator can set a number of system wide
parameters for the Dial-In Access service. These
include:

Enable/Disable the Dial-In Access

Restrict only to calls from telephone numbers configured
UCC Corporate directory

Always require Dial-In password

Specify the pick-up numbers or use the DISA ephone-
DNs

In addition the administrator can set the caller-id
transmission rules for DISA.

Setup ephone pools for
DISA Service

The ephones that have been configured for the Dial-In
service need to be selected for the DISA application.
This is performed by creating groups or pools of ephones
and allocating them to the mobility applications
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Cisco Unified CME Connections

The Unified CallConnector Server applications make the following connections to the
Cisco Unified CME:

SCCP connection to Cisco Unified CME: The CallController Server application connects to the
Cisco Unified CME ephones using the Skinny Call
Control Protocol. For this mobility application, the media
is terminated over RTP/UDP protocol.

Connection for Radius Messages:

Telnet Connection for Configuration:

For receiving Radius accounting packets for the call

events on the Cisco Unified CME router.

This is an optional connection used during configuration

to download the ephone parameters to simply the
configuration process.

The table below shows these connections and the information/configuration required on
each of the systems.

UCC Server

Cisco Unified CME Router

Telnet

= Cisco Unified CME IP
Address

= Telnet User name
= Telnet Password

= Setup a Telnet account for downloading
the configuration information. Does not
require exec level access.

Call Control from
UCC Server

= Cisco Unified CME IP
Address

= Ephone User Name and
Password

= MAC address of ephone

= Configure user name and password on
all the ephones that are controlled from
the UCC Server

Radius Accounting

= Configure Password
= Configure Port

= Configure the Radius Accounting
Parameters on Cisco Unified CME
router

= Verify that the password and port are
the same as the UCC Server
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Multiple Routers for UCC Server

A single UCC Server can be shared by users on multiple Cisco CME systems. Such
configurations can be used to support branch offices with their individual Cisco Unified
CME working with a centralized UCC Server.

(==

a

s
/

bd

UCC Server Connected To Multiple Cisco Unified CMEs

In multi-site configurations, users at any UCC Client will be able to:

= View the availability and locations settings of their colleagues across the
organization.

= See the current telephone status for all the extension humbers maintained in the
UCC corporate directory.

= Share the organizational contact information with an ability for click to dial.

= The mobility services, if configured, can be available to all the users.
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There are a number of configuration rules and network requirements for such multi-router

systems.

Configuration Description

number of users
per UCC Server

Maximum It is recommended that no more than 5 ISR/UC500 routers
Number of be connected to the UCC Server

Routers

Maximum The maximum number of users per UCC Server is 250

users

TCP/UDP Control
Messages

Network must provide bandwidth and minimum latency for
the control messages. RADIUS messages are transmitted
as UDP messages. TCP sessions are used to transport the
SCCP/Skinny messages between the CME router and the
UCC Server

UDP Media for
RTP messages

Calls handled by UCC Mohbility Service include the SNR and
DISA calls. The media for these calls flows from the CME
router with the PSTN Gateway to the UCC Server. The
UCC Server only supports G.711 codecs (64 KBPS for each
voice direction)

Network
Bandwidth
Requirement

If the routers are in different locations connected via private
network, the network should have sufficient capacity to
support:

SCCP/Skinny traffic between the UCC Server and each of
the routers. The traffic to the UCC Server will be the number
of ephones controlled by the UCC Server multiplied by the
bandwidth required for one SCCP session.

Voice Media -- RTP (G.711 encoded) 128 Kbps for each call
handled by the Mobility Services. The network should have
the bandwidth and latency for the peak or maximum number
of calls that can handled by the Mobility Service.

Radius Messages -- UDP traffic from each router to the
UCC Server.

SIP Messages — TCP & UDP traffic between the UCC
clients and the UCC Server

Note: The network should also allow the transport of UDP
traffic between the routers and the UCC Server.

Required on each
router for the
Mobility Services

Location of Generally the UCC Server should hosted with the largest

Routers CME router in a multiple router configuration. The UCC
Services are not sensitive to the location of the routers,
although it is assumed that the routers are in one country.

Resources The Mobility Service requires the following to be configured

a. Mobility-ephones and ephone-DNs. The Mobility Service
requires available mobility-ephone in the router of the SNR

on each router:
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user’s ephone for processing the SNR calls. If the ephones
are not available, then the service is not launched.

Conferencing resources — since the mobility-ephones are
from each router and these ephones request the conferencing
services, the conferencing and DSP resources have to be
configured on each CNE router from which the users will be
using the Single Number Reach service.

CUE and Voicemail boxes — the user’s calls are returned to
the user’s voice mailbox. Each router is required to have CUE
installed, together with the Transfer-to-Voice Mailbox script
and a distinct pilot number to that router’s transfer-to-voice
mailbox script.

Since the Mobility Service utilizes the resources of each
router, the CME features of shared DNs, Pickup, Transfer and
Conference need to be configured on each router for use by
the mobility service.

RADIUS accounting parameters must be setup tp send
messages to the UCC server.

Dialing Plans and
Dialing Rules

The UCC Server allows administrators to setup the location,
extension number lengths, outside access codes for each
router. The UCC Server also provides per router a digit
manipulation table for pre-processing the telephone
numbers for dialing and lookup.

Unique Extension
Numbers

The UCC Server matches the extension numbers to the
user in the corporate directory and propagate this
information as telephone status. This requires that the
extension numbers in multiple router configuration be
unique and non-overlapping.
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Setting up Ephone Parameters

The Cisco Unified CallConnector Server connects to the Cisco Unified CME IP Phones to
allow the user to control their phones from the Unified CallConnector clients such as the
toolbars. This connection is made over the TAPI port of the Cisco Unified CME router.

The Unified CallConnector server application — CallController Server registers and
establishes a connection over the Cisco Unified CME TAPI port to each of the ephones
that have been configured for use by the Unified CallConnector. To establish this
connection each ephone much have the username and password field provisioned on the
Cisco Unified CME router.

Steps to Configure Username/Password for a Ephone

you would need to configure an ephone to have one or more shared-DN. Please follow
the steps below:

Step 1. Click Start -> Run

Step 2. Type telnet XXX XXX XXX.XXX (XXX XXX.XXX.XXX would be your CME router IP
address)
Step 3. Enter the username and password

Step 4. Enter config t
Step 5. Type ephone x (x would be the ephone id)
Step 6. Type mac-address 0013.C307.E9C0 (MAC address of the ephone)
Step 7. Type type 7960
Step 8. Enter username john password cisco
Step 9. Type button 1:a 2:b 3:c 4:d
e a, band c are the ephone DNs for the user extensions.
Step 10.  Type exit when finished

Example of Ephone Configuration

ephone-2 Mac:0013.C307.E9C0O0 TCP socket:[11] activelLine:0
REGISTERED in SCCP ver

6 and Server in ver 5

mediaActive:0 offhook:0 ringing:0 reset:0 reset sent:0 paging 0
debug:0 caps:7

IP:192.168.1.5 50179 Telecaster 7960 keepalive 132940 max line 6
button 1: dn 4 number 5014 CHI1 IDLE

button 2: dn 5 number 3 CHL IDLE

button 3: dn 6 number 5015 CH1 IDLE

button 4: dn 43 number 5043 CHI1 IDLE CH2 IDLE
Username: john Password: cisco

Tapi client information

Username:john status: REGISTERED Socket : [46]
Tapi Client IP address: 192.168.1.17 Port: 3426

In this example, the ephone-2 has been configured with username John and password
cisco. It also shows that a TAPI client (UCC server), an IP-address 192.168.1.17; port
3426 is connected to this ephone.

Cisco Unified CallConnector Server 4-12



CME Configuration

Notes for Ephone Username and Password

1. Username and password are required to allow a TAPI connection to the IP Phone.

2. Username and password have to be less than 15 characters in length. (This is a Cisco
CME restriction.)

3. The IP-Phone has to be in service and registered for the ‘TAPI’ to be successful. If the
phone is disconnected, after a timeout the TAPI connection will fail.

4. The CME supports only one ‘TAPI' connection to an ephone. Any additional connection
requests get rejected.

5. When a TAPI session is established, the TAPI client information can be viewed using the
‘Show Ephone TAPI’ command. The TAPI client information displays the status
‘REGISTERED’ and the Client IP address.

6. The Cisco CME enforces unique usernames for the ephones; however in multiple router
environments, the system administrator will need to ensure that the usernames are
unique across the routers. The UCC Server will change duplicate username to DUP-ip-
address-username.

7. Ephone soft-key templates do not affect the UCC Client as the soft-keys are available to
the TAPI session even if they are not configured for the ephone.

Pre-Requisites for Connecting to Ephones:

= Ephone must be configured with user name and password
= There must be a phone device registered to that ephone

=  There must be network access for the TCP connections between the Cisco Unified
CME router and the UCC Server

= There must be no existing TAPI connections to that ephone. (The Cisco Unified CME
router supports only one TAPI connection per ephone.)

= The ephones must be selected using the Server Administration Wizard for it to be
controlled and must be associated with a user for the user to manage call using the
client.

Connection Recovery and Timeouts

The Unified CallConnector Server tries to establish connections to all the ephones
configured for the UCC Server. Normally these ephones will be a sub-set of all the
ephones in the Cisco Unified CME. In the event these connections fail either at startup or
during operation, the Unified CallConnector CallController Sever will try to re-establish
these connections. The recovery of these ephone connections follow these rules:

The UCC Server will try to establish connection to the ephone multiple times up to the
Max-Retry count — a configurable parameter.

The interval between the retries is a configurable period and is set to 6 minutes.

If the connection cannot be re-established within the maximum retries, then UCC Server
will wait for a configurable time period and then return to trying to re-establish the
ephone connection.
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To Verify TAPI Connection to Ephone

Complete the Cisco CME and the UCC server configuration and start up the server applications
from the CTI message.

From the Cisco Unified CME router:

1.

2.

From the command line interface, use the ‘show ephone tapi’ command to list the
ephones with TAPI connections.

cc2800#show ephone tapi

ephone-2 Mac:0013.C307.E9C0O TCP socket:[11] activelLine:0
REGISTERED in SCCP ver

6 and Server in ver 5

mediaActive:0 offhook:0 ringing:0 reset:0 reset sent:0 paging 0
debug:0 caps:7

IP:192.168.1.5 50179 Telecaster 7960 keepalive 132940 max line 6
button 1: dn 4 number 5014 CHI1 IDLE

button 2: dn 5 number 3 CHI IDLE

button 3: dn 6 number 5015 CHI1 IDLE

button 4: dn 43 number 5043 CHI1 IDLE CH2 IDLE
Username: john Password: cisco

Tapi client information

Username:john status: REGISTERED Socket : [46]
Tapi Client IP address: 192.168.1.17 Port: 3426

From the command line interface, use the ‘debug ephone register command to monitor
the registration of the TAPI connections to the ephones.

From the Unified CallConnector Server

1.

2
3.
4

Open the UCC Diagnostic Tool. See Chapter 9 for more details.

Make a few calls from on the IP Phones.

From the CallController Server tests, run the Display All Phone Statistics test.
This will display the registered ephones and some basic call statistics.
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Setting Up the Radius Accounting

Notes:

The Cisco CME and its underlying 10S platform can be setup to generate accounting
packets for the calls being handled within the system. These accounting messages can
provide information on the start-time and end-time of the calls as well as the caller/called
numbers. The accounting messages are sent to RADIUS servers using a standard
protocol, that is extended with Cisco specific

The Unified CallConnector Presence Server has an integrated RADIUS server interface
to connect with and receive these Radius accounting messages from the Cisco CME
systems.

1.

The Cisco CME router has to be configured to enable the voice Radius accounting packets to
be sent to the Unified CallConnector.

The Unified CallConnector Server acts as the Radius Server and the Cisco CME router is the
Radius client that generates and transmits the radius packets.

Cisco RADIUS VSA Voice Implementation Guide provides more details on the Radius setup
options. The configuration of the Radius parameters on the router for providing telephone
status information to the Presence Server.

In multiple router configurations, each router must be configured to send the RADIUS
accounting packets to the UCC Server. Note — the authentication password and the account
port are required to the same on each router.

Radius Parameter Setup Summary

Enabling AAA accounting

Enabling Connection-based Accounting

Setting up the Radius Server IP address and port

Entering the Authentication Key or password

Enabling the Cisco Accounting Attributes — Vendor Specific Attributes
Enable accounting for the gateways

Setup source address for the Radius packets

Administrator Guide 4-15



Chapter 4 CME Configuration

Radius Configuration Notes

Item Description

Accounting This is the port on the UCC Server to which the RADIUS

Port 1646 messages are sent by the CME. The port value is set in the
CME and must be the same on the UCC Presence Server —
Radius Server Parameters page. In multiple router
configurations, all accounting ports to the UCC Server must be
the same. Note: Verify that the port is available on the UCC

Server.
Authentication The value of the Authentication Key is set in the CME router.
Key This same value must be configured on the UCC Presence
(Password) Server. In multiple router configurations, the Authentication Key

must be the same on all routers.

Radius Server This parameter specifies the IP Address of the Radius Server —
IP address in this case this will be the IP Address of the UCC Server.
and port

Note: The port value setting must be the same on the router
and on the UCC Server.

Cisco The Radius messages can contain Cisco specific attributes.
Accounting The UCC Server requires these attributes and the VSA setting
Attributes must be enabled on the router.

Source The Cisco routers can have multiple network adapter cards and
address for the Radius messages can be sent over any of these adapters.
the Radius The UCC Server requires that the Radius messages must be
packets sent over the same network adapter i.e. have the same source

IP Address as the CME IP Address used by the IP Phones.
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RADIUS Server

Sending Radius Messages to Multiple Addresses

If your environment has multiple Radius servers and you need to configure the router to
send to both the UCC Server and the other Radius servers then the following settings

can be used:

Group parameter in the aaa accounting connection setup can be used to send messages

to a list of Radius servers.

The Radius Server IP Addresses is specified in aaa group server radius group-name as

shown below.

aaa accounting connection h323 start-stop radius

Router (config)# aaa accounting connection
h323 start-stop broadcast group uccserver

Enables connection based accounting and
send stop and start packets

aaa group server radius uccserver
server 192.168.1.18 auth-port 1645 acct-port 1646

Router (config)# aaa group server radius
uccserver

Specifies the IP address and ports for the
servers that are in the group uccserver above

radius-server host

Router (config)# radius-server host 1.1.1.1 auth-port
1645 acct-port 1646

Specifies the Radius Server IP-Address and

accounting port.

The IP Address and Port should match the
setting on the Presence Server Radius

configuration.
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To Setup Radius Parameters on CME Router

The table below displays the commands for setting up the Radius parameters on the
CME router using the Command Line Interface.

Command Description

enable
Router> enable

Enter Exec mode

Configure terminal
Router # configure term

Enter global configuration mode

aaa new-model

Router (config)# aaa new-model

Enables AAA

aaa accounting connection h323 start-stop radius

Router (config)# aaa accounting connection
h323 start-stop broadcast group uccserver

Enables connection based accounting and
send stop and start packets

aaa group server radius uccserver
server 192.168.1.18 auth-port 1645 acct-port 1646

Router (config)# aaa group server radius
uccserver

Specifies the IP address and ports for the
servers that are in the group uccserver above

aaa accounting update newinfo

Router
newinfo

(config) # aaa accounting update

Enables sending update packets for new
information for the interim call states

radius-server host

Router (config)# radius-server host
1.1.1.1 auth-port 1645 acct-port 1646

Specifies the Radius Server IP-Address and
accounting port.

The IP Address and Port should match the

setting on the Presence Server Radius
configuration.

radius-server key

Router (config)# radius-server key
password cisco

Sets the password for authenticating the
Radius server.

This password should also be entered in the
Radius configuration on the Server Wizard
Radius Window,

radius-server vsa send accounting

Router (config)# radius-server vsa send
accounting

Sends vendor specific attributes.

The UCC Server uses the Cisco specific
attributes in the accounting messages.

aaa session-id common

Router (config)# aaa session-id common

Set common session id

gw-accounting syslog
gw-accounting aaa

Router (config)# gw-accounting aaa

Enable accounting for gateway endpoints to
send Radius messages for the PSTN ports

ip radius source-interface

Router (config)# ip radius source-
interface GigabitEthernet 0/0

Set the source ip address of the Radius
messages to be the same as the CME IP
Address for skinny messages.

The is required for the Single Number Reach
service.

Cisco Unified CallConnector Server 4-18




CME Configuration

Below is an example of the router configuration file showing the Radius parameter

settings.

aaa new-model

aaa group server radius uccserver

server 192.168.1.116 auth-port 1645 acct-port 1646

aaa accounting update newinfo

aaa accounting connection h323 start-stop broadcast group uccserver

aaa session-id common

gw—accounting
gw—accounting

radius-server
uccserver

radius-server

radius-server

syslog
aaa

host 192.168.1.116 auth-port 1645 acct-port 1646 key

vsa send accounting

vsa send authentication

ip radius source-interface GigabitEthernet 0/0
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Verifying Radius Settings

Step 1. Use the ‘Show Running Config’ from the CLI to verify your router settings.

Step 2. Verify that each router is sending the accounting messages to the correct UCC
Server IP Address and port. Use the Debug Radius Accounting and see example
below.

Step 3. Verify in the debug messages that you are getting Radius messages for Off-hook,
Ring, Connect and Hang-up.

Step 4. Verify that the source IP address in the Radius messages is the same as the
CME IP Address being used by the IP Phones.

Step 5. Once the UCC Server has been setup, you can verify using the ‘View Radius
Message’ utility to view the messages being received from the routers.

Step 6. Verify that the Radius parameters have been setup correctly on all the routers.

Example of Radius Accounting Debug Messages

Note: The Send Accounting Request to IP-Address and the corresponding response
indicating receipt and acknowledgement from UCC Server.

26 20:19:56.442: RADIUS(000549E7): Send Accounting-Request to 192.168.1.99:1646 id 1646/138, len 867
26 20:19:56.442: RADIUS: authenticator 58 A6 38 48 9F 73 B4 92 - 44 05 5E 12 37 B5 8F Al

26 20:19:56.442: RADIUS: Acct-Session-Id  [44] 10 "000A92A9"

26 20:19:56.442: RADIUS: Calling-Station-Id [31] 6 "4002"

26 20:19:56.442: RADIUS: Vendor, Cisco [26] 61

26 20:19:56.442: RADIUS: h323-setup-time [25] 55 "h323-setup-time=*12:19:54.786 central Wed Dec 26
2007"

26 20:19:56.442: RADIUS: Vendor, Cisco [26] 40

26 20:19:56.442: RADIUS: h323-gw-id [33] 34 "h323-gw-id=cc3845.yourdomain.com”

26 20:19:56.442: RADIUS: Vendor, Cisco [26] 56

26 20:19:56.442: RADIUS: Conf-1d [24] 50 "h323-conf-id=C1535895 B32611DC B4D0D9D2
5FE6F9B4"

26 20:19:56.442: RADIUS: Vendor, Cisco [26] 31

26 20:19:56.442: RADIUS: h323-call-origin [26] 25 "h323-call-origin=answer"

26 20:19:56.442: RADIUS: Vendor, Cisco [26] 32

26 20:19:56.442: RADIUS: h323-call-type [27] 26 "h323-call-type=Telephony"

26 20:19:56.442: RADIUS: Vendor, Cisco [26] 65

26 20:19:56.442: RADIUS: Cisco AVpair [1] 59 "h323-incoming-conf-id=C1535895 B32611DC
B4D0OD9D2 5FE6F9B4"

26 20:19:56.442: RADIUS: Vendor, Cisco [26] 30

26 20:19:56.442: RADIUS: Cisco AVpair [1] 24 "subscriber=RegularLine"

26 20:19:56.442: RADIUS: Vendor, Cisco [26] 134

26 20:19:56.442: RADIUS: Cisco AVpair [1] 128 “feature-vsa=fn:TWC,ft:12/26/2007
12:19:54.786,cgn:4002,cdn
frs:0,fid:471652,fcid:C1535895B32611DCB4D0D9D25FE6F9B4,leglD:58BBB"

26 20:19:56.442: RADIUS: Acct-Input-Octets [42] 6 O

26 20:19:56.442: RADIUS: Acct-Output-Octets [43] 6 0O

26 20:19:56.442: RADIUS: Acct-Input-Packets [47] 6 O

26 20:19:56.442: RADIUS: Acct-Output-Packets [48] 6 0

26 20:19:56.442: RADIUS: Acct-Session-Time [46] 6 O

26 20:19:56.442: RADIUS: Vendor, Cisco [26] 63

26 20:19:56.442: RADIUS: h323-connect-time [28] 57 "h323-connect-time=*12:19:56.434 central Wed Dec
26 2007"

26 20:19:56.442: RADIUS: Vendor, Cisco [26] 66

26 20:19:56.442: RADIUS: h323-disconnect-tim[29] 60 "h323-disconnect-time=*12:19:56.434 central Wed
Dec 26 2007

26 20:19:56.442: RADIUS: Vendor, Cisco [26] 32

26 20:19:56.442: RADIUS: h323-disconnect-cau[30] 26 "h323-disconnect-cause=10"

26 20:19:56.442: RADIUS: Vendor, Cisco [26] 35

26 20:19:56.442: RADIUS: Cisco AVpair [1] 29 "h323-ivr-out=Tariff:Unknown"

26 20:19:56.442: RADIUS: Vendor, Cisco [26] 24

26 20:19:56.442: RADIUS: Cisco AVpair [1] 18 "release-source=1"

26 20:19:56.442: RADIUS: Vendor, Cisco [26] 28

26 20:19:56.442: RADIUS: h323-voice-quality [31] 22 "h323-voice-quality=0"
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26 20:19:56.442:
26 20:19:56.442:
26 20:19:56.442:
26 20:19:56.442:
26 20:19:56.442:
26 20:19:56.442:
26 20:19:56.442:
26 20:19:56.442:
26 20:19:56.442:
26 20:19:56.442:
26 20:19:56.442:
26 20:19:56.442:
26 20:19:56.442:
26 20:19:56.442:

3845#

Example 2:

On the Cisco Unified CME:
From the command line interface, use the debug command to view the radius accounting

messages being sent;

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:

RADIUS:
RADIUS:
RADIUS:

Vendor, Cisco [26] 47

Cisco AVpair [1] 41 "gw-rxd-cgn=ton:0,npi:0,pi:0,si:0,#:4002"
User-Name [1] 6 "4002"

Acct-Status-Type [40] 6 Stop [2]

NAS-Port-Type [61] 6 Virtual [5]

NAS-Port [5] 6 60000

NAS-Port-Id [87] 15 "EFXS 50/0/358"

Service-Type [6] 6 Login [1]

NAS-IP-Address  [4] 6 192.168.1.122

Acct-Delay-Time [41] 6 O

Received from id 1646/135 192.168.1.99:1646, Accounting-response, len 20
authenticator B5 42 1C 4B 5B 29 6E CB - 79 F5 3E 83 56 D1 94 2C

Received from id 1646/136 192.168.1.14:1646, Accounting-response, len 20
authenticator BE 4D 8E 20 BB ED A2 E9 - 91 6A 0C FE 9B 74 34 02

The debug message below was generated on an off-hook and sent to Radius-Server at
IP Address 192.168.1.17 from IP Address 192.168.1.121

Note: Use of debug commands, especially verbose debug command, can place a heavy load
on the router and can impact other functions on the router.

cc2800#debug radius verbose
cc2800#term mon
cc28004#

*May
*May
dnis
*May
*May
*May
dnis
*May
*May
*May
dnis
*May
*May
*May
dnis
*May
*May

*May

13
13

13
13
13

13
13
13

13
13
13

13
13

13

13:
13:

13:
13:
13:

13:
13:
13:
13:
13:
13:

13:
13:

13:

27:00.648:
27: .648:
27:
27:
27:

27

27:
27:

27:
27:
27:

27:
27:

27:

00

00.
00.
00.

:00.
00.
00.

00.
00.
00.

00.
00.

00.

648:
648:
648:

648:
648:
648:

648:
648:
648:

648:
652:

652:

RADIUS/ENCODE (0007DEA8) :Orig.
RADIUS/ENCODE: Skip encoding

component type = VOICE
0 length AAA attribute

IP: 0.0.0.0
component type = VOICE
0 length AAA attribute

RADIUS (0007DEA8) : Config NAS
RADIUS/ENCODE (0007DEAS8) :Orig.
RADIUS/ENCODE: Skip encoding

IP: 0.0.0.0
component type = VOICE
0 length AAA attribute

RADIUS (0007DEA8) : Config NAS
RADIUS/ENCODE (0007DEAS8) :Orig.
RADIUS/ENCODE: Skip encoding

IP: 0.0.0.0
component type = VOICE
0 length AAA attribute

RADIUS (0007DEA8) : Config NAS
RADIUS/ENCODE (0007DEAS8) :Orig.
RADIUS/ENCODE: Skip encoding

RADIUS (0007DEA8) : Config NAS IP: 0.0.0.0

RADIUS/ENCODE: Best Local IP-Address 192.168.1.121 for
Radius-Server 192.168.1.17

RADIUS (0007DEA8) : Send Accounting-Request to
192.168.1.17:1646 id 1646/149, len 565
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Configuring Mobility Ephones/Ephone pools

The UCC Mobility Service uses CME ephones to make and receive calls to provide the
Single Number Reach and Dial-In Access services.

These ephones have to be configured in the Cisco CME for each of the routers
connected to the UCC Mobility Service. The mobility ephones have a specific
configuration requirement as described below:

Ephone MAC
Address

Example:
AAAA.BBBB.1000

Mobility Ephone Attributes

Configuration Description

This ‘Virtual MAC Address’ is used as an identifier for the
ephone. This should be unique for the UCC System and is
required to be unique for each router. (Since there are
multiple mobility-ephones configured for each router, you
cannot use the UCC Server MAC address. In addition the
CME requires MAC Address field to follow the MAC
address format, but does not require this to be a physical
MAC address.)

Ephone Type Default phone type for the Mobility-ephones

7960

Ephone DNs Three single line DN that are not shared, for each mobility
ephone.

Conference Keep Conference — so that when the when the Mobility

Control Service drops out the call is maintained

Feature Set

Standard ephone feature set with pickup, conference,
transfer etc.

Codec

G711 codec
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Setting up a Mobility-ephone in CME

You would need to configure an ephone to have one or more shared-DN. Please

follow

Step 1.
Step 2.

Step 3.
Step 4.
Step 5.
Step 6.
Step 7.
Step 8.
Step 9.
Step 10.

Step 11.

Example of

the steps below:

Click Start -> Run

Type telnet XXX XXX XXX XXX (XXX.XXX.XXX.XXX would be your CME router IP
address)

Enter the username and password

Enter config t

Type ephone x (x would be the ephone id)

Type mac-address AAAA.BBBB.1000

Type type 7960

Type keep conference

Type username uccephl password cisco

Type button 1:a 2:b 3:c

e a, band c are single-line ephone DNs created for the mobility service.
Type exit when finished

mobility-ephone

Extract from ‘Show run’

ephone

28

username "38user28" password cisco

mac-add
type 79
button

keep-con

ress AAAA.BBBB.4307
60
1:648 2:649 3:650

ference

Extract from ‘Show ephone’

ephone-2

8 Mac:AAAA.BBBB.4307 TCP socket:[124] activeLine:0

REGISTERED in SCCP ver 3 and Server in ver 3

mediaAct
debug: 0

IP:192.1
max line

button 1:
button 2:
button 3:

Username:

Setup an

ive:0 offhook:0 ringing:0 reset:0 reset sent:0 paging 0
caps:3

68.1.14 1889 Telecaster 7960 Telstrat keepalive 132
16

dn 648 number 4648 CH1 IDLE
dn 649 number 4649 CH1 IDLE
dn 650 number 4650 CH1 IDLE

38user28 Password: cisco

ePhone with Share-Call Appearance:

The shared call appearance on the mobility-ephones is used to support the option to

pickup

the SNR call from the user’s ephone by pressing the line button. The user’'s

primary ephone-DN needs to be configured on the shared mobility-ephone. When a call

arrives

at the user’s ephone, it will also ring at the shared mobility-ephone. If the rule

Administrator Guide 4-23



Chapter 4 CME Configuration

conditions are met, then the Single Number Reach service will use this shared mobility-
ephone to answer the call and try to locate the user at the specified numbers.

The configuration for the shared appearance mobility-ephone is similar to the mobility-

ephone except that you configure an additional button with the the user’s primary
ephone-DN. Please follow the steps below:

Step 1. Click Start -> Run

Step 2. Type telnet XXX XXX XXX XXX (XXX.XXX.XXX.XXX would be your CME router IP
address)
Step 3. Enter the username and password

Step 4. Enter config t
Step 5. Type ephone x (x would be the ephone id)
Step 6. Type mac-address AAAA.BBBB.1000
Step 7. Type type 7960
Step 8. Type keep conference
Step 9. Type username uccephl password cisco
Step 10.  Type button 1:a 2:b 3:c
a, b and c are single-line ephone DNs created for the mobility service.
Step 11.  Type button 4:X where X is the user’s primary DN
Step 12.  Type exit when finished
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Setting up CME Hardware Conferencing

This section provides the summary steps for setting up hardware conferencing on the
CME router. Please refer to the document XXXXXXXXXXXXXXxXxX for more details.

Prerequisites

Cisco Unified CME 4.1 or a later version

You must have a PVDM2-8, PVDM2-16, PVDM2-32, or PVYDM2-64 high-density
packet voice digital signal processor module hosted on the motherboard or on a
module such as the NM-HDV2 or NM-HD-2VE.

For Cisco Unified IP Phone 7985, firmware version 4-1-2-0 or a later version

Restrictions

The maximum number of meet-me conference parties is 32 for one DSP using the
G.711 codec and 16 for the G.729 codec.
A participant cannot join more than one conference at the same time.

Ad hoc conferencing for more than three parties (hardware-based) is not supported on
the Cisco Unified IP Phone 7906 and 7910 and Cisco Unified IP Phone 7914
Expansion Module.

Ad hoc conferencing for more than three parties is not supported on Cisco Unified IP
phones running SIP.

Hardware-based ad hoc conferencing does not support the local-consult transfer
method (transfer-system local-consult command).

Enabling DSP Farm Services for a Voice Card

To enable DSP farm services for a voice card to support multi-party ad hoc and meet-me
conferences, perform the following steps.

Summary

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.

Steps

enable

configure terminal
voice-card slot

dsp services dspfarm
exit

Configuring Join and Leave Tones

To configure tones to be played when parties join and leave ad hoc and meet-me
conferences, perform the following steps for each tone to be configured.

Summary Steps

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.
Step 6.

enable

configure terminal

voice class custom-cptone cptone-name

dualtone conference

frequency frequency-1 [frequency-2]

cadence {cycle-1-on-time cycle-1-off-time [cycle-2-on-time cycle-2-off-time]
[cycle-3-on-time cycle-3-off-time] [cycle-4-on-time cycle-4-off-time]} | continuous
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Step 7. end

Configuring SCCP for Cisco Unified CME

To enable Skinny Client Control Protocol (SCCP) on Cisco Unified CME, perform the
following steps:

Summary Steps

Step 1. enable

Step 2. configure terminal

Step 3. scep local interface-type interface-number [port port-number]

Step 4. scep ccm {ip-address | dns} identifier identifier-number [priority priority] [port port-
number] [version version-number]

Step 5. SCcp ccm group group-number

Step 6. bind interface interface-type interface-number
Step 7. exit

Step 8. scep

Step 9. exit

Configuring the DSP Farm

To configure the DSP farm profile for multi-party ad hoc and meet-me conferencing,
perform the following steps.

Note: The DSP farm can be on the same router as the Cisco Unified CME or on a
different router.

Summary Steps
Step 1. enable

Step 2. configure terminal

Step 3. dspfarm profile profile-identifier conference
Step 4. codec {codec-type | pass-through}

Step 5. conference-join custom-cptone cptone-name
Step 6. conference-leave custom-cptone cptone-name
Step 7. maximum conference-party max-parties

Step 8. maximum sessions number

Step 9. associate application sccp

Step 10. end

Associating Cisco Unified CME with a DSP Farm Profile

To associate a DSP farm profile with a group of Cisco Unified CME routers that control
DSP services, perform the following steps.

Summary Steps
Step 1. enable

Step 2. configure terminal

Step 3. SCCcp ccm group group-number

Step 4. associate ccm identifier-number priority priority-number
Step 5. associate profile profile-identifier register device-name
Step 6. end
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Enabling Multi-Party Ad Hoc Conferencing

To allow multi-party ad hoc conferences with more than three parties and meet-me
conferences, perform the following steps.

Note: Configuring multi-party ad hoc conferencing in Cisco Unified CME disables three-
party ad hoc conferencing.

Summary Steps
Step 1. enable

Step 2. configure terminal

Step 3. telephony-service

Step 4. conference hardware

Step 5. sdspfarm units number

Step 6. sdspfarm tag number device-name

Step 7. sdspfarm conference mute-on mute-on-digits mute-off mute-off-digits
Step 8. end

Configuring Ad Hoc Conferencing Numbers

To configure numbers for multi-party ad hoc and meet-me ad hoc conferencing, based on
the maximum number of conference participants you configure, perform the following
steps. Ad hoc conferences require four extensions per conference, regardless of how
many extensions are actually used by the conference patrties.

Note: Ensure that you configure enough directory numbers to accommodate the

anticipated number of conferences. The maximum number of parties in a multi-party ad

hoc conference on an IP phone is eight; the maximum on an analog phone is three.
Summary Steps

Step 1. enable

Step 2. configure terminal

Step 3. ephone-dn dn-tag [dual-line]

Step 4. number number [secondary number] [no-reg [both | primary]]
Step 5. conference {ad-hoc | meetme}

Step 6. preference preference-order [secondary secondary-order]
Step 7. no huntstop [channel]

Step 8. end

Configuring Conferencing Options for a Phone

To configure a template of conferencing features such as the add party mode, drop party
mode, and soft keys, for multi-party ad hoc, and meet-me conferences and apply the
template to a phone, perform the following steps.

Note: The following commands can also be configured in ephone configuration mode.
Commands configured in ephone configuration mode have priority over commands in
ephone-template configuration mode.
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Restrictions

The ConfList (including the Remove, Update, and Exit soft keys within the ConfList
function) and RmLstC soft keys do not work on a Cisco Unified IP Phone 7902, 7935,
and 7936.

Summary Steps

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.
Step 6.
Step 7.

Step 8.
Step 9.

Step 10.

Step 11.
Step 12.
Step 13.
Step 14.

enable

configure terminal

ephone-template template-tag

conference add-mode [creator]

onference drop-mode [creator | local]

conference admin

softkeys connected [Acct] [ConfList] [Confrn] [Endcall] [Flash] [HLog] [Hold] [Join]
[Park] [RmLstC] [Select] [Trnsfer]

softkeys hold [Join] [Newcall] [Resume] [Select]

softkeys idle [Cfwdall] [ConfList] [Dnd] [Gpickup] [HLog] [Join] [Login] [Newcall]
[Pickup] [Redial] [RmLstC]

softkeys seized [CallBack] [Cfwdall] [Endcall] [Gpickup] [HLog] [MeetMe] [Pickup]
[Redial]

exit

ephone phone-tag

ephone-template template-tag

end
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Setup Direct Transfer to Voicemail

This section provides a sample configuration for enabling direct transfer to
CUE/Voicemail of a user by dialing a speed-dial code. It details how a dial-peer can be
created to setup a call to a CUE AA and then send digits for identifying a voicemail

mailbox.

Dial plan

Before configuring CME and CUE, you should plan your dial plan for CME IP phones,
CUE and bulk speed-dial on CME. The following is a sample of numbers that need to be

defined before configuring the system.

Name Number | Description
IP Phones (with 1001, Ephone-dn numbers of IP phones that
Voicemail) 1002, have a voicemail mailbox.
1003

Bulk speed-dial file for 0 This is the reference to a file that contains

direct access to VM entries for bulk speed-dial codes. This is
used in conjunction with bulk speed-dial
prefix and list entry to address a particular
number

CUE AA pilot for 6500 Trigger on CUE for direct transfer to VM

direct transfer to VM
script

script.
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To Setup the Transfer-to-Voicemail Script

Step 1. Open the Cisco Unity Express (CUE) administration page. In this example go to
the web page: http://192.168.1.123\

Step 2. Login as the administrator:

Username: admin
Password: admin

(- Llog In - Cisca Unity Express - Windows Internet Explorer

@‘\i/ - !http:mQZ‘168‘1‘123IWebICommuanrameMap.do M || X

Ele Edt WYew Favorites Took Help

s @ g Hame o Mumber »| #pial = &1Pickup  fg Forward |@432n Idle j MRerPhup - & 8§ contacts
k& BB B DO @ BPEE THK

x

& shortouts
Contacts  fLogs

mistatus | CyRues Cisco Unity Express Voice Mail / Auto Attendant
E
+-9 sdb

/’?i Cisco CallManager Express Lisco Srsrems
'..‘.’ > Powered by Cisco 10§

Authentication
Cisco Unity Express Version 2.3

User Name:  admin

Password: eesss|

Login

e @
CQO==F

Done

& mternet 00% v

Step 3. From the Voice Mail menu, select Auto Attendant. The Auto-Attendant pages will
display.

Step 4. Click on the Add button to add the DirectTransfertoVoiceMail script. To update or
make changes, you can click on the script name.
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( Home™= System Administration - Cisco Unity Express - Windows Internet Explorer

@ L . htkp:ff192. 168, 1,123 web/Common/Login.do

[w][##][ % 2
Fle Edt View Favorites Tooks  Hel
- @ - - Harme or Number| » ial + &1Pickup  fig Forward | £ 4320 1 | B - & 8 Contacts
W H-BH &c-re-Ge-@- BFRE TR
x

— - Cisco Sysrems

Zzw= Cisco CallManager Express
& shortouts ?. (‘, ) N

.._ > Powered by Cisco 10§ .
[ Contacts  fHlogs
miStatus | Y Rules Cisco Unity Express Voice Mail / Auto Attendant | Home | Logout
’—L| Configure v Vi Mail v Administration v Defaults v s¥ Helpw
*@T Mailboxes

Distribution Lists &

Message Waiting
Indicators

Call Handling Cisco Unity Express Version 2.3

Prompts Cisco Systems 2006. All rights reserved.
Scripts

Business Hours
Settings

Holiday Settings

Message Notification >
Integrated Messaging

WoiceView Express >

e 9
CO=F=H

@ Internet

H100% -

(= Voice Mail > Auto Attendant - System Administration - Cisco Unity Express - Windows Internet Explorer

o v B hkpui192.168.1 123 WeblAlListAR do

[ [#2][x Pl
Fle Edt Vew Favorites Took Help
@- @ Hame o Mumber »| 3#8%pial » g pickup  §g Forward |53 4320 10 | Borpup - & 8 contacts
b BB S-hee-Ow-@ PRE TaR
b

4Zs Cisco CallManager Express bisti Sustius
D shortcuts ?. (‘, ) N

.._ > Powered by Cisco 10§’ -
[EB Contacts  ZBlags
mdStatus | Sy Rules Cisco Unity Express Voice Mail / Auto Attenda | Home | Logout
’—L| Configure v Vi Mail v Administration «
=@ b Voice Mail > Auto Attendant

€ add X Delete [F]Help

] & Name Auto Attendant Script Call.in Number Maximum Sessions Enabled
autoattendant * aa aef 4 Yes
[ | directlytransfertovoicemail directxfer.asf 6000 8 Yes
*indicates a System Auto Attendant.
& @
LR
& mnternet #00% -

Step 5. Click on the directlytransfertovoicemail
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"Automated Attendant Profile™ directlyiransieriovoicemail - System Administration - Cisco Unity - Windows Inter...

! http: /{192,168, 1. 123 M ebAs)Configure, do?WIDE=800&HIGH=55085CROLL=YES&jumpTo=modif v&appMame=directhtransfert ovoicemail M

Automated Attendant Profile - directlytransfertovoicemail

EETEEEEE cclcct Automated Attendant

o1 Select Automated
Attendant Select Automated Attendant Script *: | directder aef hd -Upload
£ 2 Script Parameters = u
013 Call Handling Language: English (United States) M
Application Name {lower case): | directlytransfertovoicemail |

*indicates a mandatory field

| Nexl| | Cancel | Help |
Done & Internet H100% -
Step 6. Click upload the new script, browse to select the script file and click on upload.

- Upload - System’ Adminmistration - Cisco Unity Express - Windows In...

M bt 192, 1681, 123/ webiSAfUploadPrompt, do?upload=script

Upload

% Upload %Eancel Helg
Source File Name ™ CADocuments and Sedti

Destination File Name * |directder.aef (maximum 31 characters)

Owverwrite if the destination file exists

*indicates a mandatory field

Done €6 Internet Ho100% -
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"Automated Attendant Profile™ directlyiransieriovoicemail - System Administration - Cisco Unity - Windows Inter... =

L —
! http:f/192.168.1. 123 M ebAs)Configure. do

Automated Attendant Profile - directlytransfertovoicemail

EXTEEN  script Parameters
w1
maxRetry™: 5

2 Script

Parameters numDigitsToCollect™ 5
o3 Call Handling

*indicates a mandatory field

Backl Nexl| | Cancel | Help|
Done & Internet H100% -
Step 7. Set the number of digits in the extension. Note CUE will timeout and drop the call
after the max re-tries.
Step 8. Note: Call-in number must be the same as the directory number (DN) on the

route point in this case, 6000

Example of Dial-Peer for VM Transfer
dial-peer voice 10 voip
destination-pattern 6...
session protocol sipv2
session target ipv4:192.168.1.123
dtmf-relay sip-notify
codec g7llulaw

no vad
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Setup Hunt Group for DISA calls:

Setup a hunt group to provide a pilot number for the Dial-In Access calls. perform the
following steps.

Hunt Group Configuration

Directory numbers to be included in a hunt group must be already configured in
Cisco Unified CME.

Summary Steps

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.
Step 6.
Step 7.

enable

configure terminal

ephone-hunt hunt-tag {longest-idle | peer | sequential}
pilot number [secondary number]

list number|[, number...]

exit

end

DETAILED STEPS

Command or Purpose
Action
Step 1 enable Enables privileged EXEC mode.
Example: + Enter your password if prompted.
Router> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Router# configure
terminal
Step 3 ephone-hunt hunt- Enters ephone-hunt configuration
tag {longest-idle | mode to define an ephone hunt group.
peer | sequential} +  hunt-tag—Unique sequence
Example: number that identifies this hunt group
Router(config)# during configuration tasks. Range:
ephone-hunt 23 1 to 100.
sequential * sequential—Ephone-dns ring in
the left-to-right order in which they are
listed when the hunt group is defined.
Step 4 pilot number Defines the pilot number, which is the
[secondary number] number that callers dial to reach the
Example: hunt group.
Router(config- ¢ number—E.164 number up to
ephone-hunt)# pilot 27 characters. This is the number
4085551212 user’s will dial to access the DISA
services.
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Step 5 list numberf, Defines the list of numbers (from 2 and
number...] 20) to which the ephone hunt group
Example: redirects the incoming calls.
Router(config- ¢ number—E.164 number up to
ephone-hunt)# list 27 characters. Number assigned to the
5001, 5002, 5017, primary ephone-dn (number of the first
5028 button) on each of the mobility-
ephones setup for the Dial-In Access
service.
Step 26 end Returns to privileged EXEC mode.
Example:
Router(config-
ephone-dn)# end

Verifying Hunt Groups

Use the show running-config command to verify your configuration. Ephone hunt group
parameters are listed in the ephone-hunt portion of the output.

Router# show running-config
|

ephone-hunt 2 sequential
pilot 4085551212

list 621, *, 623
I

Use the show ephone-hunt command for detailed information about hunt groups,
including dial-peer tag numbers, hunt-group agent status, and on-hook time stamps. This
command also displays the dial-peer tag numbers of all ephone-dns that have joined
dynamically and are members of the group at the time that the command is run.

Router# show ephone-hunt

Group 2

type: sequential

pilot number: 4085551212, peer-tag 20098

list of numbers:

123, aux-number A601A0200, # peers 1, logout 0, down O
peer-tag dn-tag rna login/logout up/down

[20097 56 0 login up ]

622, aux-number A601A0201, # peers 3, logout 0, down O
peer-tag dn-tag rna login/logout up/down

[20101 112 0 login up 1

[20100 111 O login up |

[20099 110 0 login up 1

623, aux-number A601A0202, # peers 3, logout 0, down O
peer-tag dn-tag rna login/logout up/down

[20104 122 0 login up ]

[20103 121 0 login up 1

[20102 120 0 login up 1

*, aux-number A601A0203, # peers 1, logout 0, down 1

Administrator Guide 4-35




Chapter 4 CME Configuration

peer-tag dn-tag rna login/logout up/down

[20105 0 O - down]

*, aux-number A601A0204, # peers 1, logout 0, down 1
peer-tag dn-tag rna login/logout up/down

[20106 0 O - down]
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CHAPTER

Configuring UCC
5 Servers

This chapter describes how to configure and setup the Unified CallConnector Server applications
and covers the following areas.
OVERVIEW

Configuration Overview - Describes the components and parameters that
have to be setup for the proper operation of the
Unified CallConnector Server components.

Pre-requisites for

Configuration - Describes the information you need to have on
hand or have setup for use during the
configuration of Unified CallConnector Server.

SERVER WIZARD

Server Setup Wizard - Provides an overview and describes how to start
and exit the Unified CallConnector Server Setup
Wizard.

Wizard Features - Describes the UCC Server administrations

functions supported by the Server Wizard
SERVER APPLICATIONS

Setting Up SIP Parameters - Describes the SIP Server configuration
parameters and the default values.

Database Server Setup - Describes the Database Server configuration
parameters and the default values.

Presence Server Setup - Describes the Presence Server and RADIUS

server configuration parameters.
INTER-WORKING WITH CME

Setting up CallController - Describes how to setup the CallController
server.

Setting up Location - Allows the administrator to specify the area
code, number pattern, extension length etc to
allow dialing.

Downloading ephones - Starts a Telnet session to download the CME
ephone and ephone-DN configuration.

Select and Verify ephones - Specify the ephones that are to be used by the

UCC users.
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GROUPS AND USERS

Create a List of Group- Describes how to enter the department or
groups for viewing in the Status window.
Adding Users - Describes how to add, modify and delete the

user account information for the Unified
CallConnector users.

Configuring User’s Phones - Describes how to associate an ephone with a
user.

VERIFYING CONFIGURATION

Verifying Configuration - Describes some of the steps to verify the UCC

Server configuration.

MANAGEMENT FUNCTIONS

Sending Notifications - Describes how to send out an email notification
to the UCC users and the different attachment
options.

Reporting Problems - Describes how to report any problems that you

may be experiencing with the Unified
CallConnector Server.
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Server Configuration Overview

The Unified CallConnector Server is comprised of server applications that run as services
on a Windows computer system. Together these server applications provide call control,
data access and presence services to the Unified CallConnector clients. In addition to the
server applications, the Unified CallConnector Server maintains the user configuration
data and the contact and transactional data using a database system.

These Server applications connect to the Cisco Unified CME router for call control
information and to the Unified CallConnector clients to provide access to the UCC
services.

The configuration of the Unified CallConnector Server software requires a set of
information and prior setup of the Windows platform and the Cisco Unified CME. The pre-
requisites for the configuration are discussed in the next section.

DE DES
Desktop Apps Desktop Apps
Outlook QOutlook
Internet Explorer Internet Explorer
| TCP/IP | | TCP/IP |
O SESSION INITIATION )
Deskton
UCC Server SYSTEM SIP || SYSTEM
SERVER | | TRACKER
CALLCONT DATA ACCESS PRESENC AUTOMATI
Rules Server &
Call Mgnt Database Presence Mobility Service
| SCCP | I SQL I I RADIUS I I Automata Loader
—Database ] <= m)
4 > || <
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UCC Server Configuration Steps

To setup the Unified CallConnector Server, these following aspects of configuration have
to be completed.

Step 1: Registering the UCC Server License

= The UCC Server applications require the purchased license to be registered with
the Cisco site. The licenses can be activated during the installation process or by
running the Server Wizard.

Step 2: Setting up Server Application Communication Parameters
These involve setting up the following:

= The IP address and ports for the communication protocols user by the server
applications to connect to the UCC clients and to the Cisco CME.

= Selecting the server operating parameters such as the database purge duration.

Step 3: Provisioning the UCC Servers to work with Cisco CME
These steps include:

=  Specifying the Cisco CME location, area code, number pattern and extension
lengths

=  Setting up the dialing plan and the exception dialing rules.

= Downloading the list of ephones and ephone-DNs that have been configured on
the Cisco CME

= Selecting and verifying the ephones to be accessed by the UCC Server to
provide call control capabilities to the users

Step 4: Setting up the user accounts, contact information and user’
ephones.

= The UCC users need to be allocated to a department or group. These
department or group need to be defined and access rights need to be setup.

= Creating User account with login IDs and contact information. Assigning the
users to their groups/departments.

= Associating ephones with the users. Each user account has to be associated
with an ephone to allow that ephone to be controlled from the user’'s UCC client
application.

Step 5: Verify the UCC Server configuration.

= Verify that the configuration parameters are correct and the server applications
are functioning.

Pre-Requisites for Server Configuration

The configuration of the Unified CallConnector Server software involves the following
steps:
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Collecting the information required for obtaining and configuring the Unified
CallConnector Server. This includes obtaining access to the download site or
the installation program and the information that you will require during the
installation process. See the Pre-requisites for Installation section below for
these parameters.

Preparing a Windows computer system on which you will install the Unified
CallConnector server software. See Minimum System Requirements for the
Unified CallConnector Server in the sections below.

Configuring the Cisco Unified CME IP Phone and RADIUS parameters. You
will also need to user name and password for a telnet account to the CME for
downloading the phone configurations.

This chapter describes the steps for installing and activating the Unified CallConnector
Server software. The next two chapters cover the configuration and setup of the UCC
Server and the required settings on the Cisco Unified CME router.

As a part of the installation of the Unified CallConnector Server, you need to have certain
network connectivity and configuration information. These are summarized in the table
below and described in the following paragraphs.

Item Description Source
UCC Server PAK-ID Obtain the serial number or use ‘trail’ for a Sys Admin
limited time evaluation period
User account and contact Obtain the user’s contact and account Sys-Admin
information information for creating the user accounts
Cisco Unified CME Configure the ephones and RADIUS Service Provider or
Configuration parameters on the router. Sys-Admin

TCP and UDP Ports

Verify that the required TCP/UDP ports are Sys-Admin
available on the server.

Table 3.1 Pre-requisite information for installing the Unified CallConnector Server
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Server Setup Wizard

The Unified CallConnector Server Setup Wizard is an application that runs on the Unified

CallConnector Server computer and provides the graphical interface to setup the
configuration information for the Server applications and save then in the proper

repositories.

All the UCC Server configuration is setup from the Server Wizard. The administrative
functions available are listed in the table below:

Wizard Features

Description

License Registration

Allows you to view the current licensing status and
register the PAK-ID with the UCC License Server to
allow the UCC Server applications to run beyond the
evaluation period.

Server Communication
Parameters

Enter the IP Address and port for the UCC Server
applications

CME Access Parameters

This sets up the area code for the location, the number
patterns and CEM extensions and PSTN access codes.

Server Dialing Plan Parameters

When the default dialing plan that ships with the UCC
Server needs extensions, this allows exception dialing
rules to be set up for the server dialing.

Select and Verify ephones for
UCC Server

Download and select the ephones to be used by the
UCC Server and UCC users

Setup Groups

Define the Departments or groups in the organization.

Setup user account and contact
information

Enter the user’s login account and contact information.

Configure the IP Phone for user

Specify the IP Phone for the user. This is the IP phone
that can be controlled from the UCC client.

Send Email Notifications

Email configuration information and notifications to the
UCC users.

Report Problems

Report problems via email to the UCC team and include
select the desired trace log files.

Additional configurations for the Mobility Service:

Wizard Features

Description

Communication Parameters for
Mobility (Automation) Server

Enter the IP Address and port for the UCC Server
applications

Setup Mobility Service Options

Set the operating parameters for the Single Number
Reach service

Configure ephone pools
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Starting Server Wizard

The Unified CallConnector can be started from:

Start Menu->Programs->Cisco Systems
->Unified CallConnector Server-> Unified CallConnector Server Wizard.

The welcome window shown below displays on startup.

== Unified CallConnector Server Setup Wizard

Welcome to Cisco Unified CallConnector
Server Setup Wizard.
This progran will quide vou through the steps ta configure the Cisca Unified CalConnetor
Server components. Please fallow the instructions below to begin the configuration
process.
Click Mext when you are ready to continue.
To advance to a zection directly, click on ane of the following buttans:
_| Wersion Information
_| SIP Server
_| Spstem Tracker
_| Database Server
_| Presence Server
_| callController Server
1
_| Define Groups
_| Manage Users
_| Add Users Phones
_| Email Users
_| Report Problem
Help Mext » Finish

You can jump directly to a section by clicking on the button to the right or click on the
Next button to navigate through all the windows. Information in some of the windows is
written when you move to the next window. In other cases, the information is written
when you click on the Finish button. If you click on Cancel or the Exit button, this
information is not written.

Notes

YOU NEED TO RESTART THE UCC SERVER APPLICATIONS TO APPLY THE
WIZARD CONFIGURATION CHANGES.
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Version Information

The Version Information window displays the file version form each of the Server
applications. It also displays the overall Unified CallConnector Server Build date and
Version at the top right of the window.

The License Serial Number can be modified from this window as described below.

X

Build: 1020306 “ersion 1.4.0

Unified CallConnector Yerzions:

CallController Server: |1 0.4.66
Database Server: |1 01.42
Presence Server |1 402
Automation/tobility Server: |1 0060
Radiuz Library : |1 01161
Setup Wizard: |2_D_‘I 0a12
SIP Server: [1.01.48
Skinry Library: 46126121
Systermn Tracker: |1 023

Click on Mext to continue.

Home Help <Back Finizsh

Notes

1. You may be asked to provide this Unified CallConnector Server Build and
Version information when reporting any problems.

Stopping Server Wizard

Click on the Finish button to exit the Server Wizard. The Wizard will save the data in the
configuration files, registries and the database and then close. You will need to restart the
Server applications to apply any of the changes.
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Registering the UCC Server License

The Unified CallConnector Server applications need a registered license to run. During
the installation process you can select from one of two options:

» Evaluate the UCC Server for a limited time period.

= Register the UCC Server License

If you have selected the evaluation option then the installation process will have
automatically obtained a trial license from the UCC License Server. For the duration of
the trial period this license is verified daily by connecting with the UCC License Server
over the Internet.

Trial License

This license is valid for 45 days. It requires access to the Internet and is verified daily.
When the Server Wizard is run during this evaluation period, it will display the number of
evaluation days that are remaining. You can convert from Trial to full license using the
Server Wizard.

Serial Number License

As a part of your purchase documentation you will receive a Product Authorization Key or
PAK-ID. This PAK-ID needs to be registered with the Cisco UCC Licensing Server to
receive a ‘Serial Number License’. The Serial Number is saved in the Windows Registry.
When the PAK-ID has been registered the UCC Server operates in the fully-licensed
mode.

Advanced License Options — E-Mailed License File

The UCC Server also supports an-off-line, email delivered license file for customer
situations that do not have access to the Internet or when there is an issue encountered
by the automated registration method. This license file is generated on-line by Cisco
Systems and is keyed to physical information for that specific computer. To generate the
license file, you can use the Advanced License Options to log on to the Cisco System
License site and enter the PAK ID, select the UCC Server or UCC Mobility software that
you want to license and provide the physical computer information (the UCC Machine ID
and CPU ID). The License file will be emailed to you

Converting from Trial to Licensed Version

The evaluation version of the Unified CallConnector Server can be converted to a
licensed version by entering a valid Server Serial Number.

The server license is registered and activated in a two-step process

= Open the Server Setup Wizard to the License Information page.
=  Select Unified CallConnector Server in the License Status window.

= Enter the PAK-ID (or Serial Number) in the field below. Serial Numbers have
the format UCxx-1011-xxxxxxxxxx; PAK-lds have the format 30XXXXXXXXX.

= Enter the User’s or Installer's Email address — this is a mandatory field and
click on the Activate button.

= The Server Wizard will register the PAK-ID with the Unified CallConnector
License server and request
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v-*’— Unihed CallConnectorserver Ssetup Wizard

,f"/’;\ License Information
XA

UCC License Status:

Server I Status I
UCC Server Full License
UCC MobilityServer Full License

—Update License Informatior
Machine D: 37TIPEA985F T CPU ID: 01234567 89abodef

Download Trial License |

Download Licenze File With PAK |

Browse |

License File:

Click on Next to continue.

Home Help <Back Firish
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Advanced Licensing Options

The Unified CallConnector Server supports an alternate licensing method. This method
also requires registration at the Cisco License site, however a License File is email as a
part of the process. This licensing method can be used for situation where there is no
Internet access.

The Cisco Unified CallConnector requires a license file for each personal computer on
which it is run. This license file is generated on-line by Cisco Systems and is keyed to
physical information for that specific computer. As a part of your purchase, you will
receive a PAK ID (Product Authorization Key). The PAK ID identifies the quantities of
Unified CallConnector software that you have purchased. To generate the license file,
you will need to log on to the Cisco System License site and enter this PAK ID, select the
software that you want to license and provide the physical computer information (the
UCC Machine ID and CPU ID). The License file will be emailed to you

To use the Advanced Licensing Option

= Click on the Advanced Licensing Options check box to enable that section fo
the Server Wizard window.

= Click on the Cisco Registration Site button to open the browser to
www.cisco.com/go/license.

= Login using the CCO account. A valid account is required to access the
License Server site.

= Enter the PAK-ID in the Product Authorization Key field and press enter or
click on Submit.

* You will see a list of purchased UCC components. Select the UCC Server
and UCC Mobility options.
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UCC Server Application Setup

= The Unified CallConnector Server is comprised of multiple Server applications
that run as services on the Windows Server PC.

» These server applications communicate with endpoints that are on the network
using a number of protocols including TCP, UDP, HTTP, Telnet. This requires
specification of the IP Address and ports of the Server PC that are to be used by
the UCC Server applications.

= Since the Server PC may have more than one network adapter card with
different reachability, administrators need to select which network card (by
specifying the card IP address) should be used by a UCC Server application and
the ports on that network card that are available for use.

= All the Server application need to be accessible from the UCC client applications
from the user’s PCs.

= The CallController Server can support two separate sets of connections —
SIP/TCP & UDP connections to the UCC clients and SCCP/TCP ( and
RTP/UDP) connections to the Cisco CMEs. If required, these sets of connections
can be on different network adapters. By default the CallController Server
network adapter card used to connect to the Cisco CME is the same as the
network adapter used for the CallController SIP connection.

= The Presence Server can support two separate sets of connections — SIP/TCP &
UDP connections to the UCC clients and RADIUS/UDP connections to the Cisco
CMEs. These sets of connections can be on different network adapters. By
default the Radius Server network adapter card used to connect to the Cisco
CME is the same as the network adapter used for the Presence Server SIP
connection. This can be changed from the Server Administration Wizard.

Notes

1. The Unified CallConnector client/server communication does NOT support
traversal across routers using the NAT mechanism. Any router between the UCC
client and server PCs must be SIP aware and able to transport SIP messages.

2. Each of the Unified CallConnector Server applications need to be setup and
configured to allow them to:
= Communicate using SIP messages.
= Accessing the functions for which they are providing services.
= Enable the debug trace capability and debug file as needed.

= Setup the Windows environment for these applications to run as
services

The configuration information is saved in Windows registry files associated with
the server applications as well in files and databases.

Debug Tracing

Each of the server application supports writing trace and debug information to a log file.
This trace function can be enabled from the Server Wizard. There are six trace levels
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defined. For each level, all the trace messages for that level and below are written to the

log files.

Critical: Fatal error — the application will terminate.

Error: Defect in a feature or function. Does not affect the operation of
the application.

Warning: Generally indicating resources are being depleted.

Information: Information messages for significant events in the operation of
the application.

Debug: Summary level trace messages to assist in debugging the
application.

Trace: Verbose level trace messages for debugging the application.

The debug messages are written to individual files for each server application.
Information is written to the trace file until the maximum size setting for the trace files is
exceeded. The current trace file is renamed to .bak and a new trace file is created. If a
backup file exists, it is deleted.
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Setting up System SIP Server

The System SIP Server (ccSSS) provides UCC client and server applications
authentication (Registrar function) and routing of the SIP messages (Re-Direct Server
function). All UCC clients and servers first login to the System SIP Server at startup. This
is the central component that authenticates users and server applications and routes the
SIP messages.

Parameters for the System SIP Server and the System Tracker need to be setup to allow
the Unified CallConnector server applications and clients to run properly.

A failure of the System SIP Server we effect UCC system in the following ways:

All UCC clients and Server applications starting up will fail and provide
‘unable to connect with SIP Server error message.

Existing connections will continue to be in place until the subscriptions or
registrations timeout and need to be renewed. These attempts will fail.

The CTI Manager should indicate System SIP Server is stopped.

All UCC Server applications should be restarted upon SIP Server failure.

System SIP Server Parameters

Click on the SIP Server button in the welcome page or click Next to get to the System
SIP Server Parameters page.

SIP Domain: Enter the IP address of the network adapter card on the
computer on which the Unified CallConnector Server software has been
installed. The SIP Domain can also be a network address if that domain
name has been registered with the local Domain Name Server (DNS). Note:
All the Unified CallConnector Server Applications in the need to
communicate with the System SIP Server and the SIP Server IP Address
should be this value.

Port: This is the port on which the Unified CallConnector System SIP server
will receive messages. The default port for the System SIP Server is 5060.
This port is used to receive UDP messages. The System SIP Server also
uses a fixed port 39984 (TCP and UDP) to connect to the Database Server
for authentication services.

Enable Trace Logging: If asked by Cisco Technical Support, enable the
debug trace logging and set the Trace level to the requested level. This
option is checked at the server application startup, to determine if debug
logging is enabled. By default the trace files are saved in the Trace Log
folder under the Unified CallConnector Server. To apply this Trace Log
setting to all the Server applications, enable the option ‘Apply debug trace log
setting to all servers’.

Trace File: The default path and trace file name is displayed.

Apply debug trace log settings to all servers: Check this options to apply the
SIP Server trace logging settings to all the UCC Server applications. This
avoids the need to set the debug level for each of the servers individually.
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E System SIP Server Parameters

Please enter the System S|P Server parameters:

SIF Damain: |192,188.1.‘|4

Port: |EUEU

v Enable trace log file.

Trace Level 5 -

Trace File: |C: “Program Files\Cisco Systems\Cisca Unified CallConnectar Server\Trace LoghSystemSIPS er

v &pply debug trace log setting to all servers

Iv Apply paseword to all servers Password:

Click on Mext to continue.

Home Help <Back Firish

=  Apply password to all servers: Check this option and enter a password to
apply to all the UCC Server applications. This avoids the need to set the
password for each of the servers individually.

Notes

1. The SIP Domain IP address should be used as the SIP Server address for all
the UCC Server applications.

2. This SIP Domain IP Address is also used by the UCC clients to connect to
the UCC Server.

3. The port 5060 is the standard SIP server port. Please ensure that this port is
available for the UCC System SIP Server.

4. The ‘Apply debug trace log settings to all servers’ and ‘Apply password to all
servers’ is a convenient way to set these parameters once and have them
apply to all to the UCC Server applications.

Click on Next to continue.
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System Tracker Parameters

The System Tracker supports the automated recovery of the connections in the event of
failures. The System Tracker polls each of the Unified CallController Server applications
and sends the status of these server application as Connected, Disconnected, Ready or
Not Ready messages to the subscribing clients. It provides the following services to the
UCC system:

» The SystemTracker (ccSystemTracker) supports the automated failure
recovery capability of the Unified CallConnector components.

» |t monitors the status of the Unified CallConnector Server applications by
polling them individually.

= Each Unified CallConnector client connects to the System Tracker to receive
UCC Server status notification.

= If a UCC Server application stop or get disconnected then the System
Tracker determines this information from its polling and notifies the client of
this state change — Connected and Disconnected, Ready or Not Ready.

= Clients use this notification to enable or disable the services they make
available to the user

A failure of the System Tracker applications we effect UCC system in the following ways:

= UCC clients starting up will not be able to subscribe and receive .not receive
the UCC Server status to allow them to continue.

= The UCC client user interfaces will be grayed out; as the clients will assume
that all the Server applications are down

= Established sessions (clients) will not know; will not get UCC Server failure
notifications.

= Subscription timeouts causing re-subscribe will fail.

=  When the System Tracker returns; all subscriptions will need to be re-
established

= To recover stop and restart System Tracker.
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s= Umhed CallConnector Server Setup Wizand @

\/ System Tracker Parameters

Please enter System Tracker Parameters:

SIP Server Address: |192_158_1_‘|4

Puart: |ED?‘I

User Mame: |

Pazzward: |==><x

v Enable trace log file.

Trace Level 5 -

Trace File: |C: “Program Files'Cizco SpstemzCizco Unified CallConnector ServerTrace LoghSystemTrack

Click on Mext to continue.

Home Help <Back Finish

If you have selected the Trace Log and Password options to apply to all the UCC Server
applications and wish to take the default settings for the System Tracker, then click on
Next and continue otherwise you can use this window to change the System Tracker
parameter settings.

= SIP Server Address: This is the IP address of the network adapter card on
the computer with the System SIP Server. If the Unified CallConnector
Server components are all installed on one computer, then this IP address
will be the IP address of the network adapter card that has been provisioned
for the System SIP Server in the previous page.

= Port: This is the port used by the System Tracker to receive messages. The
default value is 5071. This port is used for both TCP and UDP connections.
If this port is not available, then change this to a port available on the
computer.

= Username: This is the well-known name of the System Tracker. This cannot
be changed.

= Password: This password is used to authenticate the registration of the
System Tracker. Enter the password. This can be any text or number string
up to twelve characters in length.

= If asked by Cisco Technical Support, enable the debug trace logging and set
the Trace level to the requested level. This option is checked at the server
application startup, to determine if debug logs are to be written.

Click on Next to continue.
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Database Server Parameters

The Unified CallConnector Database Server provides access to the configuration, contact
and transactional data to all the Unified CallConnector servers and clients.

The Database Server provides gateway functions between SIP messages
and the SQL database command.

SIP User Agents such as UCC clients access configuration, contact and
transaction data from standard SQL databases by sending SIP messages to
the Database Server

The Database Server supports the SIP Message methods. When it receives
a database request, it fulfils the request from the attached SQL database
and returns the data/response to the requestor.

Database Server supports synchronization feature; allowing
add/delete/updates to be kept current

If the Database Server fails, then

User cannot log-in— cannot be authenticated.
Call Logs lost for the down-time.

Existing clients continue to work but loose QuickSearch (non-Outlook)
functions.

If Database Tables corrupted; then database has to be restored from
customer backup of UCC Server.

There are two aspects to the configuration — setting up the communication parameters to
handle the SIP messages and setting up the access to the database system.

Notes

The Database Server uses Microsoft ADO objects to connect to the Access
compatible database files stored in the Data folder under Unified
CallConnector Server.

Windows Data Source tools in the Control Panel Administrative Tools->
ODBC Drivers provides interface to administer and verify settings. Normally
the Server Wizard will automatically install and configure the ODBC drivers.

The Database Server connects to three databases — UCCDatabase that
contains the provisioning information, Corporate database that contains the
corporate directory data and the Logs database that maintains the
transaction data for example call logs.

The databases should be regularly backed up and in the event of corruption
or other problems that latest configurations can be restored from the
backups.
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\/ Database Server Parameters

Please enter Database SIP Server Parameters:

SIP Server Address: |192.188.1.14

Fart; |EDE1

User Mame: |

Paszsward: |m

v Enable trace log file.

Trace Level E o

Trace File: |C: “Program FileshCizco SpstemstCisco Unified CallConnector ServersTrace LoghD ataB azeSer

Click on Mext to continue.

Home Help <Back Firish

If you have selected the Trace Log and Password options to apply to all the UCC Server
applications and wish to take the default settings for the System Tracker, then click on
Next to continue to the next window.

SIP Communication Parameters

= SIP Server Address: This is the IP address or network address of the
computer with the System SIP Server. If the Unified CallConnector Server
components are all installed on one computer, then this address will be the
IP address of this machine.

= Port: This is the port used by the Database Server to receive messages. The
default value is 5061 and is used for both TCP and UDP connections. If this
port is not available, then change this to a port available on the computer.

= Username: This is the well-known name of the Database Server. This cannot
be changed.

= Password: This password is used to authenticate the registration of the
Database Server. Enter the password. This can be any text or number string
up to twelve characters in length.

» If asked by Cisco Technical Support, enable the debug trace logging and set
the Trace level to the requested level. By default the trace files are saved in
the Trace Log folder under the Unified CallConnector Server.

Click on Next to continue.
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Data Management Parameters

The Unified CallConnector supports three separate databases. These include the
Corporate Directory Database, the Transaction Log Database and the Unified
CallConnector Configuration Databases.

=S=E
EEBE Database Server

Corporate D atabase: |E:\Program Files\Cisco SpstemsiCizco Unified CallConnector Server\Data\Cor
Log D atabase: |C:\F‘rogram Files\Cizco SwetemziCizco Unified CallConnector Server\Data®\Call
Log Database: |E:\F‘rogram FileshCisco SystemshCizco Unified CallConnector Server\Data\UC
Remove call logs older than 0 | indavs.

Backup Data Files: Eackup Restare |

Compact Data Files: Compact Databases |

Click on Mext to continue.

Home | Help | <Back Eirizh

The Server Installation program copies the default database files to the Data folder under
the Unified CallConnector Server. This Wizard page allows you to select different files if
you have these files saved or backed up in a different folder.

To Select Different Database files

= Click on the Browse button for the database of interest and select the
appropriate file.

Notes

The Unified CallConnector must use the databases and tables that have provided by the
install program. The database structure, the tables and the fields in the tables cannot be
changed. You may backup the database files and from the wizard select these backed-up
database files.
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Managing the Database files

The following data management options are provided in the Unified CallConnector
server:

Removing the Call Log Entries

The call log entries are written to the database for every number for which there is a
match with a Unified CallConnector user’s contact numbers. Over a period of time a large
number of records can be written. Individual Unified CallConnector users can manually
delete their own call log entries. This option allows you to set a policy to automatically
delete the call log entries that are older than a certain number of days. Three duration
selections are available — 30, 60 or 90 days. To disable this automatic call log entry
removal option, select the 0 days option from the pull down list.

Database Backup

The database backup option allows you to save the current database files to a backup
folder. You should first stop the Unified CallConnector Server applications. The database
files are copied and saved in the Databackup folder. Any existing database files in the
backup folder are overwritten. When you click on the Backup button, you will be
prompted to close the server applications.

Database Restore

The database restore option allows you to copy the backed up database files to the
current database folder. The Restore operation should only performed if there is a
problem with the current data files. You should first stop the Unified CallConnector Server
applications. The database files are copied from the Databackup folder to the Data folder.
Any existing database files in the Data folder are overwritten. When you click on the
Restore button, you will be prompted to close the server applications.

NOTE: THE DATABASE RESTORE WILL OVERWRITE THE DATABASE FILES AND
YOU WILL LOOSE ALL THE DATA THAT CHANGED SINCE THE LAST BACKUP
OPERATION.

Compact Database

When entries are deleted in the database, they are marked as deleted but not removed
from the database files. The Compact operation removes these deleted records form the
database file and recovers disk space. You should first stop the Unified CallConnector
Server applications before starting the Compact operation.. When you click on the
Compact Database button, you will be prompted to close the server applications.

= Select the number of days you want to retain the call log entries from the pull
down list. Select zero if you do not want to automatically delete log entries.

Click on Next to continue.
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Presence Server Setup:

The Unified CallConnector Presence Server reads in the user configuration data and the
corporate directory information and maintains the user’s presence and telephone status

information. The Presence Server incorporates a Radius Accounting Server functionality
to receive the telephone status updates from the Cisco Unified CME. The user presence
information and telephone status is published to all authorized clients in real-time.

Presence Configuration Notes

o

The Presence Server publishes the list of contacts in the Corporate directory
database grouped by their departments. It also manages and publishes the
presence status (availability and location) and the telephone status of these
users in real-time.

Contacts in the Corporate directory can be UCC users and non-users. A UCC
user has a user login account created via the Server Wizard. Presence status is
published for both types of users.

For non-UCC users, this provides a bulletin-board type function. The status of
such users can be updated by the users with manager rights to that user’s group
or by users with administrative rights.

Only the UCC users can update their own status; administrator’'s or managers
need to change the status of the non-UCC users.

Telephone status is published if there is a match on the caller or called number
with one of the user’s work, work-2, home or mobile nhumbers.

For the telephone numbers to match, the caller/called number and the numbers
in the database must be in the same format — preferably in the canonical format.
This requires the server dial plan to be correctly setup.

Call logs are only written for the UCC users.

Presence Access control can only be applied to the Groups/Departments defined
through the Server Wizard.

The department field in the Corporate directory can contain directory names that
are not in the ‘Group’ list.

The status of the user’s in departments not in the Group list is visible to all the
UCC users.

The Presence Server filters out telephone status messages from telephone
numbers that are not in the UCC Corporate Directory. Therefore even though you
might see the Radius events for a phone number, the telephone status may not
display in the Status window. Therefore to receive telephone status events, the
following must be properly configured:

= Router must be configured to send Radius messages to the UCC Server
= UCC Server must receive the Radius messages
= The telephone numbers (caller or called) must be in the Corporate Directory

= The UCC Server Dial plan must be properly setup so that the numbers as
provided in the Radius messages can be formatted for lookup. This means
that after lookup formatting the incoming number will be identical to the
‘canonically’ formatted number in the directory.

The telephone numbers in the UCC directory is saved in the ‘canonical’ format

e.g. (408) 555-1212. The telephone numbers in the Radius message are not
formatted. The Presence Server uses the UCC Server dialing rules to convert the
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Radius telephone numbers to the canonical format and then searches the
Corporate Directory for a match. You will need to verify that the dial plan is
correctly configured on the server so that the numbers sent in the Radius
messages (as displayed in the ‘View Radius Messages’ window) are being
formatted to allow successful searching.

If the Presence Server fails, then:
=  Status windows in the UCC Clients are grayed out.
= Users cannot change their presence status.
= Status displayed in the QuickSearch will not be current.

= Call Logs are not written and are lost for the duration that the Presence Server is
down.

= QOther UCC servers are un-affected.
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There are two aspects to the configuration — setting up the communication parameters to
handle the SIP messages and setting up the Radius parameters to allow the Presence
Server to receive these Radius accounting messages.

Port:

\/ Presence Server Parameters

Pleaze enter Presence 51P Server Parameters:

SIP Server Address: |1 92 168.1.14

User Mame:

Password:

| Enable trace log file [when requested by TAL)

Trace Level E

Trace File: |E:\Program Files\Cizca SystemshCizcn Unified CallConnectar ServeriTrace Log\PresenceSery

|02

|xxx

Click on Next to continue.

Home | Help | ¢Back | Einizh

If you have selected the Trace Log and Password options to apply to all the UCC Server
applications and wish to take the default settings for the System Tracker, then click on
Next to continue to the next window.

Presence Server Communication Parameters

SIP Server Address: This is the IP address or network address of the
computer with the System SIP Server.

Port: This is the port used by the Presence Server to receive messages. The
default value is 5062 over which TCP and UDP connections are supported. If
this port is not available, then change this to a port available on the
computer.

Username: This is the well-known name of the Presence Server. This cannot
be changed.

Password: This password is used to authenticate the registration of the
Presence Server. Enter the password. This can be any text or number string
up to twelve characters in length.

If asked by Cisco Technical Support, enable the debug trace logging and set
the Trace level to the requested level. This is checked at server startup only.
By default the trace files are saved in the Trace Log folder under the Unified
CallConnector Server.

Click on Next to continue.
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To Set the Radius Parameters:

The next window sets up the parameters for the Radius Accounting server incorporated
in to the Presence Server. Two parameters need to be specified for the Presence Server
to receive the accounting packets from the Cisco Unified CME.

\/ Presence Server Radius Parameters

Radius Parameters:

R

Authentication Key (Password):

Fadius Accounting Port; |-| B4R View R adius Messages

Mote: The RADIIS Accounting service on the router needs to be enabled. |n addition:
R adiuz-zerver host ip-address = Thiz PC ip-addreszs
R adius-zerver acct-port = Accounting Port [abowe]

R adiuz-zerver key = Authentication Key [above)

v Enable trace log file.

Trace Level [

Trace File: |C:'\F'rogram Files\Cizco SystemshCizco Unified CallConnector Server\Trace LoghRadiusServer.

Click on Mext to continue.

Home Help <Back Firish

= Enter the Authentication Key value. This is the password value used to
authenticate the communication between the Cisco Unified CME and the
Presence Server. This value must match the Radius Server Key value set in
the Cisco Unified CME router.

= Radius Accounting Port: The Radius Accounting Server opens this port to
receive the accounting messages. This value must match the Radius Server
Accounting Port value set in the Cisco Unified CME router.

= |P Address for CME: If there are multiple network adapter cards and the
adapter card used by the Presence Server cannot reach the Cisco CME then
select the IP Address of the alternate network adapter card.

» Click on the View Radius Messages to verify that the Radius messages are
being received at the UCC Server.
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Notes

1. See Chapter 4 — Configuration of the Cisco Unified CME router parameters for details
of setting the RADIUS accounting messages.

2. Verify that not other Radius servers are running on the computer as they might block
access to the default Radius accounting port. Specifically the Windows
Authentication Server should be closed as it opens the default Radius port.

3. If the Unified CallConnector Server is connected to multiple CME/UC500, then the
RADIUS password and port must be the same on all the routers.

To View Radius Messages

CalllD

e

For number Call State Caller Callee FRedirecting Router [P

o You can verify that the Radius messages are being received by clicking on
the “View Radius Messages” button. Click on the Connect button. If the
connection succeeds, then the port has been successfully opened, otherwise
some application or firewall is blocking access. (Note: the Presence Server
should be stopped before you can run this application)

o Go off-hook or make calls to the phones on each router, the Radius
messages should be displayed in the Radius Test window.

o Verify that the Router IP is the same as the CME IP address configured for
that Cisco CME in the CallController Server section of the Server Wizard.

o Verify that you can see the call state transitions — ring, connect and hang-up.
Note the Radius does not provide the Held call state.
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Examples below show sections from the server log files:

RADIUS SERVER LOG EXTRACT

2007-12-21--07:05: 22###HHHH#H#H#H#HAHA#Incoming Radius Packet from 192.168. 1. 122###HHHH#HHHHHIHIHH
DATE & TIME: Fri Dec 21 07:05:22 2007

Identifier: 92
Attributes:
(44)Acct-Session-ID=000A58F7
(26)Vendor-Specific: (25)h323-setup-time="h323-setup-time=*07:11:21.049 central Fri Dec 21 2007"
(26)Vendor-Specific: (26)h323-call-origin="h323-call-origin=answer"
(26)Vendor-Specific: (1)Cisco AVpair="feature-vsa=fn:TWC,ft:12/21/2007
07:11:21.045,cgn:4225,cdn:,frs:0,fid:464275,fcid:D235EC29AF0D11DCA937D9D25FE6F9B4,legI D:56 EEA"
(40)Acct-Status-Type=1
(5)NAS-Port=60000
(87)NAS-Port-ID=EFXS 50/0/225
(4)NAS-IP-Address=192.168.1.122

2007-12-21--07:05:22<<Radius>> Callinfo event fired for number 4225 with state OffHook.
2007-12-21--07:05:22[SkinnyCalllnfo::Dump()] CallRef:13978 Calling:4225 Called: OriginalCalled: LastRedirecting:
CallType:1 LastRedirRxn:0 Trunk:0 Linelnst:0 ExtCallld:D235EC29AF0D11DCA937D9D25FE6F9B4
Routerlp:192.168.1.122

2007-12-21--07:05:22<<Radius>> Updated 0 call(s). Added 1 call(s). Total call legs: 20.
2007-12-21--07:05:22<<Radius>> Calls cleaned up. Calls:12. Legs:20.

2007-12-21--07:05:22<<Radius>> Call ID Manager entries: 12.

PRESENCE SERVER LOG EXTRACT

<<ccPresenceServer>>[TRACE]@2007-12-28@10:56:10** <Ox08A0> [+][CRadiusAPI::fire_Calllnfo]
<<ccPresenceServer>>[DEBUG]@2007-12-28@10:56:10** <OX08A0> [CRadiusAPI::fire_Callinfo]: ***
CRadiusAPI::fire_Callinfo: CallDirection=0, CallRef=42 ,CallingParty=902112345678,
CalledParty=919493991085, CallState=5, RedirectedReason=0
<<ccPresenceServer>>[DEBUG]@2007-12-28@10:56:10** <OX08A0> [CRadiusAPI::fire_Callinfo]: CONNECTED
<<ccPresenceServer>>[TRACE]@2007-12-28@10:56:10** <Ox08A0> [+][GetCurrentDateTime]
<<ccPresenceServer>>[TRACE]@2007-12-28@10:56:10** <OX08A0> [-][GetCurrentDateTime]
<<ccPresenceServer>>[DEBUG]@2007-12-28@10:56:10** <OX08A0> [CRadiusAPI::fire_Callinfo]: ### Call '42'
found and being updated

<<ccPresenceServer>>[TRACE]@2007-12-28@10:56:10** <Ox08A0> [CCallInfo::dump]: *
<<ccPresenceServer>>[TRACE]@2007-12-28@10:56:10** <Ox08A0> [CCallinfo::dump]: * Router

192.168.1.122

<<ccPresenceServer>>[TRACE]@2007-12-28@10:56:10** <OXx08A0> [CCallInfo::dump]: * Call Ref 1 (42)
<<ccPresenceServer>>[TRACE]@2007-12-28@10:56:10** <0x08A0> [CCallinfo::dump]: * Local Number
+902112345678

<<ccPresenceServer>>[TRACE]|@2007-12-28@10:56:10** <Ox08A0> [CCallinfo::dump]: * Other Party Number :
9493991085

<<ccPresenceServer>>[TRACE]@2007-12-28@10:56:10** <Ox08A0> [CCalllnfo::dump]: * Ring Duration  : 3813
<<ccPresenceServer>>[TRACE]@2007-12-28@10:56:10** <Ox08A0> [CCalllnfo::dump]: * Connect Duration :0
<<ccPresenceServer>>[TRACE]@2007-12-28@10:56:10** <0x08A0> [CCallinfo::dump]: * Direction : Out
<<ccPresenceServer>>[TRACE]|@2007-12-28@10:56:10** <Ox08A0> [CCallinfo::dump]: * Status : Completed
<<ccPresenceServer>>[TRACE]@2007-12-28@10:56:10** <Ox08A0> [CCallInfo::dump]: *
<<ccPresenceServer>>[DEBUG]@2007-12-28@10:56:10** <0X08A0> [CRadiusAPI::fire_Callinfo]: ***
CRadiusAPI::fire_Callinfo: CallDirection=1, CallRef=42 ,CallingParty=902112345678, CalledParty=919493991085,
CallState=5, RedirectedReason=0

<<ccPresenceServer>>[TRACE]@2007-12-28@10:56:10** <OxOBB0> [+][CSVRTransactions::PublishCallinfo]
<<ccPresenceServer>>[ERROR]@2007-12-28@10:56:10** <OxOBB0> [CSVRTransactions::PublishCallinfo]:
*** | OCAL NUMBER NOT FOUND (+902112345678)
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Setting up CallController Server

The CallController Server connects to the Cisco Unified CME router to control the user’s
IP phones. To setup the CallController, you need to configure the following information:

Specify the SIP communication parameters for the CallController Server.

Obtain a list of the IP phones that are present on the Communication Cisco
Unified CME router. This can be done manually or by using the automated
Configuration Download feature of the Wizard.

Specify or select the IP Phones that are to be controlled by the CallController
Server. You should select only the phones that will be accessed and
controlled by the Unified CallController users.

Verify that the selected phones can be accessed and controlled by the
CallController Server.

\/ CallController Server Parameters

Pleaze enter CallController SIP Server Parameters:

SIP Server Address: |'I 92168114
Fart; |5053

Uzer Mame: |

Fazzward: |m

IP Address for CME: 192168114

< =l

<l

Trace Level

Trace File:

Enable speaker when placing or answering a call
Publizh call infarmation shared lines

Publish call information manitored lines

Enable trace log file.

[Only required for PCe with multiple network cards)

F =l

|E:'\F'rogram Filez\Cizco Systemsi\Cizco Unified CallConnector Server\Trace LoghCalCaontraller

Click on Mext to continue.

Home Help <Back Finizsh

SIP Communication Parameters

SIP Server Address: This is the IP address or network address of the
computer with the System SIP Server.

Port: This is the port used by the Presence Server to receive messages. The
default value is 5063 and is used for TCP and UDP connections. If this port is
not available, then change this to a port available on the computer. Note — in
addition to the SIP connection, the CallController Server sets up one TCP
connection for each selected ephone and for the softphones it will setup UDP
connections for handling the RTP media.
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= Username: This is the well-known name of the CallController Server. This
cannot be changed.

= Password: This password is used to authenticate the registration of the
Presence Server. Enter the password. This can be any text or number string
up to twelve characters in length.

= |P Address for CME Connection. For Server PC with multiple network
adapter cards where the access to the Cisco CME is through a different
network adapter than the connection to the user’s desktop. Click on the
check box to set an alternate IP Address for the Cisco CME, the default
address is the SIP System IP Address.

CallController Server Options

= Enable speaker when placing or answering a call: When a call is placed or
answered from the UCC client the speaker on the IP Phone is automatically
turned on when this option is enabled.

= Publish call information for shared lines: Checking this option disabled
publishing call state information for shared calls. A ephone-DN is considered
to be shared in the line button type is set to be shared. The affect of this
option is to disable popup natification for calls on this button. Users will not
see the call state changes for this line on their UCC client.

= Publish call information for monitored lines: Checking this option disabled
publishing call state information for monitored calls. A ephone-DN is
considered to be monitored in the line button type is set to be ‘monitored’.
The affect of this option is to disable popup notification for calls on this
button. Users will not see the call state changes for this line on their UCC
client..

= Enable trace log file: This option enabled writing to the trace log file. The
amount of information written is specified by the trace level field below.

= |f asked by Cisco Technical Support, enable the debug trace logging and set
the Trace level to the requested level. This is checked at server startup only.
By default the trace files are saved in the Trace Log folder under the Unified
CallConnector Server.

Click on Next to continue.
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Configurations for Accessing Cisco CME

The Unified CallConnector server connects to the Cisco Unified CME routers to control
the IP phones based on user commands and to receive call status information. To enable
this function, each ephone that is to be controlled has to be specified through the Server
Configuration Wizard.

The UCC Server requires the following information about each of these routers accessed
by the UCC Server:

Entering Radius Password and Port

The Unified CallConnector server connects to the Cisco Unified CME routers to control
the IP phones based on user commands. To enable this function, each ephone that is to
be controlled has to be specified through the Server Configuration Wizard.

The ephones parameters, which include the CME IP address and port, name and
password of the ephone, can be entered manually or downloaded from the CME.

Configuring CME Location, Area Code

The Unified CallConnector server connects to the Cisco Unified CME routers to control
the IP phones based on user commands. To enable this function, each ephone that is to
be controlled has to be specified through the Server Configuration Wizard.

The ephones parameters, which include the CME IP address and port, name and
password of the ephone, can be entered manually or downloaded from the CME.

Downloading Ephone Information

The ephones parameters, which include the CME IP address and port, nhame and
password of the ephone, can be entered manually or downloaded from the CME.

The download method uses the Telnet protocol to access the CME configuration
information. To use this method, you will need to have a Telnet account and provide the
user name and password to the Wizard. The Wizard downloads the parameters for all the
ephones configured on the CME. You will then need to select the ephones that are to be
controlled by the Unified CallConnector Server from this list.

Selecting the Ephones for UCC Control

The Unified CallConnector server connects to the Cisco Unified CME routers to control
the IP phones based on user commands. To enable this function, each ephone that is to
be controlled has to be specified through the Server Configuration Wizard.

The UCC Server supports multiple Cisco routers. These routers may be all within the
intranet or connected across a private wide-area network. For more details of multiple
router setup requirements for UCC, please see “Multiple Routers for UCC Server” in the
Cisco CME Configuration chapter.
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These changes are made from the Server Wizard - Settings to Access CME/UC500
Features window as shown below.

E Settings to Access CMESUCH00 Features

CME UCED Telnet Access

1921681122 CME |P-&ddress: |'| 921681122 Telnet Password: | ********
:II gg] gg] 12?2 Telnet User Name: |Callc0mm |
1921681124

Yoice Mail

Tranzfer to voice mail method: |Using Tranzfer Scriptﬂ

Transfer ta waice mail number: |EUUD W Prefie: |5
Ephones CHWE AJCR00 Lacation
[ Use Hardware conferencing Location: |Irvine j Edit ‘
v Receive connect on remote answer Country: |L|nited Clates
Extension Length: |4;5 Area Code: |g45
Diial Out Prefis: |5 Patterm: |[:-::-:H] [P
£ ?
Clear ‘ Add | Update | Lelete ‘

Click on Hext to continue.

Hame Hep | cgack | [THeds 7] i |

CME/UC500 Access, Location and Features

CME/UC500:

This table on the left displays the list of Cisco Unified CME router configured for the UCC
Server. In multiple router configurations, this list will display each of the routers that the
UCC Server needs to connect to. To add a new router, enter the router related
information in the fields to the right and click on the Add button. To make changes to a
router parameters, select the router IP address from the CME/UC500 table, make the
changes to the fields in the right and click on the Update button. To remove a router from
this list, click on the Delete button.

Telnet Access:

These fields specify the parameters for the Telnet account to be used to download the
Cisco CME ephone and ephone-DN parameters. The login account is specified here and
used to initiate the download session in the next window.

Voicemail:

The Voicemail fields select the method for transferring a call to the user’s voice mailbox.
Several methods are supported, but the recommended method is ‘Using the Transfer
Script’ as it requires the least configuration on the router and Cisco CUE.
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Ephones:

The Ephones section includes miscellaneous parameters including the conferencing
method and the type of PSTN gateways that are on the router. This information is used
primarily during the Mobility Service calls.

The Extension lengths specify the length of the extension numbers defined in the router.
There can be multiple extension number lengths, each should be specified, separated by
a comma.

The Dial-Out Prefix is the access code that has to be pre-pended to the PSTN numbers
to cause it to be routed to the PSTN gateway ports.

CME/UC500 Location:
This information is used to generate dialable numbers and for formatting incoming caller-
id to a canonical format for lookup in the directory database.

Buttons:
Clear: This clears all the information from the fields to allow a new data
to be entered.
Add: Adds this information as an additional router entry in
CME/UC500 table.
Update: Updates the current values for the selected router.
Delete: The highlighted entry n the CME/UC500 table is deleted.

Parameters for Telnet Access
These parameters are used to setup a Telnet session to the Cisco CME router to
download configuration information.

= CME IP-Address: This is the IP Address of the router Cisco CME or UC500.
This IP Address is used telnet to the router to download the configuration
information.

= Telnet User Name: User name of the telnet account to be used for
downloading the configuration information.
= Telnet Password: Password for the Telnet user account.

= Exec Password: Exec level password for some specific configuration
parameters.

Transfer to Voice Mailbox Settings

This lists the supported method for transferring a call to a user’s voice mailbox. The
Transfer to Voice Mail Script is the recommended method. Note: Transfer to Voicemail is
used in UCC Mobility Service to return the caller to the user’s voicemail box.

» Transfer to Voice Mail Script: This is a CUE script that automatically answers
a call and waits for a voicemail box number. The voice message is recorded
and saved into that mailbox.

= Use E164 Number: In method requires a separate E164 telephone number to
be assigned to each voice mail box. The call is then transferred to this
number for recording of message for the associated mailbox.

o Use Transfer-to-Voicemail Softkey: This feature requires the version of CME
with this Softkey.
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CME Features and Extension Dialing

» Use Hardware Conferencing: This parameter specifies that the CME has
been configured for hardware conferencing and ad-hoc conference. When
this option is checked, the UCC Mobility Service uses the hardware
conferencing methods and enabled features that require multiparty
conferencing.

= Receive connect on remote answer: This parameter is used determine if the
call progress states are local or from the far-end device. When analog lines
are used to make PSTN calls, the Mobility Server receives ring and connect
when the line is seized, while on digital trunks ring and connect states are
provided by the terminating end device. The Mobility Server uses this
parameter to delay when the prompts are played to the caller. This should be
set to true when the CME/UC500 is configured with digital trunks.

= Extension Length: Number of digits in the internal extension. If there are
several number plans of different extension lengths, then enter all these
number lengths separated by commas.

= Dial Out Prefix: Digits that have to be appended to the PSTN number, but
excluding the long distance code, to make an external call.

CME Location Parameters

= Location: The selection of the location sets the country, area code and the
number patterns. You can select a pre-defined location or click on Edit to
add/modify a location details.

= Country: The country in which the router is located, more specifically this is
the country code associated with the PSTN network the router is connected
to.

= Area Code: The telephone Area code of the location.

= Pattern: This is the canonical format of the PSTN telephone number for that
country and area code.

= Edit Button: This button opens the Edit Location Information window to allow
the above location information to be updated.
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Editing Location Parameters

Click on the Edit button in the CME/UC500 Location section. The Edit Location
Information window will be displayed.

:t- it Location informabiomn W

Location Information

Location Mame |

M 3 Marth America - Al
Morth America - All ame |

Country: |L|nited States ﬂ
Area Code: |E|49

Murmnber Pattern: |[””H] R HARE

Ewamples of number pattern and area code:

Far USA/Marth American countries:
Area Code: [308] Patterm: [sws] sma- e

For countries that does not uze area code 1.e. [taly:
Area code: Mone Pattern; semssmems

Far France:
Area code: Mone Pattern: we-sm-ue-se-us

Sl B Aud Update Delete |

LCancel |

Click on the Edit button in the CME/UC500 Location section

Click on an existing location to make changes or enter a new location
name.

Select or change the country setting from the pull down list.
Enter the area code and number pattern.

Click on Add to add new location details or Update to modify an existing
setting.

o Click on Delete to remove a location setting.

Notes

1. The number pattern is used to convert a caller-id number to a canonical
formatted telephone number.

2. A default set of number patterns are shipped with the UCC Server. If the patterns
is incorrect, please enter the correct number pattern in this field.

To Setup the Router Location Parameters:
=  Start the Server Wizard
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= Click on the CallController Server button in the Home page and then click on
Next.

= Select the router that you want to make changes to or enter the information
then click on Add to create a new entry.

= Enter the router related information in the “Settings to Access CME /UC 500
Features” page.

= Click on Add to add a new router details or Update to modify an existing
setting.
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Advanced Dialing Translations for Server

The UCC Server dial plan is used for two different purposes:

Convert a telephone number to a dialable number. This involves determining
if the number is an internal extension or a external PSTN number. In the
case of a PSTN number, the Dial Out Prefix is added to the number and the
number formatted for local or long distance dialing.

Convert an incoming number to the ‘canonical’ format to allow searching for
the number in the UCC directories. Numbers in the UCC Directories are
saved in a standard format known as ‘canonical’ format. For example
4085551212 in the United States is formatted to be (408) 555-1212.

The UCC Server uses the router location specification and the information in the
uccDialPlan.xml file to convert to a dialable number and a canonical format. Since there
may be special local requirements or dialing configurations that have not been covered,
the Advanced Dialing Translation provides a method to manually setup dialing translation
rules to handle these requirements.

Notes on Dialing Translations

1.

The dialing translations are specified for each router. Even if the translations
are the same, they will need to be specified for each router.

There are two different translations — a) for dialing and b) lookup. Dialing
converts a telephone number to a number that can be sent to the CME for
dialing out. Lookup converts telephone numbers provides from a) Radius
messages — both internal extension and external PSTN numbers and b)
caller and called numbers provided through the skinny messages. Both have
to be specified based on the format of the numbers.

The translations are performed in the specified precedence order until a
translation rule is encountered. Processing stops at the first rule that can be
executed. All subsequent rules are ignored.

Patterns specify the format of the input number to the translation. You can
use the letter ‘x’ to specify any digit. For example xxxx indicates any number
that is four digits long and between 9999 and 0000. ‘X’ should be used when
the input number has to be of a specific length. The character period ‘.’ is
used to denote any subsequent digits regardless of the length. For example
‘651." indicates any number starting with 551 that is greater or equal to four
digits in length.

The ‘Strip’ function removes the specified number of starting digits from the
input. For example Strip=3 will remove the first three digits from the matching
pattern.

Pre-pend function appends the specified digits to the front of the number
once the Strip function has been performed.
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Dialing Translations

CHE AJC500 | Order | Type Fattern Stip Prepend Display Paterm
192168.1.122 IIELE ER—

13216811241 2 Lookup 434 uxmn a A3dwnmn
192.168.1.252 1 Drial 0843w K]

132168.1.124 2 Drial 434w ] A3
£ > |1 |L|:n:|ku|:| ﬂ |4|38434>:>::4:4 |3 | |

Add | Update ‘ Delete | Example ‘

Pattern Y ariables Wiy Mumber Tranzlations

" " Ay number Example s = pair digit number Iriput Drigits: |g4g333092? Test ‘

o Any Length Example sexs. = number greater than 4 digits Dial Nurmber |9399032?

+" Code follows
Lookup Muriber: |[945] 393-0927

Click on Next to continue.

Home Help < Back ‘ Ment » | Finish

Dial Translation Parameters:
Options ‘ Description

CME/UC 500 This lists the defined CME/UC500 associated with the
UCC Server. The dialing translations are specified for
each router. To make or edit dialing translations, first
select the router.

Order Order defined the precedence or execution order for the
rules. Lookup and Dialing have their separate execution
orders. Rules are processed starting with one and moving
down the list. Processing stops when there is a match for
a pattern.
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Type

There are two type of number translations — Lookup for
incoming numbers that have to be converted to the
canonical format to enable searching in the directories;
and Dialing in which canonically formatted numbers are
converted to a dialable number with Dial Out codes and
Long Distance and Area codes.

Pattern

Pattern is the specification of the input number for which
the translations are to be performed. Here ‘X’ means any
number between 0 and 9; ‘.’ Means any number of that
length or greater. Examples of patterns include:

xxxx -- any four digit number
555xxxx — any seven digit number starting with 555

408xxx. — any number starting with 408 and greater that
six digits.

Strip

Remove the specified number of digits from the right of
the input numbers.

Pre-Pend

Add the specified numbers to the left of the input number

Display Pattern

The format to associate with the matching input number

Add Add this as a new rule

Update Modify and save the selected dialing rule

Delete Delete the selected dialing rule

Example Opens a Dialing Rules Examples help document

Input Digits Enter a number to verify how it will be converted for dialing
and lookup given the existing rules. Note make sure you
have selected the correct router.

Test Click on the Test button after you have entered the input
number to generate the dialing and lookup numbers.

Dial Number Conversion of the Input number to a dialing number based

on the location and dialing rules

Lookup Number

Conversion of the Input number to a lookup number based
on the location and dialing rules

To Setup the Dialing Rule:
Start the Server Wizard
Click on the CallController Server button in the Home page and then click on

Enter the router related information in the “Settings to Access CME /UC 500
Features” page.

Click on Add to add a new router details or Update to modify an existing
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To Setup a Lookup Rule:

Start the Server Wizard

Click on the CallController Server button in the Home page and then click on
Next.

Enter the router related information in the “Settings to Access CME /UC 500
Features” page.

Click on Add to add a new router details or Update to modify an existing
setting.

Configuring Dialing Translations

This is an optional step provided to help make the installation easier. Information about
the IP Phones that are to be controlled by the CallController Server can be entered
manually. If the information is downloaded from the Cisco Unified CME router then you
need to only select the required IP Phones from a list.

Lookup Translations

SIP Server Address: This is the IP address or network address of the
computer with the System SIP Server.

Port: This is the port used by the Presence Server to receive messages. The
default value is 5063. If this port is not available, then change this to a port
available on the computer.

Click on Next to continue.

Dial Out Translations

SIP Server Address: This is the IP address or network address of the
computer with the System SIP Server.

Port: This is the port used by the Presence Server to receive messages. The
default value is 5063. If this port is not available, then change this to a port
available on the computer.

Click on Next to continue.

Verifying Number Translations

SIP Server Address: This is the IP address or network address of the
computer with the System SIP Server.

Port: This is the port used by the Presence Server to receive messages. The
default value is 5063. If this port is not available, then change this to a port
available on the computer.

Username: This is the well-known name of the CallController Server. This
cannot be changed.

Click on Next to continue.
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Downloading IP Phone Configuration

This is an optional step provided to help make the installation easier. Information about
the IP Phones that are to be controlled by the CallController Server can be entered
manually. If the information is downloaded from the Cisco Unified CME router then you
need to only select the required IP Phones from a list.

The Wizard uses the telnet protocol to download the IP Phone information. You will need
a telnet account on the Cisco Unified CME router for this function.

,@ Download Configuration Data From CME

Click on Start to re-load configuration data.

CME |P-ddress: [192.168.1.122 | Telnet Passward: [

Telnet Uzer Mame: |callcomm Exec Paszword: | [Olpticral]

[v Usze Exec level Access to download Ephone-dn
Click ot start to download data:
Status:

Please wait ... |~
D atabase table: Ephonelin iz being updated, Pleaze wait ...

[ atabase table: PhonesEphone Dhis being updated. Please wait ...

D atabasze update haz been finizhed. Pleaze wait for Telnet zezsion to exit.

Exiting Telnet zezsion. Click Mest o Continue.

Start Troubleshoot...

Click on Mext to continue.

Home Help <Back Eirizh

To Download the Cisco Unified CME IP Phone information:

= Enter the CME IP Address: This is the IP address of the Cisco Unified CME
router.

= Telnet User Name: This is the login user name for the telnet command line
access to the Cisco Unified CME router. The exec level password is not
required.

» Telnet Password: Telnet account password.

= Click on Start. The Wizard will log in to the Cisco Unified CME router and
down load the IP Phone information using the ‘Show Ephone’ command.

This IP Phone information is s saved in the cme.xml file in the Unified
CallConnector Server folder.
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Click on Next to continue.

NOTES:

1. The IP Phone configuration download does not require the privilege level access to

the router.

2. The Cisco Unified CME router administrator can run the wizard and make the
cme.xml file available to the Setup Wizard. This can be used in stead of the

download as described in the next section.

3. AllIP Phones that are to be controlled by the CallController Server need to have the
ephone username and password provisioned on the Cisco Unified CME router.

4. The CallController Server supports both control and media termination mode of
access to the Cisco Unified CME router. The control mode allows an existing IP
Phone to be controlled from the user’s desktop. The Media Termination mode is used
for the Mobility Server lines only.

% CallController Server: Select Ephones

Ephones: Selected Ephones:

ID | DMs [ Mame | DMs | IP Address | ID | MACAdr »|
1 Unregiztered L FBuzerdd 46184619 4620 1921681122 44 Addh BRBER 4327

2 A103.4102.4104 435 FBuserdS 4621 4622 4623 1921681122 45 Addh BRBR 432

3 Unregiztered IBuzerdb 4624 4625 4626 1921681122 46 Abih BBBE. 4327 _
4 Unregiztered IBuzerd? . 47 1
5 4104.41117.4112 3 145 92 168.1.1: A8 iy

3 Unregiztered 3Buserd3 1921681.122 483 Anih BEBE. 4362
7 AMIEA1T7. 4118437 FBuszercd 1921681122 a4 Addh BRBE 4362

8 4033,74120 FBuszersh 1921681122 a5 Adsh BRBR. 436
9 Unregiztered 3Buzerth 1921681122 a6 Addh BRBE. 4 36F 4
10 Unregistered o | - T e - e I e
11 Unregiztered 24 i £l

13 400243574358 CME IF-Addr. |

14 42084354.4363.717. ; A48 BBEE.4327 [v Conhect as Softphone
15 4686,4667,4680 460 [ MAC Address: |

1c ACTT ACT ACTA —

(& | (%] |Jzer Name: JBuszerdd

2] m B zer Name: | LIz add

@ Password: R
Update
I Conhect az Softphone Ephone 1D: |48
s | addar | DNs (4630, 4631 4632 Delets
Click on Next to continue.
Home Help ¢Back | Hexts | Einizh
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This window allows you to specify the IP Phone parameters. If you have downloaded the
IP Phone configuration from the Cisco Unified CME router, then the phones for the
CallController can be selected from this list.

Components of the Select Ephones Window

Ephones (All Available Ephones):

This table on the left displays the list of ephones downloaded from the Cisco Unified CME
router. The first column is the Ephone ID and the second column lists the directory
numbers on that Ephone. If you have not downloaded the configuration then this list will
be empty. If you have a cme.xml file of a IP Phone configuration, then you can open this
file by clicking on the browse button at the bottom of the Ephone list table. The Add and
Add All buttons at the bottom of the Ephones table select the highlighted ephone or
select all the ephones respectively.

Selected Ephones (Ephones Controlled by UCC Server):

This table lists the IP Phones that will be opened by the CallController Server. The table
displays the username of the selected ephone, the directory numbers configured on that
ephone, the IP address of the router, ID of the ephone. The fields at the bottom of the
Selected Ephones table display the parameters of the ephone highlighted in the Selected
Ephones table. These fields can also be used to manually enter or change the IP Phone
information. The fields and buttons are described below:

Fields:
CME IP Address: IP Address of the Cisco Unified CME router.
MAC Address: This is the MAC Address of the ephone.

User Name: This is the username configured for that ephone in the Cisco
Unified CME router.

Password: This is the password configured for the ephone.

Ephone ID: ID or number of the Ephone.

DNs: List of DNs configured on the ephone. This field is provided to
distinguish between the ephones.

Buttons:

Add: The current values of the ephone parameters are used to add a
new entry in the Selected Ephone table.

Update: The current values of the ephone parameters are used to update

the highlighted entry in the Selected Ephone table.
Delete: The highlighted entry n the Selected Ephone table is deleted.

To Select an IP Phones for the UCC Server
1. Download the ephone list from the CME/UC500.
2. Click on an entry in the Ephones table. It will be highlighted.

3. Click on the Add button at the bottom of the Ephones table. The highlighted
entry will be added to the Selected Ephones list.

4. To select all the ephones in the Ephones list, click on Select All button.

To Manually Add IP Phones:

1. Enter the User Name, Password, MAC-Address, CME IP Address in the
fields.
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2. Click on the Add button at the bottom of the Ephones table. A new entry will
be added to the Selected Ephones list.

To Delete an IP Phones:
1. Click on the Ephone that you want to remove in the Selected Ephones table..

2. Click on the Delete button at the bottom of the Ephones table. The
highlighted entry in the Selected Ephones list will be deleted.

Click on Next to continue to with the CallController Configuration.
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Verify Connection to Ephone

This window allows you to verify that the CallController can connect to the IP Phone that
you have selected or configured. The verification step is optional and provides a visual
confirmation that a) the ephone exists and can be connected for control purposes b) the
parameters configured for the ephone are connect.

’@ CallController Server: ¥Yerify Connection to Ephone

Select an IP Phone and click on Start to verify connection:

Selected Ephone: Device D AMAC: Afis BEEE 4723 User Mame: IWuserdd
B} Dids Fazsward: e
44 461846134620

45 4621 AB22 4623 Verify Registration and IP-Phone Configuration
45 46244625 4626

47 4627 AG23.4629 Status
43 46304531 4632 Found ling : linglnst 3 ditdumber s
83 4133 Found ling : linelnst & dirMumber b |
84 4134 Found ling : linelnst 7 dirtMumber
5 4195 Found line : linelnst & dird umber
a5 4195 Faound ling : linelnst 5 dirumber
a7 4197 Found ling : linglnst 4 ditkdumber
88 4198 Found line : linelnst 3 ditdumber 4620 displayMame 4620
94 440734404 4405 Found line : linelnst 2 ditumber 4619 displayMame 4619
’ ’ Found line : linelnst 1 dittumber 4618 displayMame 4618
Werify registration and |P-Phone configuration completed. |
R

Start Troubleshoot...

Click on Next to continue.

Home | Help | ¢Back | Hexts | Einizh

Components of the Select Ephones Window

Selected Ephones:

This table lists the IP Phones that will be opened by the CallController Server. The table
displays the ID of the ephone and the directory numbers configured on that ephone.
When you click on an ephone in this list the key parameters are displayed in the field to
the right. The fields and buttons are described below:

Fields:

User Name: This is the username configured for that ephone in the Cisco
Unified CME router.

Password: This is the password configured for the ephone.
MAC Address: This is the MAC Address of the ephone.
CME IP Address: IP Address of the Cisco Unified CME router.
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Buttons:
Start: Starts the connection process by registering to this ephone.
Stop: Terminates the registration process.

Troubleshoot: Opens the troubleshooting help file.

To Verify the connection to an IP Phone:

» Click on an entry in the Selected Ephones table. It will be highlighted and the
connection parameters will be displayed on the fields to the right.

= Click on the Start button.

= The Wizard will attempt to register to the Cisco Unified CME router with the
specified parameters and display the results.

= If the connection was successful, then the line number and display names for
each extension on the ephone will be listed.

= You can click on each ephone and verify connection to the device.
Click on Next to continue.

For each selected ephone, this window displays the extensions defined on the buttons
with their number and DN-type. The DN-types can be dual-line, single-line, speed
number or a feature button. By default all DN-Types are set to Dual-Line. You can click
on the button to change the button type.

SEE Call Appearance/Feature Buttons

Click on a DM button to enter its number and select a button type from the list:
1D | DMz Reqis... Buttan Type oM
44 4618461,  Unkn..
45 AE21462. Urkn.. L we |
46 4624462 Unkn..
47 4627462 Unkn.. 2| owwn | s |
42 4530463, Unkn. 3| own | v |
83 4183 Urkn...
a4 4194 Unkn... 4 | | |
85 4155 Urkn...
86 4196 Urkn.. 5 | | |
87 157 Urkn...
B3 4138 Unkn. g | | |

94 4403440 Unkn..

:( } Advanced |

Click on Next to continue.
Home Help ¢Back ﬂe:-:t) Einizh

NOTES:
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This version of the Unified CallConnector Server does not support dual line DN. If you
have two calls presented concurrently at the one button, the last update is displayed in
the client user interfaces.

Connecting to Multiple Communications Manager Systems

The Unified CallConnector Server can be connected to multiple Cisco Unified CME
routers or Unified Communication 500 systems. Please verify the system configuration
with your Channel Partner.

To Add Ephones from Another CME System

» Return to the Download Configuration Data from CME window.

= Enter the connection information for the CME that you want to connect to.
= Enter the Telnet user name and password.

= Click on start to down load the ephone information from the new router.

= Run through the steps as described above to add in additional ephones that
are to be controller by the Unified Connector Server

This completes the configuration for the CallController Server for one Cisco Unified CME
router.

Click on Next to continue with the user administration.
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Configuring Groups and Users

Creating Group List:

You can define a set of groups or department. A list of common group names are pre-
installed. These can be used, modified or deleted based on your organization. Each
Unified CallConnector user has to be placed within a group or the system will place them
in the Default group.

Notes

:.2?m 1ed CallConnector Server Setip Wizard 1

Data Configuration - Update Group

Groups: Group Mame: |
M arne

Administration Publizh Caller-id Information v Publish Statuz Infarmation v

Cush t

s | e | e
Development
Engineering
Erecutive i i
Field Suppart Restricted Groups: Available Groups:
Finance Name Name

I anufacturing

I ark eting

Product M anagement
Sales

Befresh = Delete add

Click on Next to continue.

Home | Help ¢Back Einizh

Components of the Group Window

Groups:

This table lists the groups that have been defined for use with the Unified CallConnector.
The table displays the ID of the Group and the Group Name. The ID is an internally used
parameter and cannot be changed.
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Restricted Groups:
This table lists the groups whose users cannot view the presence status of the members
of the Group currently selected in the Groups table.

Available Groups:

This table lists the groups whose users can view the presence status of the members of
the Group currently selected in the Groups table.

Group Buttons (at the bottom of the Groups table):

Refresh: Re-reads the group information from the database and displays it
in the table.
Browse: Allows you to open and import the group-list from the

GroupsTable.xml file. This file is saved in the Data folder under
Unified CallConnector Server.

Fields (fields and buttons to the right of the Groups table):

Group ID: This is the ID number of the group and is assigned automatically
by the system.

Group Name: This is the name of the group.

Buttons:

New: Clears the Group name to allow you to add an new entry. You
will need to click on Add to apply.

Add: Creates a new entry with the group name specified in the field
above.

Update: Changes the name of the currently selected group with the name
in the group name field above.

Delete: Removes the currently selected group name. If any user was

placed in this group then that association is changed to the
default group.

Restricted Groups Buttons:

Delete: Removes the currently selected group in the Restricted Group to
the Available Group.

Available Groups Buttons:

Add: Moves the currently selected group in the Available Group to the
Restricted Group.

To Update an existing Group Name:
= Click on an entry in the Groups table. It will be highlighted.
= Modify the name in the Group Name field

= Click on the Update button. The highlighted group name will be replaced with
the new name entered in the Group Name field.

To Add a New Group:
= Enter the group name in the Group Name field.
= Click on the Add button. A new entry will be added to the Groups list.

To Delete a Group:

= Click on the Group name that you want to remove in the Groups table. This
group name will be displayed in the fields to the right.
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Click on the Delete button. The highlighted entry in the Groups list will be
deleted.

To Restrict Members of a Group from Viewing Status:

In the Groups table, click on the Group Name to which you want to apply the
access restrictions.

The Available Group table will display the Groups whose members can view
the status of the users in the Group highlighted in the Groups table.

The Restricted Group table will display the Groups whose members cannot
view the status of the users in the Group highlighted in the Groups table.

Click on the Group name that you want to restrict in the Available Groups
table. Then click on Add.

This Group will be moved to the Restricted Groups list.

To Allow Members of a Group Access to Viewing Status:

In the Groups table, click on the Group Name to which you want to apply the
access restrictions.

The Available Group table will display the Groups whose members can view
the status of the users in the Group highlighted in the Groups table.

The Restricted Group table will display the Groups whose members cannot
view the status of the users in the Group highlighted in the Groups table.

Click on the Group name that you want to allow in the Restricted Groups
table. Then click on Delete.

This Group will be moved to the Available Groups list.

Click on Next to continue to with the User Configuration.

5-50 Cisco Unified CallConnector Server



Configuring Servers

Managing Users:

The Unified CallConnector users need an account to be setup with login name and
password to connect to the UCC Serve. The Server Wizard Managing Users window
allows you to add, delete and update the Unified CallConnector user information. It allows
you to perform the following management functions:

= Add a Unified CallConnector user. Assign the user login name and
password.

= Delete a user. This removes the user from the system and will reject login
attempts with on that account.

= Change the contact information of the UCC user. Note - users are also able
to update their contact information from the Options window.

= Change the user login name and password.
= Assign the user type and the user’s group.
= Import the user list from a xml file.

Data Configuration - User Table

User Table: Users Default: Users Contacts:
Use.. | DisplayMame | UserlD: 183 Business: 4133
183 Conie K. ) .
108 Hai Dang * First Marne: |Eonie Business 2: |
187 Huan Dao
156 Kay Dang « Last Mame |K Haome: |
189 Senny Hoang * Login W arme: |cc:5 Mabile: |
* Password: e Email |
Campary: |Micmsoft SMS: |
* User Type |L|ser ﬂ IM: |cc:5
* Group: |EHBCU[i‘v‘B ﬂ Woicemail |
Serial No: |UCCS-D‘I (0-t R M Tel PIN: |
DISA PIN: |

Befresh &= LClear Add | Update | Delete

Click on Next to continue.

Harme Help <Back Einizh
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Components of the User Administration Window

User Table:

This table lists the user accounts that have been defined for the Unified CallConnector.
Only these users will be able to login to the Unified CallConnector Server. The table
displays the User ID of the user and the User Display Name. The ID is an internally used
parameter and cannot be changed.

User Table Buttons (at the bottom of the User Table):

Refresh:

Browse:

Re-reads the user information from the database and displays it
in the table.

Allows you to open and import the user-list from the Users
Info.xml file. An example file is saved in the Data folder under
Unified CallConnector Server.

The fields and buttons to the right of the Users Table are described below:

Fields (to the right of the Users Table):

User ID: This is the ID number of the user and is assigned automatically
by the system.
First Name: This is the first name of the user.
Last Name: This is the last or family name of the user.
Login Name:  This name is used by the user to login to the Unified
CallConnector Server.
Password: The password to be used to login.
Company: User’s organization or company name.
User Type: Three types of user accounts are supported.
User: A standard Unified CallConnector user
Manager: This user, in addition to the standard user functions, is

able to change the status of the other users in the group
for which they are the manager.

Administrator: An administrator is able to change system wide

configuration data.

Serial Number: This is the client serial number. It is provided to help with the

Business:

Business2:

Home:
Mobile:
Email:
SMS:

license number administration. Each user’s serial number can
also be sent out to the user with the email notification feature of
the Server Wizard.

The work or business telephone number. This would be the
primary number provisioned on the user’s IP Phone.

A second work or business telephone number. (In configurations
where the dual-line DN are set to an extension number and the
secondary to a DID number, this fields can be used to enter the
DID number)

The home telephone number.
The mobile or cellular telephone number.
User’s email address.

User's SMS address. This is typically the mobile-
number@service-provider.com
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IM: Instant Message address. This is the login name of the user.
This is a non-editable field and is set to the user’s login name by
default.

Voicemail: User’s voicemail box number. By default this is the primary
extension on the IP Phone.

TEL Pin: User’s personal Single Number Reach password. When a SNR

calls is placed to the user, the system authenticates the user with
this password.

DISA Pin: User’s personal Dial-In Access password. When the user calls to
access the Dial-In Access features the Mobility Server
authenticates the user with this password.

Buttons (to the right of the Users Table):

Clear: Clears the user information fields to allow data for a new user to
be entered. You need to click on Add to apply the change.

Add: Creates a new user account with the user parameters specified
in the fields above.

Update: Changes any changes to the currently selected user’'s
information.

Delete: Removes the currently selected user account.

To Update an existing User Account :
= Click on an entry in the User Table. It will be highlighted.
= Modify the user parameters in the fields to the right.

= Click on the Update button. The highlighted user account information will be
replaced with the information entered or changed.

To Add a New User:

=  Click on the Clear button to clear the information in the User Parameter
fields.

= Enter the user information in the User Parameter fields.
= Click on the Add button. A new entry will be added to the User Table.

To Delete a User Account:

= Click on the User name that you want to remove in the User Table. This user
information will be displayed in the fields to the right.

= Click on the Delete button. The highlighted entry in the User Table will be
deleted.

Click on Next to continue to with the User Configuration.

Administrator Guide 5-53



Chapter 5 Configuring Servers

Adding Phones to Users

The User's Phone Window displays three tables — User List, Available Phone List and the
User’s Phone.

Users -- This table displays all the users configured on the Unified
CallConnector Server.

User’'s Phones - For the user highlighted in the Users table, this table displays
the phone(s) that are associated with and can be controlled by
the user. This is currently restricted to one phone.

Phones -- This table displays all the phones that have been configured for
the Unified CallConnector. These phones can be controlled from
the Unified CallConnector clients.

Data Configuration - User Phones

Users: Users Phones:
User Ta... | Display Mame FPhone ID | Phone Mame
183 Canig K. 83 3Buserdl3
188 Hai D'ang
187 Huan Dao
186 F.ap Dang
185 Sonny Hoang
Phones:
FPhaone D | Phone Mame | Mumber
a3 JBuzerd 4193
a4 FBuzertd 4194
a5 FBuzerds 4195
ag FBuzerdb 4196
a7 FBugerd? 4197
aa FBuzerdl 4198
:( } [v Update User Contact

Click on Next to continue.

Harme Help <Back Einizh

To Associate a Phone with User:
= Select the user by clicking on the user name entry in the User table.

= Click on the IP Phone that you want to have the user control in the Phones
table. This entry will be highlighted.

» Click on the Add button to associate this phone with the selected user. The
selected phone will be displayed in the User’s Phone list.

= ‘Update User Contact’ checkbox automatically updates the Business phone
number with the primary DN on the selected ephone.

5-54 Cisco Unified CallConnector Server



Configuring Servers

Notes

The current release of the Unified CallConnector clients only support a single IP Phone
per user.

The same IP Phone can be associated with more than one user. However in this
situation, all such users have ability to control the call.

To Delete a User’s Phone:
= Select the user by clicking on the user name entry in the User table.

= Click on the users IP Phone that you want to delete in the User's Phones
table. This entry will be highlighted.

= Click on the Delete button to remove this phone from the user. The selected
phone entry will be deleted in the User’s Phone list.

Click on Next to continue to Send Email Notifications or Report Problems.
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Configuration Management Functions

Sending Email Notifications

The Server Wizard provides a facility to send email messages to the Unified
CallConnector users. This email notification facility can be used to send messages to
selected users or to all the users.

The Email Notification feature allows you to automatically append the following
information with the email:

Append Login Information: When this option is selected, the user’s login name,
password and serial number are included in the body of the
email massage. Each user is send only their login information.

Attach Default Configuration File. The Unified CallConnector client configuration
options are saved locally in an xml file. The default configuration
file allows the administrator to pre-define or customize this
configuration file for the users. When the option is selected, then
the configuration file is sent as an attachment.

Quick Reference. This option allow you to attach notes or other documents in the
notification email to the user.

== UnhediCallConnectorServer setup wWizard m

Email Users

e Pleaze select the email information from the following options:
Dizplay Mame E mail
Conie K Subject: <MNo Subject>
Hai Dang
Huan Dao
F.ap Dang
Sonny Hoang
v Send Quick Referance =
lv Send Default Configuration File
Advanhced Configurations |
< ¥
EmelBaiffe | Send Email |
Clear all Select Al

Click on Next to continue.

Home Help <Back | Mest» | Firizh
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Components of the Email Notification Window

User List:

This table displays a lists of the Unified CallConnector users and their email addresses.
The check box beside each user allows you to select that user to receive the email
message.

Subject: Email subject text for the notification message.

Message Body: Text of the email to be sent to the users.

Buttons:

Clear All: Clears all the selections in the User List table.
Select All: Selects all the users in the User List table to receive the email
message

Append Login Information: Automatically adds the user’s login name, password
and serial number in the email message.

Default Configuration File: Attaches the administrator customized configuration
file to the email message.

Advanced Configuration: Opens the configuration file to allow site specific values
to be entered.

Quick Reference: Allows you to attach a selected file such as a Quick Reference
document to be sent to the user.

Email Config: Opens a window for setting the email account information.
Send Email: Sends email to the selected users.

To Send the Users a Notification Email Message:

= Select the users that you want to send the email message. Click on each
user or click on Select All to select all the users.

= Enter the subject and email text.

= Click on the optional information that you want to attach with the email
message.

= Click on Send Email to send the message.
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To Setup the Email Account:

Click on the Email Config button in the Send Email Notification window.

Enter the SMTP email server information and the account you want to use to
send the email messages.

= Click on OK to save the information.

Uniﬁed CallConnector Server setup Wizard W
Email Configurationz: Smtp Settings

Smtp Server: |smt|:|.'l andl.cam

Fort:

25

v Authentication Bequired

W are: |Shahr_l,lar

Email Sccourt: |alukder@callcumm.cnm

MHHRHMMRRY

Fazsword:

ok | LCancel

5-58 Cisco Unified CallConnector Server



Configuring Servers

Advanced Configuration Parameters

The Advanced Configuration Parameters provides a mechanism for the administrator to
customize and distribute standard user configuration parameters during the installation

process.

The user login/account information, software serial number and UCC client configuration
data can be sent to the user via email. This can simplify the UCC client installation as
most of the installation parameters can be read from this file by the install program.

When the client install is run, it looks for this configuration xml file in the user’s desktop.

The Configuration parameters that can be customized are described below:

m 1ed CallConneciorsenver setap iZand

Click on the value columns to change:

Parameters |"-"a|ue |.A.
Extenzion Length 4

Dffice Code 101

UCC Server Address 192.168.1.14

Local UCC Port a0eR0

IJze Local TAPI Driver 1]

Jse UCC Server 1

Enable SMTP 1

Authentication Required 1

SMTP Server Address 2. POUMCOMpany. Com

SMTP Paort 25

Phone Services URL localhost

FPhone Services Port an

MAPI Profile Hame Cutlook,

Start Services Autamatically 1

Local Host localbost —_
| IR I el | B Mao. [ pint | v

Cancel

X

To Customize the Configuration Values:
Click on the Advanced Configuration button and change the parameter

values.

Click on OK to save the changes. These settings will be sent in the email to

the user by selecting the Default Configuration file option.
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Reporting Problems

To report problems to the Unified CallConnector, select all or the desired trace files. Enter
the description of the problem and the steps for reproducing them and click on Send
Problem Report to send the email with the attachments.

:8- Unihed Calltonnectorsenver Ssetup Wizard
|Ill: Report Problem

Send To: |atg-ucc-cIient-auto-problem-report@e:-:temal.cisco. Com

X

Subject: |Problem Fiepart for ICE Server 44242008

Thiz Problem Report farm can be used ta repart a prablem with the Cisca Unified CallConnector product to the Cizco development team.

Pleaze add pour TAC casze number to the subject and copy this mezsage to pour Cizco TAC contact. This email iz informational anly. Tt will not
open a TAL caze.

- Problem Deschption: [Please enter detail of the problem that vou are reporting]

- Steps for recreating the problem: [Please list the steps to recreate the problem]

- Your contact infarmation: [Mame, Company, Phone] [v]
Attach Log files:

Iv SIP Server Log Iv CallCantraller Log Iv Autaration Server Log
|v System Tracker Log |v Radius Server Log
| Presence Server Log | Database Server Log

Send Problem Repart ‘

Click on Mext to continue.

Home Help <Back | Mest> | Finizsh |
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CHAPTER

Configuring UCC
O Mobility

This chapter describes how to configure and setup the Unified CallConnector Server applications
and covers the following areas.

Configuration Overview - Describes the components and parameters that
have to be setup for the proper operation of the
Unified CallConnector Server components.

Pre-requisites for

Configuration - Describes the information you need to have on
hand or have setup for use during the
configuration of Unified CallConnector Server.

Server Setup Wizard - Provides an overview and describes how to start
and exit the Unified CallConnector Server Setup
Wizard.

Setting Up SIP Parameters - Describes the SIP Server configuration
parameters and the default values.

Database Server Setup - Describes the Database Server configuration
parameters and the default values.

Presence Server Setup - Describes the Presence Server and RADIUS
server configuration parameters.

Setting up CallController - Describes how to setup the CallController server
by downloading and selecting the ephones.

Create a List of Group- Describes how to enter the department or
groups for viewing in the Status window.

Adding Users - Describes how to add, modify and delete the

user account information for the Unified
CallConnector users.

Configuring User’s Phones - Describes how to associate an ephone with a
user.
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Server Configuration Overview

The Unified CallConnector Server is comprised of server applications that run as services
on a Windows computer system. Together these server applications provide call control,
data access and presence services to the Unified CallConnector clients. In addition to the
server applications, the Unified CallConnector Server maintains the user configuration
data and the contact and transactional data using a database system.

These Server applications connect to the Cisco Unified CME router for call control
information and to the Unified CallConnector clients connect to the server applications.

The configuration of the Unified CallConnector Server software requires a set of
information and prior setup of the Windows platform and the Cisco Unified
Communications Managers. The pre-requisites for the configuration are discussed in the
next section.

To setup the Unified CallConnector Server, these following aspects of configuration have
to be completed.

= Setting up the Server Application’s Communication Parameters

= Downloading and selecting the ephones that will be controlled by the UCC
Server

= Defining the organization’s groups or departments

= Creating User account with login IDs and contact information. Assigning the
users to their groups/departments.

= Associating ephones with the users

= (Optionally) Sending the user’s login information via email to the allow them
to more easily install the Unified CallConnector client.

= Verify that the configuration parameters are correct and the server
applications are functioning.

An overview of these configuration steps are described in the following paragraphs.
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Pre-Requisites for Server Configuration

The configuration of the Unified CallConnector Server software involves the following
steps:

o Collecting the information required for obtaining and configuring the Unified
CallConnector Server. This includes obtaining access to the download site or
the installation program and the information that you will require during the
installation process. See the Pre-requisites for Installation section below for
these parameters.

o Preparing a Windows computer system on which you will install the Unified
CallConnector server software. See Minimum System Requirements for the
Unified CallConnector Server in the sections below.

o Configuring the Cisco Unified CME IP Phone and RADIUS parameters. You
will also need to user name and password for a telnet account to the CME for
downloading the phone configurations.

This chapter describes the steps for installing and activating the Unified CallConnector
Server software. The next two chapters cover the configuration and setup of the UCC
Server and the required settings on the Cisco Unified CME router.

As a part of the installation of the Unified CallConnector Server, you need to have certain
network connectivity and configuration information. These are summarized in the table
below and described in the following paragraphs.

Item Description Source
UCC Server Serial Number | Obtain the serial number or use ‘trail’ for a Sys Admin
limited time evaluation period

User account and contact Obtain the user’s contact and account Sys-Admin
information information for creating the user accounts

Cisco Unified CME Configure the ephones and RADIUS Service Provider or
Configuration parameters on the router. Sys-Admin

TCP and UDP Ports Verify that the required TCP/UDP ports are Sys-Admin

available on the server.

Table 3.1 Pre-requisite information for installing the Unified CallConnector Server

Administrator's Guide 6-3



Chapter 7 Starting and Stopping

Once the Cisco CME has been setup to support the UCC Mobility Services, the
CallConnector Server Wizard can be used to configure the Single Number Reach and
Dial-In Access services.

The following capabilities need to be configured on the UCC Server to support the
Mobility Service:

=  The Mobility Service applications need to be installed and registered
(activated).

= UCC Presence Server needs to be setup to receive the RADIUS messages
and be able to look up numbers in the contact directory.

= For each router, the location, dialing access codes, CUE routing methods
have to be setup.

» Dialing translation rules for making calls and looking up numbers has to be
setup and verified.

= The Mobility Ephones have to be specified for each router.

= Single Number Reach and Dial-In Access system parameters have to be set.
= Holiday, working days and working hours need to be defined.

= Ephone pools need to be created and allocated to the mobility applications.

= User contact details need to be updated for Voice Mail box, Telephone
(Single Number Reach) password and DISA password.

= Each of these configuration steps will be covered in more detail in the
sections below.
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Registering UCC Mobility Service

To provide the SNR, Mid-Call and DISA features, the UCC Server with Mobility Services
has to be installed and the Mobility Service has to be registered. (The UCC Server
applications are available in two versions a) UCC Server and b) UCC Server with
Mobility. The UCC Server provides presence status, instant messaging etc while the
UCC Server with Mobility Services incrementally adds the Mobility Applications to the
UCC Server. The UCC Server is also required to be installed and licensed).

When the UCC Mobility Service is installed, the Server Wizard displays the
Automation/Mobility Server options and enables access to the configuration pages.

To register the Mobility Service you will need the serial number or this optional capability.
If you do not have a serial number, you can run in an evaluation mode for 30 days.

To Register UCC Mobility Software

= Start the UCC Server Wizard from Programs ->Cisco Systems->Unified
CallConnector Server-> Cisco Unified CallConnector Server Wizard

= Click on Automation/Mobility Server button to go to the Server parameters page.
= Enter the Mobility Server Serial Number or ‘trial’ and click on the Update button.

= The Registration/Activation window will display. Click on Activate to register the
software.

=  When the Mobility Server is registered the Server Parameters page will display
the serial number.

Notes:

1. The activation process uses the Internet to register the serial number and your server
machine information to the UCC License Server. This process requires access to the
Internet.

2. The Serial Number can be activated on only one physical machine.

3. Virtual Windows environments such as VMWare are not supported.
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Configure Mobility-Ephones

The UCC Mobility Service is comprised of the Single Number Reach and Dial-IN Access
applications. Each o these mobility applications use ephones to answer the incoming call
and make the outgoing calls. These ephones have to be provisioned in the CME and
then configured for the Mobility Service using the UCC Server Wizard. The ephones
provisioned in the CME for use by the mobility applications are referred in this document
as the mobility-ephones.

Notes on Mobility Ephones

1.

The mobility-ephones can be provisioned for two different types of usage — mobility-
ephones that can be used to process any user’'s mobility service requirements and
dedicated mobility-ephones which can only process one specific user’'s mobility service
requirements. The dedicated mobility-ephones typically have a shared appearance DN of
the user’s primary DN.

Mobility application use ephones from the router with the call-terminating ephone. In
multiple router configurations, the number of mobility-ephones required on each router is
dependent on the number of mobility sessions originated on behalf of users on that
router.

For incoming calls to the Dial-In Access features, the mobility-ephones are used from the
router that received the PSTN call.

Mobility-ephones are grouped into pools using the Server Wizard. Such pools can be
shared among multiple mobility applications or they can be ‘dedicated’ to a single mobility
application.

The mobility applications acquire the needed ephones form the pools and return them
back to the pool.

If there are multiple pools associated with the application, ephones are acquired first from
the dedicated pools, if none are available then from the shared pools.

The mobility applications use one ephone for the duration on the session with the
following exceptions:

a. One additional ephone is used when setting up a new call. For example if the
SNR is making two simultaneous reach out calls, then two additional ephones
are used, one for each call. Once the reach out call is processed when either the
user answers or on timeout, the call is terminated and the ephones are returned
to the pool. These ephones will typically be in use for less than a minute.

b. If Mid-Call features are enabled, then the SNR session continues for the duration
of the call. If Mid-Call features are disabled then all ephones for the SNR session
are freed up once the SNR connection is made or the call is sent to voice mail.
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Mobility Ephone Setup Overview

The following is a summary of the configuration steps for setting up the mobility-ephones
for use by the UCC Mobility Service.

Provision ephones for use by the UCC Mobility Service on each
CME/UC500.

From the Server Wizard, download all the provisioned ephones and ephone-
DNs.

Select with ‘Connect as Softphone’ option checked all these mobility-
ephones from each of the routers.

Verify that the ephones have been provisioned correctly with the required
ephone-DNs

Create ephone pools. This gives a name to the pool, specifies if it is shared
between applications or is dedicated to one application, and specifies the
mobility application(s) that will use the ephones from this pool.

Allocates the ephones to the pool. In this step, the available ephones are
moved to the pools defined in the previous step.

The objective of these configuration steps is to specify for the Single Number
Reach and Dial-In Access applications the list of ephones available for use
by these applications. The details for each of the configuration steps above
are described in detail below.

Provisioning Mobility Ephones
Mobility ephones need to be provisioned on the routers as described in the previous
chapter. You can verify the configuration of these ephones using the ‘Show Ephone’
command from the Command Line Interface (CLI). Examples of the general use ephone
and an ephone with a shared appearance DN is showed below.
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Download CME configuration

The Server Wizard uses the CLI commands over a Telnet connection to download the
ephone, ephone-DNs and the hunt group details from the CME. This is a manual step
that needs to be repeated if the CME configuration is changed. In multiple router
configurations, the ephone details and selection for the UCC needs to be repeated for
each router.

To Download CME Configuration Data

,@ Download Configuration Data From CME

Chick on Start to re-load configuration data.

CME IP-Addiess:  |192168.1.122 v|  Telnet Password: —

Telnet User Marne: |callcomm Exec Password: | [0 ptional]

v Usze Exec level fccess to download Ephone-dn

Click. on start to download data:

Status:
S
Fleaze wait ... B |
[atabase table: Ephonelin iz being updated. Pleaze wait
[atabaze table: PhonesE phonelin iz being updated. Pleaze wait
[ atabaze update has been finizhed. Please wait for telnet session to exit.
Exiting Telnet sezsion, Clck Nest to Continue, =
w
Start | Troubleshoot. . ‘
Click on Next to continue.
Haorme ‘ Help < Back Firizh ‘

= Open the Server Wizard to the CallController Server and click Next to go to
the ‘Download Configuration Data from CME’ page.

= Enter or select the CME IP Address, the Telnet account name and
passwords. ‘Use Exec Level Access to download’ should be checked.

= Click on Start. The status messages will provide feedback on the progress.
Note this step may take some time as the Wizard logs in using the Telnet
account and obtains the CME configuration information using:

= ‘Show ephone’ for ephone configuration

= ‘Show run’ for the ephone-DNs
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= ‘Show ephone-hunt’ for the hunt groups.
= The downloaded information is saved in the UCC Databases.

= Note:

= If you do not have access to the exec level password or if the download does
not complete, you can uncheck the ‘Use Exec Level Access’ option and click
on Start again. In this case the ephone-DNs are not downloaded and for
each of the selected ephones you will need to ‘Verify Connection to ephone’
and setup the button information manually.

Select Mobility Ephones

The ‘Download CME configuration data’ downloads the details on all the ephones in the
CME. The ‘CallController Server: Select Ephones” page displays this list of ephones in
the Ephone tables. This includes the ephones provisioned for use by the Mobility
Services. In this configuration step, these mobility-ephones are identified to the UCC
system.

% CallController Server: Select Ephones

Ephones: Selected Ephones:
ID | DNz A MName | DNs | IP Address | D | Tupe_[#
1 Urregistered | 2uzerd?  B125 B1Z6 19216811241 42 2.2
2 4103,4102,4104. 28uzerdd  B127.5128 192.168.1.121 43 2.2
3 41104107 4453 2Buzerdd 5129 5130 1321631124 44 22 B
4 Unregiztered 2ouzerds B131 H132 19216811241 45 2.2
5 1044111 4112 28uzerdE 51335134 192.168.1.121 45 2.2
B Unreqistered thien121 5135, 5136 192.168.1.121 a7 2.2
7 41164117 4118 3 00, 4401, 33 1.1
g 4099,74120 FBuzerdd L 4404, 4405
9 Unregistered IBuzerl02 4208, 4209, 4210, 4211, 4. 1921681122 102 222 . [wl
10 Urnregistered I i — T B v
11 436943684353 — —
12 4368 4367 .
13 40024357 CMEAP-Addr |192168.1.122
14 42084354 43539 MAC Address: |Asns BBBB.4372 W Connect as Saftphone
15 Reqiztered w
2 i : '->-' ) User Marme: |38user93 add
Password: [

r ’,

| Connect ag Softphone

Update

Ephane 1D: |93

DMs: 4400, 4401 4402 Delete
Add ‘ Add &l ‘

Click on Next to continue.

Haome ‘ Help | < Back | Hewt » | Finish ‘
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=  From the Ephones list, select each one of the mobility-ephones. You will
need to know the ephone id or the assigned DNs. (Note DNs may not be
visible as these ephones will not be registered.)

= Check the ‘Connect as Softphone’ option and click on the Add button below
the Ephones list. The ‘Selected Ephones’ table will display this ephone. The
‘Selected Ephones’ table contains both the user IP Phone ephone and the
mobility ephones.

= View and Verify the mobility-ephone configuration details in the fields below
the ‘Selected Ephones’ table.

= Repeat this process for all the Mobility-Ephones.

= |f any parameter is incorrect or if you need to enter the information manually,
enter the ephone information in the fields and click on Add or Update. Note —
this Add or Update operation will not change the CME configuration.
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Verify Mobility Ephones

The ‘Verify Connection to Ephone’ allows you to connect to the CME and register to the
selected ephone and verify that the parameters are accurate and that connection can be
established to the CME.

f@ CallController Server: Werify Connection to Ephone

Select an IP Phone and click on Start to verify connection:

Selected Ephone: Device [DAMALC: |.-’-‘«.&.&.~'—\.BEEB.4SDE User Mame: |38user28
ID_| DNs fiad | Pazsword: [
12 4368, 4367
13 5074, 5075, % Werify Registration and IP-Phone Configuratior
19 5077, 5078, % Shatus:
&
gg iggg :gg; i Found line : linelnst & ditd umber ~
57 4551‘ 4852' J Found line : linelnst & dirh umber b |
oa 4548‘ 4549‘ J Found line : linelnst 4 dirh umber
- . Found line : linelnst 3 dillumber 4647 displayh ame 4647
23 4B454B4E 4 Found line : linelnst 2 ditumber 4646 displayM ame 4645
42 5125 5128 Found line - linelnst 1 ditdumber 4645 display ame 4645
43 H127 5128
44 5129, 5130 "erify registration and |P-Phone configuration completed.
45 B131,5132 —
46 51335134 Il
47 B3R 5136 [,
,zq Aann aana sl Start Troubleskoot. ..

Click on Mext to continue.

Harme Help < Back ‘ Mest » | Finish

Click on each ephone and then click on Start

The Wizard will register to that ephone and display the ephone line
configuration details.
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Creating Ephone Pools

There are two different types of ephone pool. One is general ephone pool and the other
is dedicated ephone pool. The following table shows the comparison between the two
different ephone pool types:

General Dedicated

Shared The general ephone pool can be The dedicated ephone pool can
shared by different mobility only be used for one application at
applications atime

Applications SNR w/o Share-Call Appearance SNR w/ Share-Call Appearance
DISA Features using Mobility Phone DISA Features using Dial-in Pool

Number of Ephones for Mobility Services

The following model can be used to calculate the number of mobility ephones on the
CME. The variables include:

=  Number of Concurrent SNR Sessions (MAX-SNR): This parameter sets the
maximum number of SNR sessions enabled for the Mobility Service.

= Maximum Number of Reach-out calls (MAX-CALLS): This is the maximum number
of simultaneous calls made to the user’s numbers. This number can be set from the
Server Wizard to be from one to four.

=  Maximum Number of DISA calls (DISA-CALLS): This is the number of incoming calls
allowed to access the Dial-In Access service.

= Shared SNR Numbers (NUM-SHARED): This is the number of shared SNR sessions.
Each of these requires a dedicated ephone.

The number of ephones required can be derived from:

Ephones for General Pool = MAX-SNR + MAX-CALLS

Ephones for Shared Pool = NUM-SHARED

Ephones for DISA = DISA-CALLS

The total number of ephones required for the Mobility Service would be

(MAX-SNR + MAX-CALLS) + NUM-SHARED + DISA-CALLS
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At least one general ephone pool is required for the Single Number Reach (SNR) to
work. If you want to use the Share-Call Appearance feature, then at least one dedicated
ephone pool will be needed. The following table illustrates the required ephone pool

setup for various Single Number Reach functions:

General Phone Pool / Dedicated Phone Pool

SNR Functions Enable Disable
Share-Call Appearance Dedicated
General
and General
Mid-Call Features General General

The following window allows you to add, update, and remove ephone pools; it also let

you assign available ephones to the phone pools.
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@ Automation Ephone Pools

Ephone Pools: Asszigned Ephones: [ ]
D | M arne D IJzer Mame | Dng
<] ?

Avwailable Ephones:

ID | UserMame | Dns | IP Address
48 3BuzerdB 4630 192168.1.122
54 3Buzerdd 444F 192.168.1.122
85 3Buzerbb 4449 192168.1.122
) . 90 3Buzerdl 4391 192.168.1.122
< B 9 Buserd] 4394 1921681122
sad | Edt | | - B

Click on Hext to continue.

Haorme | Help < Back | Mest > | Finizh

Tables ‘ Description

Ephone Pools A list of ephone pools currently setup for Mobility applications.
Assigned A list of ephones that are assigned for the ephone pool selected in the
Ephones ephone pool list.

Available A list of ephones that is available to be assigned to ephone pools.
Ephones
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Buttons Description

T Assign an ephone from the available ephone list to a selected ephone
pool.
1 Remove an ephone from the assigned ephone list.
2dd Add a new ephone pool.
E dit Edit a selected ephone pool.
Delete Delete a selected ephone pool.

To Create an ephone Pool

To create an ephone pool, click on the __“* | button then an “Add
Application Pool” window will pop up for you to assign applications to the
ephone pool*.

Enter a name for the ephone pool
Select YES if it is a dedicated ephone pool**.

Assign the applications from the available application list to the ephone pool

by selecting an application and click on the _**= | putton. Click OK when
finished.

If the ephone pool is dedicated, then only one application can be assigned to
it.
** For Share-Call Appearance, the ephone pool needs to be dedicated.
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Please enter the values below and click 0K to zave.

Poal M arne: |eF'hu:une Pool #1

Dedicated: Mo -

Available Application | Selected Application |

Single Mumber Reach Single Mumber Reach
Mhal-in Access

i |

gk canced |

Buttons ‘ Description

Add a selected application from the available application list to the ephone

Add =
pool.

Femove Remove an application from the selected application list.

L

Options Description

Pool Name Assign a name to identify the ephone pool.

Dedicated Select “Yes” to make the ephone pool dedicated.

Available Application Applications that are available to be assigned for the ephone
pool.

Selected Application Applications that are added to the list will use the ephones in the
ephone pool to make calls.
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Assign ephones to ephone Pools:

Once an ephone pool is created, you can assign ephones from the “Available Ephone”
list to an ephone pool that is being selected in the ephone pool list.

=  Select an ephone from the available ephone list then click ﬂ to assign the
ephone. The ephone being assigned will be listed in the “Ephone Pools” list.

= Repeat for all the ephones you want to add this ephone pool.

= If you want to remove an ephone from the ephone pool, select an ephone

from the assigned ephone list and click ﬂ to remove.

:.fv'm iediCallConnector Server Setup Wizar W

E Automation Ephone Fools

Ephone Pools: Assigned Ephones: [ePhone Pool #1]
ID | M ame D | Lzer Mame | Dhs
ebhone ool ] 54 3Busersd 4445
L) 3Buzerhh 4443
a0 3Buzerdd 4391
£ ] 1 | [ >]

Available Ephones:

ID | Uzer Name | Dns | IP &ddrezs
48 ZBuserdd 4630 1921681122
54 3BuserS4 4446 1921681122
55 OGuseriS 4449 1921681122
90 GBuserdD 4391 1921681122
3 i | EY 91 3Buserdl 4354 192.168.1.122
add | Edt | Dele | <l o D

Click on Next to continue.

Home | Help | < Back ‘ Mest » | Finish |

Add ePhones with Shared DN to Dedicated Ephone
Pool:

After you setup one or more ephones that have shared-DNs, you would need to create a
separate ephone pool for Share-Call Appearance. When you create a new ephone pool,
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make sure that you select Yes on the “Dedicated” option and assign applications to the
ephone pool from the available application list.

To provide the SNR, Mid-Call and DISA features, the UCC Server with Mobility Services
has to be installed and the Mobility Service has to be registered.

Setup SNR and DISA System Parameters

To setup Automation Mobility Service, click on Windows Start button -> All Programs ->
Cisco Systems -> Cisco Unified CallConnector Server -> click on Cisco Unified
CallConnector Server Wizard. Once the server wizard window is loaded, you select
Automation/Mobility Server from the home menu and click on Next once. Then you'll
see the following window which allows you to configure the settings for Single Number
Reach (SNR) and Dial-in System Access (DISA) features of the Cisco Unified
CallConnector Mobility Service.

The window has all the configuration settings for the Automation Mobility Service. If you
want users to access to the Mid-Call Features then you can check Allow mid-call to
features access to enable the feature. The option Maximum number of calls to locate
user limits the number of simultaneous calls can be made to a user per incoming call.
You can decide the timeout interval (in seconds) for user to answer the reached call.
Also, you can specify the maximum number of SNR session to be established
concurrently.

In the Dial-in-Access Options, you can enable the DISA features by checking Allow Dial-
in access. If you don’'t want to allow users to access the DISA features from phones that
are not in users’ contact directory, you can check Restrict Dial-in to user contact
numbers to restrict users to access the DISA features from their work, home or mobile
phone only. If security is your concern, you can enforce every user to provide DISA
password before they can access the DISA features by checking Always authenticate
with dial-in password. Next to the options you see a list box containing DISA pilot
numbers. There are two configurations that you can use to setup DISA pilot numbers.
One is to use Dial-in pool which requires you to allocate at least one ephone pool set to
be dedicated and assign DISA application to use the ephone pool. Each ephone
assigned to the ephone pool is ready for one DISA session. Whatever DNs belong to the
ephone pool can be used as the DISA pilot number. Another configuration requires you to
setup a mobility ephone (NOT assigned to any ephone pool) and an ephone pool set to
be not dedicated and assign DISA application to it. As a result, any DNs in the mobility
ephone would become the DISA pilot number. If you want to use the 2 configuration,
then you need to click on Edit to add the DISA pilot number manually to the DN list.

For both SNR and DISA applications, you can decide whether you want users to be able
to view the caller's number when there’s an incoming call or they try to reach to other
contacts by checking Show caller number for Mobility Service Calls. You can specify
if the length of the caller number is less than certain digits then the caller number either
will be transformed to a full length custom PSTN number or the caller number will be
appended to the custom prefix number with as prefix checked.
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’B Automation Mobility Service

Single Humber Heach Options

Allove mid-call to features access v Timeout for user answer [seconds): a0 -
M aximurn number of calls to locate user: i - M aximurn number of SNR session: 75

Dial-in-Access Options

Allow Diakin access 2 DMz (+ Use Diakin Paal
Restrict Diakin to uger contact numbers v 4400 (" Enter Mumber
Always authenticate with Dialin Passwaord v ;g?i
Hide: Caller Phone Murnber v
Transmit Caller Phone Mumber Seloct an IP o update
Iv Show caller number for Mobility Service Calls caller id forwarding settings
If caller number is less than 4.5 CHE ”~

digits then send |349353 [ as prefiz v ] 192.168.1.122

1921681121
192.168.1.252

A0 4004 174 i
>
Automation User Account
Login Mame:  |automationuser Paggword; oo
Click on Mext to continue.
Home Help ‘ < Back | MHewt > Finizh

Single Number Reach Options:

Options Description

Allow mid-call access to Check to enable/Uncheck to disable the Mid-Call Features
features after a SNR session is established.

Maximum number of calls to Select a number to set the maximum number of calls can
locate users be made to locate users.

Timeout for user answer Select a timeout period (in seconds) for the SNR to hang-
(Seconds) up the calls if users cannot be located.

Maximum number of SNR Define a maximum number of SNR session can be
session established concurrently.
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Dial-in Access Options:

Options

Description

Allow Dial-in access

Check to enable/Uncheck to disable the Dial-in Access

Feature.

Restrict to user contact numbers

Check to restrict the access to Dial-in Access Feature
only from the numbers that are in the user’'s own contact
list.

Authenticate with Dial-in
password

Check to enforce Dial-in password authentication.*

Hide Caller Phone Number

This options hides the user personal telephone number by
not transmitting it as the caller id, instead the mobility
ephone number is displayed.

Use Dial-In Pool

This option indicates that the Dial-In Access should
answer incoming calls the ephones defined in the ephone
pools specified for this feature.

Insert Number

This option indicates that the Dial-In Access should pick
up ringing calls to this DN. Generally a hunt group will be
set up to point to these DNs.

* If the extension number you enter or dial from is shared by other users, you'll still be
prompt for your dial-in password even with the option “Authenticate with Dial-in

password” disabled.

Transmit Caller Phone Number:

Options

Show caller number for Mobility
Service Calls

‘ Description

Check to enable/Uncheck to disable showing caller
number to the contacts who are receiving Mobility Service
Calls.

If caller number is less than x
digits

Specify the length of caller number to be transformed to a
custom number.

Fixed number to be sent

Specify the custom number that will be used to display the
caller’'s number.

As prefix

Check to indicate the custom number is a prefix number to
be pre-pended to the caller number.

Note: The internal number length and the prefix or fixed number for transmission
as the caller-id is specified per router. In multiple router configurations, select
each router and setup the parameters.
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Holiday and Work Day/Time Schedules

The holiday and work day and work hours are used in the user specified rules for call
routing. This Wizard page Holiday Schedule lets the administrator setup this information
for the organization.

\/ Holiday Schedule

Holidays:
Date | Dezcription |
12425/2007 Chrigtmaz Date: |1 2008 2007 :ﬁ
Description: |Ehlistmas
LClear | Add ‘ Update ‘ Delete |

“Wiork Day Start Time: [pgag «| Work DapEnd Time: |{g30

Wwiarking D ays: v Monday [v Tuesday v Wednesday v Thorsday v Friday
[ Saturday [ Sunday

Click on Next to continue.

Home Help < Back Firizh

To Setup Holiday Schedule
=  Select the Holiday date from the calendar button.
= Enter the name or description of the holiday and click on Add.

= To Update a Holiday, select that holiday in the Holidays list. Make the
changes in the Date and Description fields and click on Update.

= To Delete a Holiday, select the holiday from the Holidays list and click on
Delete.

To Setup Working Hours

From the pull down list select the start and end times to set the working hours for the
organization.
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To Setup Working Days

Check the days which are working days for your organization.

Update User Contact Details
Voice Mail, Tel PIN and DISA PIN have been added to the user’s contact information.

Voicemail: This is the user’s voice mail box number. By default this is set to the
Business number.

Tel PIN: This is the password entered to authenticate the user for SNR calls.

DISA PIN: This is the user’s password for using the Dial-In Access features.
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Starting and Stopping
{ Services

This chapter describes how to start and stop the Unified CallConnector Server applications and
verify that the services are running.

This chapter describes the following in more detail:

Using UCC Services Manager —Describes how to start and stop the Unified
CallConnector Server applications using the
Services Manager application.

Using Windows Services - Describes how to start and stop the Unified
CallConnector Server applications using the
Windows Services program.

Verifying Operation - Describes how to verify that all the server
applications are running properly.
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Starting/Stopping Server Applications Server

These Unified CallConnector Server applications run as Windows services and do not
have any user interfaces. When the applications are running their status can be viewed in
the Windows Task Manager and Services application.

The Unified CallConnector Server applications can be started in two ways:

From the CTI Services Manager Application
From the Windows Services

Using the CTI Services Manager

The CTI Services manager application is a tool to start and stop the collection of the
server applications that comprise the Unified CallConnector server. The CTI Services
Manager also displays the current status of each of the CallConnector server
applications. It polls the status of the services and displays the current running state.

From the Start-Programs menu, select the Cisco Systems group and select the Cisco
Unified CallConnector Server option, then click on CallConnector Service Manager.

ﬁ Cisco Systems mj Cizco Unified CallZonneckar

u‘j Microsoft Wisual Studio 6.0 4 ﬁ Cisco Unified CallZonneckor Server P| 5[] ZallZonneckor Service Manager

df] Microsoft Web Publishing 3
IF) Mozilla Firefox »

22 Cisco Unified CallContraller Server ‘Wizard

g Launch UCCTapiSetup, exe

The CallConnector Services Manager application will run and display the status of the
Unified CallConnector server applications. The CallConnector Services Manager window
has a status field that indicates if all services are running or if some are stopped.

+8 CTIServer Service Manager

s

FEX

Server |LAB120906

El

Status: |.-'-‘-.II zervices ahd applications are stopped.

Hide Dietails << | |
Service/Apps | Statug |

IICC Syztem SIP Server Stopped

ICC Database Server Stopped

IICC Presence Server Stopped

IICC CallCantraller Server Stopped

IICC Syztem Tracker Stopped
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The window has three buttons:

Show Details/Hide Details: This button opens or closes a list of the Unified
CallConnector Server applications and their current status — started or stopped.

Start: This button starts all the server applications. This button is only available when all
the services are stopped. The services are started in their dependency order.

Stop: This button stops the services. If some services are stopped, then all services have
to be first stopped before they can be started from the CallConnector Services Manager.

The window below shows the CallConnector Services Manager with all the services
running.

5 Server

Status: |.-’-'-.II services and applications are running.

Hide Details << | | B Stop |
ServicelApps | Statusz |

IICC Svgtem SIP Server Started

ICC Databaze Server Started

IICC Presence Server Started

ICC CallCantraller Server Started

IJCC Sugtem Tracker Started

To Start the Server Applications

Start the Unified CallConnector Service Manager application from the Start-
Programs menu.

If some Server Applications are stopped, then click on Stop.

If some services do not stop, then open the Task Manager and from the Process
window select the Unified CallConnector Server and click on End Process.

When all the Server Applications are stopped, click on the Start button.

To Stop the Server Applications

Start the Unified CallConnector Service Manager application from the Start-
Programs menu.

Click on Stop button.

If some services do not stop, then open the Task Manager and from the Process
window select the Unified CallConnector Server and click on End Process.
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Using Windows Services Manager

The Windows Services interface displays all the service applications that have been
configured for that computer and describes their current status. This window also allows
you to start and stop these services. In order for a server application to be displayed in
this window, the application has to be configured to run as a service.

The Services management application one of the Administrative tools available with the
Windows operating system. To open the Services application, from the Control Panel
select Administrative Tools and click on Services.

Administrative Tools =10l x|
File Edit iew Favorites Tools Help
sPBack » = - | @hsearch  [Folders % | e O o e | [ | Address 7 Go
Mame ¢ | Size | Type | IModified
ﬁ] Camponent Services 1KE Shortcut 81152006 2:29 PM
@Computer Management 2KEB Shortcut 8/15/2006 2:36 PM
Data Sources (ODBEC) ZFKE Shortcut 1211212006 10:13 AM
Ewvent Yiewer ZKB Shortcut 8115/2006 2:36 PM
mlnternet Services Manager 3KE  Shorkcut B115/2006 2:31 PM
@ Local Security Policy 2KE Shortcut G115/2006 2:36 PM
%Micrusuft MET Framewark. 1.1 Configuration 1KE Shortcut 51142003 6:39 PM
%Micmsaft JMET Framework, 1.1 Wizards 1KE Shortcut 51142003 6:39 FM
@Perfurmance ZKB Shortcut 8115/2006 2:36 PM
@Personal Weh Manager ZKB Shortcut 8115/2006 2:30 PM
ﬁ] Server Extensions Administrator 1KE Shortcut S115/2006 2:31 PM
£ 2KEB Shortcut 8/15/2006 2:36 PM
2KEB Shortcut 8/15/2006 2:36 PM
x 2]
|Starts and stop services. |1 41 KB |@I My Compuker v

This will open the Windows Services management application. The Unified
CallConnector Server applications all start with cc... as shown in the picture below.

From this services window, you can perform some of the following functions:

Start/Stop a Service
Setup the service to start with Window Startup
Define the Recovery actions if the service fails.

The Unified CallConnector installation program will setup the CallConnector Server
Applications as manually started Windows services. It also sets the Recovery actions to
automatically restart upon failure.
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Server Application Dependencies

The Unified CallConnector Server applications should be started in the following
sequence:

System SIP Server
System Tracker
Database Server
CallController Server
Presence Server
Rules/Mobility Server

o g wh e

Services ;|g|5|
| adion vew | o |[Bm| @ DB 2] = 1w |
Tree I Mame 7 | Description | Stakus | Starkup Type | Logon As -

W %Alerter Motifies selected users and computers of administrative alerts,  Starked Automatic Localsystem
%Application Manage... Provides saftware installakion services such as Assign, Publish. .. Manual Localsyskem
%ASP.NET State Serv... Provides support For out-of-process session skates For ASP.M... Manual AASPMET
%Automatic Updates Enables the download and installation of Windows updates, IF...  Started Aukomatic LocalSyskem =
%Backgmund Intelig...  Transfers Files in the background using idle network bandwidt., . Manual LocalSyskem
g Calli Server  1ICC CalliController Server providing gakeway Function betwee,,.  Started Manual ]
%chatabaseServer IICC Database server providing gateway function between 3., Started Manual
%ccpresence&arver |IZC Presence Server manades and publishes user presence s... Manual LocalSyskem
%ccSystemSlPServer 12 System SIP Server provides SIP proxy and re-direct sery,,,  Started Manual LocalSyskem
%ccﬁystemTrack&r IIZC System Tracker polls the servers and sends connectfdisc,.,  Started Manual LocalSyskem
%Clianok Supports ClipBook Viewer, which allows pages to be seen by r, ., Manual LocalSyskem
%COI\’H Event Syskem  Provides automatic distribution of events to subscribing COM L. Starked Manual Localsyskem
%Computer Bronuser MMaintains an up-to-date list of corpukers on your network an,.. Starked Aukamakic Localsyskem
%DHCP Client Manages network configuration by registering and updating 1., Starked Aukomatic LocalSystemn
%Distributed File Swst,.. Manages logical wolumes distributed across a local or wide are...  Starked Aukomatic LocalSyskem
%Distributed Link Tra... Sends notifications of files moving between MTFS volumes in ... Starked Aukomatic LocalSyskem
%Distributed Link Tra... Stores information so that files moved between volumes can ... Manual Local3ystemn
%Distributed Transac,.. Coordinates transactions that are distributed across bwo or m...  Started Aukornatic Local3yst

FikIS S liark Dacnlvar amd Fackhac Miarsain blarss Swekars (DRSS Aarnac Sharkad Aabsrn skie 1 n.—=.|'-'.ur'-

em
-
_>I_I

To Start a Server Applications

Open the Windows Services application from Control Panel->Administrative
Tools->Services.

Select the Service that you what to start by clicking on the service name.
Click on the Start button or right-click and select Start.
When the selected service is running, the status will change to Started.

To Stop a Server Applications

Open the Windows Services application from Control Panel->Administrative
Tools->Services.

Select the Service that you what to stop by clicking on the service name.
Click on the Stop button or right-click and select Stop.
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When the selected service is not running, the status will change to Stopped. If
the service status does not change but displays Stopping, then the Stop
operation has failed. Use the Windows Task Manager to End the process.

Starting up with Windows:

The installation program sets up the server applications to be started manually. These
applications can also be automatically started when Windows starts.

Open the Windows Services application from Control Panel->Administrative
Tools->Services.

Right-click on the Service that you what to update.
From the menu select Properties.
Change the Startup Type from Manual to Automatic in the General tab.

ccCallControllerServer Properties {Local Comp d

Gieneral I Laog EInI Hecu:uver_l,ll Dependenciesl

Service name; colCallControllerSerer

Cizplay name: IccEaIIEDntrnllerS Erver

Diescription; ILIEE CalController Server providing gateveay function b

Path to executable:
|E:'\F'ru:ugram Filez\Cizco SystemshCizco Unified CallConnector ServersCCTS

Startup tupe; ENIE] j
Automatic
. Dizabled

Service statuz ST

Sitart | Stop | Fatze | Hezume |
Y'ou can specify the start parameters that apply when you start the zervice
fram here.
Stark parametens: I

| QF. I Cancel Apply
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To Modify Recovery Actions

Open the Windows Services application from Control Panel->Administrative
Tools->Services.

Right-click on the Service that you what to update.
From the menu select Properties and click on the Recovery tab.

From the pull down list select the recovery option. By default this is set to restart
the service upon failure.

ccCallControllerServer Properties {Local Comp ed

General | Log On  Recovery |Dependencies|

Select the computer's rezponze If thiz zervice fails.

Firzt failure: I Restart the Service

L L

Second falure: I Restart the Service

Subzequent failures:

Reszet fal count after: IEI days
Restart zervice after: |'| minutes

= B file
Files:

I Browze... |

Cammatd line parameters:

™| ppend fail count taend of commandlline [Aail=51 3]

Festart Computer O ptions...

| QF. I Cancel | Apply |
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Verifying Server Operation

To Stop Unified CallConnector Servers

The Unified CallConnector Server applications can be started in several ways:
From the CTI Services Manager Application
From the Windows Services

Stopping Using CallConnector Services Manager

From the Start-Programs menu, select the Cisco Systems group and select the Cisco
Unified CallConnector Server option, then click on CallConnector Service Manager.

The CallConnector Services Manager application will run and display the following
window.

Stopping from Windows Services

Open the Windows Services application from Control Panel->Administrative
Tools->Services.

Select the Service that you what to stop by clicking on the service name.
Click on the Stop button or right-click and select Stop.

When the selected service is not running, the status will change to Stopped. If
the service status does not change but displays Stopping, then the Stop
operation has failed. Use the Windows Task Manager to End the process.

CHAPTER

Data Management

8

The Unified CallConnector Server stores configuration, contact and transaction data in
databases. This section provides information the procedures for the management of this
data. This chapter provides an overview of the Unified CallConnector databases, the
server dependencies on the data and the procedures for managing the data. It includes:

UCC Databases: Provides an overview of the Unified CallConnector
databases.
Data Dependencies: Describes the data requirements for the Unified

CallConnector servers.
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Managing the Data:
Importing Contacts:

Transaction Data:

Describes the procedures for maintaining the Unified
CallConnector data including backing up and restoring.
Describes the method for importing the corporate
database entries.

Describes the steps for managing the call log and other
Unified CallConnector transactional data.
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UCC Database Overview

The Unified CallConnector Server maintains configuration, contact and transaction data
in three relational databases - UCCDatabase, Corporate and CallLog. The data is
accessed using standard SQL commands through the Windows ODBC drivers. This
allows the Unified CallConnector Server to be agnostic to the underlying database

system.
—
i bir DIRECTORY
RULES
Data | SQL Database U PERSONAL
Access System tabase
SPEED
USERS
@Loqs CALL LOGS
For the smaller configurations, the Microsoft Access database is used as the database
system.

UCC Database

The UCCDatabase maintains the configuration and personal contact information. The
main tables and the information they contain is listed below:

USERS - UserlD, Login Name, Password, User Type

GROUPS - Group/Department names

PHONES - Phone Name, Password, MAC & IP address

ACCESS CONTROL Blocked users/groups

USER-ASSOCIATION TABLES -- associates user with their resources
PERSONAL — Personal contact data

SPEED - Personal Speed Numbers

RULES -- User’s Automation Rules

The information in the Users, Groups, Phones and the Access Control tables are updated
through the Unified CallController Server Wizard. The Personal, Speed and Rules tables
are updated from the user interfaces in Outlook and Internet Explorer.
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Notes on UCC Database

User Login Name

The corporate database can contain both Unified CallConnector user and non-user
information. The user login name in the corporate directory distinguishes the record as a
Unified CallConnector user. This information is required and should not be changed when
the data is manipulated using external database tools.

Department Field

The value in the department field of the corporate database is used to group users in the
Status window. In other words the users in the Status view are grouped by the
department they belong to. The Status window also displays the number of users in the
department that are currently logged in and available.

Telephone Numbers

Telephone numbers in the corporate directory are saved in the canonical format. This
means that the number format includes the country code preceded by a plus sign, area
code in brackets and separated from the subscriber number with a space. One exception
to the canonical formatting is that the country code is not inserted for the current location.

Access Rights

Corporate directory entries can be changed only from administrative accounts. User’s
can change their contact information from the Popup->Options window. User’s can
change their availability status using the toolbar buttons.

Corporate Database:

The corporate directory is a key database in the Unified CallConnector server
environment. This is used to store shared contact information accessible to all the Unified
CallConnector users. The information in the corporate database is used by a number of
applications including:

= QuickSearch queries the corporate directory database are returns the
resulting results.

= The Corporate window in the Contacts window displays the information from
the corporate database.

= The Presence Server generates the Status hierarchical display from the
corporate directory data.

= The Presence Server saves the availability status of users in this database.
The user’s current presence status is displayed in the directory search
results.

= Call Logs are generated and written to the call log database only for the
Unified CallConnector users. The caller or called number must match one of
the user’s contact numbers and the user must be a Unified CallConnector
user.

» Instant Messages can be sent to Unified CallConnector users. The
destination address is obtained from the corporate directory.

8-4 Cisco Unified CallConnector Server



Server Diagnostic Tool

Notes

The corporate database stores two types of information:

Shared contact data for the organization.
Unified CallConnector user contact data.

The Unified CallConnector user information is added to the corporate directory when the
users are created using the Server Wizard. Users can change their contact details from
the Popup->Options window or from the Contacts->Corporate directory view,

Information about other contacts can be added to the Corporate directory from the
Contacts window or imported into the corporate directory.

on Corporate Directory

User Login Name

The corporate database can contain both Unified CallConnector user and non-user
information. The user login name in the corporate directory distinguishes the record as a
Unified CallConnector user. This information is required and should not be changed when
the data is manipulated using external database tools.

Department Field

The value in the department field of the corporate database is used to group users in the
Status window. In other words the users in the Status view are grouped by the
department they belong to. The Status window also displays the number of users in the
department that are currently logged in and available.

Telephone Numbers

Telephone numbers in the corporate directory are saved in the canonical format. This
means that the number format includes the country code preceded by a plus sign, area
code in brackets and separated from the subscriber number with a space. One exception
to the canonical formatting is that the country code is not inserted for the current location.

Access Rights

Corporate directory entries can be changed only from administrative accounts. User’s
can change their contact information from the Popup->Options window. User’s can
change their availability status using the toolbar buttons.

Call/Transaction Database:

The CallLog database stores the call transaction logs and the instant message
transactions. The transaction data is stored only for the Unified CallConnector users.
Several conditions have to be met for a call log to be written to the call log database:

= The Radius service on the router needs to be properly configured to send
accounting packets to the Unified CallConnector server.

= The Presence Server has to be running and receiving the accounting records
from the router.

= Call Logs are written for the Unified CallConnector users. The users have to
be configured using the Server Wizard and their records should be present in
the corporate directory.
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= One of the user’s telephone numbers must match the IP Phone extension
number.

Notes on Call Log Directory

User ID

Each call log record is associated with a user based on the user-id parameter. This
means the call log is only visible to individual users. If multiple users have the same
phone number, then a separate records is written for each user. Users can manage their
log entries from the log window.

Name Lookup

The caller and called telephone numbers are matched in the corporate directory to lookup
the names. If there is a match then the name is written in the call log database.

Data Dependencies

This section highlights the dependencies between some of the key features of the Unified
CallConnector and the data in the database system.

User Authentication

All users need to log in to the Unified CallConnector to access the system features. This
authentication is carries out during the SIP registration process. The following data from
the Users table in the UCCDatabase is used verify the user account.

= LoginName: This is the login name assigned by the administrator when the
user account is created.

= Password: Password used to authenticate the account.

User Type

Each user account needs to be assigned a user type. Three user types are supported —
User, Manager and Administrator. The default account type is User. Generally, the user
type determines the read/write (or add, modify and delete) rights.

= The user types are defined in the UserType table in the UCCDatabase.

= The foreign key FK_UserTypelD in the user table associates the user
account with the type information.

Phone Association and Authentication

Each user account in the Unified CallConnector can be associated with one or more IP
Phones. The users are able to view call information from these phone and are able to
control these calls.

= The Phones table in the UCCDatabase stores the details of the IP Phones
configured in the Unified CallConnector system.

= The UserPhones table maintains the list of the phones associated with the
user.
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Access Rights

A set of tables contain the list of users and groups that are allowed to access the status
informations.

Presence Groups and Users

The Unified CallConnector Status window organizes the user in Groups. This Group is
the department that the user belongs to in the organization. Each user can belong to one
group.

= The Group names are defined by the Server Wizard and stored in the
Groups table in the UCCDatabase.

» The associated between the user and their group is maintained by the
UserGroups table.

= Users need to be associated with the groups defined in the Groups table for
the access control rights to be applied.

Telephone Status in Presence

The telephone status information is displayed in the Status window. Thus information is
only displayed for contacts in the corporate directory whose telephone number matches
the extension number of the IP Phone receiving or making the calls.

= Match for the caller and called ID numbers is checked against the
BusinessPhone, HomePhone or Mobile numbers in the corporate directory.

= |f the number matches then the call state of that number is published to the
Status window.

Call Logs for Each User

The call log data is saved in the CallLog database only for UCC users.

For a call log to be saved in the database the caller or called IP Phone extension
number must be in the corporate directory.

The corporate directory record must be a Unified CallConnector user.

Note: The corporate directory stores both UCC-user and non-user contact information. If

you are importing contact information to the corporate directory, the user account
information should be maintained.
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Maintaining the Data

This section describes how to backup, restore, repair, import, and export the Unified
CallConnector databases.

Backing Up Databases

Backing up the directory data allows you to keep a copy of the database for future data
recovery. Itis recommended to backup your database on a regular basis in order to keep
your backup data current.

To Backup the Databases

= Stop the Unified CallConnector Database Server. The server can be stopped
from Administrative Tools->Services window.

= Run the Unified CallConnector Server Wizard and go to the Database
section.

= Click on the Backup button. The files will be copied to the Databackup folder.

= You can also copy the database files to the backup folder. The Access
database files have the .mdb extension.

= Restart the Unified CallConnector Database Server.

Restoring Databases

If a directory database gets corrupted, you may restore the database from backup. Any
new information in the database will be lost when the data is restored.

To Restore the Databases

= Stop the Unified CallConnector Database Server. The server can be stopped
from Administrative Tools->Services window.

* Run the Unified CallConnector Server Wizard and go to the Database
section.

= Click on the Restore button. The files will be copied to the Data folder.

= Copy the specific database file that you wish to restore from the backup
folder to the Unified CallConnector Server->Data folder. This will override the
existing data file.

= Restart the Unified CallConnector Database Server.

Note: The transaction information such as call logs is stored in the CallLog database, the
shared contact information is saved in the Corporate database and the configuration and
personal data is stored in the UCC Database

Compacting the Databases

When records are deleted in the database, they are marked as not available. The deleted
record remains in the database. The ;Compact’ operation removes these deleted records.
For databases with frequently changing data, such as the Calllog database, the
compacting operation can be used to remove these un-used records.
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To Compact the Databases

Stop the Unified CallConnector Database Server. The server can be stopped
from Administrative Tools->Services window.

Run the Unified CallConnector Server Wizard and go to the Database
section.

Click on the Compact button. The files will be compacted.
Restart the Unified CallConnector Database Server.

To Compact the Databases from ODBC

Stop the Unified CallConnector Database Server. The server can be stopped
from Administrative Tools->Services window.

Open the Data Sources (ODBC management) window from Administrative
Tools-> Data Sources.

Click on the System DSN tab. The Unified CallConnector databases will be
displayed. Select the database that you want to compact and click on
Configure button.

The Configure button will open the ODBC Microsoft Access Setup widow.
Verify that the correct database has been selected and click on Compact.

Restart the Unified CallConnector Database Server.

£10DBC Data Source Administrator d A

UgerDSH  System DSH | File DSNI Driversl Trau:ingl Connection F'u:u:ulingl Ahot I

System Data Sources:

M ame | Diriver I Add...
ECDCMuzic Microzoft Access Driver [*.mdb)

T5Calllogl atabase Microzoft Access Driver [*.mdb) Remaowve
T5CorporateD atabasze  Microsoft Accessz Driver [*.mdb]

TSPerzonall atabaze  Microsoft Access Diiver [*.mdb)

An ODBC Spstem data source stores information about how to connect to
the indicated data provider. & System data source is wizible ta all uzers
an thiz maching, including MT zervices.

k. Cancel Amply Help
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0ODBLC Microsoft Access Setup

Drata Source Mame: | [|REIE s NE S ol

|:|:
x

D escription: T5CallogD atabasze
Cancel |
— Databaze
Databaze: T\ \DatatCallog.mdb Help |
Select... | Create. .. | Repair... Compact... |
Advanced... |

— Suztemn D atabaze

= Mone
™ Databaze:

System Matabaze.

O ptions: >

Repairing the Databases

The repair operation rebuilds the indexes that allow a database to quickly search and
retrieve data.

To Repair a Database

= Stop the Unified CallConnector Database Server. The server can be stopped
from Administrative Tools->Services window.

= Open the Data Sources (ODBC management) window from Administrative
Tools-> Data Sources.

= Click on the System DSN tab. The Unified CallConnector databases will be
displayed. Select the database that you want to repair and click on Configure
button.

=  The Configure button will open the ODBC Microsoft Access Setup widow.
Verify that the correct database has been selected and click on Repair.

Restart the Unified CallConnector Database Server.
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Importing and Exporting Contacts

The Microsoft Access database tools for importing and exporting can be used to populate
the corporate directory data. The Corporate Directory database can also be exported.

Microsoft Access -0 x|

Help Type a question For help =

© Fle Edit Miew Insert  Tools  Window

NDEEHR SRV & BRR (9B H- e F f4E-

il Corporate : Database {Access 2000 file formak)

Fopen B Desion " Tnew | X | 2o T

Ohjects __ Create bable in Design view

Tables bl Create table by using wizard

Queries Ereate table by entering data
Farms
Reports
Pages

Macros

Modules

U E W du

Groups

%] Favorites

Ready I o

To Import Data to the Directory

= Stop the Unified CallConnector Database Server. The server can be stopped
from Administrative Tools->Services window.

= Open the Corporate database from Microsoft Access.

= From the File menu, select Get External Data->Import. The import window
will be displayed.

= Select the file and the file type and run through the import wizard.

Administrator’'s Guide 8-11



Chapter 9 Server Diagnostic Tool

To Export Data from the Directory

= Stop the Unified CallConnector Database Server. The server can be stopped
from Administrative Tools->Services window.

= Open the Corporate database from Microsoft Access. Double-clock on
Directory to open the table.

= From the File menu, select Export->Import. The export window will be
displayed.
= Select the file and the file type and run through the export wizard.

Maintaining CallLog Data

The CallLog database stores records for the phone calls made through the Cisco Unified
CME. These records can accumulate and build up to a large number, increasing the size
of the database and impacting the performance when viewing the logs.

The Unified CallConnector Server Wizard provides an option to automatically remove the
call log records that are older than the selected date.

To Automatically Purge Call Log Records

=  Start the Server Wizard. Click on Database Server or click on Next to move
to the Database Server window.

» Select the option ‘Remove Call Logs older than (in days)’ and from the pull-
down list select the number of days of call log data you want to keep in the
system.

= Click on Finish to apply the changes.
= Select the file and the file type and run through the export wizard.
= Stop and start the Unified CallConnector Database Server
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The Unified CallConnector Server Diagnostic Tool allows you to view the status of the
server applications, configuration information and run diagnostic tests.

This chapter describes the information available from the Diagnostic Tool and provides
instructions for running the tests. It includes:

Tool Overview:
Main Window:
Running Diagnostic Tool:

Server Test Suites:

Client Test Suites:

Results Discussion:

Describes the different attributes and functionality
available from the Toolbars.

Describes the Diagnostic Tools user interface and the
different window sections.

Describes how to setup an account(s) for use when
running the tests

Provides an overview of the Server test cases and
description of the information returned when the test is
run.

Provides an overview of the client test cases and
description of the information returned when the test is
run.

Describes the implication of the test result success or
failure.
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Server Diagnostic Tool Overview

The UCC Server Diagnostic tool can be used to isolate problems with the Unified
CallConnector Server applications. The Diagnostic Tool can display configuration
information, connection status and statistics for the servers. The Tool also contains a
suite of diagnostic tests that can be run to determine possible causes for problems
experienced when running the UCC clients in the server mode.

The Diagnostic Tool can be run on the Unified CallConnector Server or on the client
desktop. Note it the Tool runs only on Windows 2003 or Windows XP systems.

Diagnostic Tool Capabilities
The Unified CallConnector Diagnostic Tool can be used to:

» Run client and server diagnostic test suites:

= Display User, Group, Phone configuration information
= Display Server Status and Statistics

= Display Phone Status and Statistics

= Display Radius Inputs, Call Logs, and Active calls

= Display Registered and Subscribed Users
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Diagnostic Tool Main Window

The regions of the Diagnostic Tool window are described below starting from top left and
going to bottom right:

£% UCC Server Diagnostics E@E|

File Edit “iew Actions Help
connl? ~| & = REE 0@ #2220 F@& € TOOLBAR
Servers @
B Test Suites X | -~
¥ @ etify dccess bo CallZontroller Server WiewClass=DirQueryResult
¥ @ Display User's Phone Statistics DisplayMarne FK_serTy...  LoginMame CrglD PKID SerialMumbe
B ¥ = @5 Query Statistics of All Phones Richard Tran 3 rtran 1001 18 TRIAL
. YiewZlass=DirQueryResult
+ % Query gtatus 0: ﬁi:hs Phane Maintumber PKID PhoneMaC,..  PhoneMame PhonePass...  PhonesSysID
* Query Status o ones 5081 7 0013,C352...  2Buser?s callcomm 5
- = &3 User's Phone Lines Mot Available ViewClass=LineQueryR esult
SR " abis to Make or View Calls AddressID Callstate LineID Harme PhanelD
a " Cornect to Database Server 1] 1 1 S081 28user2s
" Query User Accourt Info WiemClass=LineQueryR esult )
" Query User Phone Lisk deressID (IZaIIState IélneID l‘sxlgnge ;QEZ::gslNFORMATION
" Comnect to CallControler - ;
v Fhaone Lines ViewClass=LineQueryResult . WINDOW
Query AddressID Callstate LineID Marme PhanelD
B & attemp to Make a New Call 0 1 3 5083 FHUsEr TS
YiewClass=LineQueryResult
TEST SUITES AddressID CallState LinelD Marme: PhoneID
ul 1 4 5054 28users
WiewClass=DirQueryResult
B DisplayMame Fk_UserTy..,. Loginfame OrglD PKID SerialMumbe
Richard Tran 3 rkran 1001 18 TRIAL
YiewClass=DirQuervResult
Maintumber PKID PhonerMac,..  PhoneMame FPhonePass...  PhoneSwsID
5051 7 0013.C352.., 28user2s callcomm 25
YiewClass=LineGQueryResult w
€ FOLDER < ?
&7 2)21)2007 12:43:39 &M ** Attemp ko Make a Mew Call ** Test case succeeded s
7 2)21)2007 12:43:39 &M ** Query Phone Lines ** Test case succeaded
&7 2)21)2007 12:43:39 &M ** Connect to CallCantroller #* Test case succeeded RESULTS
7 2)21)2007 12:43:39 &M ** Query User Phone List ** Test case succeeded WINDOW
&7 2)21)2007 12:43:38 &M ** Query User Account Info ** Test case succeeded
& 2/21}2007 12:43:38 AM ** Connect to Dakabase Server ** Test case succeeded
. o 2[21}2007 12:41:7 AM ** Atkemp ko Make a Mew Call #* Test case sucreeded
Clients o 2/21}2007 12:41:7 AM ** Query Phone Lines ** Test case succeeded b
|Ready
Menu Bar: The menu provides access to the functions of the diagnostic tool:
Toolbar: Provides buttons for selecting or setting up the test account and
running the tests. These functions include starting and stopping
a test suite, saving, printing or clearing the test results and
information.
Folders: The diagnostic tests are organized under server and client
folders. Each server application is associated with its own set of
test suites.
Test Suites: A test suite is a collection of unit tests that request information or

attempt to isolate a problem.

Information Window: The Information Window displays the messages received in
response to the queries sent by the tool as the tests are
executed.

Results Window: The Results Window displays each test that has been run with an
indication of the test result — success or failure.
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Menu Bar

File Menu:

Manage Connection - opens the Connections window to setup a user
account to run the tests on

Save — allows you to save the contents of the Information and Results
windows to a selected a file

Print — prints the contents of the Information and Results Window

View Menu:
Toolbar — displays the toolbar below the menu bar when selected.

Status Bar — displays the status bar at the bottom of the window when
selected.

Dialog Test — not currently implemented
Toggle Test Suite Tree — not currently implemented

Actions Menu:
Reload All Test Suites — not currently implemented
Launch Test Suite Builder — not currently implemented

Help Menu:
Help — opens the Diagnostic Tools About dialog window
Toolbar
Open E Di ti i
Add New Account/User Help Run a Test o o Test Properties

Information
File \ \ \

u:u:unnl?T '\A’ = ?/:"‘lj’j GOl 7= @@

T

Current Account Save Results Stop a Test Test Parameters

Expand & Collapse
Tests

Run All & Stop All
Tests
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Toolbar Button

Description

Current Test Account

Each test is a Unified CallConnector user account under which it
is run. The current account displays the active user account that
is be used or will be used by the selected tests. More than one
test account can be setup

Add New Accounts

The New Account button allows you to specify a new user
account. It opens the New UCC Account window for entering the
SIP server address and user login information. You need to
specify the account name

Save Results

Opens the ‘File Save As’ to allow you to specify the file name and
location for saving the Information and Results window
information.

Save Results

Opens the ‘File Save As’ to allow you to specify the file name and
location for saving the Information and Results window
information.

Open Help

Displays the Diagnostics Tool help window.

Expand Tests

The Test Suite is displayed as a hierarchical tree. This button
expands the all the Test Suites to display the Unit Tests
associated with each suite.

Collapse Tests

Collapses the hierarchy to display only the test suites.

Run a Test

Runs the currently selected test suite or test,

Stop a Test

Stops the currently selected test suite or test,

Erase Diagnostic
Information

Clears the data displayed in the Information and Results windows

Display Test Parameters

Open Test Suite Hierarchy to display the parameter field being
used for each of the tests

Display Test Properties

Opens the Properties window for the selected item in the test
Suite list

Run All Tests

Run all the tests in the selected test suite

Stop All Tests

Stop running all tests
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Folders

Folders provide access to the test suites. The diagnostic tests are organized in test suites
which are associated with items in the folders.

Servers

There are two folders — Server and Client.

The server folder has an entry for each of the Unified CallController server applications.
Example of these are the CallController or Presence Server. When you select an entry in
the folder, the test suites associated with that entry are displayed in the Test Suites
window. There may one or more test suites associated with each entry.

The Client Folder has one entry for all the client test suites.

To View Available Test Suites
= Select the Folder by clicking on Servers or Clients.
= Select the Folder Entry by clicking on the item.

= The list of available test suites for the entry will be displayed in the Test
Suites window.

LU CRLIURS & SLIURS S LU L1

Clients

Test Suites

A Test Suite is the problem that you want to diagnose or the type of information that you
want to view from the server.

Test Suites
@ Werify Access ko CallController Server
@ Display User's Phone Skatistics
@ Query Statistics of All Phones
@ Query Status of User's Phone
@ Query Skatus of All Phones
@ User's Phane Lines Mok Available
& [IE
& Connect to Database Server
(v Query User Account Info
" Query User Phone List
& Connect to CallController
+ & Query Phone Lines
& Attemp to Make a Mew Call

e O e O o g o B

le to Make or Wiew Calls
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Each test suite can be comprised of a number of individual tests. Test Suite attempts to
isolate the problem by validating each of the requirements for that function.

In the example above, to determine why the use is unable to make calls, the following
steps have to be validated.

Login to the UCC system using the account of the user that is
experiencing the problem.

Connect to the Database Server. If this fails then the user account
cannot be accessed as there is a problem connecting to the Database
Server.

Obtain the user’ account information. This is to verify that the user has
an account on the server

Obtain the user’s phone information. If no phones are configured then
this will fail.

Verify that the phone is connected to the Unified CallConnector and is
available.

And finally an attempt is made to place the call.

Diagnostic Information Window

WigwClass=DirQueryResult
DisplayMame

Richard Tran
WigwClass=DirQueryResult
Maintumber

o051
YWigwClass=LineQueryResulk
AddressID

0
WiewiZlass=LineQueryResult
AddressID

0

The Information

| | | A
FK_UserTy...  Loginhlame CrglD FKID Serialtumbe
3 rkran 1001 15 TRIAL
FKID FPhoneMaC...  Phonelame FhonePass...  PhoneswsID
7 0013.C352.,.  Z3userzS callcamm 25
ZallState LineID Mame PhonelD
1 1 5081 28user2s
ZallState LineID Mame PhonelD
1 2 S0 28user2s

window displays the results from the individual test that is run. A test

may return a single line of result or many responses.

Each of the responses is displayed in three lines.

entry.

ViewClass: The first line is the message type. This is the beginning of a response

Parameter - Line After ViewClass: List of the parameters or the fields that are

send in the message. Each ViewClass messages has its own list of fields.

Value —

Value of parameters listed in the previous line. The value for each of the

fields or parameters returned in the response message is listed below its
Parameter or Field name.

For Example in the display above:
ViewClass=DirQueryResult. This message returns information from the database.

The fields returned include the Display Name, User Type Login Name etc.
The value of these fields is in the next line, respectively Richard Tran, 3, rtran etc.
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Test Results

The Results window indicated is the particular test was a success or failure. For each test
run there will be a corresponding result status .

& 2/21]2007 12:43:39 AM ** Attemp to Make a Mew Call ¥* Test case succeeded
o 212112007 12:43:39 AM ** Query Phone Lines ** Test case succeeded

o 212112007 12:43:39 AM ** Connect to CallContraller ** Test case succeeded
e 20212007 12:43:39 AM ** Query User Phone List ** Test case succeeded

& 2/21/2007 12:43:38 AM ** Query User Account Info ** Test case succeeded
& 2/21]2007 12:43:38 AM ** Connect to Database Server ** Test case succeeded
& 212112007 12:41:7 AM ¥ Attemp ko Make a Mew Call ¥ Test case succeeded
o 212112007 12:41:7 AM ** Query Phone Lines ** Test case succeeded

Test Parameters

Test Suites 4 |
+ @ Servers are disconnected YiewClass=DirQueryResult
+ @ DDnlt See Pthe Lines [t P TP | = W S, 1_mumie Fato {uY Ll Tr [P PN | Y FPPPY CNe
= & Can't Control IF Phone r S‘
&’ Connect to Database Server
e &’ Query User Account Info Settings Erportable Params (Read Only)
+- = o Query User Phone List v &uto Fill Required Params Update |
& Connect to CallCantroller IV Export Results to Other TestCases PEID
+ o Query Fhone Lines )
+ & Subscribe Callnfo Event Required Params
+- = o Attemp to Make a New Call PASSWORD |rtran
= ¥ Check If Line Is Dial Tone
=8 CALL_INFO_SUBSCRIPTION='32 LISERMAME Itran

=% L INESTATUS
= ¥ Check If Line Is Ringing Back
=% CALL_INFO_SUBSCRIPTION="3Z
= | INESTATUS
+ & Atkemp ko Hang Up a Call
+ 2 Check IF Line Is Idle
+ 2 Unsubscribe Calllnfo Event
@ iZannot Sign In
@ Don't See Speed Dials
@ Don't See Personal Conkacts
& Don't Ses Call Logs
& Connect to Database Server
= (Y Qucry User Account Info
= PASSWORD="tran’
= |JSERMAME="rtran’
- o Query Call Logs of User
=% PK_USERSID="1§'
+ @ Don't See Presence Info

T]-[F]-[F-[F

Set Required Params' Values Cancel

[ 2212007 16i3e: 7 P T (jlery User Phione LISt T 185t Case sUcceeded

The parameters required in each of the tests is displayed in the parameter list. The
parameters can be displayed by highlighting the test and clicking on the toolbar button —
Display Test Parameters or by double clicking on a test entry. Each test can inherit the
results from the prior test(s) in the test suite. You can right-click to open the properties
window and change the inheritance rules or enter a specific For example in the Make a
Call test, the telephone number to be dialed can be entered as a parameter.
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Runnlng the Diagnostic Tool

Copy the ccUCCDiagnostic.exe and UCCDiagnostic.xml file to the tools
folder of the UCC client.

»= Diagnostic Tool can also be run from a shared drive or on the CallConnector
server.

= The computer where it is run needs to have the UCC client or server
installed. Ports setup for the Tool must not be blocked. The Diagnostic tool is
not compatible with Windows 2000.

= Double Click on ccUCCDiagnostic.exe. The UCC Server Diagnostic Tool will
run.

= Setup or select the account you want to use for the tests.

= Click on the Server or Client Folder button and select the folder by clicking on
the icon.

= Click on the Test Suite that you want to run.
= To execute the test, click on the Run button.
* You can also right-click and select Run Test Suite

= The tests will run and display the information in the Information Window and
success/failure in the Results Window.

Creating a New Account

Connections E|
IO |l:|:|nn1? e.g.. connl [unigue]
User Marmne |rtran
Password |ftf-3ﬂ
IP &ddress |152_153_1_31 eq: 1921681 .2

Pt 15961 e.q.: 15960 [unique]

Create Cancel |

= Click on the Create New Account button on the top left hand corner on the
toolbar (next to Accounts dropdown menu).

» |t will bring up a window where you can create a new Account. Enter the
following information in the New Accounts window:

o The ID you would like to give to this account (to distinguish between
other accounts)

o The username and password of an account on the Unified CallConnector
Server you are currently troubleshooting.

o The IP address of the Unified CallConnector Server you are currently
connecting to.
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o The port where you will use to access the UCC Server.

When you are finished, click on Create to create this account. You can create
new accounts. However, you cannot edit any existing accounts.

Selecting a Client Test Suite

On the left hand side of the Diagnostic Tool window, from the Folder menu
click on the Client Test Suites button. By default, the Server button is open
when you first open the Diagnostic Tool. The Client Test Group button is at
the bottom of the folder menu.

Click on the All Clients button. A list of the client test suites will be displayed
in the Test Suites window to the right.

Click on the plus sign of any test suite to expand and show a list of different
tests under the test suite.

Selecting a Server Test Suite

On the left hand side of the Diagnostic Tool window, from the Folder menu
click on the Server button. By default, the Server button is open when you
first open the Diagnostic Tool. The Server button is at the top of the folder
menu.

A list of folders representing a group of tests for each Unified CallConnector
Server components is displayed. This allows the you to test each component
individually. Note however that some components are dependent on other
components in order to work.

The Server folders listed are CallController Server, Database Server,
Presence Server, System SIP Server, and System Tracker. Click one of
these icons to select that group of tests.

A list of the test suites for that server component will be displayed in the Test
Suites window to the right.

Click on the plus sign of any test suite to expand and show a list of different
tests under the test suite.

Starting and Stopping a Test

After you have selected a test suite to run, expand the test suite by clicking
on the plus button next to it.

It will display a list of tests that must pass in order for this functionality to
work.

Because each test suite is associated with its own individual account, please
be sure to select the correct account that you would like to use from the
Account Dropdown menu. You may select an account from the drop down
menu, or create a new one by clicking on the marker button next to it. If you
do not select the correct account, you may be running these tests on a UCC
Server account you were not intending to troubleshoot.

Some tests (one level under test suites) will require parameters to be filled in.
If there is a tiny box icon next to a test, this means that it will automatically fill
this parameter and you needn’t worry about it. But if it does not have a box
icon next to it, you may need to fill in this parameter.

Right click on the test suite and click on the Run Test Suite option to start the
test suite.
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* You may also start a test suite by selecting a test suite and then clicking the
green play button from the menu at the top of the screen.

= After the test is finished it will stop automatically.

= |If you would like to stop the test at any time while it is running, you may right
click on the test suite and select the Stop Test suite option. You may also
click on the Stop Button from the menu at the top of the screen. This will also
stop the current selected test from running.

Start and Stop All Tests

= You may run through all the tests by clicking on the Run All Test Suites
button located on the toolbar menu at the top of the screen.

= You may stop these tests from running by clicking on the Stop All Tests
button.

Interpreting the Test Results

= After running a Test suite, the tool will display a green check mark to all tests
that have passed and a red X mark to all tests that have failed.

»= Inthe Results window, it will also display the results (pass or fail) of each test
case.

= |f the result of a particular test has failed, you can find the list of possible
causes of this failure in the Test Results Appendix in this Help File.

To Clear the Information and Results Window

= To clear the Tests Results (success and error messages) and Information
Data (data messages received from Servers), click on the Erase button
located on the top toolbar menu.

= Clicking this will erase all data and result messages.

Saving Test Results a File

= Click on the floppy disk icon located on the top toolbar menu.

= This will bring up a prompt to save the Information Data. If you do not want to
save the Information data, click cancel to continue to saving the Test Results.

= After you are finished saving the Information Data, you will be prompted to
save the Test Results. If you do not want to save the Test Results, then
please click cancel.

Clearing Test Status

= After running through test suites, you may notice that the status check marks
are not removed from the test suites and tests.

» |t will remain there for your own convenience and will not be erased until you
exit the Diagnostic Tool application or hit the Stop Test button or Stop all
Tests button.

= To clear the status check marks from a particular test suite, select the test
suite and click on the Stop Test button on the toolbar menu located at the top
of the screen.
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To clear all the status check marks from all tests suites in the Test suite
Menu, simply click on the Stop All Tests button on the toolbar menu located
at the top of the screen.

To View the Test Parameters

To view parameters used in a test, expand the test suite and right click on a
test. Then select the properties option.

It will show the parameters being used by this particular test.
Parameter Settings:

o If the Auto-fill check box is checked, it will automatically fill these
parameters upon running it. If Auto-fill it is unchecked, then you may
check it to have it automatically fill in parameters or you may fill in these
parameters manually.

o You may have the test suite stop execution upon test failure by checking
the Stop Execution upon Any Test Failure box. If it is not checked it will
continue execution if any test fails.

o Itis recommended that you have the Auto-Export setting checked. This

will automatically export all test results to the rest of the tests so that the
Auto-fill feature will work.

To Dlsplaylng the Tests in a Test Suite

When you first open a Client or Server Test Group, it will show you a
collapsed list of Test suites.

To expand a specific Test suite, click on the Expand button located to the left
of the Test suite.

You may also expand a specific test suite by clicking on the plus button next
to the left of the test suite.

You can expand all sub directories of the test suites (showing tests and their
parameters) by clicking on the Expand All button located on the toolbar menu
at the top of the screen.

To Hide the Tests in a Test suite

When you first open a Client or Server Test Group, it displays a collapsed list
of test suites.

If you happen to have any of these test suites expanded you can collapse
one test suite by selecting it. Then select the Collapse button located to the
left of the test suite to hide all the tests under the test.

You may also collapse a test suite by clicking on the test suite and clicking
on the Collapse button on the toolbar menu at the top of the screen.

You can hide all sub directories of the test suites (hiding tests and their
parameters) by clicking on the Collapse All button located on the toolbar
menu at the top of the screen.
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Test Results Discussion

This section describes possible problems related to the failed tests. This should be
helpful in troubleshooting UCC problems.

Server Tests

CallController Server

= Verify Access to CallController Server: Checks to see if a connection can be
established with the CallController Server.
o Success: The CallController Server is online, running, and connection
can be established with it.
o Failure: The CallController Server is offline, not running, or connection
cannot be established with it (possible firewall issues).

= Display User's Phone Statistics: Returns statistics of the user’s phone.

o Success: Statistics of User’s phone which includes: Number of times
disconnected, number of errors, number of incoming calls, number of
outgoing calls, ID of the phone, humber of times phone reconnected from
failure, number of times the phone was reset, the status of the phone,
and the total number of calls (incoming/outgoing).

o Failure: Cannot Contact CallController Server or there is no phone
associated with this user.

= Query Statistics of All Phones: Returns statistics of all phones associated with
this UCC Server.

o Success: Statistics of all phones associated with this UCC Server, which
includes: Number of times disconnected, number of errors, number of
incoming calls, number of outgoing calls, ID of the phone, number of
times phone reconnected from failure, number of times the phone was
reset, the status of the phone, and the total number of calls
(incoming/outgoing). (It will show list of statistics for all phones,
differentiated by Phone ID)

o Failure: Cannot Contact CallController Server or there are no phones
associated with this UCC Server.

= Query Status of User’s Phone: Checks the status of the user’s phone: The main
phone number, the phone ID, and the phone’s status.
o Success: It returns the status of the user’s phone
(Idle/Busy/Disconnected).
o Failure: The CallController Server is offline or the user is not associated
with a phone.

= Query Status of All Phones: Checks the status of the all phones connected to this
UCC Server: The main phone number, the phone ID, and the phone’s status.
o Success: It returns the status of the user’s phone
(Idle/Busy/Disconnected).
o Failure: The CallController Server is offline or the user is not associated
with a phone.

* Phone Lines Not Available: Checks to see if the user can obtain phone lines.
o Success: It returns a list of the user’s phone lines (phone DN’s).
o Failure: The CallController Server is offline, the user is not associated
with a phone, or the user’s phone is disconnected.
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Unable to Make or View Calls: Checks to see if the user can obtain phone lines.
o Success: It makes an outgoing phone call.
o Failure: The Client is unable to contact the CallController Server, the
user is not associated with a phone, or the user’s phone is disconnected.

Database Server

Verify Access to Database Server: Checks to see if a connection can be
established with the Database Server.
o Success: The Database Server is online, running, and connection can be
established with it.
o Failure: The Database Server is offline, not running, or connection
cannot be established with it (possible firewall issues).

Unable to Login: Checks the Database for your account username and
password.
o Success: The Database is running and is able to verify correct username
and password.
o Failure: The Database Server is not running, or the account information
used is incorrect.

Speed Dial Numbers are Not Displayed: Requests a list of Speed dial entries for
this user from the Database Server.
o Success: The Database Server was able to return all speed dial results.
o Failure: The Database Server is either not running or speed dials may
have not been created yet.

Display All User Accounts: Checks the Database for all user accounts.
o Success: The Database is running and returns all user account
information.
o Failure: The Database Server is not running, or there are currently no
user accounts on this UCC Server.

Display All Phones: Displays a list of all phones associated with this UCC Server.
o Success: The Database is running and returns all phones connected to
this UCC Server.
o Failure: The Database Server is not running, or there are currently no
phones controlled by this Server.

Personal Contacts are Not Displayed: Requests a list of all Personal Directory
Contacts from the Database Server.

o Success: The Database Server was able to return all Personal Directory
Contacts.

o Failure: The Database Server returned nothing. The Database Server
may be offline or something could be blocking the query from being
received by the Database Server. It's possible that the user may not
have any Personal Directory Contacts.

Call Logs are Not Displayed: Requests a list of all Call Logs from the Database
Server.
o Success: The Database Server was able to return all Call Log results.
o Failure: The Database Server returned nothing. The Database Server
may be offline or something could be blocking the query from being
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received by the Database Server. It’s possible that the user has no call
logs.

e Display Latest Call Logs in Database: Requests a list of all Call Logs from the
Database Server.

o Success: The Database Server was able to return the 10 most recent
call logs written to the Database.

o Failure: The Database Server returned nothing. The Database Server
may be offline or something could be blocking the query from being
received by the Database Server. It's possible that the user has no call
logs.

System SIP Server

= Display Registered Servers and Users: Displays the current list of registered
users and servers.

o Success: Returns a list of registered users and Servers.
o Failure: The System SIP Server is offline, or none of the other services
are running.

Presence Server

e Verify Connection to the Presence Server: Checks to see if a connection can be
established with Presence Server.
o Success: The Presence Server is online, running, and connection can be
established with it.
o Failure: The Presence Server is offline, not running, or connection
cannot be established with it.

o Display All Groups: Requests a list of all user groups from the Presence Server.

o Success: Returns a full list of all user groups.

o Failure: The Presence Server is down, or unable to populate its list of
groups and users. It's possible that the Database Server was down when
the Presence Server was started so it wasn’t able to obtain the
information it needs to run properly.

e Presence Status is Not Displayed: Requests the status of the user from the
Presence Server.
o Success: The Presence Server is online and returns the user’s status.
o Failure: The Presence Server is offline or is not ready. It's possible that
the Database Server was down when the Presence Server was started
so it wasn’t able to obtain the information it needs to run properly.

e Query Presence Server’s Latest Call Logs: Requests a list of the last 10 call logs
that were written by the Presence Server.
o Success: Returns the last 10 call logs written by the Presence Server.
o Failure: No call logs are returned. The Presence Server is either offline,
is not ready, or the Radius Packets are not being sent to this UCC
Server. If radius has not been configured, then it's not possible to see
Call Logs being written.

e Display Current Subscribers to the Presence Groups: Requests the list of
currently subscribed users of the Presence Server.
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o Success: Returns the list of subscribed users.
o Failure: The Presence Server is offline, not ready, or there are no
subscribed users.

e Display Current Active Calls: Requests the list of current active calls being made.
o Success: Radius packets are being sent to this UCC Server. Returns the
list of active calls.
o Failure: The Presence Server is offline, not ready, or there are no active
calls.

System Tracker

e Display Server Connection Statistics: Attempts to establish a connection with the
System Tracker.
o Success: The System Tracker is online, running, and connection can be
established with it. Also returns the connection status of all Servers.
o Failure: The System Tracker is offline, not running, or connection cannot
be established with it.
e Server Statistics:

o SIP Server:
= Current state of this server.
=  Number of times this server went offline.
= Current running duration of uptime.

o CallController Server:
= Current state of this server.
= Number of times this server went offline.
= Current running duration of uptime.

o Database Server:
= Current state of this server.
=  Number of times this server went offline.
= Current running duration of uptime.

o Presence Server:
= Current state of this server.
=  Number of times this server went offline.
= Current running duration of uptime.

Client Tests

e Servers are Disconnected: This tells if you can or cannot connect to all servers.
o Success: All services: System SIP Server, CallController Server,
Database Server, Presence Server, and System Tracker are all running.
o Failure: One or more of the servers are not running.

e Don’t See Phone Line: Checks to see if the you can make a phone call.
o Success: Itis able to make a phone call correctly.
o Failure: The CallController Server is offline, the user is not associated
with a phone, or the user’s phone is disconnected.

e Can’t Control IP Phone: Checks to see if the user can obtain phone lines.
o Success: It returns a list of the user’s phone lines (phone DN’s).
o Failure: The CallController Server is offline, the user is not associated
with a phone, or the user’s phone is disconnected.

e Cannot Sign In: Checks the Database for your account username and password.
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o Success: The Database is running and is able to verify correct username
and password.

o Failure: The Database Server is not running, or the account information
used is incorrect.

Don’'t See Speed Dial Numbers: Requests a list of Speed dial entries for this user
from the Database Server.
o Success: The Database Server was able to return all speed dial results.
o Failure: The Database Server is either not running or speed dials may
have not been created yet.

Don’'t See Personal Contacts: Requests a list of all Personal Directory Contacts
from the Database Server.

o Success: The Database Server was able to return all Personal Directory
Contacts.

o Failure: The Database Server returned nothing. The Database Server
may be offline or something could be blocking the query from being
received by the Database Server. It's possible that the user may not
have any Personal Directory Contacts.

Don’'t See Call Logs: Requests a list of all Call Logs from the Database Server.
o Success: The Database Server was able to return all Call Log results.
o Failure: The Database Server returned nothing. The Database Server
may be offline or something could be blocking the query from being
received by the Database Server. It’s possible that the user has no call
logs.

Don’'t See Presence Info: Requests a group list and user list from the Presence
Server.
o Success: Returns a full list of all user groups and users in those groups.
o Failure: The Presence Server is down, or unable to populate its list of
groups and users. It's possible that the Database Server was down when
the Presence Server was started so it wasn’t able to obtain the
information it needs to run properly.
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This chapter describes the common error conditions that occur with the Unified CallConnector
Server and steps to solving these problems. The following are the areas of possible error
conditions what will be covered:

Cannot Register (TSP Mode) with the IP Phone
Activation Fails with Timeout

Phone Lines are Not Shown or Cannot Dial

Call Logs Not Showing

Parts of the Toolbar are grayed out

Presence Buttons are Grayed Out

Popup System Tray Icon Becomes Gray

Cannot Login

Can not view the Logs Window (in TAPI Mode)
Can not view the Contacts Window (in TAPI Mode)
Can not view the Shortcuts Window (in TAPI Mode)
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UCC Server Troubleshooting

While using the Unified CallConnector, users may experience some common problems.
This chapter focuses on troubleshooting these common problems. The troubleshooting
information contains information on the nature of the problems and steps to solving these
problems.

The Unified CallConnector system consists of multiple interacting components. These
components are shown below with a summary of the impact of a failure in a component
and the appropriate debugging tool.

G
= @
Activation
T B Proxy License Server
19
SB IE ,
Reg Database
Server -m
A
o Local == Y 7
Popu e
pup CallController /- P
B in TSP
[~ P ;
2
Qutlook SB : . Local
Quick il SIP Server
11 Search
[~
11
Control
Components Application Config Services Panel Telephone System
F E D B A

Summary of Component Failure and Possible Failure Symptoms

w >

Phone & Modems; Admin Tools ->ODBC ->System DSN

©mmo o

IP Phone Not Registered; Cannot/Lost Connection to CME Router:
Cannot Register, Cannot Access/Corrupted Database: From Control

Panel open

GUI Gray; Unable to Connect/Login: Connectivity Status; Windows Services ->Stop/Start
Reset Activation, Change Configuration: Windows Registry; UCC.XML in System32
Cannot View Information (caller id, search results): Popup Options; UCC Debug Logs
Toolbar Not Showing, IE/Outlook Crash: Unregister/Register.bat files

Activation Timeout: Check firewall and IE settings
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Cannot Register (TSP Mode) with the IP Phone

Description

The Cisco Unified CME router can be successfully pinged, but the Wizard or TSP cannot
register to CME.

Possible Causes

Invalid user name and password have been entered.

Another TSP is running and using the same IP-Phone.

Ephone has not been configured with the User Name and Password.

Firewall blocking Local SIP Server and Popup.

The CMCE User Name and Password are too long (if more than 15 characters)

Procedures

Step 1: Verify that the account information has been entered correctly. Enable CME
Debug for IP Phone Registration

Step 2: Re-enter the information and verify connectivity using the Wizard.

Step 3: If the Wizard still displays the error, then contact your system administrator or
service provider.

Activation Fails with Timeout

Description

When Activating Serial Number, the progress bar run through three times and posts an
error message.

Possible Causes

No access to the Internet from this PC

Access to the UnifiedCallConnector.com site is not resolved/available.
Firewalls may be blocking Popup access to internet.

Password access proxy

Procedures

Step 1: Verify that there is access to Internet. Browse to www.cisco.com.
Step 2: Verify proxy settings on Internet Explorer, if proxy is in use.

Step 3: Verify that the firewalls on the PC allow Popup external access

Step 4: Verify that there is access to the License Server site. Browse to
www.unifiedcallconnector.com.

Step 5: If the Activation still displays the error, then contact your system administrator or
service provider.
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Phone Lines are Not Shown or Cannot Dial

Description

When trying to select a phone line from the Popup menu, the phone lines are not shown.
Or attempting to dial, but the call is not being dialed out.

Possible Causes

Client is not logged in.

CallController Server is stopped or session to CME dropped.

IP Phone or IP Communicator have been disconnected or not in service.
IP Phone has not been configured with the CME.

All lines are in use.

Dial plan is not properly configured

Procedures
Step 1: Check whether logged in or logged out.

Step 2: If IE or Outlook open, click on Cisco button in UCC Toolbar and check on servers
in Connectivity.

Step 3: Right-click on the red Popup system tray icon, select Options and Click on the
Server tab.

Step 4: If Server Tab displays the Logout button, then logged in. If it shows a Login and
Reset button, then logged out.

Step 5: If you are logged out, then type your Login name and password and click on the
Login button. If not using UCC Server, uncheck/check ‘Use Local TAPI Driver’ to reset
user-name and password.

Step 6: Check whether or not the CallController Server is down from Option-Server or
Toolbar->Cisco->Connectivity.

Step 7: If in TAPI mode, check in Services to see if the ccCallController service is
stopped. If it has stopped, then select the service and click the “play” icon on the top to
start the service.

Step 8: If in Server mode, check the CallController Server on the Server machine to see if
it has stopped. If it has stopped, then start the service from the Services menu.

Step 9: Verify that IP Phone is operating properly and all lines are visible.
Step 10: If TAPI mode, use TAPITest tool to verify phone operation.

Step 11: If Server mode, use the sharpshooter to isolate problems. If problem persists,
collect debug and report the problem.

Step 12: Check if your Windows dialing plan is set up correctly. You can access it either
from the control panel or from Popup Options > Dial tab > click on Windows Dialing
Rules.
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Call Logs Not Showing

Description
When you click on the Logs, none of the Call Logs are shown.

Possible Causes

No Calls have been made.

Presence Server is not writing Call Logs because it is stopped.
Presence Server not receiving messages from the Radius Server.
Your Login name isn’t associated with a contact entry.

Your contact’s business phone number hasn’t been filled in.

DB server is not running

Procedures

Step 1: Verify that Call Logs are not being shown. Make a phone call to any humber and
hang up. Open the Call Logs Window in Internet Explorer. Right-click on the menu and
click refresh. If nothing is shown, proceed with the next step.

Step 2: Check if the Presence Server on the Server Machine is stopped. On the Server
Machine open the Services menu and hit the refresh button. If the Presence Service has
failed

Step 3: Check whether the Database Server has stopped running. In order for the user to
be logged in the System SIP Server (Server mode) or CallController (TAPI mode) needs
to be able to access the database to authenticate the user.
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Parts of the Toolbar are grayed out
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Description

Some parts of the toolbar such as the presence status buttons and the QuickSearch box
maybe grayed out. Ask customer which parts of toolbar are grayed to determine area of

need.

Possible Causes

Auto Recovery has not been turned on (by default this is enabled).
Some services stopped working, need to determine cause (and restart service)

Procedures

Step 1: Determine which servers are stopped using Toolbar->Cisco->Connectivity.
Step 2: Enable Auto Recovery if disabled from toolbar or in UCC.XML file

Step 3: Restart Internet Explorer or Outlook for auto-recovery to be enabled.

Step 4: If Servers are stopped, restart the servers using Windows-Services or Popup-

Services.

Datab
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A Cisco Unified CallConnector - Products & Services - Cisco Systems - Microsoft Internet Explorer

File  Edtf View Tools  Help

Address | @] hetp: /v, cisco. domienfUSiproductsips 7067 findzsx:, html

CallController Server or
Lines not available
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presence features that can increase productivity and enhance comn
within camman applications like Microsoft Outlaak and Internet Explar
integration and new and easy ways to work smarter and faster

Intuitive anct flexible, Cisco Unifisd CallConnector ensbles you to: .
| >

&l

& Internet

1. Local SIP Server not Available — All Objects Grayed Out

2. CallController Server Not Available — Line Display show “ No Phone Lines Available
3. Presence Server Not Available — Status Window Grayed Out

4. Database Server Not Available — Shortcuts, Contacts, Logs Grayed Out
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Presence Buttons are Grayed Out

Description
The Presence buttons on the toolbar are grayed out and cannot be used.

Possible Causes

Presence Server on UCC Server is stopped.
Auto recovery is off.

The Client is running in Personal mode

Procedures
Step 1: View Services status using CTI Services Manager

Step 2: Restart the Presence Server. On the Server machine, open the Services menu
from Administrative tools in the Control Panel.

Step 3: Select the ccPresenceServer item and press the play button at the top to start
the service.

Step 4: Click on the Cisco help button in the toolbar and make sure the Auto Recover is
On.

Step 5: You may have to restart the application that you are running (Internet Explorer or
Outlook) because the Presence buttons may not refresh when you change your
availability and location.

Popup System Tray Icon Becomes Gray

Description
The red Popup icon in the System Tray becomes grayed out.

Possible Causes

The Local SIP Server has stopped.

The System SIP Server has stopped.

The Local CallController has stopped. (TAPPI Mode)

The CallController Server has stopped and you cannot get phone lines.
The CME became unavailable.

The IP Phone or the IP Communicator has stopped.

Procedures
Step 1: Check to see whether the Local SIP Server has stopped.
Step 2: Right-click on the Popup system tray icon.

Step 3: Then move the mouse over the Services menu item. A menu showing the status
of the local services will appear.

Step 4: If the Local SIP Server is stopped, then please start the service by clicking on
Start All Services.

Step 5: Check to see whether the System SIP Server has stopped. You can check this
on the server machine that it is running from. In Control PaneNAdministrative
Tools\Services, you can verify if the System SIP Server has stopped.
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Step 6: If it has stopped, right-click on the service and select start.

Step 7: Check to see whether the CallController Server has stopped. If you are in TAPI
mode, open Control Panel\Administrative Tools\Services. Check whether ccCallController
service has stopped. If it stopped, right-click on the service and select start to restart the
service.

Step 8: If you are in Server mode, check to make sure whether the CallController Server
has stopped on the Server machine. You can check that from the Services menu. Find
the service called CallController Server and see if it is started or stopped. If it stopped,
right-click on the service and select start to restart the service.

Cannot Login

Description
You cannot login.

Possible Causes

Wrong User information.

Local SIP Server stopped (TAPI Mode).

System SIP Server stopped (Server Mode).

Database Server has stopped.

The firewall is blocking the Local SIP Server and the Popup.
The wrong Network adapter is chosen.

Procedures
Step 1: Check whether you typed in the wrong user information.
Step 2: The login information for TAPI mode and Server mode are completely different.

Step 3: If you are unsure about what your username and password are for either modes
or you don’t have a username and password, talk to your system administrator or service
provider for assistance.

Step 4: Check whether the Local SIP Server has stopped. If it is stopped, there is no way
for your client to communicate with the System SIP Server or Local CallController to log
in.

Step 5: On your machine, check in Services to see if the ccLocalSIPServer service is
stopped. If it has stopped, then select the service and click the “play” icon on the top to
start the service.

Step 6: Check whether the System SIP Server has stopped. If you are logging in, in
Server mode, the System SIP Server must be running to authenticate the user.

Step 7: On the Server machine, check in Services to see if the ccSystemSIPServer
service is stopped. If it has stopped, then select the service and click the “play” icon on
the top to start the service.

Step 8: Check whether the Database Server has stopped running. In order for the user to

be logged in the System SIP Server (Server mode) or CallController (TAPI mode) needs
to be able to access the database to authenticate the user.
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Can not view the Shortcuts Window (in TAPI Mode)

Can

Can

Description
You can not view the Shortcuts window.

Possible Causes

The Local CallController has stopped.
The Client is not logged in.

Procedures

Step 1: Check to see whether the CallController Server has stopped. If you are in TAPI
mode, open Control Panel\Administrative Tools\Services. Check whether ccCallController
service has stopped. If it stopped right-click on the service and select start to restart the
service.

Step 2: Restart Popup to log in.

not view the Contacts Window (in TAPI Mode)

Description
You can not view the Contacts window.

Possible Causes

The Local CallController has stopped.
The Client is not logged in.

Procedures

Step 1: Check to see whether the CallController Server has stopped. If you are in TAPI
mode, open Control Panel\Administrative Tools\Services. Check whether ccCallController
service has stopped. If it stopped right-click on the service and select start to restart the
service.

Step 2: Restart Popup to log in.

not view the Logs Window (in TAPI Mode)

Description
You can not view the Logs window.

Possible Causes

The Local CallController has stopped.
The Client is not logged in.

Procedures

Step 1: Check to see whether the CallController Server has stopped. If you are in TAPI
mode, open Control Panel\Administrative Tools\Services. Check whether ccCallController
service has stopped. If it stopped right-click on the service and select start to restart the
service.

Step 2: Restart Popup to log in.
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Can not view the Status and the Rules Windows (in TAPI
Mode)

Description
You can not view the Status and the Rules window.

Possible Causes

The Status and the Rules are not available in the TAPI mode.
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CHAPTER

Mobility Troubleshooting

11

This chapter describes the common error conditions that occur with the Unified CallConnector
Mobility Service and the steps to resolve them. The following are the areas of possible error
conditions that will be covered:

e Single Number Reach doesn’t work properly:

e The SNR Works intermittently:

e The Mid-Call Features doesn’t work:

e The MNR does not work properly:

e The reached call gets dropped when the user answers it:

e The Dial-in System Access doesn’t work properly:

e The Mobility Service doesn’t play custom recorded voice prompt:
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UCC Mobility Troubleshooting

While using the Unified CallConnector, users may experience some common problems.
This chapter focuses on troubleshooting these common problems. The troubleshooting
information contains information on the nature of the problems and steps to solving these
problems.

The Unified CallConnector system consists of multiple interacting components. These
components are shown below with a summary of the impact of a failure in a component
and the appropriate debugging tool.

G
O -
Activai
15 B clivatiof Proxy License Server
s [E 2 7
Reg Database
Server ﬁ
4
Local y ==
Popup ° CallController AT '/;'J:’
B TSP
Qutlook SB Local 3
Quick uccl. SIP Server
14 Search a
5
1 8 Control
COMPEiCHS Application | | Config Services Panel Telephone System
F E D c B A
Summary of Component Failure and Possible Failure Symptoms
H. IP Phone Not Registered; Cannot/Lost Connection to CME Router:
I. Cannot Register, Cannot Access/Corrupted Database: From Control Panel open
Phone & Modems; Admin Tools ->ODBC ->System DSN
J. GUI Gray; Unable to Connect/Login: Connectivity Status; Windows Services ->Stop/Start
K. Reset Activation, Change Configuration: Windows Registry; UCC.XML in System32
L. Cannot View Information (caller id, search results): Popup Options; UCC Debug Logs
M. Toolbar Not Showing, IE/Outlook Crash: Unregister/Register.bat files
N. Activation Timeout: Check firewall and IE settings

This chapter describes the common error conditions that occur with the Unified
CallConnector Mobility Service and steps to solving these problems.
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Mobility Features Troubleshooting

Single Number Reach doesn’t work properly:

Description The SNR does not launch after a personal routing policy is created.

Possible e Automation server is not running

Causes e CallConnector fails to acquire ephone.

e The ephones in CME are not available

e The personal routing policy is not setup correctly
e SNR session or softphones exhausted.

e Not enough PSTNs to serve SNR.

Procedures | Step 1. Launch the CTIServer Server Manager to check the
automation server status making sure it is “Started”. If not,
click Stop and wait until all servers are stopped then click
Start.

Step 2. Launch the CTIServer Server Manager to check the
CallConnector server status making sure it is “Started”. If not,
click Stop and wait until all servers are stopped then click
Start.

Step 3. Launch the Cisco CallConnector Server Wizard and go to the
Automation Ephone Pool setup page to verify the ephone pool
setup making sure the ephones are assigned correctly. Also, it
is required to assign SNR application to at least one ephone
pool.

Step 4. Check the personal routing policy’s condition checks, making
sure all the enabled conditions are matched.

Step 5. Add more softphones and increase SNR sessions.

Description SNR does not call my PSTN reach #

. e Not enough PSTN
Possible e The Dial plan not setup correctly
Causes
e The Timeout is too short

Procedures | Step 1. Configure your phone dialing rules correctly from your
Windows ‘Phone and Modem Options’

Step 2. From the server Wizard, increase the Timeout period
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Cannot create/edit rules

Description
Possible e Automation Server is not running
Causes e Client is not in Server/Client mode
e Client is not connecting to the Server or is not running
Procedures | Step 1. Launch the CTIServer Server Manager to check the
automation server status making sure it is “Started”. If not,
click Stop and wait until all servers are stopped then click
Start.
Step 2. Change Client to run in Server/client mode.
Step 3. Start the Client.
Description SNR does not show the Caller ID
Possibl e Caller ID forward is disabled
ngsslese e The Analog line does not transmit Caller ID
Procedures | Step 1. Run the Server Wizard to enable the Caller ID forwarding
Note: Mobility server cannot publish the Caller ID through Analog
lines which are not configured to show the Caller ID information.
Description SNR cannot authorize me to pick up and routed phone call
Possible e Using the DISA password instead of the Tel password
Causes
Procedures | Step 1. Please use the Tel password which is set up in the client

Popup options
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The SNR Works intermittently:

Description Sometimes SNR does not launch even tough the servers have
enough ephones, softphones and SNR sessions.

Possible e Ephones/Softphones are not returned to their pools.

Causes

Procedures | Step 1. Please wait and try again later. When the call terminates, the

mobility does some cleanup procedures then returns the
softphones and SNR sessions to their pool.
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The Mid-Call Features doesn’t work:

Description The Mid-Call Features doesn’t respond to the user’s input once an
SNR session is established.

Possible e Mid-Call Features is not enabled

Causes e Hardware Conferencing is not enabled

e One of the participants pressed ‘## (this will terminate the Mid-Ca;;

features or Dial-in Access sessions)

Procedures | Step 1. Launch the Cisco CallConnector Server Wizard and go to the

Automation Mobility Service setup page.

Step 2. Check the “Allow mid-call to access features” option is
enabled in the Single Number Reach Options section.

Step 3. Go to the Settings to Access CME/US500 Features setup
page making sure that the option “Use Hardware
conferencing” is checked.

Step 4. In the case of one of the participants pressing ‘##’, please
hang-up and reestablish the connection.

Description DISA show my home phone in the Caller ID instead of my office
phone.

Possible e ‘Hide User Phone Number' is disabled

Causes

Procedures | Step 1. Run the server wizard and make sure the ‘Hide User Phone

Number’ is enabled.
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The MNR does not work properly:

Description MNR does not ring all reach phone numbers

Possible e Not enough softphones

Causes

Procedures | Step 1. To use the MNR, you need “X+1” softphones available. X is the

number of simultaneous reach numbers you would like to have.

Note: When you pick up the call from one of your reach numbers all X
softphones are returned to the pool and you are only occupying 1
softphone.
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The reached call gets dropped when the user answers it:

Description When the mobility service gets the incoming call and tries to route
the call to the user, the reached call gets dropped too fast.

Possible e Timeout for user answer setting might be too short
Causes e One of the reach calls has been successfully established

Procedures | Step 1. Launch the Cisco CallConnector Server Wizard and go to the
Automation Mobility Service setup page to increase the
Timeout for user answer value.
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The Dial-in System Access doesn’t work properly:

Description The Dial-in System Access doesn’t work when the user calls the
DISA pilot number.
Possible e Automation server is not running
Causes e DISA features is not enabled
e No pilot number or ephone assigned for DISA pilot number
configuration
e The hunt-group number is being used as a DISA number
Procedures | Step 1. Launch the CTIServer Server Manager to check the
automation server status making sure it is “Started”. If not,
click Stop and wait until all servers are stopped then click
Start.

Step 2. Launch the Cisco CallConnector Server Wizard and go to the
Automation Mobility Service setup page making sure that the
option Allow Dial-in access is checked.

Step 3. Check the DNs list box in the Dial-in Access Options section
making sure the DISA pilot number that the user called is in
the list. If the pilot number you intend to use is not in the list,
then you need to assign an ephone that has the pilot number
to an ephone pool set to be dedicated and assign the DISA
application to the ephone pool.

Description The outside access code have to be entered while setting up the
rule

Possible e The Dial plan is not properly configured.

Causes

Procedures | Step 1. Configure the client’s Dial plan
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Description Everyone has access to my DISA server or no one has access to
my DISA server

Possible e The ‘Authentication Type’ is incorrect
Causes

Procedures | Step 1. Run the server wizard and select the appropriate
Authentication Type

Step 2. Run the Client to rest the DISA password (from the Popup,
Options window, Contact tab). Enter the new password and
click update.
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The Mobility Service doesn’t play custom recorded

voice prompt:

Description The mobility service doesn’t play custom voice prompt that users
recorded.
Possibl e Language setting is incorrect
C(;?Ji‘lese e Location or Name of the prompt files are invalid
e Audio format of the prompt files are invalid
Step 1. Launch the Cisco CallConnector Server Wizard and make
Procedures sure the language setting on the first setup page is selected as
“Custom”
Step 2. The location of the prompt files must be the Cisco Unified
CallConnector Server installation path\Wave\Custom directory.
Step 3. The required audio format criteria for custom recorded voice
prompt are:
Step 4. Bit Rate: 128kbps
Step 5. Audio Sample Size: 16bit
Step 6. Channels: 1(mono)
Step 7. Audio Sample Rate: 8bit
Step 8. Audio Format: PCM
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