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Introduction

Introduction

This document covers the configuration of the required software components
essential for achieving a Single Sign-on (SSO) solution with WebEx
Messenger using Active Directory Federation Services (ADFS).






Enabling SSO for WebEx
Messenger

Configure Federated Web SSO

1. Log into http://www.webex.com/go/connectadmin with your administration
credentials.

2. Select the Configuration tab > System Settings > Security Settings.
3. Select Federated Web SSO Configuration.

4. Inthe WebEx SAML Issuer (SP ID) field, enter the name for the SAML
agreement.

Note: You can use the fully qualified domain name (FQDN) of your organization.
5. Complete all the required fields.

6. Select Export to export the metadata to a location on your computer. You
will import this file later.

Create a Relying Party Trust

1. Go to your Active Directory Federation Services (ADFS) server.

2. In the Actions dialog box, select Add Relying Party Trust.


http://www.webex.com/go/connectadmin
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= Add Relying Party Trust Wizard [ x|
Select Data Source

i Selact an option that this wizard will use to obtain data about this relying party:

@ Welcome =
5 = () Import data about the relying party published online or on a local network

= oo Use this option to import the necessary data and certficates from a relying party organization that publishes
@ Corfigure Multifactor its federation metadata online or on a local network.

Authertication Now?

Federation metadata address (host name or URL)

@ Choose Issuance

Authorization Rules

@ Readyio Add Trust Example: fs.contoso.com or hitps.//www contoso .com/app

@ Finish (®) Import data about the relying party from a file
Use this option to import the necessary data and certificates from a relying party onganization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file

Federation metadata file location:
\Users‘\Administrator\Downloads'webex_SP_sam|2_metadata_uc8sevtiab 13 xml ] " Browse...

() Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization,

[ <Previous || Net> || Cancel

3. Select Import data about the relying party from afile.
4. Select Browse to navigate to and select the metadata file.
5. Select Next.

6. Enter the display name for the SAML agreement.

7. Select Next.

8. Select the | do not want to configure multi-factor authentication
settings for the relying party trust at this time radio button.

9. Select Next.

10. Select the Open the Edit Claim Rules dialog for the relying party trust
when the wizard closes check box.

11. Select Close.

Add Claim Rules for Messenger

1. Inthe Edit Claim Rules for Messenger dialog box, select Add Rule.

2. Inthe Add Transform Claim Rule Wizard from the Claim rule template
drop-down, select the Send LDAP Attributes as Claims template.




3.

4.
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Select Next.

Enter the claim name and select the E-Mail-Addresses and
IncomingClaim attributes as shown below.

You can configure this rule to send the values of LDAP attributes as claims, Select an attribute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the rule.
Claim rule name:

aim

Rule template: Send LDAP Agtributes as Claims

Attribute store:
|Mhre Directory v

Mapping of LDAF attbutes to outgoing claim types:
LDAP Attribute (Select or type to
add more)

Outgoing Claim Type (Select ortype to add more)
> E-Mail-Addresses w || IncomingClaim v

- v W

View Rule Language.... oK || cancel
5. Select OK.
6. Create another new rule as before using the Claim rule template
Transform an Incoming Claim.
7. Enter the claim name.
8. From the Incoming claim type drop-down, select IncomingClaim.
9. From the Outgoing claim type drop-down, select Name ID.
10. From the Outgoingname ID format drop-down, select Unspecified.
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‘You can configure this rule to map an incoming claim type to an cutgoing claim type. As an option. you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.

Caim nie name:

fiome0] ]
Rule template: Transform an Incoming Claim

Incoming clam type: [incomingClaim v|

Incoming name 1D format |Unspeciied v |

Outgoing claim type: [Name 1D v|
Outgong name IDfomat:  [Unspecfied ~|

® Pass through all claim values
) Replace an incoming claim value with 3 diferent outgoing claim value

Incoming clam value | ]

Outgoing claim vilue | ] Browse:

O Replace incoming e-mail suffix claims with 2 new e-mail suffic

Mew email suffx | |

Example: fabrikam com

View Fule Language.. [ ok ][ cance |

11. Select OK.
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Download the ADFS Metadata

Download the ADFS metadata from https://<FQDN of your ADFS
server>/FederationMetadata/2007-06/FederationMetadata.xml.

1.

@ Mozilla Firefox Start Page X +

https://adls uc8sevtiabl3.com/Federat

o Share Browser WebEx-

2.

nhletadatas/ 2l

Opening FederationMetadata.xml
You have chosen to open:

= FederationMetadata.xml|

which is; XML Document
from: httpsiffadla.uclsevtlabll.com

What should Firefox do with this file?

Openwith | Internet Explorer (default)

@ Save File

] Do this automatically for files like this from now on.

[ ok

J l Cancel

Select OK.

Import SAML Metadata in WebEx Messenger

Log into http://www.webex.com/go/connectadmin with your administration

1.

credentials.

Select the Configuration tab > System Settings > Security Settings.
Select Federated Web SSO Configuration.

Select Import SAML Metadata to import the metadata file you

downloaded.

In the AuthContextClassRef field, enter
urn:federation:authentication:windows;urn:oasis:names:tc:SAML:2.0:ac:cl
asses:PasswordProtectedTransport.

This string ensures that ADFS can deliver Kerberos and Form based
authentication.


http://www.webex.com/go/connectadmin
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Add the Rules for JIT (Just in Time Provision)

1. Inthe Edit Claim Rules for Messenger dialog box, select Add Rule.

2. Inthe Add Transform Claim Rule Wizard from the Claim rule template
drop-down, select the Send LDAP Attributes as Claims template.

3. Select Next.

4. Enter the claim name (JIT) and select the attributes as shown below.

Edit Rule - JIT [x]

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the rule.

Claim rule name:
brT]
Rule template: Send LDAP Attributes as Claims

Attribute store:
| Active Directory w

Mapping of LDAP attributes to outgoing claim types:

LDAP Attribute (Select or type to
add mare)

» E-Mail-Addresses

Outgoing Claim Type (Select or type to add more)

email

Given-Name firstname

Sumame lastname

whenChanged

update Time Stamp

CPpC< <<«
CPpCPC<<

[ View Rule Language... | oK [ cancel

5. Select OK.

Enable Auto Account Creation and Auto Account
Update in WebEx Messenger

1. Log into http://www.webex.com/go/connectadmin with your administration
credentials.

2. Select the Configuration tab > System Settings > Security Settings.
3. Select Federated Web SSO Configuration.


http://www.webex.com/go/connectadmin
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4. Select the Auto Account Creation and Auto Account Update check
boxes.

5. Select Save.

Important: For Cisco Jabber to work with Cisco WebEx Messenger Instant Messenger
and Presence and deliver on-premise Cisco Unified Call Manager (CUCM) and Unity
connection, you must provide the UC details for CUCM and connections in the WebEx
Messenger administrator portal.

To use SSO in Cisco WebEx Messenger and Cisco WebEx Meeting Center, ensure
loose integration is enabled for both.

See Cisco Unified Communications Integration with Cisco WebEx and Provision
Loosely Coupled Integration in the Cisco WebEx Messenger Administration Guide.



http://www.cisco.com/c/en/us/support/unified-communications/webex-messenger/products-installation-guides-list.html




Migration from WebEXx
Messenger to Common
ldentity SSO Authentication

Request to Add Domain to Common Identity

Contact your Customer Success Manager (CSM) or Universal Agent (UA) to
submit an ops request to add the domain to Cl or email: ci-messenger-
sync@cisco.com.

Create a Password in CI

As none of the users migrated from Cisco WebEx Messenger have a
password, you must create a password for an existing administrator now.

1. Connect to Https://web.ciscospark.com and enter the email address of the
administrator.

2. Select Next.
3. Select Can’t access your account?.

An email is automatically sent to that user asking them to reset their
password.

Note: Any administrators in Cisco WebEx Messenger that are migrated to Cl will remain
administrators in Cl.

Configure SSO in Cloud Collaboration
Management

1. Connect to https://admin.ciscospark.com using the email address and
password that you previously reset.

2. Select Users in the left navigation bar to display all the users from the
Cisco WebEx Messenger organization.
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From the top navigation bar, select Service Setup > Enterprise Settings
to download the Cl metadata to configure ADFS.

In the Enterprise Settings window, select Integrate a 3rd-party identity
provider (Advanced).

Select Next.

Select Download Metadata File.

Create a Relying Party Trust for CI

1.

2.

Go to your Active Directory Federation Services (ADFS) server.

In the Actions dialog box, select Add Relying Party Trust Select Import
data about the relying party from a file.

Select Browse to navigate to and select the metadata file downloaded
from CI previously.

Select Next.
Enter the display name for the SAML agreement.
Select Next.

Select the | do not want to configure multi-factor authentication
settings for the relying party trust at this time radio button.

Select Next.

Select the Open the Edit Claim Rules dialog for the relying party trust
when the wizard closes check box.

10. Select Close.

Add Claim Rules for CI
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In the Edit Claim Rules for Messenger dialog box, select Add Rule.

In the Add Transform Claim Rule Wizard from the Claim rule template
drop-down, select the Send LDAP Attributes as Claims template.

Select Next.

Enter the claim name and select two attributes, mail and uid, to be passed
to Cl and mapped to the user’'s email address.



Edit Rule - Attributes ]

You can configure this nie to send the values of LDAP attrbutes as claims. Select an attribute store from
which to exdract LDAP attributes. Specy how the sttnbutes will map 1o the cutgoing clam types that will be
issued from the rule

Claim nule name:

s

[_-__.

Rule tempiate: Send LDAP Attributes as Clmma

Anrbute store
;;'ﬂnreD-reﬁory -
Mapping of LDAP attributes to outgong claim types
LDAP Atinbute (Select or type 1o
2dd more)

Outgoing Clam Type (Select or type to add more)

» E-Mail-Addresses v |mad w
E-Mail-Addresses v fuid -

w w

5. Add a second claim rule using the Send Claim Using a Custom Rule
template.

6. Add the following test to the custom rule. The yellow highlighted text is the
FQDN or your ADFS 3.0 server and the green highlighted text is the CI
entitylD from the metadata file downloaded from Cloud Collaboration
Management.

c:[Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]

=> issue(Type =
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier”,
Issuer = c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value,
ValueType = c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/fo
rmat"] = "urn:oasis:names:tc:SAML:2.0:nameid-format:transient”,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/n
amequalifier"] = "http://adla.uc8sevtlabl3.com/adfs/com/adfs/services/trust",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/s
pnamequalifier"] ="

")

7. The claim should now look like this:

13
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Edit Claim Rules for CI |=(2] x | ‘
Edit Rule - NamelD

You can configure @ custom claim rule. such as 2 rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language.

Claim rule name:
|NameID

Hule template: Send Claims Using a Custom Rule
Custom rule:

*http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier”, A
Issuer = c.lssuer, Originallssuer = c.Originallssuer, Value = c.Value,
ValueType = c.Valuelype, Properties
["http:ffscnemas.xmlscapAor@/ws/2005f05/identity/clalmprcpert1es/hcrma:
*] = "urn:casis:names:tc:SAML:2.0:nameid-format:transient”™, Properties
["http://3chemas.xmlscap.org/wa/2005/05/identity/claimproperties/namequ
alifiexr”] =
"http://adla.uctsevtlabl3.com/adfs/com/adfs/services/ctrusct”,

Properties
["http://3chemas.xmlacap.org/wa/2005/05/identity/claimproperties/spname
qualifier®] = “"https://idbroker.webex.com/8538£9ff-4112-440a-9880-
348Ebc3ebldé™) ;

oK || Cancel

Export and Edit the Metadata

1. Go to https://<FQDN in your Active Directory Federation Services (ADFS)
server.

2. Download the file /FederationMetadata/2007-06/FederationMetadata.xml.
3. Use an XML editor to remove the elements not required in CI.

Note: There are several XML editors available online but we recommend Code Beautify
http://codebeautify.org/xmlviewer.

4. In the XML editor, browse to the metatdata file in ADFS.

5. Select Beautify to delete the elements 3,4,5, and 6. Make sure the
idpssodescriptor and the contact person tags remain in the file.
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6. Select Download to download the edited file.

7. The metadata file should Io‘_ok like this:

\/\

sl =1 D sl _aclfsd el 0 - & x| @ cerpauconeiDownlo...
x cha«m WebEx *

<?xml version="1.0"?>
EntityD iptor xmins="ur i tCiSAML: 2, " antitylD="http:/ fadla.ucBsevtiabl3.com/adfs /services /trust” ID="_2758abl7-e646-4aac-84d4-b149I3L1461 >
5 AML:2.0: toeols

- <IDPSSOD tEnumerations="

- =KeyDescriptor use="encryption™>
- =keylnfo xmins="http:/ /www.w3.org/ 2000/ 09/ xmidsige ">
- <X509Datas

=X500Certificates MITFYTCCREMQAWIRAGIRATOEFKAUIMAISIaMalUnAy AWDOYIKoZ ThveNAQEL q. bl Y TAkDC I¥YDVOOQIEXIHC) ¥
</X509Datax>
</Kaylnfos
</KeyDescriptors
- =KeyDescriptor use="signing”>
=Keylnfo xmins="http:/ /www.w3.org/2000/09 /xmidsige":
- eX5090ataz

<X509Cer IFYTC iMAISD ¥ Q. 2 9 JBgNVBAYTAKICMRSWGQYDVQQIEX VhdGv

</X508Data>
</Keylnfo>
</KeyDescriptors

<SinglaLagoutService Location="https://adla.ucBsavtiabl3.com/adfe/ls/" Binding=" s, 12, T o b
zinglel vice L “https:/ /adla 3.com/fadfs/Is/" Binding=" 2 TTP-POST =
< mat i 1.1 i1 iladd: A mat>
IDF. ML:2. - fNamelDFormat>
< ormat 12 /NamelDFormats
i oe L i “https://adla 13.com/adfs/Is/" Binding=" AML: 2. TTP- >
laSi ice L “https:/fadla 12.comfadfe/I/" Bindings= :2. TTP-POSTY/ >
<Attribute xmins="urn:oasis:names:tc:SAML: 2.0:assertion” F|'iena|vNima="E-Mall Address” NamaFormat=" 12 format:uri”
Nama="http:/ /schemas.: xmlmn oru.rws(zuos;os; laims/ LEENES
xming=" 1" FriendlyN. "Given Name" “ur 12, il "
Hame="http:/ fschemas.xmisoap. oru.-’wsfznosmafldentlwtclnlm:fglvennnm 1>
xming=" ="Name” Name at="ur 2 name i
Name="http: !!sﬂ!emas xmlmn ol‘ﬂ.’w:[2005105J'Iﬂeﬂllhﬂclnllns}nnme (e
< xming=" ISAML:2.0:assartion” Fr mat=" -3 mat:uri”

bmm e T o e

Complete SSO Configuration in Cloud
Collaboration Management

1. Connect to https://admin.ciscospark.com using the email address and
password that you previously reset.

2. From the top navigation bar, select Service Setup > Enterprise Settings

to download the Cl metadata to configure ADFS.


https://admin.ciscospark.com/

3. Inthe Enterprise Settings window, select Integrate a 3rd-party identity
provider (Advanced).

4. Select Next.
5. Select Import to browse to and import the edited metatadata file.

A success message is displayed when the import of the metadata file is
complete.

6. Select Next.
7. Select Test SSO Configuration .

8. Sign in with the administrator details.

Troubleshooting

If you try to use SSO to login now, it will fail and you will see an error
message. Using Firefox SAML tracer, you can see that Authinstant is defined
before NotBefore timer for that assertion. This makes it invalid.

To fix this issue you need to configure the ADFS Identity Provider (IdP)
engine to define the Authinstant assertion later.

@ A e =i
Chone [P asorerat] . F Eepart & Imipart
(sami i
f
3100 EAMLE
http | Presematens | 0L
BB PP DAY e M EWE LR L A LS L LS LRV LR DL LAURSEL 4 5 WL 3 R iryieLegyuneesoee
—..ro:s: AAG)QQHENITEET Firstaorati zz: 030110\ paggtxi 1VAEVER
O LBEYRFATIR cCa0AGTF BVACHERDAL DAL FRQeC e mESRIF HeC AV Ght y93en
wuTEoen v saoHrTURETL e 2myacs jn2 1veca YRS b2 ORI 1N RODE TR VL SANRRAC IvE 11 TRy VN
25307 AUTE S RV T2 EUTESL ADS0A1 L SO0ND K F ¥ KAVEGaVIACE V] ox hT 3 Lnd0/iT 1140 603 Lif KAV ucVE4C L VE 30X0T 122 Lo T AAOCADEATL 330ALwmY
el YT RIRRBI T U OERG T A e R THDRE £ £2 QAR R O 3L LY AOEA LA TR A KRG 3 7L B3 T R RAY S 34 aguiamc 191 88 X3 B/ 298 L BUP 0307 LRy MR B4 FD RN Sdioa
/iBREFD TARi01eRE 204K 69 4UEPAS 1¥5 207 I0PIAENEONVG AU 1AV L X 1S IAF 0] B 10404t TOLG 200 xF L P §5 50X T L unOMMKS ¥ 102 NUNR2 $uzovd £ iS58 Am </ da s XI0FTert ifiace>

/ dm 1 KEORDaTa>
uuavx.um
</ds: Fignatsres
<Bubjects

<HamelD FOrmAt="urniossis:names:tc:IANL:Z.0inameid-Tormat:toanaient™
omegea i ecs “htp://adia. uohsevt Labld . com sdzs/com/adts/ services/
EPHamatualifiae=hetpst//Lakeaker, waban. com/ SEIREDLE 4213 - 4408~ HeHAH -

STEOSEVTL. uu\,. orres/Hamaibs
wImIoRELE VEARLE .

a2 093 21 1a1a”
NotonCTALter="2015-08-03T11:234530. 94337

BeeiplenteTHUERS:// LAECkeE . vekex  com 1oh/ Consumer /et Akl LaS/ 851 SEOET- 4212 440n-FRN0-T480neT o144/ 8P
/>

Audiencer

Lab13, coms/AtTribureValues

cAuthnScetenent Auchninstants"2015-06-05T11118120.8521%
e

shuEBRCEntene)
<AUEDCONEEXTCIABOREL> UTn: DAS1S inamen : tC: BANLIE. 01 6C  uIaBsER: PasevoTdProtect e TranspOCE </ AUt hRCOL EXECInBBREE>

</ samipiBesponsas

I requeits recend
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To solve this problem, do the following:

1. Inthe ADFS server, execute the power shell command Set-

ADFSRelyingPartyTrust -Targetldentifier
"https://idbroker.webex.com/8538f9ff-4f12-440a-9880-3488bc3eb146" -

NotBeforeSkew 5.
2. The Targetldentifier must be the EntitylD from metadata file downloaded
from CI.
| Administrator: Windows PowerShell [= o .

She
2013 Microsoft Corporation. All rights reserved.

S ersh\Administrator> Set-ADFSRelyingPartyTrust -TargetIdentifier “"https://idbroker.webex. com/8538F9FT-4712-440a-98§
80-3488bc3ebl46™ -NotBeforeSkew 5_

3. Perform the configuration test in Cloud Collaboration Management again
and it should be successful.

Redirect Authentication

« Before you can verify the Jabber authentication in Cl, authentication must
be redirected from the WebEx Messenger platform to the CI platform, To
do this contact the CSM to update the existing ops request or submit a
new ops request or email: ci-messenger-sync@cisco.com.
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Verification of Cisco Jabber
Authentication in Cl

1. Start Cisco Jabber.

2.

General

Phone services

Chats
Audio TFTP servern
Video CTl server:
Calls CCMCIP server:
Status
Location
Sounds and Alerts i )

Voicemail
Privacy

Server

Accounts

Self Care Portal
Meetings

Calendar

cuem7 a.ucBsevtiabls.com

cucm7a. ucBsevtiabl3.com

cucm7a.ucBsevtiabls.com

uoin7a.udBsevtiabl3.com

OK

Verify that all the on-premise are still using SSO.

& Cisco Jabber ==
. paucorre@uc8sevtlabl3.com
m. Available -

Meetings

L

-_ y ccarvalh@ucBsevtlab13.com

3. Verify that WebEx Meeting Center is enabled for loose Integration.
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) Cisco Jabber = @@

| @ | ._paucorre@umsevtlablimm e
7 NT Available

General
Meetings host account

o, \
Chats -

Audio WebEx site: ucBsevtlabl3.webex.com
y ccarvalh@ucBsevtlabl3.com

Video Edit account... |

Calls
Meeting reminders
| Display meeting reminders as pop-ups

Status
Location
Sounds and Alerts Meet Now Mecting

. To set up or change your Meet Now meeting options, click here.
Privacy
Accounts
Self Care Portal

Calendar

Meetings

_ox_ [ cancel || apply

4. Finally, verify that Cisco Jabber logs contain the string
idbroker.webex.com, indicating that it is connecting to CI.

2015-06-05 09:34:31,893 DEBUG [0x000016e4] [ervices\imp\TransportHttpClient.cpp(87)]
[csfunified.telemetry. TransportHttpClient]

[CSFUnified::telemetry:: TransportHttpClient::getAccessTokenForMetricsService] - About to
execute access token request: [url] https://idbroker.webex.com/idb/oauth2/vl/access token
[method] 1

[followRedirects] 1

[transferTimeout] O

[connectionTimeout] 0

[numRetries] 0

[authType] 1

[acceptable cryptographic protocols] TLS 1 OTLS 1 1TLS 1 2

[useSystemProxy] 1

[header] User-Agent:

[size of body] 64

2015-06-05 09:34:31,893 DEBUG [0x000016e4] [sf-netutils\src\common\PolicySet.cpp(84)]
[csf.common.PolicySet] [csf::common::PolicySet::getPolicy] - Successfully found Policy with
nature EDGE_USAGE [NEVER_USE]

2015-06-05 09:34:31,893 DEBUG [0x000016e4] [Is\src\http\BasicHttpClientimpl.cpp(253)]
[csf.httpclient] [csf::http::BasicHttpClientimpl::execute] - Edge policy enforced successfully with
transformed Url: https://idbroker.webex.com/idb/oauth2/v1/access_token for request #1
2015-06-05 09:34:31,893 DEBUG [0x000016€e4] [etutils\src\http\HttpRequestData.cpp(71)]
[csf.httpclient] [csf::http::HitpRequestData::consumeEasyCURLConnection] - Acquired lock
(_easyCurlConnectionMutex)

2015-06-05 09:34:31,893 DEBUG [0x000016e4] [etutils\src\http\HttpRequestData.cpp(80)]
[csf.httpclient] [csf::http::HitpRequestData::consumeEasyCURLConnection] - Releasing lock
(_easyCurlConnectionMutex)



https://idbroker.webex.com/idb/oauth2/v1/access_token
https://idbroker.webex.com/idb/oauth2/v1/access_token

20

2015-06-05 09:34:31,894 INFO [0x000016e4] [etutils\src\http\CurlHttpUtils.cpp(1015)]
[csf.httpclient] [csf::http::CurlHttpUtils::configureEasyRequest] - *-----* Configuring request
#1 POST https://idbroker.webex.com/idb/oauth2/vl/access_token



https://idbroker.webex.com/idb/oauth2/v1/access_token
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